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The United States Telecom Association (USTA) respectfully submits its reply to

comments filed November 16,2000 in the above-referenced proceeding. In its comments,

USTA, along with every commenting party except for law enforcement, explained, consistent

with the record already before the Commission, that the four punchlist capabilities are not call

identifying information. USTA and every commenting party except law enforcement also

explained, consistent with the record already before the Commission, that the definition of call

identifying contained in the l-Standard is not deficient, but is in fact wholly consistent with the

language of the statute and the legislative history. As the Court of Appeals found, because the

definition is not deficient, the punchlist capabilities cannot be included in the J-Standard.

Predictably, no party has changed its position. The Department of lusticelFederal Bureau

of Investigation [law enforcement] continues to argue that the four punchlist capabilities are

included in the definition of call identifying information. As the record in this latest round of

comments continues to demonstrate, law enforcement's argument is inconsistent with the statute.

Law enforcement continues to ignore the statutory scheme whereby the Commission must give

deference to the industry standard. Law enforcement has once again failed to show that the

definition of call identifying information contained in the l-Standard is deficient. Law

enforcement has also failed to show that the punchlist capabilities are cost effective and that the
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punchlist capabilities respect the privacy rights of citizens. Consistent with the decision of the

U.S. Court of Appeals, the Commission must reject the four punchlist capabilities. USTA will

respond to law enforcement's arguments.

Law enforcement continues to ignore the plain wording of the statute, confirmed by the

Court, giving the telecommunications industry "the first crack" at developing capability

assistance standards and authorizing the Commission to alter those standards only if it found

them "deficient". The statute further requires the agency or party petitioning the Commission

that the industry standards are deficient to establish that new technical requirements or standards:

1) meet the assistance capability requirements of section 103 by cost-effective methods; 2)

protect the privacy and security of communications not authorized to be intercepted; 3) minimize

the cost of such compliance on residential ratepayers; 4) serve the policy of the United States to

encourage the provision of new technologies and services to the public; and 5) provide a

reasonable time and conditions for compliance with and the transition to any new standard,

including defining the obligations of telecommunications carriers under section 103 during any

transition period. Law enforcement has failed to show that the definition of call identifying

information is deficient. At best, one can only glean that law enforcement finds the definition to

be inconvenient, yet hardly deficient.

Even a cursory examination of law enforcement's argument reveals that their statutory

burden has not been met. There is no costlbenefit analysis showing that the punchlist capabilities

are in fact cost effective, only that law enforcement does not believe the four extra capabilities

wil1 add incrementally to the overall costs of CALEA. There is no evidence provided that the

punchlist capabilities protect the privacy and security of communications not authorized to be

intercepted. Law enforcement contends that because post-cut-through dialed digits constitute
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call identifying infonnation (which of course they do not) and because Section 103 requires

carriers to provide call identifying infonnation, dialed digit extraction could not result in

unauthorized delivery of communications because CALEA contemplates the delivery of call

identifying infonnation. This tortuously circular rationale does not answer the Court's criticism

that the Commission did not explain how communications not authorized to be intercepted

would be protected. In fact, law enforcement appears to suggest that such communications will

not be protected but so long as they are referred to as call identifying infonnation the

Commission need not worry about whether this particular criterion is met. There is no evidence

provided that the punchlist capabilities minimize the costs of compliance on residential

ratepayers, only that law enforcement finally agreed to industry demands to implement a rational

deployment process to reduce the costs of implementing the J-Standard. There is no evidence

provided that the punchlist capabilities serve the policy of the United States to encourage the

provision of new technologies and services to the public. Law enforcement never mentions this

criterion. Finally, there is no evidence provided that reasonable time and conditions for

compliance with and transition to the punchlist will be established. Law enforcement does not

address this criterion.

Law enforcement attempts to cover these failings in several ways. First, it suggests that

the Commission establish a new criterion by which to detennine whether or not the punchlist

capabilities should be included in the standard. This new criterion, a presumption that "call

identifying infonnation" includes infonnation that law enforcement has traditionally been able to

receive through authorized electronic surveillance in the POTS environment, is not found in the
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statute. Certainly if Congress had wanted to include such a criterion it could have done so

expressly by including it in the list. l

Second, law enforcement suggests that the Commission make up its own definitions of

the key terms that constitute the definition of call identifying information. The Court criticized

the Order because the Commission did not explain how the key statutory terms - origin,

direction, destination and termination - can cover the wide variety of information required by the

punch list. The Court stated that "although the Commission used its rulemaking power to alter

the J-Standard, it identified no deficiencies in the Standard's definition of the terms 'origin,'

'destination,' 'direction,' and 'termination,' which describe 'call identifying information' in

terms of telephone numbers. Were we to allow the Commission to modify the J-Standard

without first identifying its deficiencies, we would weaken the major role Congress obviously

expected industry to play in formulating CALEA standards." USTA v. FCC, Slip Op. at 16. Law

enforcement responds by stating that these terms can cover a wide variety of information,

analogizing that a person can be "identified" in any number of ways. The legislative history

confirms that Congress did not intend such an ambiguous result. Congress wanted the industry to

develop the standard necessary to implement Section 103, not the Commission. The industry

experts relied on the legislative history in crafting the definitions of these terms in the J-Standard

and the definitions they developed reflect the definition of call identifying information that is

stated in the statute.

Law enforcement also argues that the Commission need not announce an all

encompassing definition of call identifying information, but that the definition could develop on

a case by case basis. There is nothing in the legislative history to suggest that Congress intended

the Commission to utilize an "I'll know it when I see it" type of approach and it would be

I Law enforcement admits that party joinlholdJdrop information does not meet this new presumption.
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difficult to design a technical standard using that as a guide. Congress wanted the industry

experts to use the definition contained in the statute to develop the technical standards to

implement the assistance capability requirements. As has been documented, the industry

standards body did so in a fair and open process.

Third, law enforcement's discussion of the punch list items is off the mark. For example,

law enforcement agrees that it is not seeking post cut through dialed digits that are dialed for

transactional purposes and it agrees that such digits are not call identifying information. It even

acknowledges that the technology does not exist to separate transactional digits from call

identifying information, oddly suggesting that the Commission go ahead and require carriers to

deploy such technology when and if it does become available, regardless of whether it would

serve any business purpose or whether customers would want such technology. However, it does

argue that if the digits are referred to as "telephone numbers" then they are by definition call

identifying information and must be provided to law enforcement. This argument misses the

point. Once the call leaves the originating carrier's network, any digits dialed are not call

identifying information as to that carrier. The digits may be call identifying information from the

perspective of the subsequent carrier and law enforcement may obtain the digits from that carrier

with appropriate authorization. This is consistent with the statutory language. More important,

it is consistent with the way telecommunications networks work.

The statute only requires access to call identifying information that is reasonably

available to the carrier. Post cut through dialed digits are not reasonably available to the

originating carrier. Further, the statute does not permit law enforcement to require any specific

design of equipment, facility, service or feature by any carrier. Only by stretching the meaning of
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the key tenns beyond reason can law enforcement support its position.2 USTA urges the

Commission to defer to the experts involved in the standards process regarding the definitions of

the key tenns. Law enforcement has not met its burden necessary for the Commission to

overturn the detennination of the technical experts.

Fourth, law enforcement does not address all of the cost issues associated with CALEA.

Law enforcement, in response to industry requests, has taken steps to reduce the costs of

compliance since Congress did not appropriate sufficient funds to cover all of the capability and

capacity costs of CALEA. However, USTA notes that law enforcement has not reached

agreement with certain manufacturers that supply equipment to small telephone companies. For

example, neither Mitel nor Redcom are listed among the switch platfonns covered by a

cooperative agreement. The Commission must acknowledge that the costs of implementing

CALEA for small, rural carriers represent a significant portion of their operating revenues. Law

enforcement observes that Congress has made the decision that the costs of particular capability

and capacity requirements are worth incurring since they are required by the statute. However,

Congress only appropriated $500 million to cover the total costs of implementing CALEA. The

figure cited by law enforcement, even if correct, does not include reimbursement for small

telephone company capability costs, does not include reimbursement for any capability costs

other than software costs and does not include reimbursement for any carrier capacity costs.

Fifth, law enforcement attempts to cover it own lack of reasoned arguments to include the

punchlist capabilities by asserting that the industry must identify less expensive alternatives.

Again, this is contrary to the statutory scheme. The I-Standard was adopted by the industry as

the safe harbor under Section 107(a). Section 107(b) clearly states that only if industry fails to

2
For example, contrary to the statement of law enforcement, a flash hook does not change either the direction or the

destination of a call.
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issue technical standards or it another person or agency believes such standards are deficient, that

person or agency may petition the Commission to establish technical requirements that meet the

five criteria discussed above. Clearly, it is law enforcement's responsibility as the petitioning

party to show that the punchlist capabilities it wants the Commission to adopt meet the criteria.

As discussed above, law enforcement did not meet this burden.

However, as USTA and every party has pointed out, the J-Standard already provides law

enforcement with alternative ways to obtain the infonnation it seeks through the punchlist. Law

enforcement demonstrates that the costs of implementing the J-Standard are well within the

limited funds appropriated by Congress and the experts have shown that the J-Standard addresses

law enforcement's needs as to the four punchlist capabilities. Contrary to law enforcement's

assertions, there are less expensive alternatives to the punchlist already incorporated in the J­

Standard.

Sixth, law enforcement blithely ignores the Court's finding that CALEA in no way alters

law enforcement's ability to obtain call content. The Court admonished the Commission that it

was "mistaken" if it thought that the J-Standard expanded law enforcement authority to obtain

the content of communications. As discussed above, post cut through dialed digits are not call

identifying infonnation and the current statutory framework prohibits law enforcement from

obtaining such digits with only a pen register warrant. "All of CALEA's required capabilities

are expressly premised on the condition that any infonnation will be obtained 'pursuant to a

court order or other lawful authorization.' 47 U.S.C. § lO02(a)(1)-(3). CALEA authorizes

neither the Commission nor the telecommunications industry to modify either the evidentiary

standards or procedural safeguards for securing legal authorization to obtain packets from which

call content has not been stripped, nor may the Commission require carriers to provide the
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government with information that is 'not authorized to be intercepted'." The Commission cannot

require carriers to provide post cut through dialed digits to law enforcement. The I-Standard

appropriately provides for law enforcement to receive post cut through dialed digits over the call

content channel with the proper legal authorization. This result is clearly consistent with the

Court's opinion.

Finally, law enforcement suggests changes to the Commission's Order which clearly are

both procedurally flawed and substantively inconsistent with the statute. These modifications

amount to an out-of-time petition for reconsideration. If law enforcement is serious about these

changes, it should request the Commission to institute a rulemaking proceeding to consider them.

More important, however, these changes are inconsistent with the statutory scheme established

by Congress.

As USTA and many other parties discussed in their comments, the Commission must

delay the September 30,2001 compliance date as carriers will not have sufficient time to install

the punchlist capabilities should the Commission, contrary to the record and the Court of

Appeals decision, determine that the four punchlist capabilities be included in the I-Standard.

Law enforcement's request for additional time to file reply comments only exacerbates the

problem by further delaying the completion of the proceeding.

CALEA's actual wording, the legislative history and the interpretation by the Court of

Appeals establish that the true meaning of call identifying information is the telephone numbers

used to route calls. Law enforcement blithely advises the Commission to ignore the statutory

scheme as well as the Court's opinion. The Commission is bound by the statute regarding the

development of the capability assistance standard by industry, the definition of call identifying

information and the criteria to justify modifying the industry standard. Only Congress can
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provide the statutory changes that would be required to include the four punchlist capabilities in

the definition of call identifying infonnation, for the statute as written does not pennit such a

result.

Respectfully submitted,
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