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THE STRUGGLE'FOR THE HOME
'NETWORK

• The .Inoo,rnet. links the home. network·
and C'ontent .dlstri"btuti,on,netw·orks.
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• Concerns' 'over Internet redistribution
, have led tPiP~QPQ$gts, f(>"rtQt~1 ~Ol1tent
. owner G()ntrto'f;~;oftne'h()~,Mi_I,J(., "
•.Examlning',the fy;n(;ti~~i ;~~~,.X~~rfa.ces
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Horne Interfaces
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DTV

DVR

PCSTOR
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Interfaces Relevant to Issues

Source Home Means of
(Signal Origination) Interface Security

Br08dcast I SVSB I IDIgital Scramble I
Cable-Sats I\\

IAnalog Scramble I
(SYBil Cable-SIt, I~ I 1394 I
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Means Of Contro,Uin,gHome Network Interfaces
• Broadband·

interfaces may be
baseband or RF,
analog or digital,
uni-.directional or
bi-directional, full
bandwidth or
compresse.d.

• Abili~ to' ._Ieet
thei'ntelface
may'egual ability
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,and, network
peq(.)~rt'.nce~.
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CIA
"embedded hardware
• embedded sofIy,'818

- l8newable h8ldware
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DTV Digestive Tract

o content Mastering

.'~

DistributiOn

" 'Robert S. Se,.,waltZ'

. ' ,N9vember,.<200~:.

, RSthwartz@MWe.cp""

. broadcast .~

cable
.DBS,
DSL

Home Network
tune, play

demodulate
d,ecrypt
store·

convert
transmit
cHsplay

. he~end'
.'

.. I UII'I:;I ('set-top
I I DVD box" .

DVR

-..----". ..-INTERNET



5TB, A Bundle of Functions and Interfaces

o content Mastering

broadcast

cable
DBS
DSL

'Robert S. SchwartZ

November, 2001
RSchwartz@MWE.coin

POD - cable
descrambler.
authentication,

DVO - player

,"ATSC:'~'broadeast
"tu'n~r, '

i'nterfaces -- I,
.'~.":' \

D/~ ~ Y, Pb~ Pr .
~ ~

AID -MPEG
~ .'"

OlD ~,'mQqem/

13'94/54, {)VI/H{)CP

Distribution

headend

ovo
; ''''' ''-'' I"set-top
i I box"

. .

INTERNET

-Deg"ree of function integra~ion ~ t["Gldeo'ff,
efficiency v~.obs,ole$~et1~~.'; .' .

',' , ' ."

-Internal interfaces expected to be "robust,"
external interfaces expected to be "compliant,"
software expected to be "tam,per proof."



INTERNET

.'

"Disney" Agenda

o content Mastering

-Equal treatment for.·broadcast coot~nt, r~ redistribution and.c9PY
protection, with aII forms 'of cable ot satellite distribution.

-Legislation to control. (1) redistribution to In~ern.et, (2) home network.



"Fox" Agenda

o content Mastering

. .

headend

.
outpUt.'" triggers inpJI

'" '.' .. .. '"," t

DVD
- . _.. _. t'set-top
I I box"

antli!l)na ;}

, . i

-Reql.,lire·, carri,age and-·~dherenc~ to·'
devices.' .

INTERNET

,;J.

-Apply "?electable o.~t.put" trigger.s ~o,'~i!'~~:'con~e~towner ab~l~t.y to sh~t o~
.any or all home network interfac~s (oti·"'~~than·DVI/HDCP,if 'not broken).
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POD-Host Interface License Agreement ("PHILA")

o content Masterin.g

headenq"

"'.

,

.~'POD" ;::: "Point-of" .
Peployment .. .
M', '. ~,..j,l. ·1····" .. " ••.~ .'",
.;.o:~u ..~;·,.·,provlue\ol;;

"t:>Y caDI~ operator;
,hE!CeSsary to
receive scrambled

, , ,

s.:ig.nql ~ " "
T ,:,-."

.Opera'tion of competitiv;' devrce;reqlJiresco~,nectionto 'a "POD."
. "~ .... ' ,."" .... ~ "-

-Unless manufacturer signs the PHlLA, cannot make ordistriDuteany
device (STB, DTV, DVR, etc.) that accepts a POp.

-PHlLA imposeslicens~, compliance, r~~tne$s,'and specificatton rules as
'condition of bUiLding·CE" or'IT,:dev;i<;efQ,~.cQO,I1~(:;tion to' digital, cable. ,

INTERNET

.... t,



POD-HostInterfac~ License Ag~eement ("P.HILA")

o content

:..

No "encoding rules"
to assure
~ustomary

c;(insumer recQrding
:~ ..

h,eadend
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"set-top
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·.,,~t~~ln9:·~;'~~,t. 'Jj.VR:",:~,·:t"" "". " ., .
as recording . .... '.

-The draft PHILA text has restrictibn~·.that.would interfere-With
consumer enjOYrne'nt,inc;l-udi~g:¥~'~:~~QS<Otl,current H;OWmQnitors.
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Interaction, PHILA and OCAP Spec

~ content

headend

.'

"

"'."""""

" ,.. ~ ... ~

DVD

_ . _.. _. I"set-top
i i bo~

*' •.'

.,'i'

~.,., '

INTERNET

",:,~,: -- .",.'~$~';:, "7 'ii,? i:'i'" .;,'<. 'J, '·~i.i'1;,~_,J';C;., " ,- ',," ;,
.P~~~.,rt!·q.oi:res;·.C~~1pl'i·ant~W;.;·t~, ,,;If'rtl~9G~ :part~..:~f'~(!•.I~L~b.",S'PE!~",
eThe "OpenCable Access Platform" ("OCAP") spec is still under NDA; may
require devices to respond to all "select9bl~ output control" triggers.

"
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HRRC View Re Legislation

'. .
7 "

.Re The' \\,OT\fTransition'~

. .

04, ~•
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.
, .

, Robert s. 'Schwahz
McDermott, Will & Emery
RSchwartz@MWE. com
December 13, 2001
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Digital Millennium Copyright Act (DMCA)

• DMCA.. (passed 1998) useful for
enforCing "DRM" type constraint~.

- ,"Circ~.mveintlon" of a "technical measure"
·that is ",effective in ordinary' course of
o.peration" may be enjo;i·ned.

~ ~ , .., .. ... . "

• DMCA not 1Jseful. to compel resp,onse to
.. '''trigger'' or"'~$ta,tusf~"data.

, ' ..

-"No 11l.""'~"" L~2Q~{c)(3») pr¢vents
, , ~h,fere'nce ~ot'()b·I'igqtion'·t.o'''·re~.d·,and respond

to trigger or status bits'alone.

-M9nufactlJr~ri? :free: t9 ignore.b tsln de$ig:n
.. 'or reOesi.QO o~pr~(jud,_ ...,~~,~,~:,£ .. ,· ........, .,....



• ,Draft··.;:·~~·SSSCA" wQLi,ld give ,total control
of hO~I:,,':netwo.rk·to f:onte{1tpro:v ider. .
- wo~td}1.tQv.~rall·'\digiltalltprdduct~ 'tha't store, '

tra'nsmit,. dIsplay; e'.g'., abacus, ·wristwatch .
.~ .No g:~i·dan~:ea1$.,t9 .. ·~elptionship.o·f.prpd·uct,

. .techinJ,cal;'lrn_u!~$;'i~'~~Adinteflded ·:~esult.

~. Once'any-dtsttlj'ibt'l't)~tweendontent ,.,
provider, anodevi'ce ma,nufactu,r~r .o.n·

. .
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Technologies Potentially Emerging From
New Work Group Associated With CPTWG

"', .
, ,

• (Phase~ .l~) 'I:n <t~h~e A-rSC tuner"read and
respond 'to the "ATS,C Redistri,bution'
'B'it,", or a ~a;t:ermark, $0 as ··tog·enerate

'an ~n8r~p~I"~J~~el~~rearnthat;,cannot
" :be·s:'eftt··:tQ;~!:t.l· l'nternet:' .'. :' "~,. ' ':., ,'.~ ".
• (~h~'~~:ll');.'i~!·;·~/~'.'~;~~rteh$ '. /. '" :' ' ..
. ('·.·•.•d'.•..... '....' 't·····••·•· .• :··::·:····.··.··.·.:·.·.. <;:·f.·.~ ":, .. " :~'i'!·~i·{<"(' .;f~ ::::·!·'. .· l· "..••. ···..d·.....• ,·t·......• '

'. ':.', own~;;:,~~;~.!~,p":~.~;::;::'.TI;'P.~~~)!M~if,~~l~n~!., '.0 ..
" ,fPfrnat ~hegl1ain~!'\.t_fjg'g~q·t'liJ'rl1 iri~;h' '

read and respond tOp:'WM~ to (1) ,
pre~entlntern..et. red~~~.i~ution .and (~)
en(jbte c;opycontr9t~~~.r~.•. ·appropriate.'

, " ', .."l', .\ .' ,,' .,' .



Potential Legislative / Regulatory Issues
Raised By Output of Work Group

. • Te9Jr:,~9i~,!·~mer9in~·fromPi~~.se I
, ,a:nd'·Pfi.,,·ttr-aQ't :r,i~ely:.to 'be '.~~If~ ' ,'.

,~nforcing~...· ,,. '"
, .

, - A "fl,ag", orWMcan be'ig,nored by ~n ATSC'
.' ~.' tun.e('Unle$5.the;re,j$;~om.f"i!d'lJty'to read and, ,~" .. '.' ;. ". " ."d'· " c,;:.,\;~',"'J);~ " .,' .'. '. ".'" ':' , " . '" . ' .·resip.. Qln' ...,' ,.' "~ ",' '" .. ' ,'\,."

". I··· ,",',,'l' .,;',' ',: :' "'~"~:' -~.' .'" ~ II' , "', , l~,l ",' ,

. -.- Ii.. \\'watermark'~can~ b:e 'ig:nore,dbya ,, .
" dowp!;itreamA/O ,converter serving as front ,

, J ~Jil,~;':~qr 1.~Jj), ..4~~.f#\~(Q~:;'it~e:'·:,J.nt,t.~.~~~ ~.~~ ..a... . . .
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HRRC Position Re Potential Legislation Or
Regulatory F;nactment

, ,

,• HRRC ",would, consider sU,pporting a
,regul·a~ory···.gf: 1.~gti.,s.I,ative. "ma.hd,ate if:

- (1). the .i$$V·Ei/(ei~·110t 'bJeaddtes$ed
effectively 'by private sector' 'st'andards or
licensing activit-valone, ", .

,,/,';'~;~)t~~ J~~f~'P'~~~~~~~"r,a~ij~r~han hinders
, . te'ch,M1i£al:ig,reSs. :·a'ffd,Jega:I.. ce.ftaJnty· .'. . ' ....i..".\~ ,">/.:"'''' '.;' '.! ... ,"': ~:":.,I.'."",j/" :./..... ~. ....•.•. "" .' "....., '. , .

- '(3) the·mandate JS'.o·fa kn:o:wiitechnolo:gy .
Ci'Od ~s, npr.rQW. '~$.'~~lfJI~/,~ryd, '~. .

.' ~. '(4}theo~tq~irl~'~~~~~~~~~,\9ci~~flm~Fs' .'
reasonable ~Pld y,ustQfiii~rY.'expe,ctatiQns~

" '"

!., '.".
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Scope Of Law Or Regul..ation. HRRC Might
Consid·er Appro'priateReOTV Transition

• Addre·~sonly.(l) Internet 'RedJstribution and
(2) license enforcement re CIA content.
- Provider of c;o,mmercial content $hould be
. -able to pre~eht ·m~s.S red~i'stributionin " 

competition, withtneoriginal. '

',. ~',Wi~'$~:~~re~lJ'l~~t~{:~~~;:~ir,\\~q~~[n.g
" .' rules'~'\·m.aY·"lT~'ack,:m"e·a'hs,:'·f()r;~e:nfQrcerhent.'
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Possible Application To Output of New
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~'H~~;;~~,~~q!i~r$~pJX}rtiP~i .
.. ~'·'fCC. re:'lW.·.. ~1tin:f(orl:'ihil,a'tiOn) to reqUlre ATSC

. tun.e.rs,tC);t~ad ,at)d. res~'Ond to "ATSC"
RedistriblJtto'nDescrlptpr Flag'flr recomme,,,'ded
by VVorkGl'oup·~~~.a. rn~ans tQ allow contrql over
Internet,R~<u$tr:.n:iutjQf1:Qfbr9adc~'st "qqntent."
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-, HRR.g·WQ~:I:g C)~so ,co,nsider ~u'pportlng: , ,
e(egi'slati'6·n'to req'UJre specifically defined AID

converter device's to read and respond to a
consens'us WM for' coPY contro'l 'purposes, ' ,

,PROVIDE,D,«(3)':ca,p"ropri,ately [l.arro\JV.d·efinitions of
d,~v:i·ces,~,nd:what:co-rn,$ti·tLtte$ •. a ,Cqf'S~;~us, (0)

·p,rivates~cto.rWM ~6'15enSUS technc>fo'QY is'well
known and' understood at ti,me of passage, and
(c) inclu'sion, of "enc,oding rules" Similar to those ,

, in:J~Q~{kJ,of~'h;~: ';.ll~~A \(~;-gi' ,1!.J!f!V/VQDm~y be
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