ORIGINAL

A Partnership Including Boston
Professional Corporations Chicago

600 13th Street, N.W. London
Washington, D.C. 20005-3096 Lo Angeles
202-756-8000 Moscow
Facsimile 202-756-8087 Newport Beach
http:/ / www.mwe.com New York

Robert S. Schwartz
Attorney at Law

St. Petersburg
Silicon Valley
Vilnius
Washington, D.C.

rschwartz@mwe.com

MCDERMOTT, WILL & EMERY 202-756-8081

EX PAHTE OR LATE FILED REC?EJVEQ

VIA FEDERAL EXPRESS
Ms. Magalie R. Salas FCC M&Q B

Federal Communications Commission
Office of the Secretary

445 12™ Street, SW

Washington, D.C. 20554

Re: Ex Parte Presentation; In the Matter of Compatibility Between Cable Systems and
Consumer Electronics Equipment; PP Docket No. 00-67; In the Matter of
Implementation of Section 304 of the Telecommunications Act of 1996;
Commercial Availability of Navigation Devices; CS Docket No: 97-80

Dear Ms. Salas:

This is to notify the Office of the Secretary that on December 13, 2001, on behalf
of the Home Recording Rights Coalition, Robert S. Schwartz of McDermott, Will & Emery
made an ex parte presentation to Kenneth Ferree, Susan Mort, Steven Broeckaert, Mike
Perko, Mike Lance, Amy Nathan, William Johnson, Rick Chessen, Mary Beth Murphy, Keith
Larsen, Robert Pepper, Jonathan Levy, and Michelle Walters. A copy of the written
presentation disclosing the substance of the discussion is enclosed with this notice.

In accordance with Section 1.1206 of the Federal Communications Commission
rules, this letter is being provided to your office. A copy of this notice has been delivered
to the parties listed above.

Very truly yours,

Robert ST S¢hwartz

Enclosure



THE STRUGGLE FOR THE HOME
| NETWORK |

e The Internet Ilnks the home network
and content dlstrnbutaon networks

e Concerns over Internet redistribution
~ have led to proposals for total content
- owner control of the home network

¢ Exammmg the functlons and mterfaces o
that comprlse present and future “set-
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Home,N'; twork vs. Distributed Network
At tlme of Bet;amax,, ‘
case, IP issues as.to

external distribution Service/Media/CA/Product

networks and home . oes iisgration or Interlace Options - ombedded hardware
networks were separate.

While content owners

sometimes attemphéd tg .

confise pracy with . .
private home network .
pracﬁices the argumnt

always failed.
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- Means Of Controllling ﬁHQme Network Interfaces

Broadband
interfaces may be
baseband or RF,
analog or digital,
uni-directional or
bi-directional, full
bandwidth or
compressed.
Ability to select
the interface
may equal ability
to dictate product
-and-network

performance,

Content owners -
may use one .

technigue or data

type to trigger’
another.---.e.qg.,
“selectable

Interfaces Relevant to Issues
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A “set-top

box"” In
reality
represents a ) —» Service/Media/CA/Product
p ‘ | CABLE <= Integration or interface Options C/A
number of - DBS - embedded hardware
internal and - tenewable hardware
external
h‘qm;e a
interfaces. A
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DTV Digestive Tract

O content . v Mastering A

"~ Distribution

% headend  broadcast '
o cable

 DBS

DSL

‘Home Network
’ tune, play
demodulate
decrypt
store -
convert
transmit
display

' ‘Robert S. Schwartz
. . .November, 2001,
- RSchwartz@MWE.com



STB, A Bundle of Functions and Interfaces

content

Mastering

Distribution

broadcast

headend cable

antenna / \

gt ./:“,'
‘

ATSC Tuner

INTERNET e

DBS
. DSL

POD - cable
descrambler.

. authentication .
 DVD - player

eDegree of function mtegration a tradeoff
efﬂcnency vs obsolescence

eInternal mterfaces expected to be “robust "
external interfaces expected to be “comphant "
software expected to be “tamper proof.” =

1. .. JATSC - broadcast .
tuner »

'h';‘ﬁ* i ‘x i

mterface |
D/A Y, Pb, Pr
 A/D - MPEG
'D/D - modem,
1394/5C, DVI/HDCP

" ‘Robert S. Scﬁwartz
November, 2001
RSchwartz@MWE.com



“Disney” Agenda

O content Mastering

LT

" "_anteana. /I\

_headend

INTERNET ——~-Seseege- . [ ‘

B 1

oEquaI treatment for broadcast content re redlstnbutlon and copy
protection, with all forms of cable or satellite d|str|but|on

eLegislation to control (1) redistribution to Internet, (2) home network.



“Fox"” Agenda

O content Mastering

> headend

* antenna /\

\/

INTERNET ATSC Tuner

oRequnre carrlage and adherence to “selectable output" trlggers m all
devnces , |

*Apply “selectable output” trlggers to glve content owner ablllty to shut off
.any or aII home network mterfaces (other ‘than DVI/HDCP if not broken)



POD-Host Interface License Agreement ("PHILA")

O content Mastering

‘h‘eadejn‘é,l’ o

INTERNET —~-tm—g—

' ,]‘“POD” = “Point of

- Deployment

. Module;” provnded :

- by cable operator;
e ;fl'_necessa‘ry to .
~ receive scrambled

“ gsngnal x

‘cOperatlon of competltlve dewce requlres connectlon to 3 “POD.”

eUnless manufacturer sngns the PHILA cannot make or dIStI"lbUte any
device (STB, DTV, DVR, etc ) that accepts a POD.

*PHILA imposes hcense, camphance, ralamtness "and specmcatfon rules as
condltlon of bunldmg CE or IT, devnce f@r connectlon to dlgltal cable



POD-Host Interface License Agreement (“PHILA")

O content

antenna /\ h,eadena
3 No remevable |
S \/medla/
'INTERNET -~ [ | ATSC Tuner/ "set-top No “encoding rules
b/ box”. to assure
customary

Qonsumer recordmg ,;

EERE TR No move” of no- more-
RS (LR “downres” fw
copy ¢ nt nt to e ernal
oot viewing. aswau D\% ° e “ Xt
as recording o

*The draft PHILA text has restrlctlons that would mterfere with |
consumer enJoyment, lncludlng vrewi'ing on current HDTV monltors.' N




Interaction, PHILA and OCAP Spec

(::::) content

headena

box”
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’~=u"‘vf ?li; 3,3;;jﬂkx¢fé§ g;§§5j'ﬁfy??g_fi,gf5“397?;}4“;fﬂ“; tz, ‘e ":f!fﬂfE'K 
- ePHILA requires compliance with alt majar parts of CableLabs specs.
«The “"OpenCable Access Platform” ("OCAP”) spec is still under NDA; may
require devices to respond to all "selectable output control” triggers.
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HRRC View Re Legislation

'Re The “DTV Transition”

- Robert S. Schwartz
« McDermott, Will & Emery
RSchwartz@MWE com
December 13 2001



- or rede5|gn of praduct

Digital Millennium Copyright Act (DMCA)

 DMCA (passed 1998) useful for
enforcing "DRM” type constraints.
- “Circumvention” of a “technical measure”

‘that is “effective in ordinary course of
operation” may be enjoined.

* DMCA not useful to compel ‘response to

“trigger” or “status” data.

- “No mandate” (1201(c)(3)) prevents
inference of ablrgatlon to read and respond
to trigger or status bits alone.

L Manufacturer is free to |gnore blts |n deSIgn o

x,, I
e
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 Draft (“SSSCA” would glve total control
of hoz;}%fife network to content provider..

- Would cover all. “dlgltal” products that store,
‘transmit, display; e.g., abacus, wristwatch.

- No guudance as to relationship. of product,
. al'm f~_,=;u_re, ‘and intended result

- Once any dlscussmn between centent
~ provider and device manufacturer on
. - -proposed. techmc:al “’«;i: ation
o ﬁ)fInStltute of Standards and Technology =~ . . .
(NIST) must create mandated measure |f
no agreement in 12 or 18 months' T




Technologies Potentially Emerging From
New Work Group Associated With CPTWG

o (Phase I) In the ATSC tuner read and
respond to the “ATSC Redistribution
Bit,” or a watermark, so as to generate

-an encrypted cngutal stream that cannot

~ be sent to: e Inte*‘s«net

° (Phase D). In A/l converters T
(downstream from “STBs") desrgned to L
“format. entertamment prOgra ’%*z;mmg, ey
read and respond to a WM, to (1)
prevent Internet redlstrlbutlon and (2)
enable copy control w%;fere appropriate.




Potential Legislative / Regulatory Issues
Raised By Output of Work Group

. Technologles emergmg from Phase I
- and Phase I{%i;'}not hkeiy to be self-

enforcrng-—;«f“« -
- A“flag” or WM can be |gnored by an ATSC

. tuner unless there JS some duty to read and | o

respend i S |
- A “watermark” can be lgnored by a

downstream A/D converter servmg as’front o |

. end for an upload to the Internet or. a.
dlgltal vadeo recorder .



HRRC Position Re Potential Legislation Or
- Regulatory Enactment

‘e HRRC would Consider supporting a
| regulatdry or Ieglslatlve mandate |f

- (1)-the |ssue cannot be addressed
~effectively by private sector standards or
licensing actmty alone, ~

ce (2) the resuit pm ,;;;otes rather than hlnders
- (3) the mandate rs of a known techno/ogy
. and as narrow as pos.snble and SR

= (4) the outcome. protects consumers i
reasonable and custok& a’ry expectat/ons







Scope Of Law‘Or Regu’lation HRRC Might
Consider Appro«priate Re DTV Transition

. Address onIy (1) Internet Redlstrlbutron and
~ (2) license enforcement re C/A content.

- Provider of commercial content should be
-able to prevent mass redistribution in
competition with the onglnal |

. - License agreements with: fair “encodmg
o rulas” may lack means for enfdrcement

SEIECt’IOﬂ‘"L @]p' “‘d“‘wnres.lutwn W ",4 o e



Possible Application To Output of New
Work Group

- HRRC weule cansuder supportmg

. 'FCC reguletmn (er legaslatlon) to reqwre ATSC
tuners to read and respond to “ATSC
Redlstrlbutlen Descrlptor Flag” if recommended .
by Work Group as:a means to allow control over
Internet Redlstnbutien of broadcast cc;mtent
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Possible Application To Output of New
Work Group

- HRRC would also consuder suppartlng

. Leglslatlon te require specnﬁcally defined A/D
converter devices to read and respond to a
consensus WM for copy control purposes,

- PROVIDED (a) approprlately narrow definitions of ‘

 devices and what constitutes a consensus, (b) ~

" private sector WM consensus technology is well

~ known and understood at time of passage, and
(c) inclusion of “encoding rules” similar to those
in 1201(k) of the DMCA (e:g., PPV / VOD may be

‘nre copy’; @aid ch ;nrtels ha ¥ g@neratlon” free R
e .’“"-'broadcasts“remaln ﬁ'eefly c:oplabte) o
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