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uces renewability
private network to copy protection systems.

lhe Socieconom ic Aspec*
In 200I, the creative industries

r (industries that create products
' such as theatrical films, T,V programs,
home video, DVDs, busin6ss software,

entertainment software, books, and music
and sound recordings) contributed rnore to

F .h. U.S. cconomy and employed more work-
ers than any single manufacturing sector. It

.represented S.Z+X of the U.S. gross domestic
product, or US$535 billion and 3.5olo of the. total

U.S. employment, or 4.7 million workers [6]- With
the digital age, the artists' creations, in the form of
multimedia content- are stored and transmitted with a
very high fidelity. Tiris generl,tglt.nfw U.6ss moie1r,
Unfortunately, it also raises an unexpected level of
piracy spoiling the creative industries- According to
the Recording Industry  Associat ion of  Amer ica
(RIAA), the volume of sold audio CDs dropped by
5y" n 200L f7l and bv Il% in the tust half of 2002
p]. The Uttiott Picture Association of America
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(MPAA) estimates that the movie industry annually
looses US$3 bil l ion through physical good piracy
[23]. This figure does not include Internet piracy.

This decrease stenx from rhree main threats. The first
and greatest danger is the optical disc pirary made on
factory production lines and in smaller scale "CD-R

labs." The International Federation of the Phonographic
Industry (IFPI) estimates ttrat in 200I,28o/o of all audio
CDs sold were pirated [5]. The creative industry figha
against this organized piracy thanks to collaborations
with local enforcement bodies and Interpol. In 2001,
over 20 million pirate optical discs were seized and 42
manufacturing lines were closed. This is equivalent to
the annual U.K CD audio market. The second threat is
the online pirary in the forms of downloadable media,
hard goods piracy, streaming media, and online offerings
of illegal circumvention devices. By some estimates,
more than 350,000 movies are illegally downloaded
every day and 99o/o of online music files are unautho-
rized. Here again, the creative industry is not weaponless
against Internet piracy. For instance, IFPI closed over
1,000 peer-to-peer (P2P) servers and wiped out 700
million unauthorized music files [5].

This article focuses on fhe third threat: private copy.
Copyr ight  laws a l low personal  backup copies.
Unfortunately, people sometimes abuse these legal pro-
visions. Although content providers and consumer elec-
tronics (CE) manufacturers launched hand in hand the
CD audio in the I980s and the DVD video in the
I990s, the record button gave birth to a rampant dis-
sension among the creative industries and consumers.
Consumers easily duplicate pristine quality content
thanlc to the digtd technology. This was tolerated in
the analog age because of the quality loss, but unre-
stricted duplication becomes an act of piracy in the digi-
tal age. While anticopy CD systems proliferate, many
consumers resort to the so-called "right to space shift-
irg" (e.g., copylng CDs on a portable MP3 reader) or
would-be "right to backup" that they intend to exercise
in an unlimited and unconditional manner. A recent
German survey disclosed that 18% of the consumers
admitted that burning CDs resulted in buying less
music [5]. Ilowever, the way these practices affect the
music industry is not clear. Some analysts explain that
t}tey ease the spread of the music culture that benefits to
the society and finally the creation industries [24].

ilhe Legol Aspect
Ail copyright systems aim at striking a proper balance
between the interests of the authors and the investors
and the public interest to promote learning, culture, and
development. International ueaties and conventions rule
this balance through a complex framework invoking
copyrights, neighboring rights, and exceptions [2], [3],
[8], [9]. Exceptions are situarions exempting certain
uses from authorization. Each national law defines its
range of exception, but most copyright systems recog-
nize the same types either in a restrictive list or through

a general provision like fair use in the United States.
Some exceptions express fundamental rights like the
exception of quotations for criticism or review. Other
exceptions cover public interest needs l ike public
libraries. Private reproduction belongs to a third class of
exceptions. When introduced, these tolerated acts were
insignificantly prejudicial. These tolerances are not
rights. For instance, article 6.4 of the European Union
Copyright Directive (EUCD) states that private repro-
duction may be granted 'in respect of reproductions on
any medium made by a natural person for private use
and for ends that are neit}rer directly nor indirecdy com-
mercial, on condition that the right holders receive fair
compensation" [10]. Thus, a copy protection system
may enforce the exception of private reproduction for
the sake of user friendliness but under the agreement of
content provider and with respect of legal provisions.

The proper balance of rights between content
owners, providers and consumers must be enforced by
technical protection means. This introduces a fourth
type of actors: technology providers. These are the CE
and information technology (IT) industries, which
embed in their products a conditional access (CA) sys-
tem (for instance [9] or [20]), a digital rights man-
agement (DRM) system (for instance [2I] or l22l) or
a copy protection (CP) system. CA or DRM systems
enforce various business models defined by content
providers. In particular, they implement technical
means to guarantee that dishonest users will not tamper
the consumption defined by these business models. CP
systems only guarantee, if necessary that no copy (copy
never/copy no more) or only one copy (copy once)
can be made from protected content. Thus, a CP sys-
tem does not enforce any business model other than
illegal duplication prevention. Figure I sketches the
actors of the content distribution chain.

CP systems attempt to "keep honest people honest"
securing a fair and limited exercise of the "private repro-
duction" exception tolerated by content owners and
providers. It prevents the "ant pirates," i.e., individuals
with very limited resources making few illegal copies for
friends, relatives, or for themselves. Copy protection
does not target organized pu:aqr that will always have
the means (mone5 skills) to circumvent technical barri-
ers. However, security level of CP systems increases to
defeat the average skilled hacker class, the so-called
garage piracy. Meanwhile, new regulations implement-
ing the \ IIPO treaty [9] forbid tampering these techni-
cal barriers and severely punish violators II0], [4].

Lessons Learnt from lhe Past:
The Fxample of the DVD
The Beginning of Digital Copy Protedion
The launch of DVD video in 1996 raised the need of
copy protection. Despite many already existing propri-
etary solutions, the motion picture (MP), IT, and CE
industries created the fust large dedicated forum, the
so-called Copy Protection Technical Working Group
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L 1. Bolonce of righs between the four octorc of the content-distribution choin.

(CPTWG). Its initial target was the security of DVD
video. They agreed in Novembe r 1996 on the fust CP
system called the conrent scrambling system (CSS).
Only CSS-compliant devices can play protected content.
These devices have to comply with srict implementa-
tion rules, so-called compliance rules. The content is
encrypted with CSS. The master key needed to decrypt
CSS-encrypted DVD videos, is only delivered to com-
pliant devices. In 1999, a class attack broke the DVD
protection system. This attack was possible due to a
weak software implementation of CSS. It was then pos-
sible to descramble any DVD conrent. This is still true
since the system is not renewable. Three lessons can be
drawn from *rat experience:
A securityshould not only rely on software implementation
A breaking one implemenration of a CP system should
not endanger the ot}ter implementations
A security system should be renewable.

Toword o Clobol Copy Protection System
In October 1,996, CPTWG decided to study the pro-
tection of digital buses (e.g., IEEE 1394 [f 7], D\II)
between two compliant devices. Many link encrlption
systems were proposed. Two commercial solutions
were adapted. Digital transmission content protection
(DTCP) secures digital compressed content (February
1998) across the IEEE 1394 interface; high-bandwidth
digital content protection (HDCP) secures digital
uncompressed content across rhe DVI (October 1999).
An exhaustive list of the CP systems presented during
the CPTWG meetings is given in Ii5].

In 1998, a web of local CP systems ensured copy
protection. Each system was specialized in a domain
(uansmission, storage) etc.). Thomson considered this
piecemeal solution inadequate. The inner interoper-
ability induces a huge complexity and is thus expen-
sive. Furthermore, each bridge between CP systems
was a potential security hole. Figure 2 illustrates this
approach. Thomson proposed a global CP system as
sketched in Figure 3. The main idea was to extend the
security already brought by the conditional access sys-
tems to the home network. This system was called
XCA (eXtended Conditional Access). It is the ances-
tor of SmartRight.

SmartRight Overuiew
This section describes the architecture of SmartRight.
(SmartRight is designed by Thomson, with the help of
wor ld-c lass technology par tners:  Axal to,  Canal+
Technologies, Gemplus, Micronas, Nagravision, Pana-
sonic,  Pioneer,  SCM Microsystems,  ST Micro-
electronics.) First, it provides the main requirements
and features. Then. it describes the architecture and the
technical solutions. Some use cases and business mod-
els illustrate tJre operation of the SmartRight system.

Moin Feotures
End-to-End Protection
SmartRight's philosophy prevents any break in the
chain of content protection. To that end, digital con-
tent is kept scrambled as required throughout the
home network during storage or transmission from one
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device to another. Digitd content is only descrambled
by a rendering device such as a TV set.

Universolity
SmartRight makes no assumption on the format of the
content to protect. It accepts content from any kind of
digital source, including free-to-air broadcast and pre-
recorded content.

lnteroperability
SmartRight is complementary to current CA and
DRM systems. It defines an API with them. Moreover.
to ensure interoperability, it defines a common syntax
for SmartRight content. SmartRight supporn any cur-
rent and future bidirectional digital bus, such as IEEE
1394 LITI or IEEE B02.II [18]. SmartRight's end-
to.end protection may coexist and interoperate with all
currendy existing CP systems. To that end, importa-
tion and exportation rules have been defined between
the SmartRight system and other coexisting content
protection systems on the same digital home network,
to translate the rules associated with the contenr.

Renewobility
History shows that any security sysrem is breakable.
Perfect security does not exist [16]. Renewal of the
secur i ty  is  therefore mandatory for  any ser ious
design. Thus, SmartRight uses renewable security

supported by the digital devices connected to a PPN.
SmartRight provides a secure environment for the con-
sumption of content in accordance with such business
models. All content usage rules are determined and man-
aged by the CA and DRM sysrems that deliver contenr ro
the home network.

Architectare
Environment
Figwe 3 shows the enyironment of the SmartRight sys-
tem. There are two domains ofprotection:
A in the first domain (on the left side), prerecorded
content encryption, CA systems, or DRM systems
protect content during delivery to the home
A in the second domain (on the right side), the
SmartRight system protects content after it enters the
home and until it is rendered or exported.

Devices
SmartRight-enabled devices may play three roles:
L Acquisition role-the device is a gateway for protect-
ed content coming from outside of the home network.
Distribution means include broadcast, broadband, pre-
recorded media, or proprietary DRM systems. Set-Top
Box may be such a device.
L Presentation role-the device renders SmartRight
protected content or exports content to proprietary cP
systems. Digital television may be such a device .

modu les .  CE  dev i ces  w i l l  be
equipped with removable modules
such as smart cards.

Personol Privote Network
SmartRight introduces the innova-
tive concept of personal private net-
work (PPN). A PPN is the set of
devices owned by a given person or
household.  A PPN encompasses
multiple homes and mobile devices.
Consequendy, a user can access his
contents from any device belonging
to his PPN. NevertJreless. to ensure
the protection of rights associated
with the content, a SmartRight
device belongs to only one ppN at a
given time, and.two different ppNs
cannot interoperate. The number of
rendering devices within a same PpN
is limited. The absence of such limi-
tation would actually allow a unique,
global PPN within a building block,
a small town, or even the Internet.

Eusiness Model Enabler
SmartRight facfitates the creation of
a wide range of innovative business
models, including any time- or event-
related business model that mav be

MARCH 2OO4
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L Storage role-the device records content carried over
the home network. Since protected content is scram-
bled, it remains protected in storage. Any storage unit
may be such a device .

SmartRight-enabled devices may combine several
roles, such as acquisition and presentation roles (e.9.,
an integrated digital TV), or as storage and acquisi-
tion roles (..9., " set top box with embedded personal
video recorder).

Cords
To ensure h igh- level  protect ion and renewable
security, SmartRight uses removable hardware tamper-
proofcards. Theses cards hold keys and perform secure
cryptographic processing. The card associated with the
access role is called the converter card. The card associat-
ed with the presentation role is called the terminal card.

Smarfrighf Use Cases
Every piece of content entering the SmartRight PPN is
associated with one scenario. The three possibilities are
view only, private copy, and copy free.
A Usage rules for view-only content

-content can be rendered after it is delivered to the
PPN

-content cannot be rendered ifit has been stored in
the PPN or in a different PPN.

A Usage rules for private-copy content
-content can be rendered after it is delivered to the

PPN, or if it has been stored in the PPN
{ontent cannot be rendered in a different PPN.

A Usage rules for copy-free content
-content can be rendered after it is delivered to the

PPN, or if it has been stored in the PPN, or in a
different PPN.

Buslness Models Bosed on SmoftRlght
CA and DRM systems use view only and private copy
to enforce their business rules. One example, the *Pay

t''vice and keep it" model, will illustrate it.

Pay Twice Then Keep ft
In this model, the broadcaster presents at least two of[ers:
A the "basic" offer: the customer pays for accessing
content once without being able to record it
A the "premium" offer: the customer pays for access-
ing content program and will be able to record it after
t}te second purchase .

If the customer buys conrent with the basic offer,
then the content will be view only.

If the customer buys content with the premium
offer, then the content will be view only for the first
access, and private copy for the second access.

SmartRight in Detail
This section details the management of the PPN. The
management complies with the following user-friendli-
ness and CP requirements.

A User-friendliness requirements
-No rnnster d.eyice: the PPN management shall be
distributed so that the user does not need to buy
and maintain a dedicated device to run it.

-Support for wntethered, clasters: untethered clusters
belonging to one person or family (main household,
summer home, . . .) shall belong to the same PPN.

-Install and, play: the installation of a device on a
PPN shall be firlly transparent to the user.

-No rernote a.wtbzrity: the PPN management shall
not require the presence of a return channel to a
remote authority.

-User priracy: no personal information about the
customer or content accessed shall leak.

Some features were given up because they raise
conflicts with CP requirements. For instance, if lending
a piece of content to a relative is still possible, the way
to do it is not user friendly.
A CP requirements

-PPN clntrl l : PPN management shall prevent
devices from belonging to several PPNs or shall
prevent PPN interconnections. Furthermore, it
shall restrict the PPN size .

-Prirate-copy enforcernent witbin a PPN: private-
content from a PPN shall not be consumable in any
other PPN.

-View-only enforcernent within a PPN: recorded
view-only content shall not be played back.

-End.-to-end protection: content shall be descrambled
only when needed, i.e., in the presentation device.

PPN Management
Removable secure cards manage the PPN. All terminal
cards belonging to the same PPN share a secret key
named network key ($1). This section describes this
key management scheme .

Tronsition Between Wrgin, Progenitor, ond Sterile Terminal
Cords Stotes (Figure 4)
A SmartRight terminal card rnay have three states. A
terminal card that holds no network key (i.e., it is not
yet installed on a PPN) is called a virgin. A terminal
card that holds one network key (a terminal card knows
at most one network key) is able to transmit its network
key to a virgn terminal card (during its instdlation on
the PPN), and it is called a progenitor- Finally a termi-
nal card that holds one network key is called a sterile . A
sterile cannot transmit its network key. The user may
reinitialize a progenitor or a sterile terminal card: the
card becomes virgin, and its network key is erased.

Hondling of the Current Network Size
A SmartRight PPN can have at most one progenitor
terminal card. This terminal card determines the
network size. Before transmitting the network key to a
virgin terminal card, the progenitor decrements the
current network size. When a terminal card leaves a
PPN. the current network size is incremented.
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Terminol Cord Modes
Each terminal card "connected' to a same PPN cluster
has three possible modes:
A operational mode: the device performs content man-
agement operations
A blocked mode: the device does not perform any con-
tent management operations
A key distribution mode: the device performs PPN
management operations and may perform content man-
agement operations at the same time. Figure 5 depicts
protocols and operations running during this mode.

Key D i stri b uti o n Ove rui ew
For the sake of convenience, the terms vtgin, progenitor,
and sterile will refer, respectively to virgin terminal cards,
progenitor terminal cards, and sterile terminal cards.

Each time a device is connected to a PPN cluster or
switched on, all the cards of that PPN cluster enter the
key distribution mode. Each time a card is inserted in a
connected device. all the cards of that PPN cluster
enter the key distribution mode . The cards first
exchange messages to identifli the state of the other
terminal cards as follows.

If there is at least one progenitor (scenario l), each
terminal card chec}s that there is only one present pro-
genitor and that every sterile (if any) belongs to the
same PPN as the progenitor. If not, they enter the
blocked mode. Else, sterile cards enter the operational
mode. The progenitor checks if there are some virgins
present. If not, or if the maximal network size is reached,
it enters operational mode (and virgins, if any, stop). If
there is at least one virgin, the progenitor updates the
current network size. becomes sterile and transmits the
nenvork key and tfie current network size to one of the
virgin cards. This virgin card becomes progenitor and
launches a new key distribution protocol. The eventual
remaining virgin cards enter blocked mode. Network
key transfer is secured using usual public key infrastruc-
ture techniques based on a root authority.

If there is no progenitor but at least one sterile (sce-
nario 2), all virgins enter blocked mode. Their installa-
tion fails. Sterile cards check that they all belong to the
same PPN. If so, they enter operational mode; else,
they enter blocked mode .

If there are only virgins (scenario 3), a new PPN is
created once the user is confirmed. A progenitor is
chosen among the present virgin cards. The other vir-
gin cards enter blocked mode . The progenitor picks, at
random, the network key and sets the current network
size to the maximum network size. A new key distribu-
tion protocol is then launched.

Some additional protocols are defined as well to reini-
tialize progenitor or sterile and to enable the mobility
(among the PPN terminal cards) of the progenitor state.

Access devices and associated converter cards do not
know the network key. SmartRight design actually
respects the public key paradigm where the secret needs
to be only in the decryption place. Access devices deliv-

er content to the PPN. They only need to know encryp-

tion keys. Recording devices never know the network

key. They are pure bit-buckets. Neither access devices

nor recording devices are counted in the network size .

Content Monogement
Access devices convert proprietary-protected content
into SmartRight-protected content. The access device
replaces the licenses associated with the content, for

instance a CA entitlement control message' with a

SmartRight License called LECM (local enforcement
copy management). If the content is not scrambled
using a regular scrambling algorithm (uiple DES in the

United States and DVB-CSA in Europe), it is descram-
bled (if needed) and rescrambled using the control

words generated by the converter card.

Handling of the LECM in the Converter Cord
The converter  card bui lds the LECM. I t  embeds
information about the content protection (usage rules'
authorization to export the content to another domain,
etc., and the control words needed to descramble the
content. LECM integrity is fitlly ensured for private-copy
and view-only content. LECM confidentiality is partially
guaranteed for private-copy and view-only content. In

these cases, control words and other secret information
are encrypted while usage rules remain in the clear.

The converter card randomly chooses a secret key
called LECM key (K1). This key encrypts the confiden-
tial part of the LECM. The clear part of the LECM
includes the encryption of Kr by Kp [we will write
E{KN}(KL)]. Hence, any terminal card belonging to
the right PPN will be able to recover Kp since it knows
K11, as explained below. It will then be able to decrypt
the confidential part of the LECM. To ensure integrity,
a digest of the LECM computed before the encryption
of the confidential part is appended. Alteration of
LECM is thus not possible .

L 4. Stote tronsitions of terminol cord.
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Hondling of the LECM Key
A converter card computes E{K51}(K1) using public key
cryptography techniques. During the key distribution
mode, it obtains the certificate of one terminal card from
the PPN. It then picks at random I(1, encrypts it using
terminal card public key, and sends the result to the ter-
minal card. The latter retrieves I(1 using the terminal
private key. It reencrlpts Kpusing KN and sends back the
result to the converter card. This allows the converter
card knowing K1q and E{KNXKL) without having K1q.

Hondling of the LECM in the Terminal Cord
L Copy free.' The control word is not encrypted. Thus,
content can be descrambled in anv PPN.

L Private copy: The confidential part of the LECM
(encrypted by Kr) contains the control word whjle the
clear part contains E{KNXKL). Thus, any terminal card
from the relevant PPN will be able to recover the con-
trol word and then the content. Terminal cards from
other PPN will not be able to access the control word.
Stored content can be played at any time since LECM
includes all information the terminal card needs to
access the control word. This is how SmartRight
enforces private-copy usage rule.
L Virw only: The converter card picks at random two
additional specific keys. The first one, Kg, super encr)?ts
the control word. The result of that super encryption
together with the second k y Ik constitutes the LECM

Progenitor Becomes Sterile,
Transfers the Network Key to

1 Virgin That Becomes
Progenitor

L 5. Key distribution protocol.
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confidential part. lvhen the terminal card decrypts this
confidential part, it recovers IQ *d the super encrypted
control word. It then picks at random a challenge and
sends it to the converter card. The converter card com-
putes a digest of that challenge using key I(r. It sends
back the result together with k y Kc. The terminal card
checks the digest. If it is correct, the terminal card recov-
ers the plain control word using key K6. The converter
card then erases I(4 and It. If the user tries to store the
content, when playing it back, the terminal card will
choose and send a new challenge. Neither the converter
card (that has already erased K4) nor the storage unit
(that never knew I(5) can compute the right digest. The
terminal card will thus refuse to play the content even if
it receives the correct K6 (recorded by the user). The
knowledge of K6 without the network key is useless to
recover the control word. Sending Kc in the clear does
not thus open any security hole .

The converter card handle more elaborate business
models by delaying the erasure of Ka and K6. For
instance, erasing the keys half an hour after the end of
the content allows a half-hour time shifting. During the
allowed time-shifting window, the converter card can
answer the challenge. For a play-nvice content, the era-
sure will only be made after the second play.

Analog Hole Handling
This section focuses on the use of watermarking in CP
systems and, in particular, its integration in SmartRight.
It does not detail the watermarking technique itself.

SmartRight enforces usage rules and manages
devices in the PPN with highly secure cryptographic
protocols. The weakest link of the delivery chain is now
the analog link. Video has to be rendered on a display.
Audio has to be spoken by loud speakers. Pirates, as
dishonest users, can play content, record the resulting
analog signal, digitize it, and distribute the pirated files.
This threat is called the analog hole. SmartRight aims
at preventing the pirated content from coming back in
a compliant network. There is actually no way to
preclude the playback outside SmartRight domain.

The current technical answer is watermarking. The
watermark signal carries data, hereafter called the pay-
load, invisibly embedded in multimedia content, that
can survive the analog to digital conversion. At the play-
back, this information may allow detection of illegally
recorded contents. The problem for CP experts is the
integration of the watermarking primitive in the global
system architecture. The typical issues are what informa-
tion the payload represents, when content is water-
marked, and in which device the watermark is decoded
[26]. An example of a video watermarking technique
dedicated to copy protection is found n ancle 1271.

In many approaches (e .g., Analog Reconversion
Discussion Group), the payload describes the kind of
content ,  i .e . ,  the usage ru les associated wi th i ts
consumption. Videos are watermarked at the content
source) and the payload is decoded by consumer

devices. This approach brings severe drawbacks when
mapped to advanced business models. For instance,
recording devices have to change the watermark
signal to differentiate between the original material
such as ".opy once" and its copy labeled "copy no
more." A second pitfall is that, assuming use cases
mentioned earlier, servers must have two different
versions of each piece of content with the information
*v iew on ly "  o r  "p r iva te  copy"  embedded in .
Customers of the basic offer receive the first version
whereas the second version is delivered to the cus-
tomers of the premium offcr.

The key idea underlying the integration of the
watermarking primitive in the SmartRight system is
that there is no need to embed information related to
content, as its management is already perfecdy tackled
by the above-mentioned crlptographic protocols. The
only needed information is the presence of a watermark
signal. Hence, the payload is null. Protected content is
watermarked and scrambled. A piece of content that
would be in the clear and watermarked would necessar-
ily be illegal. Display devices check this condition
before rendering digital content.

The trust model of other approaches expects that all
devices comply with good behavior. This requires
sccurity functionality to the gateway rendering and
recording devices. Unfortunately, this assumption is
wrong when dealing with noncompliant recording
devices. In SmartRight approach, detection only
occurs at rendering and the system makes no assump-
tion regarding the receivers and recording devices.
This reduces the number of security requirements ren-
ders SmartRight trust model simpler.

Another drawback of other approaches is the
management of the payload. First, decoding embedded
bits is more complex than detecting the presence of a
watermark signal. Moreover, embedding watermark is
restricted to production. Protected content is water-
marked in the studio whatever its consumption rules are.
Only display dwices implement the detection functionali-
ty. Second, there is a tradeoff between nonperceptibility,
payload, and robustness [25]. Thus, reducing payload to
the minimum guarantees a better resistance to any mali-
cious attack against the watermark technology itself. For
instance, asymmetric watermarking techniques [f 3] and
the IANIS method [J.4] have shown higher security levels
than the classical spread spectrum watermarking method.

Conclusion
With the advent of the digital age, copy protection
becomes a major issue for all the actors of the video
chain. Copy protection is necessary to protect content
owner rightr. But copy protection must also respect con-
sluners righrc. The SmartRight system replaces current
piecemeal solutions by a global solution that protects the
entire home network. This approach introduces two new
features of a copy protection system: renewability and
PPN. Renewability provides an active defense against
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inevitable hacks. This feature should be an asset for con-

tent owners and manufacnrers' PPNs allow consumers'

private use similar to analog age without the risk of mass

unconuolled distribution. This feature should be an

asset for constuners. Furthermore, this article presented

an original key management scheme' This scheme based

on the-concepts of virgin, progenitor, and sterile allows a

limited number of principals to securely share a common

secret key without the need of a central authority' This

security scheme may be usefirl in secure networking'
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