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REPLY COMMENTS OF CTIA – THE WIRELESS ASSOCIATION™ 

CTIA -- The Wireless Association™ ("CTIA")1 replies to comments submitted in 

response to the Commission's Notice of Proposed Rulemaking2 regarding the application of 

the Communications Assistance for Law Enforcement Act3 ("CALEA") to broadband 

Internet access, voice over IP applications, and CALEA’s extension, enforcement and cost 

recovery provisions. 

                                                 

1 CTIA is the international organization of the wireless communications industry for both 
wireless carriers and manufacturers.  Membership in the association covers all Commercial Mobile 
Radio Service ("CMRS") providers and manufacturers, including cellular, broadband PCS, ESMR, as 
well as providers and manufacturers of wireless data services and products. 

2 In the Matter of Communications Assistance for Law Enforcement Act, Notice of Proposed 
Rulemaking, ET Docket No. 04-295, RM-10865 (Rel. Aug. 9, 2004) ("NPRM"), published 69 Fed. 
Reg. 56,976 (Sept. 23, 2004). 

3 Communications Assistance for Law Enforcement Act, P.L. No. 103-414, 108 Stat. 4279 
(1994), codified at 47 U.S.C. §§ 1001-10 and 47 U.S.C. § 229. 



CTIA, along with all of the comments submitted in this docket, supports the goal of 

providing law enforcement the surveillance capability Congress intended when it enacted 

CALEA in 1994.  Yet the record shows widespread disagreement about how best to achieve 

that goal, and in regard to broadband Internet access, there is a serious issue as to whether 

CALEA applies at all.  After considering all of the comments, CTIA continues to believe 

CALEA was not intended to reach broadband Internet access and voice over IP applications.  

While the Commission has advanced a novel legal argument to achieve that result, CTIA 

believes Congress, not the Commission, must address this issue to avoid years of court 

challenges and uncertainty that will freeze deployment and not serve the public interest.  

Further, CTIA remains concerned that the approach the Commission has proposed for 

extensions, enforcement and cost recovery similarly will lead to delay, litigation and 

uncertainty for years to come.  As CTIA noted in its comments, Congress can act quickly to 

decide whether broadband Internet access should be covered by CALEA, and if so, what 

CALEA rules will apply to new services and applications.4   

A. Broadband Internet Access   

As the comments aptly show, the extension of CALEA to cover broadband Internet 

access can only be accomplished by creating a unique CALEA definition of 

“telecommunications carrier,” notwithstanding the express exclusion of information services 

in the statute, and finding that broadband Internet access is a substantial replacement for local 

                                                 

4 As the Commission knows, many parts of the USA PATRIOT Act must be reauthorized in 
2005.  Thus, there is a clear legislative vehicle available for this issue to be taken up and resolved by 
Congress in the near term. 
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exchange service.  In light of the statutory exclusion of “information services” from the 

definition of a “telecommunications carrier,” and the extensive Congressional record on this 

issue, CTIA continues to believe that Congress, not the Commission, must declare whether 

CALEA should be expanded to broadband Internet access.5  

B. Extensions   

A careful reading of the comments reveals that all parties, including the Department 

of Justice (“Department”), support reasonable extensions of time to comply with CALEA.  

Both the Commission and the Department believe that compliance is mandated immediately 

for broadband Internet access and voice over IP applications, but the Department supports a 

12-month transition period (in marked contrast to the Commission’s 90-day proposal).6  The 

Department also believes that Section 229(a) of Title 47, as amended by CALEA, affords the 

Commission ample flexibility to approve benchmarks and extensions.7 

As CTIA noted in its comments, Section 107 is inapplicable to carriers that (a) did 

not exist prior to 1998, (b) did not propose to install covered equipment prior to 1998, or 

                                                 

5 The Commission’s final rule may well precede the U.S. Supreme Court’s decision in Brand 
X Internet Services v. FCC, 345 F.3d 1120 (9th Cir. 2003), cert. granted, 2004 WL 2153536 (2004).  
It would be ironic indeed if the Court upholds the decision of the Ninth Circuit and finds a 
telecommunications component to information services such that statutory mandates like CALEA 
apply to broadband providers.  If the Court reverses and supports the notion that information services 
and telecommunications are mutually exclusive, then the Commission’s CALEA findings here will be 
in greater doubt inasmuch as CALEA stands as part of the Telecommunications Act, as amended, and 
there is no evidence that Congress intended a separate and distinct approach to the same terms in the 
statute. 

6 Department of Justice Comments at 56. 

7 Id. at 58-59. 
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(c) that were deemed to be carriers after 1998, as the Commission seeks to do in this 

proceeding with information services.  While Section 229(a) provides authority for the 

Commission to provide extensions pursuant to procedures it adopts, it does not permit the 

Commission to expand CALEA’s requirements.  CTIA supported the FBI’s Flexible 

Deployment Plans as an appropriate mechanism to ensure timely and efficient 

implementation of solutions.  With that procedure no longer available, the Commission must 

ensure an effective and reasonable substitute.  As CTIA noted, a blanket “comply now, no 

excuses” policy, as proposed in the NPRM, will only yield an enforcement crisis, not 

compliance.   

To achieve compliance in an orderly and timely way, the Commission can and should 

continue to receive and approve extension requests based on reasonable criteria.  That criteria 

should include whether the surveillance requirements and covered services have been 

sufficiently resolved to justify carrier deployments, whether technology is available to meet 

the capability requirements, whether standards exist, the complexity of the technology and 

solution, the cost, the impact on privacy, and the law enforcement need. 

C. Enforcement   

The Department supports the Commission's approach to adopting a new enforcement 

regime to investigate, adjudicate and impose substantial penalties for non-compliance with 

CALEA's substantive obligations.8 As CTIA and others noted, in defining the respective 

                                                 

8 Id. at 76-77. 

 -4- 



roles of the Commission and the courts, Congress required resolution of enforcement matters 

to fall within the jurisdiction of the federal courts, which have long addressed issues 

concerning the adequacy of carriers’ compliance with lawful surveillance orders.9  Not only 

are the Commission’s resources better spent addressing the efficient implementation of 

CALEA through appropriate extensions and determinations regarding the technical 

requirements for, and commercial availability of, commercial solutions – a role Congress 

clearly carved out as consistent with the Commission’s expertise – but the Commission’s 

processes, which are subject to the Administrative Procedure Act, are uniquely unsuited for 

adjudication of the types of implementation disputes that routinely are addressed by the 

Courts within days, and sometimes hours.  

Congress established the standards for enforcement of CALEA in Section 108.  There 

is no basis for the Commission to usurp the role of the federal courts, apply different 

standards, or impose different penalties than those contemplated in the law.  The Department 

has suggested in its petition that the industry has been dilatory in implementing CALEA, 

particularly because in its view, compliance was mandatory for all services since 1998.  Why 

then, the Commission might ask, has the Department not availed itself of the exclusive 

remedies Section 108 provides to law enforcement?   

CTIA rejects the underlying premise of the proposed enforcement regime – that it is 

necessary to hold carriers to some implementation schedule – and rejects the notion that 

CALEA even permits the approach.  To the contrary, CTIA members have proceeded to 

                                                 

9 See e.g., Comments of Telecommunications Industry Assoc. at 4, citing 47 U.S.C. § 1007(a).   
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implement CALEA in a fully appropriate manner.  The burden of wiretapping falls heaviest 

on wireless carriers10 and CTIA members have responded to law enforcements’ needs.   

D. Cost Recovery   

There are two components to this issue – carriers’ recovery of their capital costs 

incurred in deploying CALEA solutions and their recovery of the expenses associated with 

maintaining the security offices needed to support wiretap services.   

On the latter point, the Department identifies a list of fees that it believes carriers can 

reasonably recover: 

an activation fee, a daily fee, a voicemail preservation fee, a voicemail 
production fee, an account takeover fee, a real time location service 
fee, a CDC interconnection circuit fee, a CCC interconnect circuit fee, 
a call record fee, and an expert witness fee.11 

The Department does not acknowledge, however, that all of the costs of providing a 

7x24x365 security operation are reasonable expenses incurred by a carrier in providing the 

wiretap service.  As numerous parties commented, wireless carriers have provided 

extraordinary service to law enforcement over the years and the cost of doing so is seldom 

fully recovered.12 

                                                 

10 See CTIA Comments at 2 (over 90% of the authorized telephone wiretaps in 2003 occurred 
on wireless phones (1154 out of 1271)), citing Report of the Director of the Administrative Office of 
the United States Courts on Applications for Orders Authorizing or Approving the Interception of 
Wire, Oral, or Electronic Communications at 10 (Apr. 30, 2004), available at 
http://www.uscourts.gov/wiretap03/contents.html. 

11 Department of Justice Comments at 89 n.269.  

12 See e.g., Comments of T-Mobile at 19. 
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The Attorney General of the State of New York characterizes carrier cost recovery as 

“neither reasonable nor related to expenses incurred in provisioning a wiretap” and actually 

believes, apparently, that wireless carriers make surveillance “a profit center.” 13  Indeed, the 

NY Attorney General goes so far as to suggest that the cost of a wiretap “should not be 

significantly more than the same carriers’ normal fees to provide basic wireless services to 

business customers (ranging from $135 to $400 monthly), and probably much less (since the 

intercept is effected with a few keystrokes at a computer terminal).”14  The Commission 

should disregard such comments as not reflective of the significant burden surveillance 

places on wireless carriers.  In any event, federal and state law determines whether a fee 

charged by a carrier is reasonable, and the Commission has no authority to inquire into the 

basis for such fees. 

In regard to CALEA-specific capital costs, Congress did not change the existing 

wiretap law in regard to carriers charging for their reasonable expenses in providing technical 

assistance to law enforcement.  CALEA itself supports this conclusion as Section 229(e) of 

Title 47 provides: 

A common carrier may petition the Commission to adjust charges, 
practices, classifications, and regulations to recover costs expended for 
making modifications to equipment, facilities, or services pursuant to 
the requirements of section 103 of the Communications Assistance for 
Law Enforcement Act (47 U.S.C. 1002).15 

                                                 

13 Comments of Attorney General of New York at 14 and Prather Affidavit at 6. 

14 Comments of Attorney General of New York at 15. 

15 47 U.S.C. § 229(e). 
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Nothing in this provision is limited to pre-1995 equipment.  As CTIA noted in its comments, 

this section cannot apply to pre-1995 equipment because under CALEA, a carrier has no 

obligation to modify that equipment unless the government fully compensates the carrier for 

doing so.  Thus, Section 229(e) can only apply to post-1995 equipment and it plainly permits 

cost recovery. 

E. Conclusion   

Two alternative theories of CALEA requirements have been presented to the 

Commission.  In the view of the Department, supported by other law enforcement agencies, 

CALEA automatically should apply to any technology in the future, and the limitation on 

“information services” set forth by Congress can be overcome whenever a new technology 

replaces even a single person’s need to use a POTS line to access the service.  The other 

view, shared by most in industry and the public interest commenters, is that Congress 

intended a narrow scope for CALEA, as it expressly stated in the plain reading of the statute 

and legislative history.  While all parties share the same goal and support the need for 

surveillance capabilities, the Commission should not rewrite CALEA to facilitate that end – 

it should defer to Congress.   

Regardless of which technologies and services CALEA covers, CTIA urges the 

Commission to embrace and reaffirm flexible deployment schedules, embrace and reaffirm 

the development and use of industry safe harbor solutions, and to refrain from erecting a new 

enforcement regime that replaces the ability of the federal courts to address enforcement on a 
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speedy case-by-case basis.  Finally, as the statute contemplates, the Commission should leave 

cost recovery issues to existing state and federal law. 
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