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The negations of damages set forth above are fundaments\ eiements of the basis Of the bargain 
between IEI and you. This site and the information would not be provided without such 
limitations. No advice or information. whether oral or written, obtained by you from IEI through 
the site shall create any warranty, representation or guarantee not expressly stated in this 
agreement. IEI'S maximum liability to you under all circumstances will be equal to  the purchase 
price you pay for any goods, services or information. 

I E I  does hereby guarantee that they will successfully locate data for the search you are seeking 
within 30 days (Most searches only take 1 - 5 business days). Should I E I  fail to  provide data for 
the information you are seeking, I E I  will promptly refund payment to  my  credit card and/or 
refund payment via first class mail i f  payment is made to  I E I  by check. I understand that I E I  
will not disclose contact data to me until I have paid the applicable fee to IEI. I E I  further 
guarantees that they will refund my  fee in full within 30 days based upon the 'NO Information, 
No Charge" policy for applicable searches. Although service fees change from time to  time, your 
fee for the requested service is guaranteed upon submission of your request. 
CUSTOMER SERVICE FOR INACCURATE DATA 
Should a search return data that is later to  be found inaccurate, Customer understands that I E I  
a t  its sole cost and discretion will recheck the search, however, customer must provide proof to  
I E I  that they have made a diligent attempt to  utilize original information provided. This proof 
must be submitted to I E I  within 30 days after data is provided, and must include returned first 
class mail which was properly mailed to  the address(es) provided (for searches where an 
address was provided), and a written account of what took place during attempts to  any and all 
telephone numbers provided. 
I understand that I E I  can only seek information based upon the data that I supply. Requests 
based upon inaccurate, incomplete, false, or erroneous information, or i f  my search request 
involves any individual or "missing person" who is believed to  be, or suspected to be homeless, 
institutionalized, incarcerated, deceased, is suspected to  have changed their identity, has been 
known to  use or is suspected to  be using more than one identity and/or Social Security number 
or  have intentionally fled from an abusive relationship or to  avoid possible criminal prosecution, 
or  are fugitives from the law will likely prove difficult or impossible to  provide. 
I understand that I WILL BE CHARGED if the data I am seeking involves a person or persons 
with a common name (or is a 1R. or Sr.) and I AM NOT able to  provide AT LEAST one of the 
following pieces of  information: a) an accurate date of birth; b) an accurate social security 
number; c) an accurate drivers license number; d) a recent residence address (within the past 
10 years); e) vehicle license plate number within the past 10 years or; f) accurate name of 
spouse. 
NEW CUSTOMER VERIFICATION PROCESS 
Any Customer who has never done business with I E I  prior to placing an order shall be 
considered a 'New Customer." All New Customers expressly agree to  provide a phone number 
where they can be contacted in order for I E I  to  confirm the order, payment provisions and the 
identify o f  the Customer. 

I do hereby guarantee to IEI, that my  request for information does not violate any Federal, 
State or  Local laws including, but not limited to, the privacy rights of private parties and the 
Fair Credit Reporting Act. I guarantee that visitation to  any I E I  website or  placing of a search 
request is not for the purpose of entrapment, a sting operation, or pursuit of IEI, its employees, 
vendors, clients, affiliates nor officers. I further guarantee that I have submitted valid credit 
card information in order to  pay such fee and not that o f  any other party with or without their 
knowledge or  approval, or will immediately (or as otherwise agreed to  in writing) mail such 
payment in full to  the office of  I E I  i f  I have been approved for billing terms. I understand that 
upon receipt of my  valid credit card information or a check or  money order for the applicable 
fee, I E I  sends the information I provide to  a third party in order to  fulfill my  request and that 
this third party will conduct the search I request. 

CANCELLATION POLICY 

I the customer understand that orders are assigned to private investigators 
immediately upon submission and therefore, I will have no op ortunity to cancel, 

my credit card charged immediately. 

The only grounds upon which a refund will be granted to the Customer by IEI are if 
the information requested cannot be found. Customer dissatisfaction with the quality, 
quantity of accuracy of information provided is not grounds to obtain a refund from 
I E I  or the Customer's Credit Card Provider. 

Customer agrees to waive its right to contest the validity of IEI charges based upon 
any grounds except that IEI provided absolutely no information to Customer. 
Customer agrees that Customer will not contest charges made by IEI to Customer's 

I E I  COMMITMENT TO CUSTOMER SERVICE 

CUSTOMER GUARANTEE TO I E I  

reconsider or otherwise state a reason why this charge shoul s not be processed and 
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Credit Card which has been authorized by Customer. I n  the event that Customer 
violates this agreement and does so contest authorized credit card charges, Customer 
will be liable to IEI for the full amount owed plus interest comoounded dailv at a rate , ~~ ~ ~~ ~ 

~ ~ ~~~~~~~~ ~~ ~~~ ~~~ ~~~~ ~~~~~ ~~~~~~~~~~~ ~~~~~~~~~~~ ~~~~~~ ~~~ ~~~~~ -~~~~~~~~~~ ~~~~~~ 

of lo%, and all fees and costs associated with collecting payment from Customer. 
Buyer understands that  returned checks and disputed credit card transactions for valid searches wiii be charged an 
additional $25.00 fee. 

Buyer hereby fully acknowledges. agrees and gives consent to  all terms and Conditions as amended by IEI f rom t ime to  
time. 

VALID AND LEGAL PURPOSE 
I also do hereby faithfully pledge, that my desire to locate the data or individual described 
above in no way involves any intention on my part to harm, to cause harm, to harass, to stalk 
(as described by applicable laws), or to otherwise take any illegal or proscribed action against 
any person or entity. Should I become suspect to any illegal action against the party whose 
information I seek, I do hereby give my full consent to I E I  to disclose any and all information 
about me, and about this transaction to the proper authorities and hereby expressly waive and 
right or claim to privacy. 
I do hereby agree that information obtained through I E I  will only be used for the purpose of: 
1) a commonly recognized business use whereby the business for which you seek the 
information has a preexisting business relationship with the subject of the inquiry; or 2) a use 
which will clearly cause no emotional, physical or financial harm to any person or company, 
organization or third party which is subject to the inquiry; or 3) a use that is relevant to the 
subject matter of a documented civil o r  criminal action. 

I aaree to indemnifv I E I  and its suooliers. emolovees. officers and share holders for all 
INDEMNIFICATION 

damages, claims, 0; losses suffered by I E I  as'a iesulf of possible claims by third parties 
relating to use of the data provided by I E I  and requested by me. I hereby warrant that all my 
requested searches are legal and proper in my own jurisdiction, as well as that of IEI's 
jurisdiction, and complies with all applicable laws (local and state) and that, in the event that, 
any claim is asserted in any way against IEI  that I will immediately indemnify, defend and hold 
harmless I E I  from any and all liability (including actual attorney's fees). Further, I agree that if 
litigation should arise involving IEI in any way that I will indemniw, defend and hold harmless 
I E I  from any all actual legal fees. 
ACCURACY OF INFORMATION PROVIDED BY CUSTOMERTO I E I  AND FROM I E I  TO 
CUSTOMER 
No refunds, exchanges, or credit will be given to any customer unless IEI  fails to provide 
information on a legal request, in accordance with this agreement. Customer is solely 
responsible for accurately filling out order form and selecting appropriate search request. IEI  
cannot be held responsible for typos or mistakes given in the ordering information entered by 
customer. Because all orders are processed immediately, no cancellations allowed or accepted 
once an order has been submitted. 
Customer further understands and agrees that I E I  cannot and does not guarantee the accuracy 
of the information provided in response to a Customer request. IEI's commitment to Customer 
is to provide the information its Third Party contractor's locate. IEI  will pass along to Customer 
any and all information received from its Third Party contractors. IEI  makes no representation 
that the information provided is current or otherwise accurate. In  no event shall I E I  be 
obligated to refund all or any portion of a payment received from Customer based upon the any 
assertion of inaccuracy of the data provided. IEI will supply to Customer at the time received 
and in the same condition it is received. IEI  will not check the information for accuracy 01 
otherwise endeavor to verifv any Dart of the information provided to it by its Third Party . . .  
contractors. 
REPRESENTATIONS BY CUSTOMER 
VFNllF 

This agreement and its interpretation shall be governed by the laws of the State of California. 
Should a conflict arise concerning anything related to this contract, I hereby expressly consent 
to venue in the State of California.SEVERABILITY & INTEGRATIONThis Agreement shall be 
governed by and construed in accordance with the laws of the State of California, United States 
of America, as i f  performed wholly within the state an,d without giving effect to the principles of 
conflict of law. If any portion hereof is found to be void or unenforceable, the remaining 
provisions of this Agreement shall remain in full force and effect. This Agreement constitutes 
the entire Agreement between the parties with respect to the use of the Software. 

ENTIRE AGREEMENT 

This Agreement, as amended, sets forth the entire understanding and agreement between the 
oarties reoardina the subiect matter herein and suoersedes anv orior or conternooraneous oral 

~ ~ ~~.~~ ~~ ~~ ~ ~-~ ~ - ~ ~ ~~ ~ , - ~ ~  ~~~~ ~~ 
-~ ~ ~~ 

or wr t ten agreements or representations, except that access to and Lse of Third Party serv ces 
may be governed by terms and conditions different than or in addition to those nere.n. 
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Cell Phone Package - includes Name, Address and 
Call Records 
Searcher carrier records from cell number in order to find &locate the billing address, customer name 
and up to 100 calls with dater from previous billing period (or up to last 3 periods). Investigator Can Only 
go obtain info less than 90 days old with the 5earih. 

More info: 

Your Investigator will obtain up to 100 calls fmm the last billing period. Cali reports vary based on carrier and your subjectr 
calling pian. Some include Outgoing calk only: Others have incoming Caiis detailed ar Weii .  The inYeStigEtoOr will not know and 
Cannot find Out what is on the report before he Obtains it, 

Cell phone reports can begr  and end on any day Of the month. I f  you are iookhg for Calk made on a ZpeCiflC day. please IndtCate 
that in specla1 InStrUblOnS. The investigator will do his best to obtain that day. but he cannot guarantee it. I f  you enter a range Of 
days, it may require more than 100 Caik  and it may span two billing periods In Which Care there would be additional charger. I f  
for example yaur rubjecrs cell phone cycle Cuts off on the 14th of the month, the investigator3 report will include 100 caii5 from 
the beginning Of the last billing period. In this example, calk would start on the 15th Of the PWV~OUI month. I f  your subject is a 
light usee, your Subject may not even have 100 caiis or 100 caiis could be Several weeks Of data. I f  your subject 15 a heavy user, 
Your report might Only include One or a few days Of data. The InvestigatOr will obtatn as many calls as helshe can. I f  you only 
want cails from a Previous period, please note that in the special I nLwt ion i .  The Investigator can only obtain reports less than 
90 days old with this Search. I f  your special instwctlons to the inveLigat0r are not clear, or i f  he has a question determining 
exaniy what you are requesting, he can Contact you via the online merraging System. 

Cell Toil Reports are obtained by private investigators far your perronai informational purpose only. These repom are NOT valid 
in a court Of ihw. Clients ordering these repoes are hiring a private investigator on there behalf to ferret Out information 
garnished from these reports in Order to perform due diligence in an ongoing investigation. Should information be obtained from 
these reports that require an authenticated copy. you may need an attorney to subpoena the actual records from the Cell phone 
C X r i W .  

YO" supply: 
Cellular Number 

Your investigator will Search for: 
Name, address. and up to 100 Calls with dates from last billing period unless you specify otherwire below (up to 3 billing periods), 

Price: S187.00 
Please allow: This search takes an average Of 2 - 5 business days to complete. Some CIrCUmStanCeS may cause your Search to take 

longer. Additional information described in terms of FCIYIC~. 

This request is for individual cell phone users only (not business cell phones). I f  you need a i i S t  of Calls from a business 
cell phone, c(lrkJ~e=. 

I f  No-Info. you are eligible for partial refund of $80.00 if your assigned investigator only returns the Customers Name 
and Address (CNA). The Charge5 are only bared an the CNA report returned to you plus the Cost Of the SSN "iook-up" 
use only fee. SSNS can not be released. 

Note: 

Guarantee: 

Begin your search here: 

~ Enter Cellular Number: * 
j 
i Comments and Special Instwct ions:  

i 
i 

1 - - ,- __- - 

I 
Please tell us anything you may know about the account including account numbers, 
passwords. cycle Cut date; etc. I f  you need a specific period please tell the investigator 
"looking far calls made in the month Of -" or "looking for calls from the - cyde". Since 
there are different requests. we urge you to emaii support if you have questions. 
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Optional additional services: 

Number of previous periods? 

Obtain duration of each ~~1117  

Obtain time af each call? 

. . . . . . . . . . . . . .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

The last available period is inciuded. I f  you Select 1 or 2 here, the report will include 1 or 2 
previous period3 in addition to the last available period. 

-..., (additional charge Of  $137.00 each) 

r 

r 

* required 

This search IS available in the foiiowing States. Ciick a state below to see Other rearches available in that state: 
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Residential LocaI/LATA Phone Records 

YO" sup!J1./: 
Telephone Number. Name, Address, (and SSN If available) 

inter Phone Number: * 

inter Full Name: * 

Lnter Address: * 

inter City: * 

ie1cc1 state: * I @ 

inter Zip Code: * 

inter SDCiaI Security Number: 
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2 o f 2  

3ptional additional services: 

Yunlber of prevloYs periods? 

Ibt6is d a t e  uf each call? 

3btain lime at each call? 

The last available period is inciuded. If YOU select 1 or 2 here, the report wlii include 1 or 2 
previous periods in addition to the last available period. 

(additional charge Of $87.00 each) 

r Yes (addltmnal charge of $35.00) 

Yes (additional charge of  $35.00) 

* required 
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Need.Ass~$t2 rice? 
Call us 

760-652-4050 
M-F: Qam-4pm PT 

PO Box Search (Reverse P.O. Box Lookup) 
Your asrlgned pr8vdte investigator will work with the post ohice to obtain the address on record using the 
P 0 Box number, name and z1p code you pravlde 

More info: 
Investigators work Wlth postmasters a l l  over the USA. I t  is up to the individual Postmaster whether they want Work with the 
inYeStlgator. The investlgator can only Obtain the information the PoStmaSterB have on file. This is not an outdated database 
Search. You are hiring a private investigator to Obtain real-tlme data. 

YOU supply: 
Any PO Box number with Name & Zip Code 

Your i n v e s t i g a t o r  will Search for: 
The Address on Record at Post Office for Po Box 

Price: 177.00 

Please allow: ThlS Search taker an average Of 3 - 7 business days to complete. Some CirCumstanCeS may Cause your search to take 
longer. Additional information described in t~ermipf_iec,ce_. 
If NO InformatiOn is available, you are eligible for a Full Refund Guarantee: 

Begin your search here: 

Enter PO Box: * 

Enter Full Name: * 

Enter Zip Code: * 

commcnts it“d Specla1 f ”S t lUCt iOf tS1 

Questions? 
E-mail: ~ ~ ~ ~ ~ b ~ ~ t ~ ~ o ~ ~ ~ ~ h . 0 3 m  

Site protected by Copyright 0 2000 - 2005. 
1\11 rights resewed 
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N_egd-AystAnLe’ 
Call us 

760-652-4050 
M-F gam-4pm FT 

Reverse Private Mail Box Lookup (PMB) 
Your a5siqned private investigator will searcher the personai mail box address and name you provide to 
find the address on file with the personal maii box company. 

More info: 
Investigators Work with PerLOnai mall box COmpBnieP to obtain your requested information. I t  is up to the lndlvlduai mail box 
retail Center whether they want work with the investigator. The Investigator can only obtaln the information they are willing to 
Provide from there records. This 15 not an outdated database search. You are hiring a private investigator to obtain real-time 
data. 

YOU supply: 
Any Mail Box Address, with Name, Ci ty  & State (ie. Mail Boxes Etc.) 

Your i n v e s t i g a t o r  will Search for: 
The Address on file with the PMB center. 

Price: 197.00 

Please allow: This rearch take6 an average of 3 - 10 business days to complete. Some circumstances may cause your search to take 
longer. Additional information described in LermSof service. 

I f  NO Information is available, you are eligible fora Full Refund. Guarantee: 

Begin your search here: 

Enter Address: * 

Enter Full Name: * 

Enter City: * 

Select state: * I 
Enter Zip Code: * 

Comments end Spacial instruct ions: 

* required 
~ 
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Number 
Searches DMV records from drivers license number and state in order to find E locate name and 
assmated motor vehlcie information on file (Including but not limited to violations, m 8 ~ ~ e l l a n e o ~ ~  Info, 
ReStriCtiOns. truncated SSN, DO0 ,Tickets and Accidents). Addresser in some states are available, but 
most states do not providing address information with driver's license Searcher. 

YOU supply: 
The DnYer'S License Number and State 

Your i n v e s t i g a t o r  will seaich for: 
Name and Driving Record info On file at the DMV 

Price: 187.00 
Please allow: This search takes an average of 3 - 5 buEines days to complete. Some CirCUmStanCeS may cause Your Search to take 

longer. Additional information described in (elms of s e i v t y .  

Guarantee: 

Begin your search here: 

I f  Na-Info, you are eiiplbie for E refund iess a 55.00 no-hlt fee 

>rivers License Number: * 

srieet state: *. States not listed may or may not be currently available. please a~c&hsre to inquire. ., 
_1( I ..-.> 

:ommolts an6 Special Ins t iuc t ims:  

*( required 

Questions? 
E-mail: l u p e a n ~ ~ ~ ? i p e o e i ~ ~ ~ ~ ~ ~ h . c a i n  

Site protected by copyright @ 2000 - 2005. 
All right6 rerewed. 
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Drivers License / Motorist I D  Search 
SearCheB DMV records from subject name, address and date of bilfh 8n order to find ea locate drivers 
ilcenre O r  M o f o n ~ t  I D  number and related DMV informaflon on file State regulations vary 

YOU supply: 
The Contact name, address B DDB 

Your investigator will search for: 
Drivers Licenee or Motorist I D  Number & related information on file. State regulations v a r y  

Price: 167.00 
Please allow: This Search taker an average Of 3 - 5 business days to complete. Same circumstances may C W I ~  your Search to take 

longer. AddltiOnal information described in te r . ry -o f~$~r~<~.  

Guarantee: 

Begin v o w  search here:  

I f  No-Info, you are eligible far a refund less a $8.00 w h i t  fee (exception: California searches; no refund is available) 

:Mer Full Name: * 

inter Address: * 

inter city: * 

i e i e n  state: * Stater not listed may or may not be currently available. please i!,ckhyre to inquire. 

I @y 
m e r  Zip Code: * 

ntcr Date of Birth: * mmldd lw 

* required 
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This search IS available in the fo\low\nq states. Chck a state b e h  ta see other searches avai\ab\e in that state. 
Alabama (h i>  Colorado iC0) COnnrctiCLit LCT) Delaware [DE) District of Colurnbla (DC) FloriddlFL) Geoiglif [GA) Hawaii (HI) Idaho (ID) 
Indiana iIN1 Iowa L l A l  Kanrar IKSI Kenlucky I K Y I  Lows ana ILaI Maine IMF> Maryland IMDi Massachusetts (MA> Michigan (MI) ~ i n n e ~ u ~ d  
I M N I  M ~ i r ~ s s i ~ ~ ~  (M5) MISLULI~I (NO> Nebraska I N t I  New iersey IN11 New Mexico (NMI New York (NYI North Carolina L N C ~  ~ u n h  ~ d k u i a  
( N U 1  Okirhama (OK1 Penn~ylvdnia (PA) Rhode Island I U I i  Sou th  < i)rUi!nd ISCI Saufli Dakota (51)) Tennessee (TN) Texa3 (Tx)  Utah (m) 
Vermont [VT) W ~ S C O ~ S W  (Wi) 
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Yecd Assista_nLe' 
Call us 

760-652-4050 
M F gam-4pm PT 

Ontario, Canada Residential Long Distance Phone 
Records 
Searches carrier records from customer name, telephone number, social security number. and address m 
order to find 5 locate all long distance toil Cali5 from last billing period 

YO" supply: 
Telephone Number, Name. Address, (and SSN If available) 

Your investigator will search for: 
A11 long distance toil call numbersfrom lait  billing period 

Price: $87.00 

Please allow: This search takes an average of 1 - 4 bUSlneSS days to compiete. Some Circumstances may cause your search to take 
ianger. Additional information described in teimr pi ZCN!CP. 

Th$Z Search is for RESEARCH purposes ONLY. I f  you find information contained In our reports and need them for legal 
purposes you must subpoena the records from the telephone carrier to use them In a court Of law. This 1s a 
conhdentiai report between Best People Search and you (our client). 

The initial fee is non-refundable once the investigator locates the carrier. optional Service ~ e e s  including Date & 
Tlme are refundable if the carrier reports no toll caii details (No detailed Caiis can be due to unlimited calling plans, 
bulk minute purchases. or several other factors a t  the Carriers dircretionl. Please emall your guestions p"Or to 
arderlng this Search if you do not understand this guarantee. 

Note: 

Guarantee: 

Begin your seilrcli here: 

Enter Phone Number: * 

Enter Full Name: * 

Enter Address: * 

Enter City: * 

Select state: * I ;rx 
Enter Zip Code: * 

Enter Social Security Number: 
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Ontario, Canada Residential Long Distance Phone Records - Best Peopl ... https://secure.bestpeoplesearch.com/ontano-canada-residential-long-dist,.. 

, Comments and  Special Ins t iUCt lonD:  

~ 

Optional additional services: 

Number Of previous periods? 

~ Obtain date Of each call? 

~ Obtain time of each call? 

The last available period is included. If you select 1 or 2 here, the report will include 1 or 2 
PreviouI periods in addition to the last available period. 

(additional charge of $87.00 each) 

Ye6 (additional charge Of  135.00) 

r y e s  (additional charge of$3s.oo) 

required 

This search is available in the following states. Click a State below to see Other searches available In that state: 
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E L E C T R O N I C  P R I V A C Y  I X F O R M R T I O X  G E N T E R  
a *L 

August 30,2005 

Federal Trade Commission 
600 Pennsylvania Ave. NW 
Washington, DC 20580 

Re: Online Data Brokers / Request for Industry- Wide Investigation 

Dear Commissioners, 

On July 7, 2005, EPIC urged the Commission to initiate an industry-wide investigation of data 
brokers that operate online and sell personal information to the general public. We detailed the 
activities of one such company, Intelligent E-Commerce Inc., which hosts bestpeoplesearch.com. 
On that site, the company offers for sale to the general public the telephone records of other 
people and the actual identities of individuals who use Postal Service or private mailboxes. 
These types of records are protected by federal statute or regulation. The EPIC complaint argues 
that IEI misrepresented its ability to obtain these records in a lawful way, and that substantial 
harm occurs to those whose information is obtained and sold. 

We wish to supplement the July 7, 2005 filing to update the Commission on four matters: 

First, IEI responded publicly to the EPIC complaint with a press release on July 14,2005.' We 
reply below to the company's response. 

Second, as part of our research into online data brokers, we found many examples of companies 
that offer to sell telephone billing records or other confidential information to the general public. 
We have attached a list of an additional 40 companies to demonstrate that the sale of this 
information is widespread? 

Third, in light of the prevalence of these advertisements for telephone billing records online, 
EPIC is petitioning the Federal Communications Commission to investigate whether 
communications carriers are adequately protecting individuals' data.3 The cost of building the 
infrastructure to offer call record data is substantial. On: must maintain a web site, have contacts 
with investigators in many states, and process transactions quickly. There is a risk that there will 
be no "hit," resulting in the online data broker performing services without compensation. Many 
sites offer this service through "sponsored links" on popular search engines, further adding to the 
cost of offering the data. Combined, these factors and the large number of entities offering call 
records online suggests that many individuals' phone records are being illegally accessed and 

' Intelligent eCommerce Responds to Allegations Filed By EPIC, Jul. 14,2005, available at 
http:/biz.yahoo.com~w/050714/145245.html?.v=l, 
* See Attachment A. As part of our investigation, we became aware of many other companies that obtain telephone 
records of others, hut these companies are savvy enough not to advertise their services on the Internet. 

See Attachment B. 
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sold every day to simply cover the cost of doing business. Communications carriers should be 
the first line of defense against these practices. Accordingly, we are petitioning the FCC to 
initiate a new rulemaking to establish higher safeguards for telephone records information. 

Finally, we wish to reemphasize the risk to privacy that online data brokers pose. These 
businesses are operating online, suggesting that they do not actually meet their client and assess 
the client's intent. Some data brokers apparently understand the risks inherent in selling 
information to sBangers, and try to disclaim liability for the sale of personal information by 
including "anti-stalker'' provisions in their terms of service. 

Professional, licensed investigators recognize theses risks, and do not sell personal information 
to strangers: 

[A]n Oakland, Calif. private investigator said it's a dangerous practice for PIS to 
take clients over the Internet. "Any time you provide information to another 
individual, you need to know who they are," said Francie Koehler, a member of 
the California Association of Licensed Investigators. "That's the part people 
working over the Internet miss. They don't know their ~ l i e n t . " ~  

Others who understand the risk of selling data to strangers engage in unreliable methods to 
determine the intent of their client. In a sworn deposition given in the course of litigation 
following Amy Boyer's death, Docusearch.com's Kenneth Zeiss claimed that he vetted clients by 
calling them and abruptly asking them about their intentions with the data. Those who hesitated 
or couldn't explain how they were going to use the data were denied access to personal 
information: 

Q. 
minutes in such a conversation? 

A. 
back in that two minutes. 

What I would talk to a - - any person normally is, I flat out ask why they're 
ordering what they're ordering. I also ask for their guarantee that they're not 
going to do anything harmful or hassle the person that they're getting the 
information on should we be able to provide it to them. But like I said, that could 
have been a message that I left and he called me back. I really don't know. I don't 
remember specifically speaking to him. 

Q. 
hassle this person or bother this person? 

A. No. 

What would you have talked to the person [the client] about for up to two 

I don't know that I didn't just leave a message and that he didn't call me 

If you left a message, would yon leave this message about, listen, don't 

Susan Kuchinskas, EPIC Fighting Online Phone Record Sales, InternetNews, July 8,2005, available at 
http://www.intemetnews.com/ent-news/article.php~35 1885 1 
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Q. 
going to give you this information, don't hassle this person or bother this person? 

A. No. What is say is, should we be able to provide you with this information 
we want your guarantee that you're not going to harm or harass this person in any 
way. 

Q. 

A. 
ask them why and, you h o w ,  what the purpose of their search was. Sometimes 
people hesitate to answer me and we decline those orders. Sometimes they get 
offended, you know. 

Q. 
with Liam Youens] though? 

A. No 

If you talked to the person, is it your normal custom to say, look, we're 

And what do they say on the other end? 

Well, normally they say, no no, it's not for that reason at all. Then I would 

You don't have any recollection what happened here [in the transaction 

In addition to stalking and murder, online data brokers pose identity theft risks. In reporting on 
the Amy Boyer case, Daniel Cohn of Docusearch told the Washington Post that identity thieves 
use online data broker services: 

Cohn said Docusearch called Youens [Amy Boyer's killer] twice, though mainly 
to confirm that he was the person buying the information because information 
brokers are often the victims of identity thieves. Telephone records show the calls 
each lasted two minutes or less. "We are probably more susceptible because we 
are used as a tool by identity thieves," he said. "Sometimes it's very difficult to 
check out someone. . . . Does one slip by occasionally? Obviously, this one was a 
nut." "There is nothing we could have done to totally prevent this from 
happening," he said, adding that it's not clear what brokers need to do. "That's 
going to be the issue. What is enough? Are we supposed to give every client a 
personalities-disorder exam?" 

Risk of privacy invasion and personal harm is heightened by the fact that these businesses 
provide raw data to their clients. This further demonstrates the lack of vetting and relationship 
between an online data broker and a client. A professional, licensed investigator actually meets 
with a client and determines the client's intent. When an investigator understands the client's 
intent, providing raw data is rarely necessary. Providing raw data raises risks, and further 
demonstrates the attenuated relationship between online data brokers and their clients. 

Additionally, these businesses usually offer fast "turn around times." These turn around times 
can be as short as one hour to obtain telephone calling records. This suggests that no official 
process is being employed to obtain records legally. 

Robert OHarrow Jr., A Deadly Collection oflnformation Killer Paid Online Data Broker for Material Obtained 5 

Through Trickery, Washington Post, Jan. 4,2002 at E01. 
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Other representations suggest that unofficial methods are being employed to obtain personal 
information. These businesses typically represent that information provided is "confidential" and 
not admissible in courts. In some cases, the sites specify that the client must employ legal 
method, such as a subpoena, for obtaining the data if the client wants to use the information in 
court. 

Ethical investigators do not engage in these practices. However, the operation of online data 
brokers threaten legitimate investigators who both have permissible purposes and use legal 
means to obtain personal information. The market for illegal data is thriving, and without 
enforcement efforts by the government, the cost of doing business legally and ethically will 
continue to give economic advantage to companies with illegal business practices. 

Reply to the IEI Response 

We wish to reply to IEI, which in a press release responded to our July complaint. Much of the 
IEI press release supports our allegations, in that it acknowledges the company's role in selling 
call record information. This press release should be useful to the Commission in its 
investigation. The press release makes several assertions: 

Law enforcement, private investigators, attorneys and many industry experts 
contend that cell phone and landline based call records help parents locate missing 
and runaway children; help solve crimes; bail bondsman locate fugitives; 
insurance companies refute fraudulent claims; collection agencies track down 
deadbeats; financial institutions locate people and collateral; and yes, spouses find 
out if their significant other is being faithful or cheating. Call record retrieval does 
not cause identity theft or heinous crimes. It is a necessary product that has been 
aiding the investigation industry for decades. IEI does not know of any specific 
law that prevents private investigators from obtaining and selling call records. 
When pretexting for financial records became illegal all of the private 
investigators used by IEI stopped offering them. Had they not stopped offering 
any service that was deemed "illegal," IEI would not offer such services. 

This paragraph makes several arguments that are legally irrelevant. First, whether call records 
are useful to investigators does not speak to the issue of whether it is legal to access such 
records. Many different forms of personal information, including the content of telephone 
conversations, are useful to investigators. But law protects this information from disclosure 
without legal justification and process. 

Second, whether call record retrieval causes identity theft or heinous crimes is also irrelevant. 
Privacy law protects individuals from many affronts to their dignity that do not arise to 
heinousness. Furthermore, IEI provides no evidence to show that provision of these records does 
not contribute to identity theft or heinous crimes. Other similar investigative techniques, such as 
access to motor vehicle records and pretext calling have resulted in the death of individuals. 
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After the killing of Amy Boyer, who was located with the help of Docusearch.com and Michelle 
Gambino.6 

Third, 1El's ignorance of a "specific law that prevents private investigators from obtaining and 
selling call records" is legally irrelevant for obvious reasons. As we noted in our complaint, 47 
U.S.C. 5222 protects the confidentiality of call records. 

Contrary to the company's representations, we know of no legal way to reliably and quickly 
obtain call detail and mailbox owner information.' Additionally, two professional licensed 
investigators were quoted agreeing with EPIC'S assessment in media reports: 

[Francie] Koehler, who was part of a project to research online private 
investigation services, said, "I know that many of them claim to get the 
information legally, I don't understand how that happens." When she's tried to get 
someone's phone records via subpoena, she said, "Every time you try, they send 
the telephone company lawyer in to quash the subpoena."' 

Reporting on the EPIC complaint, Washington Post journalist Jonathan Krim quoted Robert 
Townsend, an advocate of investigator licensure and best practices: 

"I do not h o w  of any legal way to obtain a person's telephonic history," Robert 
Townsend, head of the National Association of Legal Investigators, said in an 
interview. Townsend added that he thinks only a small minority of licensed 
investigators engage in the practice of acquiring and selling the data.' 

Finally, IEI represents that "[wlhen pretexting for financial records became illegal all of the 
privacy investigators used by IEI stopped offering them." We assume that this mans that upon 
passage of the Gramm-LeachBliley Act (GLBA), IEI screened its investigators to see whether 
they were still engaging in pretexting. However, pretexting for financial records was considered 
unfair by the Commission prior to Congress taking action. Prextexting for financial records prior 
to GLBA would still have been illegal. Furthermore, this paragraph suggests that IEI's 
investigators pretext for other records, a practice that would be unfair or deceptive under 
Commission precedent. 

Conclusion 

The sale of call record information is illegal, but many companies continue to make offers to sell 
this information openly on the Internet. The number of businesses offering call record 
information, in light of advertising and other business expenses, suggests that the sale of this 

Both of these online data brokers are still operating. See http://www.docusearch.com and 

Searching individuals' trash has been suggested as an option for legally obtaining records, however, this method 

Susan Kuchinskas, EPKFighting Online Phone Record Sales, InternetNews, July 8,2005, available at 

Jonathan Krim, Online Data Gets Personal. CeN Phone Recordsfor Sale, Washington Post, Jul. 8,2005, available 

6 

hnp:/iwww.4privateinvestigators.com/. 

obviously is not reliable enough to guarantee quick "tum around times" for the data. 

http://www.internemews.com/ent-news/article.php/3S 1885 1 

at http://www.washingtonpost.comiwp-dyniconten~a~icle/ZOOS/07/O7/A~OOS0707Ol862~pf.html. 
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information is widespread. We therefore again urge the Commission to investigate these 
business practices on an industry-wide basis. 

Respectfully submitted, 

Chris Jay Hoofnagle 
Director. EPIC West 
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Attachment C 
40 Wehsites Offering Telephone Calling Records and 

Other Confidential Information 

1. Aaaskiptrace.com offers wireless, landline phone, and business phone records. 

2. Abika.com offers call records and the actual identity of people who use screen names on 
AOL, Match.com, Kiss.com, Lavalife, and Friendfinder.com. 

3. Aaronspi.com offers landline and wireless call records. 

4. Anderson-pi.com offers wireless call records, and contains a representation reading 
"Former United States Federal Agents." 

5 .  Bail-bond.org offers landline and wireless call records 

6. Cellulartrace.com offers wireless call records. In a "FAQ" section of the site, the 
company states that the records obtained cannot be used as evidence in a court: 
"[Question] Our company requires cellular research for legal reasons. Can the results 
Cellulartrace.com provides be used in a court of law? [Answer] No. The data we provide 
is for information purposes only. Any records for legal use must be obtained from the 
provider via subpoena." 

7. Through Cheatingspousepi.com, Advanced Surveillance Group offers a suite of 
telephone research, including billing records. The site claims that the investigators 
performing the searches are licensed. 

8. Completeskiptrace.com offers wireless phone records. 

9. Csiofamerica.com offers "Phone Breaks," "Cellular C.N.A.," "Non-Pub Retrieval and 
Break," "Tolls on accounts," "P.O. Box Breaks," and "Utility Searches." 

10. Datafind.org advertises "Cell Report of Calls with Dates from last billing cycle." The site 
claims, "This report is for informational purposes only. This is not for use in court. If 
you need the records for court, you will need to subpoena the records directly from the 
carrier." Additionally, the site attempts to disclaim knowledge of illegal activities in 
obtaining records: "Non-Internet phone searches are provided by third party, independent 
search experts. These experts are independent researchers and Data Find Solutions Inc 
does not know how they do the research or what databases they access. Data Find 
Solutions Inc notifies researchers who provide non-database research to only fulfill the 
search request if they can conduct the search in compliance with Federal, State or Local 
Laws. Results may include a search of the internet, public records and media for any 
information that may be found, specific to your search request." The site also has an anti- 
stalking disclaimer: "I also do hereby faithfully pledge, that my desire to locate the data 
or individual described above in no way involves any intention on my part to harm, to 
cause harm, to harass, to stalk (as described by applicable laws), or to otherwise take any 
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illegal action against them. Should I become suspect to any illegal action against the 
party described above, I do hereby give my full consent to DFS to disclose any and all 
information about me, and about this transaction to the proper authorities." 

11. Datatraceusa.com offers call records. 

12. Discountphonebust.com offers "Cell Monthly Report with Name & Address." 

13. Discreetresearch.com offers call records. 

14. Efindoutthetrnth.com offers wireless and landline calling records 

15. Freelancesecurity.com hosts advertisements posted by individuals seeking investigative 
services. Some of these advertisements seek phone call record information. 

16. Gum-shoes.com offers wireless, landline, and business phone records. 

17. Iinfosearch.com offers "Cellular Toll Calls Report." This site appears to be operated by 
Intelligent E-Commerce. 

18. Infonowusa.com offers "Detailed Cell Phone Call Records" and advertises a 1-3 hour 
turnaround time. This company appears to be operating a mirror of this service at 
intelnow.com. 

19. Information-search.com offers wireless and landline phone records. This company was 
previously sued by the Federal Trade Commission for engaging in asset search 
pretexting. ' 

20. Intelisearch.net offers wireless and landline phone records, guarantees a 1-4 hour turn 
around time, and represents, "This report is for informational purposes only. This is not 
for use in court. If you need records for court, you will need to subpoena them from the 
carrier." 

2 1. Investigator-sandiego.com offers "Cell Phone Records." 

22. Isis2020.u~ offers wireless, landline, and business phone records. 

23. Locatecell.com offers wireless call detail records. Its site claims, "This report is for 
informational purposes only, If you need phone records for court, you will need to 
subpoena them from the carrier." Additionally, the site attempts to disclaim knowledge 
of illegal activities in obtaining call detail records: "Non-Internet phone searches are 
provided by third party, independent search experts. These experts are independent 
researchers and Data Find Solutions Inc does not know how they do the research or what 
databases they access. Data Find Solutions Inc notifies researchers who provide non- 

FTCv. Information Search, Inc., and David Kacala, Civil Action No. AMD-01-1121 (District of Maryland, I 

Northern Division). 
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database research to only fulfill the search request if they can conduct the search in 
compliance with Federal, State or Local Laws. Results may include a search of the 
internet, public records and media for any information that may be found, specific to your 
search request." 

24. Matecheckpi.com offers "Cell Phone Record, Residence Toll Calls, Unlisted Phone 
Number Identification, Obtaining a 'HiddedSecret' Cell Phone Number, Finding who 
owns a particular Phone Number, & Obtaining the billing name for any Voice Mail Box 
called.. . ' I  

25. Mrandmrsdetective.com offers a "Cell Phone Record" option. 

26. 0nlinepi.com offers cell phone location information.' 

27. Peoplesearchamerica.com offers call records and P.O. Box records. 

28. Peoplesearchers.com offers "Cellular Phone Trace," and represents that "This search will 
enable you to trace a cell phone number back to the owners name and address listed on 
hisher hilling statement. By providing us with a cellular telephone number we can run 
this number through a large national database used by law enforcement, and government 
agencies to bring back current information about the owner. A detective at our firm will 
research your order and send the results to your email address after your order is placed. 
Results available within 1-10 days sent to your email address." 

29. Personsearch.us offers wireless phone records. 

30. Phonebust.com offers wireless phone records. 

3 1. Pibluemoon.com offers "Calling Card Tolls." 

32. Piedmontpi.com offers wireless phone records. 

33. Piguyonline.com offers a "Cellular and Long Distance Call Records" service. This site 
advertises itself as "Member National Association of Investigative Specialists." 

34. On Pimall.com, Stealth Services, Inc. advertises both landline and wireless records. 

35. Pjdservices.com offers wireless phone records. 

36. Publicpeoplefinder.com offers wireless phone records. 

37. Records.com offers a "Search Cell Phone Records" option. 

38. Secret-info.com offers both landline and wireless cell phone records. 

See http://www.onlinepi.comisearchesiPSipslS.hhn (visited June 22,2005). 
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39. Usaskiptrace.com offers landline and wireless cell phone records, and specifies that if one 
wants to use the information for "legal purpose," she should obtain a subpoena: "This 
search is for RESEARCH purposes ONLY. If you find information contained in our 
reports and need them for legal purposes you must subpoena the records from the 
telephone carrier to use them in a court of law." 

40. Webinvestigator.org advertises a wide variety of personal information, and claims, "you 
can find out if someone has ever declared bankruptcy, gotten married, filed for divorce, 
been arrested, or filed a lawsuit. You can even find out about their home or auto loans, 
the kind of credit card debts they have, and even get a printout of their monthly cell 
phone bill, itemizing all their incoming and outgoing calls." This site has terms of 
service language to disclaim liability for harmful uses, and to prohibit law enforcement 
officers from visiting the site: " In summary: You agree to hold harmless 
WehInvestigator.org, its officers, directors, employees, shareholders, server maintainers, 
and contributors from any and all claims of any kind arising out of your accessing this 
site. You will indemnify and hold WebInvestigator.org, its officers, directors, employees, 
shareholders, server maintainers, and contributors harmless from all liability, cost and 
expense, including legal fees, that may arise directly or indirectly from any of the 
services provided by WebInvestigator.org." 

"By accessing WebInvestigator.org, you also certify and attest that you are not affiliated 
with any local, state or federal law enforcement agency. If you are, you are not permitted 
to proceed past this page and must leave immediately. 

Submitted August 25,2005 
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