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Dcicmber 7 -  2005 

Via  Facsimile and Ll, S. Mai l  to The I-lonorahle K o i n  J. Martin 

The Honorablc Kevin J. Manin 
Chairmar. 
Fcderal Communications Coinmission 
4.15 I Y  Strcc1. sw 
Wachington. DC 20554 

JAN 1 2 2006 LJ ' c  

Dear Mr. Mar t in :  

Thii Ic;tcr is to provide comments to thc August 2005 Federal Coinniunications Commission order, 
published in the Ociohcr 13, 2005 Federal Register, which cxrcnds 1hc provisions of t l x  1994 
Cominunicalions Assistance for Law Enforceiiicnt Act (CALEA) to institutions of higher education and 
thc networks they administer and use to assjsl their education and rcscarch missions. 1 am wnting as Chair 
clTihc Board for thc Florida LambdaRail. LLC (FLR) which provides advanccd network support among 
pa!T!clpsting university campuses ~ l d  wilh National LambdaRaii (NLR). FLR incnlbcr univcrsities 
provide this regions1 optical network infrasmiccurc among campuses in addition lo manaryng the local 
ciimpus networking, 

We are concemcd with :he impl.ica~ions of iiiiplmcnting tills proposed nile 

FLR institutions suppoi7 thc commcnts tiled by thc Higher Education Coalitiov and suhmit these 
comments to c l m f y  that the university operated reponal optical nctworks. such as FLR. which support 
rcscarch universities wouid face similar harriers to compliance as idcntificd in the HEC cornmenls. 

F1.R is a collaborativc cffori amon? puhlic and privatc rcscarch univcrsitics in Florida. Instihitions who 
piliticiparc in FLR include Florida Atlantic Univcrsity. Florida Institute of Technology, Florida 
Tnrcrnational Universily. Florida Starc University. Nova Sourheastem Univnsity, University of CentTal 
Florida. lJnivcrsity of Florida. Univers!ty of Miami, liniversi~y of North Florida. and LJnivcrsilv of West 
F h d a .  

C u r  universities l iave  a h i j t o q  orworkin€ with law mi3rccmcnt. and have provided CALEA compliancc 
t l ic  ICW inslanccc our institutions h a w  rcccivcd such <IC order. It is our intention to continlle to work 
L'nnperatively and quickly to meet tlic nccds of law cnrorcerncnl 

I1 I S  our conlcntion that chanzcs olthis mapi lude ma:; cxcced the scope oTCAT..I;A a; defined. and should 
havc action by Congcss. It 18 also our contelltion that our iiclworks are not generally availahlc to the 
pubhc, and ~>wx \he criteria Tor pri\,ate networks b'hicli arc specifically cxcluded by leeislativc action. 

These arc arcas Tor the courls to dccidt. Sctling thojc aside. WE havc other concerns. Thc proposed 
r u i e m a k q  niandnics r d i  compliance for nculy covered m l i t i e s  by May o f  2007 but does not prcicide 
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specificalions for what. con.stitutes compliance. Wc request that the time for compliance not be sct until thc 
spccilications are dclincd. A t  this point. we cannot determine if ven(1ot.s can supply equipmcnt that is 
compliant with thc proposcd nile. Lacking such specifications. we can envision compliance scenarios 
ianSinK €rom completc rqlacemcnt of a11 routers and switchcs to working directly ui th  trustcd network 
opcrators on csch particular situation. l f  i t ' s  tlic former and cven i f  the vendors can deliver compliant 
equipmcnt in a timcly manner. we st i l l  h a w  to assess thc blidgetary impact of this rulcmaking. An 
nnfhded  mandate of sevcral millions o f  dollars Der campus Tor the ten universities in Florida who 
parlicipate in Florida 1-ambdaRail u'ill bc a difficult burden for the universities and the FLR to bcar. 

Given tlic IOU, niimbcr of requests our univcrsilies have scen. we bclicvc that w e  can fully meet CAJ2EA's 
goal of giving lau. enforccmcnt access tn  Internet-based communications by oClicers working directly with 
ti-ustcd nclwork operators to identify thc bcst u a y  !o mcsnitor or inlerccpt particidor co~rt~~iuriicalioi~t iii 

cuch .uirtiation. Net~vorli operators xould do tlic necesssiy monitoring and 
enforcement h i t h  approprialc attention In custody chains and other evidentiary issues). This approach 
would makc i! unnecessary to inslall !he equigmmt necsssary for ubiquilous tap points nr devices as 
rcquircd in the currcnt form of the proposcd regulations. Wli.1~ the cost per  r r q u w  may bc more than the 
proposed method it does not requirc the substantial changcs to liow JSPs and other ncrwork facility 
operators dcs~gn. equip, and man.agc their nctuwrks that would bc necessary in thc proposed rule change. 

I?i i  EDUCAUSE CALEA Frequciirly .4sked Qucstioiis $ 1 1 ~  states that the figurcs for thc number of 
u:irctsp requests for 2004 x e  1,714 for dl local. stiltc, and fedcral courts and an additional 1,754 under 
Foreign inteiligcnce S.Jrvcillance A c l  IFIS.4) courts (intional security). In an informal Sun:ey or700 
campuses. therc wcrc no reports of wirctap orders bcing st'rved in 2003. I.aw enforcement reports that 
there U'CTC "a fcur" serwcd on campiise~ iindcr FlSA By any ;recount: thc numhn of wiretap orders on 
campuses is extrcnicly smail. We belicvc that this clcarly hidicates that thc value proposition for spending 
such i m e n s c  rcsnurces on wholesale university network facility upgrades IS exncmcly low and thereforc 
slio,i!tl bc significantly reduced. i inot  dtogcthei abandoned. 

\Vc urgc tb,e Commission to suspend tlic compliancc date of May 2007 until these questions and issues can 
be resolvctl. We stand rcady to assst, and rccommend the Commission include rcprcsentatives of the 
ctit it ies affcctcd by the expanded definitions in  developing the speci.ficatinns so that. thc overall goal can be 
reachcd. 

the rcsults to law 

Respecl h l ly  wbmittcd. 
.5 

1 arr), Conrad 
Chair Florida LamhdaRa11. 1.1.C 


