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SENIOR VlCE PRESIDENT 
FORPUBUCAFWNRB 

AND GOVERNMEW REunoNS 

The Honorable Ke$in Martin 
Chairman 
Federal Communications Commission 
445 1.2'~ Street SUI 
Room 6B201 
Washingon, D.C. 20554 

Dear Chairman Martin: 

5 December 2005 

211 ALLEN BU~LOIND 
Box s002B 

(ala) 6 a ~ f e a  

I hope this letter finds you vell and nicely settled into your important new leadership role. I 
fhouglit you might be interested in h? enclosed comments submitted by President Brodhead on the 
Federal Communications Commission's anie.ndment to the Communications Assistance for Law 
Enforcement Act of 1994 (CALEA) as it applies to teaching and research institurions. 

We understand the overarching goal ofthis amendment is to ensure that law enforcement 
personnel have the proper tools and mechanisms to facilitate criminal investigations. We suppoi? that 
objective, but as President Brodhead's conunents make clear, the proposed rule runs counter to the 
Congress' inteny. In addition, given the history of cooperation beween higher education and federal 
police agencies that present appropriate wariam, tbere is no evidence of a compelling federal interest Io 
justify the required change. Finally, we are concerned that the cumnt adniinisaative rulem&ing process 
does not afford an adequate opportunity to address the myriad reclinical md other issues raised by 
extending the reach of CALEA to higher education nehyorks. 

Although we have found this amendment to have, such a significant potential impact on Duke to 
vrn'w~ an individual later, we also support and commend ro you the comments of Cornel1 University 
and of the higher education community inore generally as submitted by tha American Council of 
Education and EDUCAUSE. As the process moves forward, we look io1w;u.d to a meaningful discussion 
on the concerns outlined in President Brodhead's Imr. We would be pleased to meet with you and your 
colleagues and to provide any additional assimnce we can as the FCC considers this nianer. 

Finally, on behalf ofpresident Brodhead, I want IO reiterate your ulmu Inufer.'s invitation to visit 
the campus when your schedule permits to meet with our faculry and students. Yours is such an 
important role in our society, and I am confident aur faculty and students would welcome the opportunity 
to learn from and discuss with you the major challenges you and the FCC are addressing. I'll call your 
offica after the New Year to see if we might be able to schedule a visit. 

enclosure 
cc: Richard H. Brodhead 
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OFFICE OF THE PRESIDENT 
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November 14: 2005 

Marlene 13. Dortch 
Office of the Secretary 
Federal Communications Commission 
445 12th Sirtet, S W  
Washington, D,C.  20553 
AT;IT\T: RlvI10865 

Re: Comment on the Federal Communications Coininission ameiidment or’thl: Communications 
Assistance Law Enforcement Act of 1994 as it applies TO teaching and rssea.rch inslitutions. 

Dear Ms. Domh:  

Thank you for the opportunity to commem o n  Lhr amendment to the Communications Assistance 
Law Enforcement Act of 1994 (ET Docket No. 04-295 (Rel. Sept. 23.2005): published 70 Fed. 
Reg. 59,664 (Oct. 13.200Sj ( “ ~ r o a ~ i ~ i i f _ E l 4 - O r ~ e ~ ~ ?  10865). 

The history is clear that the Congress did nor intend for CALEA to cowr  higher education 
networlcs and: thus, wc urge rhe Commission to esempt educational and research institutions and 
higher cducauon networks t?om C.4LEA’s reach under the Final Rule. Moreover, ihe lawful 
surveillmice access that the Rule is designed to enable already exists, as do alternate approaches 
that are more cost effective than requiring the potential revamping of our entire computer 
network system over the next 1 S months. We we also concerned that the administrativc 
rulemalting process does not provide an appropriatts forum IO address the multiple kgal, 
technical, and civil libcfiies issues affecting nOt-f61-prOfit educational inslirutions in this 
comment period, 

The Congress expressly excluded “private networks” from CALEA’S coverage and explicitly 
excmpted equipment, facilities, or services that support the transport or switching of 
communicarians for private networks. As a private institution of highsr education, Duke 
University falls outside the Congress’ definition of “relecoinmunications carrier,” as we do not 
offer “services as a common cmier  . . . for hirc.” Duke University is neither “a common carrier” 
nor do we provide telecommunications services ”for hire.” 

W e  recognize that the w-.-&led relaticxhip brttveen [he Fourth Ame:idment and the rapid 
advance of new technologies crexes an envirmmrnt of tension and uncertainty in regard to 
privacy snd  civil liberties. Wc ari: nor uLnindr^:i 3C the federal government’s coiitiiming 
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obligation to prorect our national eecwir):, a d  we recognize the need to provide law cnforcemenr 
agencies with the appropriate tools and processes to fulfill these iniportuit responsibilities. 
lndced, Duke and other universities work with these agencies in many ways 10 improve national 
security. Dulce and other American colleges and universities have an exemplary record of 
cooperating fully and promptly wid] fe.dera1 authorities on rliose very rare occasions lhaf the - Eovernment requests such information with appropriate warrants, We are not aware of any 
indication that law enforcement a.gencies have found higher education's compliance with 
surveillance requests to be deficient. 

In this context, we fail to see the compellin_e government interest in the specific surveillance 
techniques required under rhe proposed Final Rde. Given Fourth Amendment considerations, a 
careful and nmowly dra.wn method for compliance could be appropriate, but that certainly is not 
what the contemplated Find Rule proposes. 

The imprecise wording ofthe regulation also creates uncertainty regarding the scope aid costs of 
technology required for compliance. This regulation could require more estenske modifications 
to ow network infrastructure dim could bc possible to complete during the 18-month time frame 
set forth by the Find Rulc. This is primarily duc to die fact that the technology for the paclcet- 
switched network uiilized by Duke is radically different from the technology employed in the 
circuit-switched rclephony systems, which readily facilitate a more focused and precise real-rime 
suTJeillance. The dynamic nature of packet-switched network and ancillary technologies creates 
a more coinples environment io: die surveillanct goals inlended under this statute. An esunple 
of h i s  difficulty lies in s5e identification a id  surveillance of individuk through Internet 
Protocol addresses, which in some cases a.rc randoniiy assigned and could easily iinpart an 
inaccurate refl cciion of  m individual's use offr.~: r,etwork. 

Gil'en the inexactitude of die requirsmcnrs under the proposed Finz+l Rule, in the most extreme 
case we estimate the cost IO make the required technical changes to Dulte University's networks 
over the nest 1 S months could be as high as tcns of millions of dollars. Such institutional 
investments, stenuning from an unfunded government mandate and absent a documeixed 
compelling government interest, would create unnecessary burdens on our institution's budget, at 
the expense of our teaching and research progans and their contributions to American society. 

The most expeditious solution to thest concerns would be to exempt higher education's networks 
from CALEA. Failing thar, we believe the complex and nidtifaceted issues we have identified 
do no? easily lend. thcmselves to a? nbbrcviated a?P,inistrative rule ni26:ing process. Given their 
importancc to Amer1ca.n society aid 10 higher education, I respectfully su.ggest that the Federal 
Communications Commission return the matter to the United States Congress for hearings Uiat 
will peimit a comprehensive reiriew of these important issues for the .American people. 

Thank you for consideration 

I Richard H, Brodhead 


