VolP World LLC

Systems Security and Integrity Plan
For CALEA Compliance



l. Introduction

This Telecommunications Carrier Systems Security and Integrity Plan establishes the policies and
procedures for the supervision and control of the officers, employees and agents of VolP World LLC. It is
the policy of VolP World LLC to comply with the letter and spirit of all applicable United States electronic
surveillance statues and regulations.

Pursuant to 47 C.F.R. § 1.20000 and the Communications Assistance for Law Enforcement Act (CALEA),
under this Telecommunications Carrier Systems Security and Integrity Plan, VolP World LLC will:

(a) ensure that any interception of communications or access to call-identifying information
effected within its switching premises can be activated only in accordance with appropriate legal
authorization, appropriate carrier authorization, and with the affirmative intervention of an
individual officer or employee of the carrier acting in accordance with regulations prescribed by
the Commission; and

(b) implement the assistance capability requirements of CALEA section 103, 47 U.S.C. § 1002, to
ensure law enforcement access to authorized wire and electronic communications or call-
identifying information.

Any questions about how to comply with the policies and procedures in this Telecommunications Carrier
Systems Security and Integrity Plan should be referred to VolP World LLC’s counsel or to the employee
appointed by VolP World LLC to oversee the provision of technical assistance and compliance. Contact
information for this individual can be found in Appendix A.



1. Definitions.

The definitions included in this subchapter shall be used solely for the purpose of implementing CALEA
requirements.

(a) Appropriate legal authorization. The term appropriate legal authorization means:
(1) A court order signed by a judge or magistrate authorizing or approving interception of wire or
electronic communications; or
(2) Other authorization, pursuant to 18 U.S.C. 2518(7), or any other relevant federal or state
statute.

(b) Appropriate carrier authorization. The term appropriate carrier authorization means the policies and
procedures adopted by telecommunications carriers to supervise and control officers and employees
authorized to assist law enforcement in conducting any interception of communications or access to call
identifying information.

(c) Appropriate authorization. The term appropriate authorization means both appropriate legal
authorization and appropriate carrier authorization.

(d) LEA. The term LEA means law enforcement agency; e.g., the Federal Bureau of Investigation or a
local police department.

(e) Telecommunications carrier. The term telecommunications carrier includes:
(1) A person or entity engaged in the transmission or switching of wire or electronic
communications as a common carrier for hire;
(2) A person or entity engaged in providing commercial mobile service (as defined in section
332(d) of the Communications Act of 1934 (47 U.S.C. 332(d))); or
(3) A person or entity that the Commission has found is engaged in providing wire or electronic
communication switching or transmission service such that the service is a replacement for a
substantial portion of the local telephone exchange service and that it is in the public interest to
deem such a person or entity to be a telecommunications carrier for purposes of CALEA.



Il. Policies and procedures for employee supervision and control.

VolP World LLC requires that legal authorization in the form of a court order signed by a judge or
magistrate authorizing and approving interception of wire or electronic communications; or other
authorization, pursuant to 18 U.S.C. 8 2518(7), or any other relevant statute as appropriate legal
authorization prior to initiating any interception of communications or access to call-identifying
information. Upon receipt of authorization, VolP World LLC has established appropriate carrier
authorization policies and procedures to supervise and control officers and employees authorized to
assist LEA in conducting any interception of communications or access to call-identifying information.

Michael Somerville, Executive Director of Information Technology, has been appointed by VolP World
LLC as the contact person responsible for ensuring that any interception of communications or access to
call-identifying information effected within its switching premises can be activated only in accordance with
a court order or other lawful authorization and with the affirmative intervention of an individual officer or
employee of the carrier. Michael Somerville will ensure that all employees of VolP World LLC must
receive appropriate legal authorization and appropriate carrier authorization, as defined in this manual,
before enabling law enforcement officials and carrier personnel to implement the interception of
communications or access to call-identifying information.

VolP World LLC will maintain its records of each interception of communications or access to call-
identifying information pursuant to 47 C.F.R. § 1.20004 for three (3) years. Information necessary to
contact Michael Somerville on a seven days a week, 24 hours a day basis and a short job description of
Michael Somerville's job function are attached as Appendix A.

Michael Somerville will report to the affected law enforcement agencies, within a reasonable time upon
discovery, any act of compromise of a lawful interception of communications or access to call-identifying
information to unauthorized persons or entities, and any act of unlawful electronic surveillance that
occurred on its premises.



V. Maintaining secure and accurate records.

VolP World LLC shall maintain a secure and accurate record of each interception of communications or
access to call-identifying information, made with or without appropriate authorization, in the form of single
certification. This certification will include, at a minimum, the following information:

(i) The telephone number(s) and/or circuit identification numbers involved;

(ii) The start date and time that the carrier enables the interception of communications or
access to call identifying information;

(iif) The identity of the law enforcement officer presenting the authorization;

(iv) The name of the person signing the appropriate legal authorization;

(v) The type of interception of communications or access to call-identifying information
(e.g., pen register, trap and trace, Title Ill, FISA); and

(vi) The name of the person who is responsible for overseeing the interception of
communication or access to call-identifying information and who is acting in accordance
with the carriers' policies established under 47 C.F.R. § 1.20003.

This certification will be signed by Michael Somerville, the individual who is responsible for overseeing the
interception of communications or access to call-identifying information and who is acting in accordance
with the telecommunications carrier's policies established under 47 C.F.R. § 1.20003. Michael Somerville
will, by his signature, certify that the record is complete and accurate.

This certification will be compiled either contemporaneously with, or within a reasonable period of time
after, the initiation of the interception of the communications or access to call-identifying information.

In accordance with the policies established under 47 C.F.R. § 1.20003, Michael Somerville will sign the
certification and append the appropriate legal authorization and any extensions that have been granted.
This form of certification will include all of the information listed above.

VolP World LLC will maintain its records for three (3) years. VolP World LLC assumes full responsibility to
ensure its records are complete and accurate and recognizes that violations are subject to penalties listed
under 47 C.F.R. § 1.20008.



Appendix A

Michael Somerville is the Executive Director of Information Technology for VolP World LLC. His duties
and responsibilities include:

e Management of overall network, developers and technicians

e Oversee overall network and perform security audits on a regular basis.

e Interact with Law Enforcement Agencies in accordance to the Telecommunications Carrier
Systems Security and Integrity Plan

e Write company policies and procedures surrounding technology within the company.

Michael Somerville Contact Information (24x7):
816 Secretary Drive
Arlington, TX 76015

Direct Office:  817-900-7973

Office: 817-900-7970 x101
Mobile #1.: 479-586-1000

Mobile #2: 905-324-6021

Fax: 817-546-2967

Email: mike@voipworldlic.com

In case Michael is unable to be reached at any of the following above. Please contact VolP World’s
Network Operations Center at 817-900-7974.



