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January 16, 2007

By Hand Delivery

Marlene H. Dortch, Secretary F“.ED/ ACCEPTED

FFederal Communications Commission 1 7 2007
Office of the Secretary JAN

¢/o Natek, Inc., Inc. Federal Communications Cominission
236 Massachusetts Avenue, N.E. Suite 110 Office of the Secretary

Washington, DC 20002
Re: ET Docket No. 04-295

Communications Assistance for Law Enforcement Act and Broadband
Access and Services

Revised CALEA Section 105 SS1 Policies and Procedures for
Unitel Incorporated 499 Filer 1D No. 808898

Pear Ms. Dortch:

On behalf of the telecommunications carrier listed above, John Staurulakis (JSI), its
consultant is filing the attached revised CALEA Section 105 SSI Policies and Procedures together
with four copies. Please direct any questions regarding the filing to Scott Duncan or John
Kuykendall at JS8] or to Beth Osler. Unitel Incorporated CALEA Compliance Director. Ms. Osler’s
contact information 1s included at Attachment A of the Policies and Procedures.

Sincerely,

e QM@

Scott Duncan
JSI Staff Director-Regulatory Affairs
sduntcan{@jsitel.com
Altachment
Copies: 4 additional copies to Secretary
cc: David Ward, Senior Legal Advisor Fla ol 0niias g O 7&
Policy Division, Public Safety and Homeland Security Bureay | #iri8 I
Beth Osler, Unitel Incorporated R
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CALEA SECTION 105 F
SYSTEM SECURITY AND INTEGRITY (“SSI”) ILED/ACCEPTED
POLICIES AND PROCEDURES MANUAL JAN 17 2007

Federat Comm
for i mt&s‘amm
UNITEL INCORPORATED
499 FILER ID 808898
25 Main Street, P.O. Box 165
Unity, Maine 04988-0165 =

(207) 948-3900, (207) 948-3021 FA@"

Notice: These revised Policies and Procedures replace m@"r e%) the Policies and
Procedures filed previously by Unitel Incorporated. == ==

I EFFECTIVE DATE

Company”) on January 12, 2007 and shall remain in effe notice is provided to the Federal
Communications Commission (“FCC™)Zzegarding signiﬁcamhange or modification made
pursuant to 47 C.F.R, § 1.20005(a). '

For changes in the Company’s CAL& Com%ctor or contact information, the
Company will file with the FCC replacementmgmhts A amd or B as circumstances indicate
under the timeframe prescm FR.§ 1’% (a).

The deﬁmtlonsmded at ghon 101 foﬁ(mg apply to the entire document comprising
the Company’s Section 103581 pofffes and procetates.

I1.
T = _
=

A. %follomng teleca‘ﬂumcatlons services provided by the Company are subject to the
Communicglans Assistance=Es Law Enforcement Act, Public Law No. 103414, 10g Stat. 4279
(1994), ("C@A"), anﬁith the implementing regulations adopted by the Federal
Communications=gemmigiieon ("FCC") codified at Part 1, Subpart Z of the FCC’s rules, 47

C.F.R. §§ 1.20000 FaeaasE20007.

Incumbent Local Exchange Carrier (“ILEC”) wireline circuit-switched
telecommunications services.

ILEC eircuit-switched packet-mode communications.

Facilities-based broadband Internet access services.
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B. It is the policy of the Company to comply with CALEA, FCC rules respecting CALEA
and Federal Bureau of Investigation (“FBI”) requirements respecting CALEA. In particular, it is
the policy of the Company that each and every call content interception, call information
interception or other electronic surveillance measure effected within its switching premises or
facihties-based broadband Internet access router premises must be implemented and activated in
accordance with appropriate legal authorization, with appropriate Company authorization, and
with the affirmative intervention of one of the Company's officers or employees acting in
accordance with FCC regulations.

C. The Company has appointed the CALEA Compliance Dlrt:ﬂ.@'aentlﬁed in Attachment
A and senior officers and employees identified in Attachment Bﬁ'ﬁs Primary and Secondary
Points of Contact with law enforcement for CALEA purposeﬁem the only officers and
employees of the Company authorized to implement ang.acfivate E%{ﬁltent interceptions
(wiretaps), call information mterceptions (pen registers, aﬁ'ﬁps and tracem other electronic
surveillance measures. These individuals shall be fa#%F with the pOllC]CS@OCCdUI’eS set
forth herein. == ==

vca——
— mse——
c— po———
obwwas  awecb—a

D. The Company will facilitate authorized commuWinterceptions and access to call-
identifying information unobtrusively and with a mmlmum%erference with any subscriber’s
lelecommunications service and ina marmm;_protects (1)‘@acy and  security of
communications and call-identifying 1nfonm::emhorlzed feB&intercepted; and (2) against
information regarding the government’s nmcepf’ﬁ’mommmiﬁations and access to call-
identifying information being disclosed to %tomwm employees not involved in
assisting law enforcement wM1nterceptlm enforcement personnel not identified by
the court order for the mtfz%’—’m—

r————

r—

ull{

E. Any employee 'd"%ﬂommy who has m.been designated as the CALEA Compliance
Director or a Primary or d@ﬁumt of Co%ct shall refer any requests for call content
interceptions (witetaps), call TEgENatronagRezeeptions (pen registers, and traps and traces) and
other electrofiit=stfweriance me%s to one of the individuals designated at Exhibit B as a
anary Wondary P% Conf%;;

F. ‘@{:mp]oyee who"':a":comes aware of surveillance performed by an employee or any
other party~egghout approprm]egal authorization shall report the surveillance to the Company’s
CALEAC omme Dlrec%mmedmte]y

G. The CompWEA Compliance Director will report to the affected law enforcement
agencies, within a ré®onable time upon discovery: (1) any act of compromise of a lawful
interception of communications or access to call-identifying information to unauthorized persons
or entities; and (2) any act of unlawful electronic surveillance that occurs on the Company’s
premises.

H. Any employee who knowingly uses the Company’s capabilities for call content
interception or call information interception or other means of electronic surveillance in violation
of these policies and procedures will face severe disciplinary action up to and including
termination of employment.

e s e e T TN B e S L Lot
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11T. DEFINITIONS

As used in these CALEA Policies and Procedures, the following terms shall have the
meaning defined in this Section 1L

Appropriate legal authorization. The term “appropriate legal authorization” means: (1)
a court order signed by a judge or magistrate authorizing or approving interception of wire or
electronic communications; or (2) other authorization, pursuant to 18 U.S.C. § 2518(7), or any
other relevant federal or state statute.

Appropriate carrier authorization. The term “appropriate of## ofFer authorization” means
the policies and procedures adopted by the Company to supelm'and control officers and
employees authorized to assist law enforcement in conducting any=HERption of communications

or access to call-identifying information or other forms of electr Survmce.
Appropriate authorization. The term * appropm%“uthorlzatlon mﬁm&both appropriate
legal authorization and appropriate carrier authorlzathm:'

“hiz
l

W

CALEA, Communications Assistance foMrcement Act, Public Law No.
103-414, 108 Stat. 4279 (1994). CALEA is codified at (cﬁw as amended in sections of 18
U.S.C.and 47 U.S.C)). T .

oty
[y
s
“atmevaise——

AtESanient interCegion” means an interception
of a communication, including its content (g&., a w”lmy_:_d out pursuant to a court order
1ssued in accordance with Title HI).

Call content interception. The tci#8

—— o——
A A —
Wsannin Amno—

Call identifying ST matian (“CII”)%e term “call-identifying information” means
dialing or signaling infég&sation thafdentifies thmlgm direction, destination, or termination of

each communication gensw or melved by a smcrlber by means of any equipment, facility,
or service of a telecommunTeigs aw énforcement agencies (LEAs) generally access

Clil by use oi;m andn . ices.

= mformatmmterce]m. The term “call information interception” means
access’@lalmg or mgna@ inform#tion that identifies the origin, direction, destination, or
termination=ef a communig&Bon generated or received by a subscriber by means of any
equipmem,@y or servig@sofl a telecommunications carrier (e.g., a pen register or trap-and-

trace surveillafeges, S

[oononer
sy
[Py
e
o
e

Carrier. proses of these CALEA Policies and Procedures, “carrier” as used in any
definition or other context shall be UNITEL INCORPORATED (“Company™).

Company. UNITEL INCORPORATED.
Contents. “Contents” when used with respect to any wire, oral, or electronic
communication, includes any information concerning the substance, purport, or meaning of that

communication.

Destination. A party or place to which a call is being made (e.g., the called party).




UNITEL INCORPORATED January 12, 2007
CALEA Policies and Procedures

Electronic surveillance. “Electronic surveillance™ with respect to communications that
are carried by circuit-switched facilities and switched by a circuit-switch or carried by facilities-
based broadband Internet access service or interconnected VoIP includes but is not limited to (a)
the interception of call content (b} access to CII (¢) acquisition of location-related information
concerning a service subscriber or facility, (d) preservation of any of the above information or (e)
access to, or acquisition, interception, or preservation of, wire, oral, or electronic communications
or information as described in (a) through (e) above.

Facilities-Based Broadband Internet Access Service. Facilities-based broadband
Internet access service is transmission or switching over the Company’s facilities between the end
user and the Internet Service Provider (ISP). Electronic communicglBas over facilities-based
broadband Internet access are fully subject to these policies and proga@ires.

Federal Wiretap and Surveillance Statutes. Fed@’stat‘%oveming electronic
surveillance, including but not limited to requirements for J8ga! authorizattéfor federal LEAs to
conduct electronic surveillance, include but are not hm}lﬁrthe following: ==

Er—
i
————..
— “r——.
m—— .
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e

Title I1I of the 1968 Federal Wiretap Act
Title I of the Omnibus Crime Control and SaMAct of 1968, as amended.
Codified at Title 18, Crimes and Criminal Procedures'%l Crimes, Chapter 119, Wire
and Electronic Communications Intmtlon and Interm of Oral Communications
(18 U.S.C. §§ 2510-2522). In order fm&ap_ to be put‘@ce the Federal Wiretap
Act generally requires a court order isS8E] by=amdge who mugFconclude, based on an
affidavit submitted by the government, thgEthere lm_ause to believe that a crime
has been, is being, or is about to be comm'ﬁd Bed. = “"’-"

Pen Register and lee Statut@en/Trap Statute
Title 1I of the Electiattic Commaazications amrlvacy Act of 1986 (ECPA). Codified at

Title 18, Crimes anmlnal m",edures P&, Criminal Procedure, Chapter 206, Pen
Registers and Trap and'%’m:mcs, 18 USE. §§ 3121-3127.

Foreign Infelligence Survelfignce Act o078 (FISA)

Title E=Far and3xgmnal m@e Chapter 36, Foreign Intelligence Surveillance, 50
U585 1801-181 lﬁlgn Iﬁ%ence Surveillance Act).

m

The m and Stre@enmg America by Providing Appropriate Tools Required
to Inter&&-and ObsgEfet Terrorism Act of 2001 (Public Law 107-56), commonly
known as tFEEESA PAFRIOT Act or simply the Patriot Act.

Congress pasémmt Act after the September 11, 2001 attacks as a response to the
threat of terroristtacks against the United States. The Patriot Act dramatically
expanded the authonty of LEAs for the purpose of combating terrorism. Congress
renewed the Patriot Act on March 2, 2006. Among the powers granted LEAs to combat
terrorism were amendments to the Title 18 wiretap and pen register/trap and trace laws
together with the Title 50 foreign intelligence surveillance provisions.
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Government. The term "government” means the government of the United States and
any agency or instrumentality thereof, the District of Columbia, any commonwealth, territory, or
possession of the United States, and any State or political subdivision thereof authorized by law
to conduct electronic surveillance.

Intercept. “Intercept” means the aural or other acquisition of the contents of any wire,
electronie, or oral communication through the use of any electronic, mechanical, or other device.

Interconnected-VolP. Interconnected VolP services include those VoIP services that:
(1) enable real-time, two-way voice communications; (2} require a broadband connection from
the user’s location; (3) require Internet Protocol-compatible customergiremises equipment; and
(4) permit users to receive calls from and terminate calls to t]@ﬁc switched telephone
network. Interconnected-VolP is fully subject to CALEA and thmies and procedures.

_-—--

Law Enforcement Agency (LEA). The term law Enforcef%agency or “LEA”
means authorized government law enforcement agency 0;% mtelllgenémcy

Origin. A party initiating a call (e.g., a c@ party) place fronﬁ@ich a call is

mitiated. e, o

"

Pen Register. The term “pen_register” means%wce which records or decodes
electronic or other impulses which 1dent%numbers dlamothcrwme transmitted on the
telephone line to which such device is attag ag-guch term m:n include any device used
by a provider or customer of a wire or elecmc comgigEteation setvice for billing, or recording
as an incident to billing, for communlcatlonmrvww“’my such provider or any device
used by a provider or customer.efa wire comWn service for cost accounting or other like

purposes in the ordinary --'._---~'"W~ Shusiness. T

d R et ———-—
i R
i

State Survelllamatute%tate laws mlcable to electronic surveillance include, but
are not limited to, Chapter“%}ﬁmmrough 12515 § 713.

S
P

Suhj¢ FatE | lalmd Signafing Information. “Subject-Initiated Dialing and
Signahng@ffnatlon Imablht’m_permns a LEA to be informed when a subject using the
fac111t1m‘ider survenllancmes serviEss that provide call identifying information, such as call
forward"ﬁ@all waiting, calmld and three-way calling. Excludes signals generated by customer
premises e‘qment when n@twork signal 1s generated.

Terminifian. @y or place at the end of a communication path (e.g. the called or call
recelving party, or thgsweach of a party that has placed another party on hold).

e~

Trap and Trace. The term “trap and trace device™ means a device which captures the
incoming electronic or other impulses which identify the originating number of an instrument or
device from which a wire or electronic communication was transmitted.

VoIP. Voice over Internet Protocol (VoIP) includes any IP-enabled services offering
real-time, multidirectional voice functionality, including, but not limited to, services that mimic
traditional telephony.

T ST S S B T e -
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IV. COMPANY CALEA COMPLIANCE DIRECTOR

The Company has appointed a senior officer or employee responsible for ensuring that any
electronic surveillance, including but not limited to interception of communications or access to
call-identifying information, effected within the Company’s switching premises can be activated
only in accordance with a court order or other lawful authorization and with the affirmative
intervention of an individual officer or employee of the carrier.

The Company CALEA Compliance Director is indicated at Attachment A. The Company CALEA
Compliance Director may also serve as a Primary Point of Contact or Segondary Point of Contact.
If such is the case, the individual will be indicated on both At‘tachrnent A‘% Attachment B.

V. CALEA PRIMARY AND SECONDARY POINTS ONERLT

A. Primary Point of Contact e =

The Company’s Primary Point of Contact (“PPOC’}@‘Semor officer or emp%ppomted by
the Company as a pomt of contact responsible roaf_ﬁrmgmty intervening ¥ ensure that
interception of communications or access to call-identif¥2d¥armation can be activated only in
accordance with appropriate legal authorization. The PPOC%tles include, but are not limited to,
the duties listed in Section V.C below. ThGompany’s PPOC%ontact information are listed on

Attachment B.

.
adnn—_——
s sa—
————
o——

A
B ey

f!if!i

B. Secondary Point of Contact P

The Company’s Secondary Poini(s) of Contaﬁsw or “SPOCs") are the point(s) of contact
for law enforcement officighi~giEdgencies reg‘m CALEA-related matters when the PPOC 15
unavailable. Their dutieERclude, BBt are not [iaed to, the duties listed in Section V.C below
(excluding those dutle%ated asﬁnted to thé&BROC, unless otherwise delegated to the SPOC
by the PPOC). The Com@g SEBF's and relate'&ontact information are listed on Attachment

i‘

|
|
;{,,wmﬂ
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C.

PPOC and SPOC Duties:

The PPOC and SPOC duties include but are not limited to, the following (unless otherwise
indicated, the duties may be executed by either the PPOC or the SPOC).

1.

Responding to questions and inquiries from law enforcement officials and agencies
regarding call content interceptions (e.g., wiretaps), call information interceptions (e.g.,
pen registers or traps and traces surveillance) and other electronic surveillance activities.

Reviewing the orders, warrants, or other authonzations presented by law enforcement
officials requesting call content interceptions, call information interceptions and other
electronic surveillance and making a reasonable determination£58¢:

li

s such documents are what they purport to be; and

A L p S

e such documents constitute appropriate legal autﬁzfmfor the requested call
content interception, call information mtercq@n or other"mromc surveillance;
and EEE

s determining whether the specifically mested msures can%:lmplemented
technically.

Implementing (or overseeing the implementatio@?ompetent technical employee) of
properly authorized (that is, those having both appEepriate legal authorization and
appropriate carrier authornz@call conten@srceptmns, call information
mterceptions and other electronic g _—=

Becoming and remaining aware ﬁaddltlmt federal and state statutory
provisions regarding the authorlzatlomlcm thOSE‘fmvolvmg exigent circumstances)

of call content m_ns call %atlon interceptions and other electronic
surveillance meaw m

men) '-m» (e

Reporting the fmmg t@e affectcdﬁ enforcement agencies within a reasonable

time upon dlscoth of—“:'compromlse of a lawful interception of
commmmmmns or ICEERS Yo—eapsentfying information to unauthorized persons or

A act mwful electronic surveillance that occurred on its premises.

~;@‘é’rmg and &gm a c@te and accurate certification for each and every call

%Ient mterceptm@:all inférmation interception and other electronic surveillance

reasare lmplementﬁby the Company. A certification form is attached hereto as
Atté@nt C. Sucthlﬁcatlon contains the elements described in Section VI below.,

With respccs, to;;%' PPOC, supervising the maintenance of records pursuant to the
requ1remerYthon VI below.

With respect  the PPOC, supervising, as needed, performance by the SPOC of any
CALEA related duties.
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VL MAINTENANCE OF RECORDS

The Company will maintain a secure and accurate record of each call content interception, call
information interception and other electronic surveillance measure implemented by the Company,
made with or without appropriate authorization, in the form of single certification. A certification
for use in this regard is attached hereto as Attachment C.

A, Certification Content
This certification must include, at a minimum, the following information.

The telephone number(s) and/or circuit identification numbers ‘@ed

The start date and time of the opening of the circuit for law mement

The tdentity of the law enforcement officer presenting thmmlon

The name of the person signing the appropriate legal quifi#zatioRe=:,

The type of interception of communications or accmo call- 1den@information (e.g.,
pen register, trap and trace, Title LI, FISA). &= =

The name of the PPOC or SPOC overm 1mplemtat10n of Haeg=call content
interception, call information nterception Omsr emlc surveillanc&measure and
who is acting in accordance with the Compa;ﬁg_ﬂLEA policies and procedures
described herein.

7. The signature of the PPOC or SP@E preparing the c@tion. The PPOC or SPOC, by

his/her signature, will certify that tHERESeRd.is complete arEaggurate.

&

B. Certification Timeframe “”"%
This certification must be compiled either cont%onmusly w“"’c’ﬁ' or within a reasonable period of
time after the initiation of $fESEaE=content intEg@ption, call information interception or other
electronic surveillance mre impE#ented by‘ﬁ Company.

Hlmm
mm

C. Maintenance of md
The Company shall mamtalﬁ'mbed in Section VLA. for a period of ten years
following thcmmatlmomplm of the call content interception, call information
mterceph_m:o‘"’"?fﬁer%c sumnce measure.

-

muumnuu
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Attachment A
UNITEL INCORPORATED

499 FILER ID 808898

25 Main Street, P.O. Box 165
Unity, Maine 04988-0165
(207) 948-3900, (207) 948- 302%’"‘
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COMPANY CALEA COMBﬁN CE;&IRECT(%-_
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Beth H. Osler o T
Title: Director - Customer/IndusiseRelations =N
Telephone #: (207) S48 =

Alternate Number:  (207) 948—@0 .
(207) 338-288 P@ =
E-mail: bosler@mt =

I

iii

Date Appointed: Nomer 4, 2@
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Attachment B
UNITEL INCORPORATED

499 FILER ID 808898

25 Main Street, P.O. Box 165
Unity, Maine 04988-0165
(207) 948-3900, (207) 948-3021 FAX

CALEA Primary and Secondary Points of Contact —
for both Circuit-Switched Communications and Broadband

Primary Point of Contact (PPOC)

Name: Dale Shaw

Title: Network Manager

Telephone Number:  (207) 948-3995

FAX: (207)948-3941

E-mail: dshaw@uninet.net

Qutside of business hours, on a seven days a week, 24 hours a day basis,
the PPOC can be reached by: Text Pager 1-800-498-0077 x2659

Home Telephone Number: (207) 948-2322

Cell Phone Number: (207) 487-1163

Secondary Point(s) of Contact (SPOC)

Name: Harold Shaw

Title: Outside Plant Manger

Telephone Number:  (207) 948-3939

FAX: (207)948-3021

E-mail: hshaw{@uninet.net

Outside of business hours, on a seven days a week, 24 hours a day basis,
the SPOC can be reached by: Text Pager 1-800-498-0077 x2648

Home Telephone Number:  (207) 948-2339

Cell Phone Number: (207) 487-1802




Attachment C

UNITEL INCORPORATED
ELECTRONIC SURVEILLANCE CERTIFICATION

I, [name], hereby certify that I have been duly
authorized to serve as the Primary or Secondary Point of Contact of UNITEL
INCORPORATED, and in that position, have assisted law enforcement in the
implementation and activation of the identified interception of communications or access
to call-identifying information:

1. Identity of Law Enforcement Officer(s)
Presenting the Appropriate Legal Authorization: s

2. Name of Person Signing the == =
Appropriate Legal Authorization:

3. Type of Interception or Access
(Title III wiretap, pen register, —
trap and trace, FISA surveillance):

4. Telephone number(s) and/or circuit
identification numbers involved:

5. Start date:

6. Time of the openin
circutt for law enforee

I have atta®
authorization
presenting the aut

es and/or notes regarding the court order or other legal
iy extensions), the identification of the law enforcement officer
on, and any exigent circumstances.

By my signature, I certify that I have overseen the interception of communications or access

to call-identifying information described above, and that this Certification is complete and
accurate.

Signed: Date:




