
7852 Walker Drive, Suite 200, Greenbelt, MD 20770
phone: 301 45P590, fox: 301~57n575
internet www.jsitelcom, e-mail: jsi@jsitel.com

January 16, 2007

By Hand Delivery

Marlene H~ Dortch, Secretary
Federal Communications Commission
Onice of the Secretary
c/o Natek, Inc., Inc.
236 Massachusetts Avenue, N.E. Suite 110
Washington, DC 20002

Re: ET Docket No, 04-295

FILED/ACCEPTED

JAN 172007
Federal CommunicatIons Commission

Office of the Secretary

Communications Assistance for Law Enforcement Act and Broadband
Access and Services

Revised CALEA Section l05 SSI Policies and Procedures for
Unitel Incorporated 499 Filer ID No, 808898

Dear Ms. Dortch:

On behalf ofthc telecommunications carrier listed above, John Staurulakis (lSI), its
consultant is filing the attached revised CALEA Section 105 SSI Policies and Procedures together
wilh four copies. Please direct any questions regarding the filing to Scott Duncan or John
Kuykendall at JSI or to Beth Osler, Unitellncorporated CALEA Compliance Director. Ms. Osler's
contact inf()mlation is included at Attachment A ofthe Policies and Procedures.

Sinccrely,

AJA--O~
Scott Duncan
JSI Statf Director-Regulatory Affairs
sduncan@jsitel.com

Attachment
Copies: 4 additional copies to Secretary
ce: David Ward, Senior Lcgal Advisor

Policy Division, Public Safety and Homeland Security Bureau
Beth Osler, Unitel Incorporated

Echelon Building II, Suite 200
9430 Research Boulevard, Austin, rx 78759
phone: 512~33B~0473, fox: 51n46~OB22

fagandale Corporate (enter, Suite 3/0
1380 Corporate [enter Curve, Eogan, MN 55121
phone: 651·452·2660, fox: 651·452·1909

Brookside Court, Suite 135
4625 Alexander Drive, Alpharetta, GA 30022
phone: 770·569·2105, fox: 770·4/O·16OB

547 South Oakview lane
Boun",u!, UT B4010
phone: B01·294·4576, fox: 801·294·5124

Telecommunicotions Advisors Since 1962



for

UNITELINCORPORATED
499 FILER ID 808898

25 Main Street, P.O. Box 165
Unity, Maine 04988-0165 -=

(207) 948-3900, (207) 948-3021F~

January 12, 2007

CALEA SECTION 105 F/LED/A
SYSTEM SECURITY AND INTEGRITY ("SSP') CCEPTED

POLICIES AND PROCEDURES MANUAL JAN 17Z007
Federnl Communicatioos Com .

Offlce at the SectellryIlliSBIon

II. ~l\fE~OLII

A. I I following telec nunicatj;ms services provided by the Company are subject to the
Communic&ns Assistance... Law Enforcement Act, Public Law No. 103-414, 109 Stat. 4279
(1994), ("~"), an<Bith the implementing regulations adopted by the Federal
Communications j mmi 11 ("FCC") codified at Part 1, Subpart Z of the FCC's rules, 47
C.F.R. §§ l.20000~0007.

Incumbent Local Exchange Carrier ("ILEC") wireline circuit-switched
telecommunications services.

[LEC circuit-switched packet-mode communications.

Facilities-based broadband Internet access services.
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B. It is the policy of the Company to comply with CALEA, FCC rules respecting CALEA
and Federal Bureau of Investigation ("FBI") requirements respecting CALEA. In particular, it is
thc policy of the Company that each and every call content interception, call information
interception or other electronic surveillance measure effected within its switching premises or
facilities-based broadband Internet access router premises must be implemented and activated in
accordance with appropriate legal authorization, with appropriate Company authorization, and
with the affirmative intervention of one of the Company's officers or employees acting in
accordance with FCC regulations.

C. The Company has appointed the CALEA Compliance Dir~entified in Attachment
A and senior officers and employees identified in Attachment a=jii§is Primary and Secondary
Points of Contact with law enforcement for CALEA purpose~e~ the only officers and
employees of the Company authorized to implement arut:..a2ftvate ~ntent interceptions
(wiretaps), call information interceptions (pen registers, atlfiiipsand traces! ! other electronic
surveillance measures. These individuals shall be fa· I I with the policies~ocedures set
forth herein. _-=.-=-- --:::::- ~
D. The Company will facilitate authorized commun --interceptions and access to call
identifying information unobtrusively and with a minimum erference with any subscriber's
telecommunications service and in a manri9aBat protects - (l)~acy and security of
communications and call-identifying infoniliii Authorized ~tercepted; and (2) against
mformation regarding the government's iii§:epltOi ·mmun"'fCations and access to call
identifying information being disclosed to"Bt;to!l1ll!llF'CUhQJ1iy employees not involved in
assisting law enforcement wj;IrW interceptidj5)J4i~'enforcement personnel not identified by
the court order for the in~t.

E. Any employee 01 tI.!! ComlliilfY who has ..been designated as the CALEA Compliance
Director or a Primary or~d!!ffaint of Coii&ct shall refer any requests for call content
interceptions ("jirctilps), call j naEr . ptions (pen registers, and traps and traces) and
other elect" ! "'e meo es to one of the individuals designated at Exhibit B as a
Primary Ii. Secondary Pull"MCon~- --
F. ~mployee who:Rcomes aware of surveillance performed by an employee or any
other part~ut appropri_legal authorization shall report the surveillance to the Company's
CALEA Comi 11 ce Dirwi • immediately.

G. The Com~EA Compliance Director will report to the affected law enforcement
agencies, within a r;;m'Onable time upon discovery: (I) any act of compromise of a lawful
interception of communications or access to call-identifying information to unauthorized persons
or entities; and (2) any act of unlawful electronic surveillance that occurs on the Company's
premises.

H. Any employee who knowingly uses the Company's capabilities for call content
interception or call information interception or other means of electronic surveillance in violation
of these policies and procedures will face severe disciplinary action up to and ineluding
termination of employment.
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As used in these CALEA Policies and Procedures, the following tenns shall have the
meaning defined in this Section III.

Appropriate legal authorization. The tenn "appropriate legal authorization" means: (I)
a court order signed by a judge or magistrate authorizing or approving interception of wire or
electronic communications; or (2) other authorization, pursuant to 18 U.S.c. § 2518(7), or any
other relevant federal or state statute.

Appropriate carrier authorization. The tenn "appropriate lllll!'li!r authorization" means
the policies and procedures adopted by the Company to sup~d control officers and
employees authorized to assist law enforcement in conductinga~ion of communications
or access to call-identifying infonnation or other fonns of electro~surveiE:nce.

-' -..=.. --=..

Appropriate authorization. The tenn "approp' j •• 'uthorization" me hoth appropriate
legal authorization and appropriate carrier authorizatiQlE"" -=- -=.....-==- -=:- -=--

CALEA. Communications Assistance foi-Fi",.p:;:;:!Qrcement Act, Public Law No.
103-414,108 Stat. 4279 (1994). CALEA is codified at (cOiiliii.! as amended in sections of 18
U.S.c. and 47 U.S.c.). _

Call content interception. The tel!iE Oil "tent interc@lOil" means an interception
of a communication, including its content (Ei.. a Wll' ied out pursuant to a court order
issued in accordance with Title III). --=-

=
Call identifying:!!lilfmlriiiii ("CII").ahe tenn "call-identifying infonnation" means

dialing or signaling infliiiiiiiiation thaSiaentifies th'lSlrigin, direction, destination, or tennination of
cach communication gene d or ..l!IlI1eived by a acriber by means of any equipment, facility,
or servicc of a telecommurifiiiji;; -" i" law enforcement agencies (LEAs) generally access
ell by use ofpe.g§!Ners and f. end-fia6ii4iivices.- --

.:S3iIFinformatioll terce~ The tenn "call infonnation interception" means
accessleg dialing or signa. infonnmion that identifies the origin, direction, destination, or
tenninati( f a communi§mon generated or received by a subscriber by means of any
equipment,~, or servi .. of a telecommunications carrier (e.g., a pen register or trap-and
trace surveilla~~

Carrier. FClI'ipPoses of these CALEA Policies and Procedures, "carrier" as used in any
definition or other context shall be UNITEL INCORPORATED ("Company").

Company. UNITEL INCORPORATED.

Contents. "Contents" when used with respect to any wire, oral, or electronic
communication, includes any infonnation concerning the substance, purport, or meaning of that
communication.

Destination. A party or place to which a call is being made (e.g., the called party).
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Electronic surveillance. "Electronic surveillance" with respect to communications that
are carried by circuit-switched facilities and switched by a circuit-switch or carried by facilities
based broadband Internet access service or interconnected VoIP includes but is not limited to (a)
the interception of call content (b) access to cn (c) acquisition of location-related information
concerning a service subscriber or facility, (d) preservation of any of the above information or (e)
access to, or acquisition, interception, or preservation of, wire, oral, or electronic communications
or information as described in (a) through (e) above.

Facilities-Based Broadband Internet Access Service. Facilities-based broadband
Internet access service is transmission or switching over the Company's.§.icilities between the end
user and the Internet Service Provider (ISP). Electronic communi~s over facilities-based
broadband Internet access are fully subject to these policies and pr - s.

Federal Wiretap and Surveillance Statutes. F~ overning electronic
surveillance, including but not limited to requirements forJUil authoriza r federal LEAs to
conduct electronic surveillance, include but are not limit I i the following:

-.:=" -:.. -=-
Title III of the 1968 Federal Wiretap Act _
Title III of the Omnibus Crime Control and Sa~ct of 1968, as amended.
Codified at Title 18, Crimes and Criminal Procedures;::@iilI, Crimes, Chapter 119, Wire
and Electronic Communications Int=ption and Inter~ of Oral Communications
(18 U.S.c. §§ 2510-2522). In order fln'ij7..j,.tap to be put i lece, the Federal Wiretap
Act generally requires a court order isSliid 53 ' e who nliiiFconclude, based on an
affidavit submitted by the government, lliii:there g4d all••ause to believe that a crime
has been, is being, or is about to be commii!d...=- ....".-- --
Pen Register and Trat M _e Statut~en/TrapStatute
Title III of the Electl mc Comri'@i:ications aiii[Privacy Act of 1986 (ECPA). Codified at
Title 18, Crimes an~inal ~edures, P.a3:I, Criminal Procedure, Chapter 206, Pen
Registers and Trap an~efices 18 U.S~. §§ 3121-3127.

Foreign In . Surve ce Acfil'l!if978 (FISA)
Title~ ar and~al iSl!l!!llse, Chapter 36, Foreign Intelligence Surveillance, 50
U S C §§ 1801-1811 (f ign Int IIig~nce Surveillance Act).-=- '55.-
The t mUg and Strenjljening America by Providing Appropriate Tools Required
to Inter~nd Obs§t Terrorism Act of 2001 (Public Law 107-56), commonly
known ast~A P§rOT Act or simply the Patriot Act.
Congress pass'tii§:t"fi5jifiiot Act after the September 11, 200 I attacks as a response to the
threat of terronsl@lftacks against the United States. The Patriot Act dramatically
expanded the authority of LEAs for the purpose of combating terrorism. Congress
renewed the Patriot Act on March 2, 2006. Among the powers granted LEAs to combat
terrorism were amendments to the Title 18 wiretap and pen register/trap and trace laws
together with the Title 50 foreign intelligence surveillance provisions.
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Government. The tenn "government" means the government of the United States and
any agency or instrumentality thereof, the District of Columbia, any commonwealth, territory, or
possession of the United States, and any State or political subdivision thereof authorized by law
to conduct electronic surveillance.

Intercept. "Intercept" means the aural or other acquisition of the contents of any wire,
electronic, or oral communication through the use of any electronic, mechanical, or other device.

Interconnected-VoIP. Interconnected VolP services include those VolP services that:
(l) enable real-time, two-way voice communications; (2) require a broadband connection from
the user's location; (3) require Internet Protocol-compatible custome~mises equipment; and
(4) pennit users to receive calls from and tenninate calls to t~ic switched telephone
network. Interconnected-VoIP is fully subject to CALEA and tb:!ERi!!t:!es and procedures.

Law Enforcement Agency (LEA). The tenn "law e-nforceIli!!!1 agency" or "LEA"
means authorized government law enforcement agency or a! .S. intelligenc ncy.-- -

Origin. A party initiating a call (e.g., a cll§' party), ..:... place from hich a call is
mitiated. ~ .:;:;;;;;:- -

Pen Register. The tenn "pen register" means-' "ice which records or decodes
electronic or other impulses which ident~ numbers dial'S&..otherwise transmitted on the
telephone line to which such device is atta.J .' ! wch tenn ClEwt include any device used
by a provider or customer of a wire or eleciiiic coil IBAtjon smice for billing, or recording
as an incident to billing, for communication::'rvic.!:S'o,idiiShy such provider or any device
used by a provider or customeL.Oia wire comftjSn service for cost accounting or other like
purposes in the ordinary c.!i!lillifju IEusiness.-=--==- -= =.

State SnrveiIIan P;tatntei58tate laws iiifHicable to electronic surveillance include, but
are not limited to, Chapteri!liii:l.S ::iF? through l2ff.'I5 § 713.

SuM « 7 DiaIm nil Sign1iling Information. "Subject-Initiated Dialing and
Signalinll::fij,JiITilation" is IFabili!Y'iiilpennits a LEA to be infonned when a subject using the
faciliti"" lifider surveillanc- es ser\ili!§ that provide call identifying infonnation, such as call
forward" all waiting, calm Id, and three-way calling. Excludes signals generated by customer
premises eqaliilllent when n.i'iiitwork signal is generated.

Terminjfj " ~ or place at the end of a communication path (e.g. the called or call
receiving party, or~ of a party that has placed another party on hold).

Trap and Trace. The tenn "trap and trace device" means a device which captures the
incoming electronic or other impulses which identify the originating number of an instrument or
device from which a wire or electronic communication was transmitted.

VoIP. Voice over Internet Protocol (VolP) includes any IP-enabled services offering
real-time, multidirectional voice functionality, including, but not limited to, services that mimic
traditional telephony.



UNITEL INCORPORATED
CALEA Policies and Procedures

IV. COMPANY CALEA COMPLIANCE DIRECTOR

January 12,2007

The Company has appointed a senior officer or employee responsible for ensuring that any
electronic surveillance, including but not limited to interception of communications or access to
call-identifying information, effected within the Company's switching premises can be activated
only in accordance with a court order or other lawful authorization and with the affirmative
intcrvention of an individual officer or employee of the carrier.

The Company CALEA Compliance Director is indicated at Attachment A. The Company CALEA
Compliance Director may also serve as a Primary Point of Contact or Sel<ondary Point of Contact.
If such is the case, the individual will be indicated on bothAttaChm~ Attachment B.

--
V. CALEA PRIMARY AND SECONDARYPOl~(jj"t;o~

A. Primary Point of Contact _ -=-
The Company's Primary Point of Contact ("PPOC") II " senior~r or emple vv appointed by
the Company as a point of contact responsible ffiEiifirml!BlY intervening ""f!!"' ensure that
interception of communications or access to eall-identi~uation can be activated only in
accordance with appropriate legal authorization. The ppot ......!!ies include, but arc not limited to,
the duties listed in Section V.C below. ThC::Company's PPO~ontaet information are listed on
Attachment B. =- "'=:..

B. Secondary Point of Contact _ _
The Company's Secondary Point(s) ofContaES~or 'iSPDCS") are the point(s) of contact
for law enforcement official! rneies reg! 1" g CALEA-related matters when the PPOC is
unavailable. Their dut~ude-;'fiare not l"ed to, the duties listed in Section V.C below
(excluding those duties ' ated asfiited to th~OC, unless otherwise delegated to the SPOC
by the PPOC). The Comp"": 's Sas and relak,¥ontact information are listed on Attachment
B. .
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c. PPOC and SPOC Duties:
The PPOC and SPOC duties include but are not limited to, the following (unless otherwise
indicated, the duties may be executed by either the PPOC or the SPOC).

1. Responding to questions and inquiries from law enforcement officials and agencies
regarding call content interceptions (e.g., wiretaps), call information interceptions (e.g.,
pen registers or traps and traces surveillance) and other electronic surveillance activities.

• such documents are what they purport to be; and
• such documents constitute appropriate legal autlliFizar11lli for the requested call

content interception, call information interc@ or other I Ironic surveillance;
and

• determining whether the specifically I' ested m=sures can~mplemented
technically. -==----::-

Implementing (or overseeing the implementati~mpetent technical employee) of
properly authorized (that is, those having both liPiif!wriate legal authorization and
appropriate carrier authoriziliim+ call conten~rceptions, call information
interceptions and other electronic ;;Q£S!I!illa".. -=-= -

Reviewing the orders, warrants, or other authorizations presented by law enforcement
officials requesting call content interceptions, call informatio!!:..interceptions and other
electronic surveillance and making a reasonable determination •.

-=

2.

3

4.

5.

6.

7.

8.
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The Company will maintain a secure and accurate record of each call content interception, call
information interception and other electronic surveillance measure implemented by the Company,
made with or without appropriate authorization, in the form of single certification. A certification
for use in this regard is attached hereto as Attachment C.

A. Certification Content

This certification must include, at a minimum, the following information.

I. The telephone number(s) and/or circuit identification numbers iIiiiJx;oed.
2. The start date and time of the opening of the circuit for law e emen!.
3. The identity of the law enforcement officer presenting the I'lEiiIiI!ion.
4. The name of the person signing the appropriate legal 'lui!RifzatiOJil
5. The type of interception of communications orac~call-iden~information(e.g.,

pen register, trap and trace, Title 1Il, FISA).
6. The name of the PPOC or SPOC overs g implemi!ntation of'"'E:.call content

interception, call information interception Of i '"er eli hic surveillan~easure and
who is acting in accordance with the Comjjiiffif#i§fLEA policies and procedures
described herein. -=

7. The signature of the PPOC or S~eparingthe ceil 1 ation. The PPOC or SPOC, by
hislher signature, will certifY that th 1d is complete ail! _curate.

R Certification Timeframe -=-
This certification must be compiled either cont~o.li!!!F'uslyw1ffi, or within a reasonable period of
time after the initiation of " " .ontent in1iEllliifl'lion, call information interception or other
electronic surveillance ill Jre impleWented by'@.Company.

C. Maintenance ofmiiitas _
The Company shall maintai;;-jj f i Ie scribed in Section VI.A. for a period of ten years
following tbe ill' 'inatilJR3lE:l(ompletrorr of the call content interception, call information
intercepti! 6lher e1e1li!13iiBic su~ce measure.

--- ---- ---- --

-=.. ..:=-
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Attachment A

UNITEL INCORPORATED

499 FILER ID 808898

25 Main Street, P.O. Box 165
Unity, Maine 04988-0165 _

(207) 948-3900, (207) 948-3021=-
..:.. ,..

..=" ~- -- -
COMPANY CALEA COMPI I ~NCE.:BiRECT6'IE:.

- - "'='"~ ,:::;:;;;;:- -:-

---=-

-
-=



Attachment B

UNITEL INCORPORATED

499 FILER ID 808898

25 Main Street, P.O. Box 165
Unity, Maine 04988-0165

(207) 948-3900, (207) 948-3021 FAX

CALEA Primary and Secondary Points of Contact 
for both Circuit-Switched Communications and Broadband

Primary Point of Contact (PPOC)

Name: Dale Shaw
Title: Network Manager
Telephone Number: (207) 948-3995
FAX: (207) 948-3941
E-mail: dshaw@uninet.net
Outside ofbusiness hours, on a seven days a week, 24 hours a day basis,
the PPOC can be reached by: Text Pager 1-800-498-0077 x2659
Home Telephone Number: (207) 948-2322
Cell Phone Number: (207) 487-1163

Secondary Point(s) of Contact (SPOC)

Name: Harold Shaw
Title: Outside Plant Manger
Telephone Number: (207) 948-3939
FAX: (207) 948-3021
E-mail: hshaw@uninet.net
Outside ofbusiness hours, on a seven days a week, 24 hours a day basis,
the SPOC can be reached by: Text Pager 1-800-498-0077 x2648
Home Telephone Number: (207) 948-2339
Cell Phone Number: (207) 487-1802

January 12, 2007



Attachment C

UNITELINCORPORATED
ELECTRONIC SURVEILLANCE CERTIFICATION

I, [name], hereby certify that I have been duly
authorized to serve as the Primary or Secondary Point of Contact of UNITEL
INCORPORATED, and in that position, have assisted law enforcement in the
implementation and activation of the identified interception of communications or access
to call-identifying information:

-I. Identity of Law Enforcement Officer(s)
Presenting the Appropriate Legal Authorization:

es and/or notes regarding the court order or other legal
y extensions), the identification of the law enforcement officer

on, and any exigent circumstances.

2. Name of Person Signing the
Appropriate Legal Authorization:

5. Start date:
--~

4. Telephone number(s) and/or circuit
identification numbers involved:

I have att
authorization
presenting the aut

6.

3. Type ofInterception or Access
(Title III wiretap, pen register,
trap and trace, FISA surveillance):

7.

By my signature, I certify that I have overseen the interception of communications or access
to call-identifying information described above, and that this Certification is complete and
accurate.

Signed: Date: _


