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C O M M E N T S  O F  C I S C O  S Y S T E M S ,  I N C .  
 

I n trod u c ti on   
C isco S yst e m s, I n c. ( “ C isco” ) su b m it s t h e se  com m e n t s in  t h e  ab ov e -cap t ion e d  

p roce e d in g . C isco is t h e  w orl d w id e  l e ad e r in  I P-b ase d  n e t w ork in g  sol u t ion s an d  se rv ice s 
an d  is a l e ad in g  m an u f act u re r of  I P-b ase d  e q u ip m e n t  t h at  p ow e rs t h e  I n t e rn e t , se rv ice  
p rov id e r n e t w ork s, an d  e n t e rp rise  n e t w ork s w orl d w id e .  C isco act iv e l y p art icip at e s in  
m an y of  t h e  in d u st ry f oru m s t h at  d iscu ss im p l e m e n t at ion  of  l aw f u l  in t e rce p t  an d  t h e  
C om m u n icat ion s A ssist an ce  f or L aw  E n f orce m e n t  A ct  ( “ C A L E A ” ) across a ran g e  of  
p l at f orm s.  T og e t h e r w it h  t h ird  p art y v e n d ors, C isco of f e rs l aw f u l  in t e rce p t  sol u t ion s 
w h e re  st an d ard s e x ist  t o U .S . se rv ice  p rov id e r cu st om e rs.  C isco’s com m e n t s on  t h e  
ab ov e -cap t ion e d  p roce e d in g  are  l im it e d  t o on e  issu e  – l aw  e n f orce m e n t ’s ap p are n t  
in ab il it y t o re ce iv e  h ig h -b an d w id t h  con t e n t  in t e rce p t s an d  it s p rop ose d  re m e d y t h at  
p rov id e rs e it h e r b u f f e r t h at  con t e n t  f or l at e r re t rie v al  or p rov id e  l aw  e n f orce m e n t  w it h  
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col l ocat ion  rig h t s.1  I n  C isco’s v ie w , t h e  p rop ose d  re m e d y p re se n t e d  b y l aw  e n f orce m e n t  
w il l  su b st an t ial l y an d  ad v e rse l y af f e ct  t h e  d e v e l op m e n t  an d  im p l e m e n t at ion  of  n e w , 
in n ov at iv e  h ig h -b an d w id t h  se rv ice s, an d  is l ik e l y t o b e  t h e  l e ast  cost -e f f e ct iv e  sol u t ion  t o 
l aw  e n f orce m e n t ’s con ce rn s.  E v e n  m ore  f u n d am e n t al l y, C A L E A  p l ace s t h e  ob l ig at ion s 
f or t h e  d e l iv e ry arran g e m e n t s of  in t e rce p t e d  com m u n icat ion s sol e l y on  l aw  e n f orce m e n t , 
n ot  on  p rov id e rs.  T h e  p rop ose d  re m e d ie s w ou l d  t h e re f ore  re q u ire  C on g re ssion al  act ion .  

O n  M ay 1 5, 20 0 7, t h e  U n it e d  S t at e s D e p art m e n t  of  J u st ice , in cl u d in g  t h e  F e d e ral  
Bu re au  of  I n v e st ig at ion , D ru g  E n f orce m e n t  A d m in ist rat ion  , an d  N at ion al  S e cu rit y 
D iv ision  ( h e re in af t e r “ f e d e ral  l aw  e n f orce m e n t  ag e n cie s”  or “ L E A s” ), f il e d  a Pe t it ion  f or 
E x p e d it e d  R u l e m ak in g  ask in g  t h at  t h e  F C C  d e cl are  T I A ’s J -S T D -0 25-B d e f icie n t  u n d e r 
S e ct ion  1 0 7( b ) of  C A L E A .2  J -S T D -0 25-B g ov e rn s l aw f u l  in t e rce p t  of  C D M A 20 0 0  
w ire l e ss p ack e t  com m u n icat ion s.  T h e  L E A s cit e d  f ou r se t s of  d e f icie n cie s w it h  t h e  
st an d ard :  ( 1 ) in ad e q u at e  p ack e t  act iv it y re p ort in g ;  ( 2) l ack  of  t im e  st am p  in f orm at ion ;  ( 3) 
l ack  of  l ocat ion al  in f orm at ion ;  an d  ( 4) in ad e q u at e  se cu rit y, p e rf orm an ce , an d  re l iab il it y 
re q u ire m e n t s.  W it h  re f e re n ce  t o t h e  l ast  issu e , t h e  L E A s n ot e d  t h at  t h e  l oss, om ission , or 
corru p t ion  of  “ k e y p ack e t s”  d isab l e s l aw  e n f orce m e n t ’s ab il it y t o u n d e rst an d  t h e  
com m u n icat ion .  T h e  L E A s su g g e st  t h at , f or con t e n t  in t e rce p t s, t h e  F C C  e it h e r m an d at e  
t h at  se rv ice  p rov id e rs al l ow  l aw  e n f orce m e n t  t o col l ocat e  b u f f e rin g  or st orag e  e q u ip m e n t  
n e ar t h e  col l e ct ion  d e v ice  t o al l ow  f or n e ar-re al -t im e  d e l iv e ry, or m an d at e  t h at   se rv ice  

                                                 
1  A s  u s e d  i n  t h i s  c o m m e n t ,  c o l l o c a t i o n  r e f e r s  t o  t h e  a b i l i t y  o f  l a w  e n f o r c e m e n t  t o  o b t a i n  

c o l l o c a t i o n  f r o m  a  s e r v i c e  p r o v i d e r  f o r  t h e  p u r p o s e  o f  s t o r i n g  i n t e r c e p t e d  i n f o r m a t i o n ,  
w i t h o u t  r e g a r d  t o  t h e  s p e c i f i c  f o r m  o f  c o l l o c a t i o n  o r  t h e  p h y s i c a l  r e l a t i o n s h i p  b e t w e e n  t h e  
i n t e r c e p t  p o i n t ,  c o l l o c a t i o n  s i t e ,  a n d  t h e  d e l i v e r y  f u n c t i o n  l o c a t i o n .  

2 P u b l i c  N o t i c e ,  R e p o r t  N o .  2 8 1 6 ,  r e l e a s e d  M a y  2 5 ,  2 0 0 7  ( h e r e i n a f t e r  “ P e t i t i o n ” )  
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p rov id e rs b u f f e r t h e  p ack e t s an d  e n ab l e  l aw  e n f orce m e n t  t o re t rie v e  t h e m   “ w it h in  h ou rs”  
ov e r a se cu re  v irt u al  p riv at e  n e t w ork  ( V PN ).3   

I n  C isco’s v ie w , t h e  se rv ice  p rov id e r re q u ire m e n t  u n d e r C A L E A  is l im it e d  t o 
h an d in g  ov e r a re l iab l e  p ack e t  in f orm at ion  t h at  t h at  can  re ason ab l y b e  v ie w e d  as 
re p l icat in g  e it h e r t h e  com m u n icat ion s id e n t if yin g  in f orm at ion  associat e d  w it h  a 
com m u n icat ion  an d , if  ap p l icab l e , t h e  con t e n t .4  U n d e r t h e  st at u t e , it  is u p  t o l aw  
e n f orce m e n t  t o m ak e  arran g e m e n t s f or t h e  t ran sp ort  of  t h at  com m u n icat ion  t o it s 
p re m ise s.  Pu rsu an t  t o S e ct ion  1 0 3( a)( 3), t h e  e q u ip m e n t  or f acil it ie s t h at  l aw  e n f orce m e n t  
u se s t o re ce iv e  t h e  in t e rce p t  m u st  b e  p rocu re d  b y t h e  g ov e rn m e n t .  N ot  on l y is t h is t h e  
e x p l icit  st at u t ory d ire ct ion , b u t  it  m ak e s sou n d  p ol icy se n se  in  t h at  it  e n cou rag e s l aw  
e n f orce m e n t  t o m ak e  e f f icie n t  t ran sm ission  arran g e m e n t s.  T h e  L E A ’s al t e rn at iv e  
ap p roach  – f orcin g  t h e  p rov id e r t o b e ar som e  of  t h e  cost s – re p re se n t s a sig n if ican t  b arrie r 
t o n e w  an d  in n ov at iv e  h ig h  b an d w id t h  se rv ice s b e in g  d e v e l op e d  or d e p l oye d .  Be f ore  t h e  
F C C  cou l d  con sid e r t h e  L E A ’s p rop osal , C on g re ss w ou l d  n e e d  t o am e n d  t h e  l aw .   A s an  
al t e rn at iv e  t o ch an g in g  t h e  st at u t e , t h e  L E A s cou l d  ad d re ss an y in ad e q u acie s in  d e l iv e ry 
m e ch an ism s b y n e g ot iat in g  f l e x ib l e  arran g e m e n t s w it h  p rov id e rs f or e it h e r t ran sm ission  
or col l ocat ion .  F in al l y, it  is im p ort an t  t o n ot e  t h at  t h e re  h as b e e n  m ov e m e n t  in  t w o 
in d u st ry org an iz at ion s t o re sol v e  t h e  t e ch n ical  “ h ow  t o”  issu e s arou n d  b u f f e rin g  or 
col l ocat ion .5  T h e se  e f f ort s e n su re  t h at  sh ou l d  l aw  e n f orce m e n t  d e sire  it , b u f f e rin g  or 

                                                 
3 P e t i t i o n  a t  4 9  a n d  n o t e  1 1 0 .   
4 O n e  o f  t h e  c o n u n d r u m s  o f  w i r e l e s s  i n t e r c e p t  i s  t h a t  t h e  p r o v i d e r  c a n n o t  v e r i f y  w h a t  p a c k e t s  t h e  

t a r g e t  a c t u a l l y  r e c e i v e d  a t  h i s  o r  h e r  c l i e n t  d e v i c e .   T h e  p r o v i d e r  c a n  g e n e r a l l y  o n l y  p r o v i d e  
w h a t  p a c k e t s  w e r e  s e n t .   

5  B o t h  t h e  c a b l e  i n d u s t r y  i n  i t s  t e c h n i c a l  s p e c i f i c a t i o n ,  a n d  A T I S  i n  a  s t i l l -p e n d i n g  t e c h n i c a l  
r e p o r t  d o c u m e n t ,  a r e  a d d r e s s i n g  t h e  i s s u e  o f  b u f f e r i n g  a n d / o r  c o l l o c a t i o n .   
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col l ocat ion  can  b e  m ad e  av ail ab l e .   W it h  t h e se  d e v e l op m e n t s, t h e re  is n o p ol icy re ason  t o 
m an d at e  t h at  b u f f e rin g  or col l ocat ion  b e  in cl u d e d  as a C A L E A  cap ab il it y.     

C isco t h e re f ore  re q u e st s t h at  t h e  F C C  e it h e r e x cl u d e  t h is t op ic f rom  an y 
su b se q u e n t  N ot ice  of  Prop ose d  R u l e m ak in g  t h at  it  m ig h t  ch oose  t o issu e  in  re sp on se  t o 
t h e  Pe t it ion , or if  t h e  issu e  is in cl u d e d , t h at  t h e  F C C  re ach  n o t e n t at iv e  con cl u sion  
f av orin g  e it h e r of  t h e  ap p roach e s su g g e st e d  b y l aw  e n f orce m e n t .  I f  t h e  issu e  is in cl u d e d , 
C isco al so re q u e st s t h at  t h e  F C C  sp e cif ical l y se e k  com m e n t  on  t h e  e x t e n t  t o w h ich  
arran g e m e n t s f or t h e  d e l iv e ry of  in t e rce p t e d  con t e n t  is a p rov id e r ob l ig at ion  u n d e r 
C A L E A  an d  it s l e g isl at iv e  h ist ory, an d  w h e t h e r t h e  sol u t ion s p rop ose d  b y l aw  
e n f orce m e n t  are  t h e  m ost  con sist e n t  w it h  t h e  sp e cif ic st at u t ory d ire ct ion  f rom  C on g re ss t o 
t h e  F C C  con t ain e d  in  S e ct ion  1 0 7( b ) t o e n su re  t h at  C A L E A  im p l e m e n t at ion  is b ot h  cost -
e f f e ct iv e  an d  d oe s n ot  re su l t  in  d iscou rag in g  n e w  t e ch n ol og ie s, f e at u re s, an d  se rv ice s.  
D i s c u s s i on  
 C on g re ss p rov id e d  v e ry sp e cif ic g u id an ce  t o t h e  F C C  in  ad d re ssin g  p e t it ion s f or 
d e f icie n cy.  A t  S e ct ion  1 0 7( b ), C on g re ss cal l s ou t  f iv e  p ol icy ob j e ct iv e s t h at  it  says t h e  
F C C  m u st  h on or w h e n  e x am in in g  p ot e n t ial  ch an g e s t o in d u st ry-l e d  st an d ard s f or l aw f u l  
in t e rce p t :  
 

• M e e t  t h e  assist an ce  cap ab il it y re q u ire m e n t s b y u sin g  cost -e f f e ct iv e  m e t h od s 
• Prot e ct  t h e  p riv acy an d  se cu rit y of  com m u n icat ion s n ot  au t h oriz e d  t o b e  

in t e rce p t e d  
• M in im iz e  t h e  cost  of  su ch  com p l ian ce  on  re sid e n t ial  rat e p aye rs 
• E n cou rag e  n e w  t e ch n ol og ie s an d  se rv ice s  
• Prov id e  re ason ab l e  t im e  an d  con d it ion s f or com p l ian ce  w it h  an y ch an g e s ord e re d . 
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A s t h e  C om m ission  is w e l l  aw are , in  a p re v iou s re v ie w  of  J -S T D -0 25-A , t h e  cou rt  
re m an d e d  t o t h e  C om m ission  it s d e cision  a d e f icie n cy p e t it ion  f or f ail in g  t o e x p l ain  h ow  
it s d e cision  ad d re sse d  e ach  of  t h e se  f iv e  p ol icy g oal s.6  
 A s an  in it ial  m at t e r, t h e  L E A s d o n ot  in cl u d e  an  arg u m e n t  ab ou t  h ow  t h e ir 
p rop ose d  re m e d ie s w ou l d  m e e t  t h e  crit e ria art icu l at e d  b y t h e  C on g re ss in  S e ct ion  1 0 7( b ).  
T h e  Pe t it ion  b asical l y d e scrib e s t h e  ag e n cie s’ con ce rn s:   l oss, om ission  or corru p t ion  of  
p ack e t s in  a com m u n icat ion s st re am .  T h e  Pe t it ion  t h e n  of f e rs u p , in  a f oot n ot e , t w o 
re m e d ie s:  ( 1 ) l aw  e n f orce m e n t  w ou l d  p l ace  it s ow n  b u f f e rin g  or st orag e  d e v ice  in  a 
col l ocat ion  sp ace  p rov id e d  at  t h e  col l e ct ion  f acil it y, e n ab l in g  it  t o re t rie v e  p ack e t s as it  
w ish e s or ( 2) t h e  p rov id e r arran g e s t o b u f f e r ( st ore ) t h e  p ack e t s, an d  e n ab l e s t h e  L E A s t o 
re t rie v e  t h e  st ore d  p ack e t s ov e r a se cu re d  V PN  at  a l at e r t im e .7  T h e  Pe t it ion  d oe s n ot  
ad d re ss w h e t h e r t h e  L E A s w ou l d  p ay f or t h e  col l ocat ion  sp ace  t h at  t h e y are  u sin g , t h e  
cross con n e ct ion  f u n ct ion al it y n e e d e d  t o se rv ice  t h e  col l ocat ion  sp ace , h ow  t h e  cross 
con n e ct  w ou l d  b e  ad m in ist e re d  b y t h e  p rov id e r w h e n  an  in t e rce p t  is ord e re d , or w h o 
w ou l d  p ay f or t h e  e x p e d it e d  V PN .  W h at  t h e  Pe t it ion  m ak e s e x p re ssl y cl e ar is t h at  l aw  
e n f orce m e n t  d oe s n ot  w an t  t o p ay f or an d  in st al l  h ig h  cap acit y con n e ct ion s t h at  w ou l d  
se rv ice  con t e n t  in t e rce p t s of  h ig h  b an d w id t h  se rv ice s.  T h e  L E A s com p l ain  t h at  t h is 
sol u t ion  is n ot  cost -e f f e ct iv e  ( f rom  p u b l ic d at a, it  ap p e ars t h at  ap p rox im at e l y 90  p e rce n t  
of  in t e rce p t s are  n ot  con t e n t  in t e rce p t s),  n or t im e  e f f icie n t  b e cau se  it  t ak e s 30  or m ore  
d ays t o p rov ision  su ch  a h ig h  cap acit y l in e .8   

                                                 
6 U n i t e d  S t a t e s  T e l e p h o n e  A s s o c i a t i o n  v .  F C C ,  2 2 7  F 3 d  4 5 0  ( D . C .  C i r .  2 0 0 0 ) .   
7 P e t i t i o n  a t  4 9  a n d  n o t e  1 1 0 .   
8 I t  i s  n o t  c l e a r  f r o m  t h e  P e t i t i o n  t h a t  l a w  e n f o r c e m e n t  h a s  a d e q u a t e l y  e x p l o r e d  a l l  o p t i o n s  f o r  t h e  

d e l i v e r  o f  b r o a d b a n d  c o n t e n t  i n t e r c e p t s ,  i n c l u d i n g  c r e a t i n g  p e r m a n e n t ,  f l e x i b l e  b a n d w i d t h  
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 I n  t h is case , t h e  L E A s d e sire  t o h av e  d e l iv e ry m e ch an ism s arran g e d  f or t h e m  in  
ord e r t o m ore  e asil y re ce iv e  h ig h  b an d w id t h  in t e rce p t s, w h il e  u n d e rst an d ab l e , is sim p l y 
n ot  su p p ort e d  b y t h e  st at u t e .  S e ct ion  1 0 3( a)( 3) p l ace s t h e  ob l ig at ion  of  u n d e rt ak in g  t h e  
in t e rce p t  on  t h e  p rov id e r, w h il e  t h e  ob l ig at ion  f or e n ab l in g  t h e  t ran sm ission  of  t h at  
in t e rce p t  t o l aw  e n f orce m e n t ’s p re m ise s re st s w it h  l aw  e n f orce m e n t .  T h e  se rv ice  
p rov id e r is re sp on sib l e  f or:  

… d e l iv e rin g  in t e rce p t e d  com m u n icat ion s an d  cal l -id e n t if yin g  in f orm at ion  
t o t h e  g ov e rn m e n t … in  a f orm at  su ch  t h at  t h e y m ay b e  t ran sm it t e d  b y 
m e an s of  e q u ip m e n t , f acil it ie s, or se rv ice s p rocu re d  b y t h e  g ov e rn m e n t  t o 
a l ocat ion  ot h e r t h an  t h e  p re m ise s of  t h e  carrie r… ” 9  

 
T h e  l an g u ag e  in  t h e  st at u t e  m irrors b ot h  t h e  H ou se  an d  S e n at e  re p ort s, w h ich  sim il arl y 
st at e  t h at  l aw  e n f orce m e n t  m u st  l e ase  or p rocu re  l in e s f or t h e  t ran sm ission  of  
com m u n icat ion s t o a l ocat ion  aw ay f rom  t h e  carrie r’s p re m ise s.10   Bu t  p e rh ap s e v e n  m ore  
t e l l in g  is t h e  C om m it t e e s’ m u t u al  con ce rn  t h at  t h e  cap ab il it y re q u ire m e n t s p rov id e d  f or in  
t h e  st at u t e  b e  con sid e re d  as “ b ot h  a f l oor an d  ce il in g ,”  w h il e  e x p l icit l y cau t ion in g  ag ain st  
ov e rb road  in t e rp re t at ion s of  t h e  cap ab il it y re q u ire m e n t s.  T h e  Pe t it ion ’s e x p an siv e  
re ad in g  of  t h e  cap ab il it y re q u ire m e n t s is, sim p l y p u t , ou t  of  st e p  w it h  t h e  e x p re ss 
st at u t ory l an g u ag e  of  t h e  d e l iv e ry p rov ision s an d  it s l e g isl at iv e  h ist ory, as w e l l .  
 F rom  a S e ct ion  1 0 7( b ) p e rsp e ct iv e , t h e re  are  t w o ad d it ion al  im p e d im e n t s t o t h e  
L E A s’ arg u m e n t s. F irst , t h e  re m e d ie s of  col l ocat ion  an d  b u f f e rin g  ap p e ar t o b e  t h e  l e ast  
cost -e f f e ct iv e  m e t h od  of  ad d re ssin g  t h e  d e l iv e ry issu e .  U n d e r t h e  f act s as p re se n t e d , 
som e  e n t it y ( e it h e r t h e  p rov id e r or l aw  e n f orce m e n t  or b ot h ) w il l  n e e d  t o p ay f or t h e  cost  
                                                                                                                                                 

a r r a n g e m e n t s  w i t h  t h e  l a r g e s t  c a r r i e r s  u n d e r  f e d e r a l  p r o c u r e m e n t  a r r a n g e m e n t s ,  a n d  s e r v i c e  
l e v e l  a g r e e m e n t s  t h a t  w o u l d  a d d r e s s ,  i n t e r  a l i a ,  p a c k e t  l o s s  r a t e s  a n d  c a p a c i t y  r e q u i r e m e n t s .   

9 C A L E A  S e c t i o n  1 0 3 ( a ) ( 3 ) ,  4 7  U . S . C .  S e c t i o n  1 0 0 2  ( a ) ( 3 ) .   
10  H o u s e  R e p o r t  1 0 3 -8 2 7 ,  “ T e l e c o m m u n i c a t i o n s  A s s i s t a n c e  t o  t h e  G o v e r n m e n t ”  ( O c t .  4 ,  1 9 9 4 )  a t  

2 2 ;  S e n a t e  R e p o r t  1 0 3 -4 0 2 ,  “ T h e  D i g i t a l  T e l e p h o n e  B i l l  o f  1 9 9 4 ”  ( O c t .  6 ,  1 9 9 4 )  a t  2 2 .   
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of  d e l iv e ry.  T h e  q u e st ion  u n d e r S e ct ion  1 0 7( b ) of  t h e  act  is w h at  is t h e  m ost  cost -
e f f e ct iv e  m e t h od  t o ad d re ss t h e  d e l iv e ry issu e ?   I n  C isco’s v ie w , im p osin g  col l ocat ion  or 
b u f f e rin g  cost s on  p rov id e rs yie l d s a m u ch  l arg e r cost  n u m b e r t h an  im p osin g  t h e  cost  on  
l aw  e n f orce m e n t .11  E ach  t im e  a h ig h -b an d w id t h  se rv ice  is con sid e re d  f or d e p l oym e n t  in  
a n e t w ork , t h e  p rov id e r w il l  n e e d  t o t h in k  ab ou t  n ot  j u st  t h e  n e t w ork  re q u ire m e n t s f or 
p rov id in g  t h e  se rv ice  it se l f , b u t  w h at  col l ocat ion  or b u f f e rin g  cap ab il it ie s it  w il l  n e e d  t o 
in t rod u ce  t h rou g h ou t  it s n e t w ork  in  ord e r t o com p l y w it h  it s C A L E A  ob l ig at ion s.  
Be cau se  t h e  se rv ice  p rov id e r n e e d s t o b e  re sp on siv e  t o a cou rt -ord e re d  or 
ad m in ist rat iv e l y-ord e re d  in t e rce p t , it  w il l  n ot  h av e  t h e  l u x u ry of  t im e  t o m ak e  t h e se  
arran g e m e n t s on  an  ad  h oc b asis.  A s a re su l t , col l ocat ion  or b u f f e rin g  cap ab il it ie s w il l  
n e e d  t o b e  m ap p e d  ou t  in  ad v an ce , re q u irin g  a su b st an t ial  in v e st m e n t  in  e q u ip m e n t  in  t h e  
case  of  b u f f e rin g , or a com b in at ion  of  op e rat in g  e x p e n se  an d  sig n if ican t  re v e n u e  
f ore g on e  in  t h e  case  of  col l ocat ion . G iv e n  t h at  t h is w il l  h ap p e n  in  a d ist rib u t e d  w ay 
t h rou g h ou t  t h e  n e t w ork , t h e  C A L E A  ob l ig at ion  – if  in t e rp re t e d  t o in cl u d e  a col l ocat ion  or 
b u f f e rin g  re q u ire m e n t  – w il l  re p re se n t  a cost  t h at  is l ik e l y t o b e  f ar h ig h e r t h an  t h e  cost  
t h at  l aw  e n f orce m e n t  w ou l d  in cu r f or m ak in g  it s ow n  d e l iv e ry an d / or st orag e  
arran g e m e n t s t h at  w il l  m e e t  it s n e e d s f or b road b an d  con t e n t  in t e rce p t s.   
 S e con d , t h e  re m e d ie s su g g e st e d  b y l aw  e n f orce m e n t  h av e  t h e  p e rv e rse  e f f e ct  of  
in h ib it in g  n e w  t e ch n ol og ie s, t h e re b y op e rat in g  at  od d s w it h  on e  of  t h e  k e y p ol icy g oal s of  
S e ct ion  1 0 7( b ).  Bot h  t h e  st at u t e  an d  it s l e g isl at iv e  h ist ory are  e x p l icit  t h at  C A L E A  
                                                 
11 I n  t h e  o r i g i n a l  e n a c t m e n t  o f  C A L E A ,  C o n g r e s s  p a i d  a  g r e a t  d e a l  o f  a t t e n t i o n  t o  m i n i m i z i n g  

c o s t s  o f  i m p l e m e n t a t i o n ,  a n d  e v e n  p r o v i d e d  f o r  a  $ 5 0 0  m i l l i o n  f u n d  t o  p a y  f o r  t h e  i n i t i a l  
i m p l e m e n t a t i o n .   I n  f a c t ,  o n e  o f  t h e  “ g e t  o u t  o f  j a i l ”  c a r d s  t h a t  a  p r o v i d e r  c a n  u s e  t o  e s c a p e  
i m p l e m e n t a t i o n  i s  t h a t  t h e  r e q u e s t e d  i m p l e m e n t a t i o n  i s  n o t  “ r e a s o n a b l y  a c h i e v a b l e ”  – a  
d e t e r m i n a t i o n  t h a t  w i l l  i n v o l v e  t h e  e c o n o m i c  j u d g m e n t  o f  w h e t h e r  “ … t h e  t o t a l  c o s t  o f  
c o m p l i a n c e  i s  w h o l l y  o u t  o f  p r o p o r t i o n  t o  t h e  u s e f u l n e s s  o f  a c h i e v i n g  c o m p l i a n c e  f o r  a  
p a r t i c u l a r  t y p e  o r  c a t e g o r y  o f  s e r v i c e s  o r  f e a t u r e s . ”  H o u s e  R e p o r t  a t  2 8 .   
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sh ou l d  n ot  im p e d e  t h e  in t rod u ct ion  of  n e w  t e ch n ol og ie s, f e at u re s an d  se rv ice s.12  Y e t  b y 
re q u irin g  se rv ice  p rov id e rs t o sh ou l d e r t h e  b u rd e n  of  col l ocat ion  or b u f f e rin g  f or con t e n t  
in t e rce p t s, t h e  l aw  w ou l d  p l ace  a su b st an t ial  im p e d im e n t  on  h ig h  b an d w id t h  se rv ice s.  
C isco can  im ag in e  n o w orse  a t im e  f or su ch  a d e v e l op m e n t  – w it h  n e w  v id e o 
t e ch n ol og ie s p oise d  t o e x p l od e  on  t h e  I n t e rn e t .  V id e o im ag e s w il l  n ot  j u st  b e  u se d  t o 
e n t e rt ain  or in f orm , b u t  w il l  al so b e  u se d  as a rou t in e  b u sin e ss an d  con su m e r 
com m u n icat ion s t ool .  T h e  ad v e n t  of  h ig h  d e f in it ion  t e l e v ision , an d  t h e  g row in g  
p op u l arit y of  t e l e v ision  se t s t h at  su p p ort  t h e  H D T V  st an d ard , is on e  sm al l  in d icat or of  t h e  
h ig h  re sol u t ion  v id e o com m u n icat ion s cap ab il it ie s t h at  se rv ice  p rov id e rs w il l  b e  
d e l iv e rin g  on  b road b an d  n e t w ork s f or u se  in  a v arie t y of  ap p l icat ion s.  I n n ov at ion s in  
v id e o d e l iv e ry on  b road b an d  n e t w ork s w il l  b e  on e  of  t h e  h al l m ark s of  I n t e rn e t  
d e v e l op m e n t  f or t h e  n e x t  f e w  ye ars. Bu t  t h e se  in n ov at ion s w il l  of  n e ce ssit y con su m e  
m u ch  m ore  b an d w id t h  t h an  t h e  in n ov at ion s of  t h e  p ast  ( e .g ., e m ail , w e b  b row sin g , V oI P).  
A  b u rd e n som e  C A L E A  re q u ire m e n t  t o p rov id e  f or b u f f e rin g  or col l ocat ion  w il l  act  as a 
b rak e  on  im p l e m e n t at ion  of  t h e se  in n ov at iv e  n e w  se rv ice s an d  t h e re f ore  w il l  im p e d e  t h e  
d e v e l op m e n t  of  su ch  se rv ice s as w e l l .  C on g re ss h as se t  it s n e w  se rv ice s p ol icy an d  ask e d  
t h e  F C C  t o av oid  su ch  con f l ict s.  T h e  F C C  sh ou l d  d o so h e re , b y p l acin g  t h e  b u rd e n  of  
arran g in g  f or t h e  e f f icie n t  t ran sm ission  an d / or st orag e  of  in t e rce p t e d  com m u n icat ion s on  
l aw  e n f orce m e n t .   

.  F in al l y, t w o in d u st ry org an iz at ion s are  p rop osin g  t o re sol v e  t h e  t e ch n ical  “ h ow  
t o”  issu e s arou n d  b u f f e rin g  or col l ocat ion .  I n  on e  case , b u f f e rin g  or col l ocat ion  w il l  b e  
                                                 
12 S e n a t e  R e p o r t  a t  9 ,  1 3 .   T h e  S e n a t e  w a s  s o  e m p h a t i c  o n  t h i s  p o i n t  t h a t  i t s  r e p o r t  l a n g u a g e  s t a t e s  

t h a t  a  n e w  t e c h n o l o g y  c o u l d  b e  d e p l o y e d  w i t h o u t  C A L E A  c a p a b i l i t y  w h e n  t h e  c o s t  o f  
c o m p l i a n c e ,  r e l a t i v e  t o  t h e  c o s t  o f  d e v e l o p i n g ,  a c q u i r i n g ,  a n d  d e p l o y i n g ,  i s  t o o  g r e a t .  I d .  a t  
1 9 .   
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m an d at ory.  A s t h e  F C C  is aw are , st an d ard s  ( or st an d ard s-l ik e  re q u ire m e n t s) can  b e  
m ore  com p re h e n siv e  t h an  t h e  st at u t e , an d  t h e  d e cision  b y on e  org an iz at ion  t o in cl u d e  
b u f f e rin g  or col l ocat ion  in  a t e ch n ical  sp e cif icat ion  is n ot  an  ad m ission  t h at  t h e  
f u n ct ion al it y is re q u ire d  b y C A L E A .  I n  t h e  ot h e r case , a p e n d in g  t e ch n ical  re p ort , on ce  
ad op t e d , d e scrib e s an  op t ion al  b u f f e rin g  f u n ct ion .13  Y e t  b ot h  t h e se  e f f ort s e n su re  t h at  
sh ou l d  l aw  e n f orce m e n t  d e sire  it , b u f f e rin g  an d / or col l ocat ion  can  b e  m ad e  av ail ab l e .  A s 
a re su l t  of  t h e se  d e v e l op m e n t s, t h e re  is n o re ason  f or t h e  F C C  t o e x am in e  in  a ru l e m ak in g  
w h e t h e r carrie r-p rov id e d  b u f f e rin g  or col l ocat ion  sh ou l d  b e  m an d at e d  u n d e r C A L E A .  
C on c l u s i on  
 S e ct ion  1 0 3( a)( 3) re q u ire s t h at  l aw  e n f orce m e n t  p rocu re  it s t ran sm ission  n e t w ork  
f or t h e  d e l iv e ry of  in t e rce p t e d  com m u n icat ion s an d  d oe s n ot  p l ace  t h at  ob l ig at ion  on  
p rov id e rs. F u rt h e rm ore , l aw  e n f orce m e n t  h as t h e  ab il it y t o n e g ot iat e  f or com p e t it iv e l y 
su p p l ie d , f l e x ib l e  b an d w id t h  arran g e m e n t s f or t h e  t ran sm ission  of  com m u n icat ion s t o 
t h e ir p re m ise s an d / or st orag e  of  su ch  com m u n icat ion s, an d  t h e re  are  or w il l  b e  b u f f e rin g  
an d / or col l ocat ion  t e ch n ical  sp e cif icat ion s av ail ab l e  sh ou l d  t h at  op t ion  b e  t h e  m ost  
at t ract iv e  t o l aw  e n f orce m e n t .  A s t h e  cost  cau se r, l aw  e n f orce m e n t  is b e st  p osit ion e d  t o 
cre at e  d e l iv e ry an d / or st orag e  arran g e m e n t s t h at  are  t h e  m ost  cost  e f f icie n t .  Pl acin g  t h ose  
ob l ig at ion s on  t h e  se rv ice  p rov id e r is t h e  l e ast  cost  e f f icie n t , an d  su b st an t ial l y an d  
n e g at iv e l y b u rd e n s t h e  in t rod u ct ion  of  n e w  h ig h  b an d w id t h  se rv ice s.  T h e  F C C  sh ou l d , in  
re sp on se  t o t h e  Pe t it ion , e x cl u d e  t h is issu e  f rom  f u rt h e r con sid e rat ion  in  an y N ot ice  of  
Prop ose d  R u l e m ak in g  t h at  it  ch oose s t o issu e . A l t e rn at iv e l y,  if  t h e  F C C  e l e ct s t o in cl u d e  
t h is issu e  in  a f u rt h e r p roce e d in g , it  sh ou l d  re f rain  f rom  re ach in g  a t e n t at iv e  con cl u sion  
                                                 
13  B o t h  t h e  c a b l e  i n d u s t r y  i n  i t s  t e c h n i c a l  s p e c i f i c a t i o n ,  a n d  A T I S  i n  s t i l l -p e n d i n g  t e c h n i c a l  

r e q u i r e m e n t s  d o c u m e n t ,  a r e  a d d r e s s i n g  t h e  i s s u e  o f  b u f f e r i n g  a n d  c o l l o c a t i o n .   
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f av orin g  e it h e r of  t h e  ap p roach e s su g g e st e d  b y l aw  e n f orce m e n t . T h e  F C C  sh ou l d  
sp e cif ical l y re q u e st  in f orm at ion  ab ou t  t h e  st at u t ory  re q u ire m e n t s on  p rov id e rs an d  l aw  
e n f orce m e n t  t o su p p l y t ran sm ission  f or d e l iv e ry, an d  sh ou l d  se e k  ad d it ion al  com m e n t  on  
t h e  re l at iv e  cost s of  t h e  p rop osal s an d  e f f e ct s on  n e w  t e ch n ol og ie s, f e at u re s an d  se rv ice s. 
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