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year?O Ofthis total, 804 fIrms had employment of 999 or fewer employees, and three fmns had
employment of l,OOO employees or more.1\ For the second category ofCellular and Other Wireless
Telecommunications, data for 2002 show that there were 1,397 firms that operated for the entire year.72

Of this total, 1,378 firms had employment of 999 or fewer employees, and 19 firms had employment of
1,000 employees or more.73 Thus, using the prior categories and the available data, we estimate that the
majority ofwireless firms can be considered small. Thus, under this category, the majority of :firms can be
considered small. '

25. In the Paging Third Report ,and Order, we developed a small business size standard for
"small businesses" and "very small businesses" for purposes ofdetermining their eligibility for'special
provisions such as bidding credits and installment payments.74 A "small business" is an entity that,
together with its affiliates and controlling principals, has average gross revenues not exceeding $15
million for the preceding three years. Additionally, a ''very small business" is an entity that, together with
Us affiliates and controlling principals, has average gross revenues that are not more than $3 million for
the preceding ,three years.75 The SBA has approved these small business size standards.76 An auction of
Metropolitan Economic Area licenses commenced on February 24,2000, and closed on March 2, 2000.77

Ofthe 985 licenses auctioned, 440 were sold. Fifty-seven companies claiming small business status won.
Also, according to Commission data, 365 carriers reported that they were engaged in the provision of
paging and messag,ing services.78 Of those, we estimate that 360 are small, under the SBA-approved
small business size standard.79

'

, 26. Wireless Communications Service. This service can be used for fixed, mobile, radiolocation,
and digital audio broadcasting satellite uses. The Commission established small business size standards
for the wireless communications services (WCS) aucti@n.8o A "small business" is an entity with average
gross-revenues of$40 million for each ofthe three preceding years, and a "very small business" is an
entity with average gross revenues of$15 million for each ofthe three preceding years. The ,S~A has

7Q U.S. CensusBure~u, 2.002 Econpmic Census, Subject Series: Information, "E~tablishment and Firm Size
(Including Legal Fonn of O~ganization:' Table 5, NAICS code 517211 (issued Nov. 2005).

7l'ld. The census data do not provide a more precise estimate ofthe number of fIrms that have employment of 1,500
or fewer employees; the lll}1gest cat~gory provided is for firms with "1000 employees or more." ,

72 -U-:s. Census Bureau;1200~EeQil6mic Census, Subject Series: Information, "Establishment and Firm Size
('lncluding:Ueg'lj}!Fotm.8fi@i\g-anization," Ta'ble 5, NAteS code '517212 (issued Nov. 2005).

I f, . I,' '. -.' ,(1 r 11)' 1"" • .

7~'tJd. Th~.,~t1~ll,s,d.a~t-d~;iJ.$l~!pIoYld~ a ~orepre~ille e~timate of.iQe n~ber offirms that have employm~nt of
~~QO~?r fewe~~~p1J>fQ.y~:~~t14\,,»ar~~t,categoJYPt~vided is for fums with "1000 employees or more."

:4':fArnendlJlentiJ!:p.art 90,ofthe Commissio.n 's Rules·'to Provide/o1"the Use ofthe 220-222 MHz Band by the Private
LandMo.bile-Rqdio S.cr.Vie~,~~R DQcket No. 8~-55~!, Third Rep..ol1t and Order and Fifth Notice ofProposed
R1J1erD~~g, 12:'FCgRcd 10943, ~10~8-70,paras.-2-91-295, 62FR 16004 (Apr. 3,1997). :.

?ii\s'e-e, il~tter to Amy ZQSlbV, ,qhief, AlJcti~ns and'Industry Analysis Division, Wireless Telecommunications
Btiteafi, :.f9C, mem4\.; AJywez, 'Acln:riDistf'ator, SBA (Dec. 2, 1998). - '

7~ Revision ofP(lrt 22 and p,art 90 ofthe Commission's Rules to Facilitate Future Development ofPaging Systems,
Memorandiun Opinion and ~rderon Reoonsideration and Third Report and Order, 14 FCC Red 10030, paras. 98-

~ '.. -" I1\07 (1999). ' , ,

77Id. at 10085, para. 98.

7~.F~C Wireline'~QP1-e~t~tjpp,i'}ur~.~u? IndAStJY A;qalysis~and Technolegy Division, "Trends in Telephone Service"
~~able,~.S"ilP~~'p 5~~i~eQ.12,O:P7)~lThis sl!lurce'uses data,tJ,rat are cUrrent as ofOctober 20,2005.
t,9_1d

, .
8,QPubJjc Notice~;~!~~tj(jl!1-ofWireJ~ss Conunmri!;1~tjons..$ettVicest Auetion Notes and Filing Requirem~nts for 128
~~S-Lie.enses '~~hedvr~d"fof:t.\:pri~t5rl[9,97,"·:ot,\f9.-g-386, Feb. 2\1; 1997. I ,

, ' ,
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approved these small business size standards.81 The Commission auctioned geographic area licenses in
the WCS service. In the auction, there were seven winning bidders that qualified as "very small business"
entities, and one that qualified as a "small brlsili~ss" entity. . . .

27. Wireless Communications Equipment Manufacturers. While these entities are merely
indirectly affected by our action, we see are describing them to achieve a fuller record. The Census
Bureau defmes this category as follows: "This industry comprises establishments primarily engaged in
manufacturing radio and television broadcast and wireless communications equipment. Examples of
products made by these establishments are: transmitting and receiving antennas, cable television
equipment, GPS equipment, pagers, cellular phones, mobile communications equipment, and radio and
television studio and broadcasting equipment." The SBA has developed a small business size standard
for Radio and Television Broadcasting and Wireless Communications. Equipment Manufacturing, which
is: all such firms having 750 or fewer employees. According to Census Bureau data for 2002" there were
a total of 1,041 establishments in this category that operated for the entire year. Of this total, 1,010 had
employment ofunder 500, and an additional 13 had employment of500 to 999. Thus, under this size
standard, the majority offnms can be considered small. '

28. Software Publishers. While these entities are merely indirectly affected by our action, we are
describing them to achieve a fuller record. These companies may design, develop or publish software and
may provide other support services to software purchasers, such as providing documentation, or assisting
in installation. The companies may also design software to meet the needs of specific users. 'rhe SBA
has developed a small business size standard of$23 million or less in average annual receipts for the
category of Software Publishers. For Software Publishers, Census Bureau data for 2002 indicate that
there were 6,155 firms in the category that operated for the entire year. Ofthese, 7,633 had annual
receipts ,ofunder $10 million, and an additional 403 firms had receipts ofbetween $10 million and $24,
999,999. For providers ofCustom Computer Programming Services, the Census Bureau data indicate
that there were 32,269 fnms that operated for the entire year. Ofthese, 31,416 had annual receipts of
under $10 million, and an additional 565 fnms had receipts ofbetween $10 million and $24,999,999~

Consequently, we estimate that the majority of the fnms in this category are small entities that may be
affected by our action.

29. NCE and Public Broadcast Stations., The Census J,aureau defmes this category as follows:
"'fhis indl;Jstry,(coII!prise$ establishments p~arily eng~g~d in broadcasting images together with sound.
These establishments·operate te~evision b~oadcasting studi~s and facilities for the programming and
transmission ofprograms to the public.,,82 The SBA has oreated a small business size standard for
'F.:elevisfoiiH3f~lidcasting entities, which is: such'firms having' $13 million or less in annual receipts.83

According to Commission staffreview ofthe BM'Publications, inc., Master Access Television Analyzer
Ii>""ataeas~Hls 0fi'M3;Y 16,2003, abo1:lt 814 ofthe 1,220c0m.n::teFcial television stations in the United States
h.adrevenues :of $1~, (twdve) million or less. We,Rote, however, that in assessing whether a business
c~>ncem qualifies as small under the above definition, business (control) affiliations84 must be included.
Our estimatr,therefore, likely oyerstates the number of s~al'lentiti~s,that might be affected by our action,
because the re:v:enue figure on which it is based does not inelucle or &ggregate revenues from affiliated
companies.

30. In addition, an element ofthe definition of"small business" is that the entity not be dominant

81 SBA Dec. 2, 1998 Letter.

82 U .&·...Census al.lfeau,2Q_02+:N'AIQS 1)efin.jtipDs,."515120.1'elevisioD Broadcasting" (partial definition);
http://www:oensus.go;v,!ep'Gdtnai'cs@!2/def7NDBF515,fHFM;" , .
83 13 C.F.R. § 12'1.201, NAICS code 515120.

84·~'Conc~ms:ar.e:affiliates ,efeaeh,~ther,wh~n one peDcem c1imtroJs,or:has the power to control the other or a third
p~1or par.ties:dontiols or.chas to p~wt!r to.contrbHljoth.l , 13 C.FiR:. '§:21.103(a)(l).
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in its field of operation. We are unable at this time to defme or quantify the criteria that would establish
whether a specific television station is dominant in its field of operation. Accordingly I the estimate of

small businesses to which rules may apply d0Inb~e*,elutle~ahy television station from the defmition ofa
small business on this basis and are therefore over-inclusive to that extent. Also as noted, an additional
element of the definition of "small business" is that the entity must be independently owned and operated.
We note that it is difficult at times to assess these criteria in the context ofmedia entities and oW'
estimates of small businesses to which they apply may be over-inclusive to this extent. There are also
2,117 low power television stations (LPTV).~5 Given the nature of this service, we will presume that all
LPTV licensees qualify as small entities under the above SBA small business size standard.

31. The Commission has, under SBA regulations, estimated the number of licensed NCE
television stations to be 380.86 We note, however, that, in assessing whether a business concern qualifies
as small under the above defmition, business (control) affiliations87 must be included. Our estimate,
therefore, likely overstates the number of small entities that might be affected by our action, because the
revenue figure on which it is based does not include or aggregate revenues from affiliated companies.
The Commission does not compile and otherwise does not have access to information on the revenue of
NCE stations that would permit it to determine how many such stations would qualify as small entities.

,
D. Description of Projected Reporting, Recordkeeping, and Other Compliance

Requirements

.32. There are potential reporting or recordkeeping requirements proposed in this NPRM. For
example, section 602(b)(2)(A) ofthe WARN Act requires that CMS providers shall file an election with
the Commission with respect to whether or not it intends to participate in the CMAS.88 Further,
602(b)(I)(C) of the WARN Act requires CMS providers to provide clear and conspicuous notice to new
and existing customers ofthe CMS provider's election not to participate in the CMAS.89 Further, the
Commission is considering whether to adopt procedures by which CMS providers would log alerts. The
Commission seeks comment on these proposals and especially invited small entity comment. The NPRM
also seeks comment on potential testing procedures for the CMAS that could affect CMS providers as
well as Wireless Comm~cationsEquipment'Manufacturers. Finally, section 602(b)(2) requires that
CMS providers undertake a procedure to elect whether or not to provide alerts to their customers. The
proposals set forth in the NPRM are intended to advance our public safety mission and establish an
effective CM..f\.S in a manner that imposes minimal regulatory burdens on affected entities.

E. Steps Taken to Minimize the Significant Economic Impact on Small Entities, and
Sigmficant Alternatives Considered

33. The RFA reqaires an agency to describe any significant alternatives that it has considered in
developing its approach, which may include the following four alternatives (among others): "(1) the
establishment ef differing compliance or reporting requirements or timetables that take into account the
resources. available to small entities; (2) the clarification, c<;msolidation, or simplification of compliance
aild reporting requirements under-the rule for such small entities; (3) the use ofperformance rather than
design standards; and (4) an exemption from coverage ofthe rule, or any part thereof, for such small

85 FCC News Release, ''Broadcast Station Totals as of September 30,2005."

86.See Broadcast Station Totals, supra IRFA note 11.

87 ':[Business cOJ1cerns] ate affiliat~.sofeach other when one concern controls or has the. power to control the other
or a third party erparties.controls qr has to power to control both." 13 C.F.R. § 121.103(a)(1).

88 WARN Act, § 602(b)(z)(A).

~9WARNAct, ~ 602(b)(1)(C).
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entities.,,90

34. As noted in paragraph 1 above, this NPRM initiates a comprehensive rulemaking to establish
a system by which CMS providers may elect to transmit emergency alerts to the public, a goal mandated
by recent legislation and consistent with the Commission's obligation to protect the lives and property of
Americans. In commenting on the manner in which the Commission seeks in this NPRM to achieve this
goal, commenters are invited to propose steps that the Commission may take to minimize any significant
economic impact on small entities. When considering proposals made by other parties, commenters are
invited to propose significant alternatives that serve the goals of these proposals

F. Federal Rules that May Duplicate, Overlap, or Conflict with the Proposed Rules

35. None.

90 5 U.S.C. § 603(c)(I) - (c)(4).
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Introduction and ExecwUve·Summary

1.1 Executive Summary
On October 13, 2006, the President signed the Security and Accountability For Every Port (SAFE Port)
Act) into law. Title VI of the SAFE Port Act, the Warning, Alert and Response Network (WARN) Act,
2establishes a process for Commercial Mobile Service Providers (CMSPs) to voluntarily elect to transmit
emergency alerts. Section 603 (c) of the WARN Act required that the Federal Communications
Commission (Commission) establish the Commercial Mobile Service Alert Advisory Committee
(CMSAAC) to develop and recommend technical standards and protocols for the voluntary transmission of
emergency alerts br CMSPs within one year from the date of enactment of the WARN Act. (Le., by
October 12,2007). This document presents the result of the CMSAAC's efforts to satisfy the obligations
set forth in the WARN Act.

The WARN Act places the following tasks before the CMSAAC. Each is followed by the section number
or numbers in this report that includes recommendations addressing the associated WARN Act's
requirements:

Within one year after the enactment of this Act, the Advisory Committee shall develop and submit to the
Federal Communications Commission recommendations -

1) For protocols, technical capabilities, and technical procedures through which electing commercial
mobile service providers receive, verify, and transmit alerts to subscribers (Sections 2, 4, 6, 8, 10);

2) For the establishment of technical standards for priority transmission of alerts by electing
commercial mobile service providers to subscribers (Sections 2, 9);

3) For relevant technical standards for devices and equipment and technologies used by electing
commercial mobile service providers to transmit emergency alerts to subscribers (Sections 7, 9);

4) For the technical capability to transmit emergency alerts by electing commercial mobile service.
providers to subscribers in languages in addition to English, to the extent practicable and feasible
(Section 5);

5) Under which electing commercial mobile service providers may offer subscribers the capability of
preventing the subscriber's device from receiving emergency alerts, or classes of such alerts,
(other than an alert issued by the President), consistent with Section 602(b)(2)(E) of the WARN
Act (Section 5);

6) For a process under which commercial mobile service providers can elect to transmit emergency
alerts if
a) not all of the devices or equipment used by such provider are capable of receiving such alerts

(Section 3); or
b) '. the provider cannot offer such alerts throughout the entirety of its service area (Section 3); and

7) As otherwise· necessary to enable electing commercial mobile service providers to tIransmit
emergency alerts to subscribers.

Following are summaries of each section in the document, with a focus on the recommendations the
CMS4AC makes in each. This section is provided as a high-level overview only and is not intended as a
substitute for the formal recommendations of the CMSAAC, many of which are highly technical and are
laid forth in detail in subsequent sections of the document.

1.1.1 Reference Architecture (Section 2)
'Fhjs s~ctionJecommends a functional reference model for the distribution of alerts to Commercial Mobile

,~. . ','
~ ;Seour~ty,and.~ccOlUJ.tat1ilit~.For Every Port Act of 2006 (SAFE Port Act), Pub.L. 109-347.
~~s~e ·r\irt~ct';'rmtle.\TI~CbIllIi1ercial Mobile Service Alerts.
\\Y.~Act, §.603(c).

• ~ 10 -;-. "". ' •, .
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Service Providers (CMSPs) (Section 2.1). Under this reference model, a Federal government entity, the
"Alert Aggregator," would receive, aggt:~g~t~l:and:~~th~nticate alerts originated by authorized alert
initiators using the Common Alerting Protocol (CAP). The government entity would also act as an "Alert
Gateway" (Section 2.2) to formulate a 90 character alert based on key fields in the CAP alert sent by the
alert initiator4

• Based on CMSP profiles maintained in the Alert Gateway, the Alert Gateway would then
deliver the alert over a secure interface (see Section 2.3;1) to another gateway maintained by the
appropriate CMSP "CMSP Gateway." (Section 2.3.2)

Each individual CMSP Gateway would be responsible for the management of the particular CMSP
elections to provide alerts in whole or in part. The CMSP Gateway would also be responsible for
formulating the alert in a manner consistent with the individual CMSP's available delivery technologies,
mapping the alert to the associated set of cell sites / paging transceivers, and handling congestion within the
CMSP Infrastructure. The CMSP Gateway will process alerts in a first in - first out (FIFO) queuing
method except for a Presidential~level alert, which will be immediately moved to the top of t1:te queue and
processed before all other non-Presidential alerts. The CMSAAC or its successor will study the feasibility
of establishing a procedure that, if invoked, would give certain messages priority status irrespective of their
ranking in the Alert Gateway queue.

Upon receipt 0f an alert from the CMSP Gateway, the CMSP Infrastructure distributes the received CMAS
alert message to the determined set of cell sites/paging transceivers and authenticates interactions with the
Mobile Device (Section 2.3.3). Ultimately, the alert is received on a customer's Mobile Device., The major
functions ofthe'Mobile Device are to authenticate interactions with the CMSP Infrastructure, to monitor
for CMAS alerts, to maintain customer options (such as the subscriber's opt-out selections and subscriber's
'preferred language, if applicable), and to activate the associated visual, audio, and mechanical (e.g.,
vibration) indicators that the subscriber has indicated as options when an alert is received on the Mobile
Device. (Section 2.3.5.)

1.1.2 Deployment Scenarios (Section 3)
This section notes that the WARN Act specifies that a CMSP w1:to elects to, transmit emergency alerts can
elect to transmit the CMAS alerts "in whole or in part."s The CMSAAC defines "in whole or in part" as
including all or a s~bset of the CMSP's service area, and/or all or a subset of current and future mobile
devices supported by the CMSP network. The section then posits a set of scenarios in which an individual
alert is sent over CMSP networks that deploy various technologies and handsets that mayor may not
:suppoIit\theltransmission.efthe alert. (Sections 3.1-3.3). This section also contains recommendations for
the notices to sUbscribers'.that the WARN Ac6 requites where aCMSP does not elect to provide alerts.
(Section 3.4).

1.1.:~3, ~~QMI.~S fJert'~SQe,i:lario$J$ection 4)
This section provid~~'des~cipti.ons ofa representative sample of scen'arios and message flows related to the
\mmsrmssion1and support :of CMAS Alerts. The section inchiaes·descriptions and charts of scenari0s
'involv~qg'text ba~ed.streaming au'tlio ,or st\"eaming video'CMAS alert, CMAS alert cancellation, CMAS
dlert'updates; CM~oSTale'rt expiration, duplicate CMAS alerts, and multiple different active CMAS alerts.

. '

1.1 ~4 . ):, ~~e;(iI:~r~1 :Reeo.mmendatJoi1s and Conclusions (Section 5)
• - • )I '_' -Jl, .' " ' •

Thjs' sectian s.~ts 'fo~h::~e'~GMSAAC'~,~~commend~t!,?n~,~pncerning the extent and scope of <;:MAS alerts.
The m~jor rec0mIhendlltidn in this section is that tq,ere sh0Qld -be three class~s of Commercial Mobile
Alerts ~CMAs): Presidential-level, Imm'inent threatto life and property; and Child Abduction Emergency
or "AMBER Alert" Service (Section 5.,1). The,se,ction also recommends a format for CMAS alerts (se
Section 5.3.1.) .and ameth6'd for ~xtracfing a CMASalerl from CAP fields and free form text (Section
SJ.G,2.).-,The~~,~otiofi..alsojt~~Qmrriends that alertinitiatots· be kained on creating CMAS alerts (Section
5.3A~.', . {

• i;"
....., ,

:t,

~ [P~0,yJsi~ns hav:e,als~!1peep !U~a,de f~r auth~dzed alert originators to formulate and distribute alerts via the Alert
. ~~~~P~~9Jt~~.¢~xt.::S,e~4tf.jM"Il.ectiqn 5.g.21 supra.

5W;~.'D'l{T~A:bt' '§~(i)2(c~' ' -, _~u" '_._' " . J. _
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Asignificant recommendation concerns the geo-targeting of CMAS alerts. The CMSAAC acknowledges
that it is thegoa\ o{ the CMhS {or CMS~s.tp. pe.'ap\e~t9j.de\iver geo-targeted alerts to the areas speciiled by
the alert initiator. However, early CMAS lmplementations will likely be limited to static geo-targeting
areas. Hence, the CMSAAC recommends that, initially, geo-targeting be at least precise enough to target at
the county level. The CMSAAC further recognizes that certain areas with especially urgent alerting needs
have a need for more precise geo-targeting, and provisions are made to accommodate them. Longer term
the CMSAAC recommends that provisions in Section 604 of the WARN Act be applied to fully realize the
benefits of dynamic geo-targeting.

This section also makes recommendations on the needs of users, including individuals with disabilities and
the elderly. Among the major recommendations is the requirement for the CMAS to support a common
audio attention signal and a common vibrating cadence to be used solely for CMAS alerts. Further, the
CMSAAC recommends that the alert initiator use clear and simple language whenever possible, with
minimal use of abbreviations and that the mobile devices provide an easy way to allow the user to recall the
message for review.

The section notes that the WARN Act provides for subscriber CMAS aiert Opt-Out, and recommends that
CMSPs shall offer their subscribers a simple opt-out process that is based on the classification of imminent
threat and AMBER Alerts. Except for presidential messages, which are always transmitted, the process
should allow the choice to opt-out of (1) Allmessages, (2) All severe messages, or (3) AMBER Alerts.
Regarding the transmission of CMAS alerts in languages other than English, the CMSAAChas analyzed
the technical feasibility of supporting multi-language CMAS alerts on various delivery technologies and
has determined that support of languages other than English is a very complex issue and that, at the present
time, the CMSAAC believes there are fundamental technical problems to reliably implement any languages
in addition to English. The CMSAAC recommends, however, that the biennial review committee continue
to study the feasibility of supporting additional languages, as technology evolves.

Finally, the CMSAAC notes that roaming is only supported on an intra-technology basis.

1.1'.5 Service Profiles (Section' 6)
In this section the CMSAAC notes that the CMAS architecture and recommendations are based upon the
principles of technology-neutral service profiles containing, for example, profiles for maximum payload
and displayable message size. The section defines service profiles for: (a) Text; (b) Streaming Audio
(future .c.apabilitY)i (c) Str~aming Vide.o (future'capability)~ and (c) Downloaded Multimedia Profile (future
capabj,litY)1 ,and. pf.0vides :generall'ecommendations and 'conclusions for each.

1.,1.6, ' MobUe ;Oevice FuncUonaliil,y fQr.OMiAS Alerts (Se,ction 7)
This section describ~s theJmpact~t(j".the·mobile;deVic~s':'i.e.the'ha~dsets, for the support of CMAS alerts.
'File see.tion iQclode~·the r,¢commendation that if the end'user has both muted the mobile devioe audio and
.alanns andtQr has 'deselected or tllfftep.off tbe vibrati<>n oap!1bilities of the mobile device, neither the CMAS
aqdio 'a(tenti<'5n' signal nor the special-emergency aleFt,v.i~ration·didenoe will be activated upon receipt of a
CMAS',alert. Further:, the'sectionlreoommends,that, in~order to minimize the possibility of network
congestion and false alerts,' mobile devioes should not support any user interface capabilities to forward

..teGeiv~dCMAS.alerts. tor~ply to received CMAS alerts, or to copy and paste CMAS alert conte!lts. The
section.also·notes~thltthe monitoring for CMA'S alerts could have a significant impact on handset battery
Ufe, butthat,with modifioations to netwoi,k infrastructure, II\Qbile devices and/or standards, the reduction of
blittery1if~can be ~ess,thai110%oftoday's'capability for monitoring.

'1.1.7 S~C,~tit' for CMAS Alerts' (S~ction' 8)
This se~tiqn "1ec<'?II$ends,:~~specifIo,AlertAig~e~ator and Alert Gateway Trust Model to assure the
seciurit~"llUt~en'tiqatl?llaI,f9auth0tization'of alerts from the Alert initiator to the CMSP Gatew~y. The
seGtion;~hen.'reG.~qpnelids~ecurityrequirements for the interface between, the Alert and CMSP Gateways
and witpin eaeh CMSP's network.

"
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1.1.8 CM~S ReUab\\\\'l &. Per10rmance ~sec\\on 9)
Recommendations in this section include Alert Gateway performance requirements such as the capability to
monitor system utilization for capacity planning purposes, and to temporarily disable and buffer CMAS
alert traffic in the event of an overload. The CMSAAC acknowledges the importance of asse~singany
latency in alert delivery, but notes that it will be difficult to predict system performance in this area prior to
deployment. The CMSAAC suggests that factors relevant to potential latency include; mobile device
battery life impact, call processing impact; capabilities of the delivery technology; message queues; number
of languages; number of targeted cell sites/paging transceivers for the alert area; and any geo-targeting
processing. Similarly, although the CMSAAC recommends that the CMAS end-to-end reliability
technology meet telecom standards for highly reliable systems, the over-all reliability of CMAS is
unpredictable because RF transmissions can be subject to noise and other interference or environmental
factors; the capabilities of the cellular environment are not predictable especially in a disaster environment;
the subscriber may be in a location that does not have any RF signal; and the subscriber's mobile device
may not have any remaining power. In order to assure the reliability and performance of this new system,
the CMSAAC recommends procedures for logging CMAS alerts at the Alert Gateway and for testing the
system at the Alert Gateway and on and end-to-end basis.

1.1.9 Interface Protocols for CMAS Alerts (Section 10)
This section establishes detailed technical protocols and specifications for the delivery of alerts over the
various interfaces in the Reference Model. Specifically, the section established requirements that Alert
Initiators must meet to deliver CMAS alerts to the Alert Aggregator, and that the Alert Gateway must meet
to delver CMAS alerts to the CMSP gateway. CAP mapping parameters are provided in detai,l.

1.2 Definitions
Commercial Mobile Alert (CMA) - The term CMA refers to the event that creates the need for.a CMAM
and can fall into any of the following three categories: i) a Presidential alert, ii) an imminent threat to life
and property, or iii) an AMBER alert.

Commercial Mobile Alert Message (CMAM) - The term CMAM refers to communication that is issued
to the end-user via the Commercial Mobile Alerting System in response to i) a Presidential alert, Ii) an
imminent threat to life and property, or iii) an AMBER alert.

Commercial Mobile A.lert Service (CMAS) ~ The term CMAS refers to the end-to-end architeqture for
delivery emergency alertlnessages subject to the WARN Act.

Commercial Mobile Service Provider (CMSP) - Per the WARN Act Section 602 (b) (1) (A), a CMSP is
a.Jicem;ee providing commercial.mobile service as defined in section 332 (d) (1) of the Communications
Act of 1934 (47 U.S:C. 332 (d) (1», where the term "commercial mobile service" means any mobile
service that is pt:ovided for profit and makes interconnected service available.6

1.3 Acronyms
AMBER America's Missing: Broadcast Emergency Response

CAP Common Alerting Protocol as defined in CAP version 1.1 specification

CDMA Code Division Multiple Access

CMA Commercial Mobile Alert

CMAM Commercial Mobile Alert Message

CMAS Commercial Mobile Alert Service

CMSAAC Commercial Mobile Service Alert Advisory Group

9
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CMSP Commercial Mobile Service Provider

CTIA Ce1Julib- TeleMihffliibications Industry Association

EOC Emergency Operations Center

FIPS Federal Information Processing Standards

ONIS Oeographic Names Information System

GSM Global System for Mobile communieations

NOAA National Oceanic and Atmospheric Administration

MVNO Mobile Virtual Network Operator

NIST National Institute of Standards and Technology

NWS National Weather Service

SAME Specific Area Message Encoding

SMS Short Message Service

UMTS Universal Mobile Telecommunications System

VPN Virtual Private Network

WARN Warning, Alert, and Response Network

XML Extensible Markup Language
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Commercial Mobile Alert Service Architecture and Requirements

2 Reference Architecture

2 2.1 Functional Reference Model Diagram

1. Provide information for the authentication and validation of actions across this reference point.

The actions to be performed at Reference Point A include the following:

CMSP

I
----~-- D

CMSP

•Mobile

----~-- E

.41

c

I'"
'..

Alert
Gateway

B

CMAS Functional Reference Model

Proposed Government Administered

,Refere"ce Point A

Figure 2-1

I
Local EOC

A
Federal
Agencies

'---r-t-
State EOC

3. Aeknowledgement from Alert Gateway to Alert Aggregator that the new, updated, or cancelled
, wireless alert message has been received by the Alert Gateway.

The CMSAAC reoQmmends that the Alert Aggrega.tor and A:lert Gateway be the responsibility of the
authorized government entity. The CMSAAC further recommends that the system be acquired, managed,
operated, and administered by the same 'authorized government entity.

'2. Delivery of a new, updated, or cancelled wireless alert message to Alert Distribution Network in CAP
format. ' .

2.2 Government Administered Elements Definitions &
Requirements

2.2.1

2~2.·2 Aler,t .Ag:gr.,eg~tor
The C,MSAAC lJe(lomm(m~s' that the autho~ized government entity operate an alerting framework that
aggre~!\tes &~t alyrt§\sybIPi,tted bY}1ederal, &tatj;l, Ttib.I!I~f!.nd;10c~1 odg~nators and deliver these alerts to the
Alert Gateway. 1lhe CMSMC makes the following additional recommendations regarding the Alert
Aggregator:
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1. An message originators will comply with the Trust Model when sending messages through the alert
framework to the Alert Gateway. (See:Section 8.1 1 below for a discussion of the Trust Model)

2. The Alert Aggregator will be operated according to the requirements set forth in the Trust Model.

3. The authorized government entity will publish open non-proprietary standards for message origination

4. The Alert Aggregator will utilize CAP as the messaging standard to the Alert Gateway..

5. Messages will be delivered to the Alert Gateway on a first-in first-out basis, with the exception of the
Presidential message, which will move to the front of any existing messages.

6. The Alert Aggregator will support bi-directional message traffic to deliver the message and to notify
the alert message originator of the status of its CMAS message.

7. The Alert Aggregator may consist of separate paths for the delivery of the message to the Alert
Gateway and from the Alert Gateway for message status notification.

The actions to be performed by Reference Point B include the following:

12

13

2.2.3 Reference Point B

14

15

16
17

1. Carry forward information for the authentication and validation of actions across this reference point.

2. Delivery of a new, updated, or cancelled wireless alert message to Alert Gateway in CAP format.

3. Carry acknowledgement from Alert Gateway to Alert Aggregator that the new, updated, or cancelled
wireless alert message has been received.

18

19

20

2.2.4 Alert Gateway

Gener~1 Alert Gateway System Requirements

21
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The functions to 'be performed by'the Alert Gateway include the following:

1. Ensure authenticity of interactions with the Alert Aggregator and the CMSP Gateway.

2. Validate (e.g., authentication and non-repudiation) the received wireless alert message.

3. Maintain a log ,of wireless alert messages received from the Alert Aggregator and delivered to and
~ I'. 1 ~ .

rejected' 'by the CMSP Gateway.

4. Implewentation and support of defi..ned 'servjce profiles' specifying alert message formats containing
information elements required by CMSPs for the delivery of alert messages to wireless devices.

~. Stores CMSPs profiles including the CMSP election within a specific service area, supported
technologies including any associated service profiles, characteristics, restrictions, limitations, or
parameters.

6. Deployment to achi~!ve geographic separation from tpe CMSP Gateway.

7. SuppoJ;!t interfa'Cing with miJltiple.cMSPs and with multiple CMSP Gateways per CMSP.
" , \. '

8. GeographicaUY,redundant AleFt Gateway to avoid a single point of failure.

12
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1 2.2.4.2 CMSP Profile Support

2
3

4
~
6

7
8

9

The CMSAAC recommends that the Alert Gateway have a profile for every CMSP. The CMSAAC further
recommends that these profiles be administered using the following procedures:

• The CMSP Gateway IP addresses and CMSP service area on a state level will be provided by an
authorized CMSP representative to the Alert Gateway administrator 30 days in advance of the
required in-service date when CMSP begin to transmit the CMAMs.

• Any updates of CMSP profile will be provided by an authorized CMSP representative to the Alert
Gateway administrator in writing at least 30 days in advance of the required in-service date.

• The parties will negotiate and mutually agree on an implementation date.

10 Table 2-1 CMSP Profile on Alert Gateway

Profile Parameter Parameter Election Description

11

12

13

14
15

.
16

17
18
19

\ ' 20"
" 21

CMSPName Unique identification of CMSP

CMSP Gateway Address IP address or Domain Name

Alternate IP address Optional and subject to implementation

Geo-Location Filtering <yes/no> If "yes" the only CMAM issued in the
listed states will be sent to the CMSP
Gateway.

If "no", all CMAM will be sent to the
CMSP Gateway.

If yes, list of states CMAC Geocode for state List can be state name, abbreviated state
name, or CMAC GeoCode for state (see
Section 10.4.5)

2.3' QNi~S,P Admi!nistered Elements Definitions &
Req~irements .

':,2.3.1 'R~fe(ef;lce PQint C
The CMSAAC recommertds that the actions to be. performed by Reference Point C include the following:

1. Provide infomiation for the authentication and validation of actions across this reference point.

2. Delivery of a new, updated, or cancelled wireless alert message by the Alert Gateway in a format that
is suitable for the mobile devices and the wireless alert delivery technology or technologies,
implemented ~y the CMSP.

3. AGknowledgemeqt fre.m CMSP Gateway to Alert Gateway that the new, updated, or canc,elled wireless
alert mes~age ha:s'l:.leeJ)\'t¢.~ej.ved by'the CMSP Gateway.

13



}.. :.

:'I"

1

2
3

4

5
6

7

8
9

10

11
12

13
14

15
16

17
18
19

20

21
22

23
24

25
26
27

28

29

30

31

32
33
34
35

36
37

38
39

40
41

42
43

2..9.2. CMS~ Qa\ewa'}
The CMSAAC recommends that the furleU61i§ 'tf} :ee"~8tr6rmed by the Commercial Mobile Service
Provider Gateway include the following:

1. Authentication of interactions with the Alert Gateway.

2. Management of Commercial Mobile Service Provider elections to support CMAS alert ~ervices within
the Commercial Mobile Service Provider's service areas. '

3. Determination if CMSP has elected to offer CMAS alert services within the specified alerting area.

4. Determination of which delivery technology or delivery technologies will be utilized for the
transmission of CMAS alert messages within the specified alerting area.

5. Map the alert area of the CMAS alert message into the associated set of cell sites I paging transceivers.

6. Manage and execute CMAS alert retransmission subject to delivery technology capability and CMSP
policy.

7. A CMSP that elects to transmit alerts will have one or more CMSP Gateways designated for receipt of
alerts from the Alert Gateway.

8. The CMSP Gateway should have redundancy and be designed to provide high reliability and
availability comparable to similarly situated network elements.

9. A Commercial Mobile Service Provider may have one or more CMSP Gateways in the CMSP network
to support regional distribution of CMSA messages and to handle anticipated CMAM traffic levels.
The CMSP has the responsibility for the distribution of the CMAM traffic among CMSP Gateways.

10. CMSP Gateway(s) in a CMSP network will be identified by a unique IP address or domain name.

11. The CMSP Gateway will support the defined CMAS "C" interface and associated protocols between
the Alert Gateway and the CMSP Gateway.

12. The interface from the CMSP Gateway to the CMSP Infrastructure is CMSP and technology dependent
and is not specified in CMAS.

13. The CMSP Gateway model will support standardized IP based security mechanisms such as a firewall.
The CMSP will provide a secure connection from the CMSP Gateway to the Alert Gateway for
reception of the CMAS messages.

14. The CMSP Gateway application will support CMAM:

a. Authentication

b. Messag,e integrity

c. Availability (i.e. keep alive messages)

15. The CMSP Gateway will support a mechanism on the Reference Point C interface with the Alert
Gateway to stop and start alert message deliveries from, the.Alert GatewllY to the CMSP Gateway
under conditions such as the event too many messages are being received on the interface, the CMSP
Gateway buffers are full, congestion exists at the CMSP Gateway, etc.

16. The CMSP Gateway will support a mechanism to handle congestion within the CMSP Infra'structure
according to CMSP policy.

17. The CMSP Gateway will not be responsible for performing any formatting, re-formatting, or
translation of the CMAM other than the foUowing:

a. Text, audio, videa, and multimedia files may require transcoding into the proper format (e.g.,
, cod~9) .&Ppporte1 by th~mobile device.

18. The CMSP Gateway will be responsible for vaJ,idating message.integrity and alerting pmameters and
respond with an error message to the Alert Gateway if these walidations fail.

14
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\9. 'the CMSP Gatewa)' will retrieve an)' resources (e.g., audio, video, mu\timedia f1\es such as graphics)
from the Alert Gateway if the alert attributes indicate a resource is available and if the CMSP has the
capability to broadcast these resource types.

20. The CMSP Gateway will process CMAMs in a first in - first out (FIFO) queuing method except for a
Presidential-level alert which will be immediately moved to the top ofthe queue and processed before
all other non-Presidential alerts. The CMSAAC or its successor will study the feasibility of
establishing a procedure that, if invoked, would give certain messages priority status irrespective of
their ranking in the Alert Gateway queue.

CMSP infrastructure functionality is generally dependent on delivery technology, the capabilities of the
delivery technology, and mobile vendor/CMSP specific policy and requirements. The following are general
guidelines recommended by the CMSAAC for the functions to be performed by the CMSP Infra~tructure:

9
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2.3.3 CMSP Infrastructure
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1. Authentication of interactions with the Mobile Device which is dependent upon the capabilities of the
delivery technology and CMSP policy. This function may not be part of CMAS but a capability of the'
underlying delivery technology.

2. Distribute the received CMAS alert message to the determined set of cell sites/paging transceivers for
transmission to the mobile devices within the range of cell sites/pager transceivers. '

3. For each specified cell site/pager transceiver, transmit the CMAS alert message using the delivery
technology or delivery technologies supported by the CMSP for that specific cell site/paging
transceiver.

Reference Point D is the interface between the CMSP Gateway and the CMSP Infrastructure.' Reference
Point E is the interface between the CMSP Infrastructure and the mobile device including the,air interface.

Reference Points D and E are defined and controlled by the Commercial Mobile Service Pro~iders. The
CMSAAC recommendations in this document define what type of information needs to be conveyed across
Reference Point E to support CMAS alerts on mobile devices. The CMSAAC recommends that the
definition of the Reference Point D and E protocols be performed by the commercial mobile service
providers in conjunction with the CMSP infrastructure network vendors and the mobile device vendors.

Mobile device functionality is generally dependent on delivery technology, the capabilities of the delivery
technology, and mobile vendor/CMSP spe<;:ific policy and requirements. CMAS should allow for mobile
device vendor flexibility in the design of CMA user interactions, and allow for innovation by the mobile
device vendors and CMSPs, especially as mobile device technology advances. The following are general
guidelines recommended by the CMSAAC for the functions to be performed by the Mobile Device:

1. Authentication-of interactions with the CMSP infrastructure. The authentication will not be part of the
CMAS alert and is deI'ivery technology dependent.

2. Determination o(delivery technology or delivery technologies being supported by the Commercial
Mobile Service Provider in the subscriber's current visited network.

3. Monitor associated channel or channels according to the requirements of the delivery technology or
delivery technologies for CMAS alerts.

4. Maintain configuration of CMAS alert options including the following:

a. Subscriber'scho~ce ofCMAS alert opt-out selections.

b. Subscriber"s preferred language fpr CMA:S alerts if applicable to the delivery technology.
.,'

c. Default langQage.is English if CMAS alert is not being transmitted in subscriber's preferred
language.

21

22
23

24
25
26
27
28

29

30
31
32
33
34

35
36

37
38

39
40

41

42

43

44
45

2.3.4

2.3.5

Reference Points D & E

Mobile Device
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5. Extraction of the CMAS alert content in the subscriber's preferred language or in the default language
of English, if the CMAS alert is notbeing transmitted in the subscriber's preferred language.

6. Presentation of received CMAS alert content to the mobile device user in accordance wi,th the
capabilities of the mobile device, if the CMAS alert complies with the subscriber's opt-out selections.

a. Presidential level CMAS alerts are always presented.

b. Presentation of a CMAS alert will activate associated visual, audio, and mechanical (e.g.,
vibration) indicators per subscriber options configured on the mobile device.

7. Detection and suppression of presentatioJ.l of duplicate CMAS alerts.

8. Suppression ofCMAS alert visual, audio and mechanical (e.g., vibration) indicators upon subscriber's
action on the mobile device user interface (e.g., key stroke, touch screen).
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Commercial Mobile Alert Service Architecture and Requirements·

1

2 ~ Deployment Scenarios
3 The WARN Act specifies that a commercial mobile service operator who elects to transmit emergency
4 alerts can elect to transmit the CMAS alerts in whole or in part? The CMSAAC recommends that the
5 definition of "in whole or in part" include the following:

6

7
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14

15
16
17
18
19
20

21
22
23

• All or a subset of the CMSP's service area

• All or a subset of current and future mobile devices supported by the CMSP network

For reasons detailed in Annex B - WARN Act Statutory Requirements, the date of election is likely not the
date of deployment. Therefore the CMSAAC recommends that the process for a CMSP to "file an election
with the Commission with respect to whether or not it intends to transmit emergency alerts" l?hould include
the following information:

1. Potential date of initial deployment

2. Potential date when mobile device(s) with CMAS support are available for consumer purchase

3. Whether the deployment will be "in whole or in part"

It is important to understand the various scenarios that may be deployed in CMSP networks to support
CMAS for those CMSP that do elect to transmit the CMAS alerts in whole or part. In addition, these
scenarios need to be understood for the development of appropriate information a CMSP must provide to
the subscriber to educate them on the availability of CMAS alerts. This information also needed: to educate
the sources of the CMAS alerts so there is not an unrealistic expectation as to the percentage of population
to which the alert message may be broadcast.

Note: the following diagrams shows variety of mobile devices (Le. cellular mobile phones and pagers) as
illustrative examples; it is not the intention to suggest all mobile device technologies are. supported by a
single operator or via a single CMSP network.

7\VARN Act, § 602(b)(1)(B).
17



: Ii ~. " " ,", l-~~ ",'. ~.''''' ·;1r ", • ~'.I' -' ' , •

'Coromer,ei;;lI M,~,~i1ef~l~fJt,S~~ic'e~rd~it!=lqture amlili~ifq41r~!iQ,~-~t~: ~ ""<, '·t ',: ',~' ",
....... , _ _ ••:_.' ~ •• _' ,",; r .. '"-:_ j _ • t

3.1 Scenarios for Single Technology Deployed

This scenario illustrates where the CMSP deploys a single delivery technology within the CMSP network
to support CMAS alerts, and all mobile devices on that network support the delivery technology and thus
the reception of the CMAS alerts.

2

3

4
5
6

3.1.1 Scenario - CMAS In Entire Single Technology Operator
Network on All Devices

7

8

9

Figure 3-1 CMAS in Entire Single Technology Network on All Devices'
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This scenario illustrates where the CMSP deploys a single delivery technology within the CMS:!;> network
to support CMAS alerts, and only a subset of mobile devices on that CMSP network support the delivery
technology and thus the reception of the CMAS alerts.

1

2
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6
7

3.1.2 Scenario - CMA~ -in E~tire Single Technology Operator
Network on a SUJ;~et of·Devices '

• '8

8

9

Figure 3-2 CMAS in Entire Network on Sub-set ofDevices
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1 3.1.3 Scenario - CMAS in Subset of Single Technology
2 Operator's Network on All Devices
3 This scenario illustrates where the CMSP deploys a single delivery technology in a subset of the CMSP
4 network to support CMAS alerts, and all mobile devices on that CMSP network support the delivery
5 technology and thus the reception of the CMAS alerts while in the portion of the CMSP network where the
6 delivery technology is deployed.

..

.'

" ,

7

8

9

Figure 3-3 CMAS in Subset ofSingle Technology Operator's Network on All DeVIces
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