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James U. Troup

February 26,2008

VIA ECFS
Marlene H. Dortch
Office of the Secretary
Federal Communications Commission
445 12th Street, S.W.
Washington, DC 20554

(202) 344-8066 jutroup@venable.com

Re: Certification of CPNI Filing / EB Docket No. 06-36

Dear Ms. Dortch:

In compliance with the FCC's Public Notice, DA 08-171 (released on January 29,2008),
Elkhart Telephone Co., Inc. hereby files its report providing its annual CPNI officer certification
and accompanying statement explaining how its operating procedures ensure compliance with
the FCC's CPNI rules.

Should you have any questions or need additional information, please contact the
undersigned.

Sincerely,

James U. Troup
Counsel for Elkhart Telephone Co., Inc.

Enclosure

cc: Marcy Greene (FCC Enforcement Bureau)
Best Copy and Printing, Inc.



Annu:l147 C.F.R. Sf't'liOlI 64.2009(t) erNI Cerlific:llion
E8 Docket 06·J6

~~I Elkhart Telephone Co., In!.
EPICTOUCH---

Annual 64.2009(c) CI'NI Cer1ificallOIl for 2007

Date Filed: 212712008

Name afcompany CO\'ered by thiS cenifil;3llon: Elkhan Telephone Company

Fonn 499 Filer ID: 806874

Name of signatory: Bob Boaldin

Title of signatory: President

l. I30b Booldin. certify thilt I am an officer ortlLe company named abo\'c. anullctingas
an agcllt of the company. thaI J have personal knowledge that the company has
established oprntting procedures that are adequate to CIlliUn: compliance with the
Commission's ePNI roles. 5«47 C.F.R. 5el.:tion 64.2001 el seq.

An:lched 10 Ihis certification IS an accompanying statement c)[plaimng how Ihe
company's procedures ensure that the comp:any [is/is not) in compliance wilh the
requirements set fonh in section 64.200 I el seq. orthe Commission's rules.

The cOI1l~ny has not taken any actions (proceedings instituted or petitions filed by a
company at either Slate commiSSions, lhe coun system. or at the Commission against data
brokers) against daHl brokers in lhe past year. Companies musl repon on any infonnalion
lhal lhey ha\'e wilh respect to lhe processes prctextcrs are using 10 ancmpl to access
ePNl, and .....hat Sleps companies an: laking 10 protect CPN!.

The colllpany has not received any customer complaints in the pasl year concerning
the unauthorized release of CI'NI (number of custolller complaints :I company has
received rebtcd to 1I1lllUthorizcd access to CI'NI, or unauthorized disclosure of erN!.
broken down by cmegory or complaint, e.g. instanccs of improper nccess by cmployecs,
instances of improper disclosure to individuals not authorized to receive the infonnation.
or inSlances of imlJropcr access to online infonll:llion by individuals not 3ulhorizcd to
\·iew the infonI1lltion).

Signed _,62""".('-0·-,63""""""LL...,,,.·_lclcctTOme signature ifapplicable]



'1~EI Elkh,," Telephone CD., In!"
EPICTOUCH---

Anllu:l147 C.F.R. Srrlinn 64.2001 64.2011 erNI OperJling
Prorfflures COlllllli:llIce Sialelllent Eft Docl;el 06-36

The Operating Procedures Compliance StalclllI:lIl for ELKHArn TELEPHONE
COMPANY (lhe "Colllpany") explains how lhe established opcmling procedures ensure lhe
Company's compliance with Ihe customer pmpriemry "c(work infonnation ('"ePN''') rules in
this subpart. All Company employees will be uained annually on the Operating Procedures fOf
properly 5:lfeguarding all erN!.

E\'cry emplo)',,:e of the Company has a dUly to protccl Ihe confidentiality of ePNI. as
defined in 47 U.S.C. § 222(hXl). A violmion of the Company's operating procedures will result
in disciplinary aClion. For a first violntion, an clllplo}'ee will be given a warning and the
violation will be notl'd Oil lhe employee's record, An employee will be subjcet to h::nninalion of
employrnclll for a second violalion,

TIle service caltgories provided by the Company include local c,;dlange telephone
service and DSL access se....'ice. [t is lhe Com~y's policy to ~ use CPNI for any sales or
marli:ering purpose. Specifically, usc of CPNI obIained from the Company's prO\~sion of OIle

sef\~ce category to martel a second setVicc category to indh'iduals or businesses that are not
already customers of lilaI second se....,ice elltegory is S1riCily prohibited. .

No Company C'mployee shall disclose CI'Nlto any Company llffiliate or other third pany
unless such disclosure is required by a lawful SUbpoellll or is uscd in accordllnce with Section
64.2005. A Company employee thai receives or obtains ePNI for lhe purpose ofprovidillg any
leiccoillmunications service shall use the informatioll only for su,h purpose and shall 1101 use
su,h infomution for any ()(her purposes.

TIle Company has developed. through its operating procedurt"S, extensive safeguards lhat
ha\'e reasonable ml:aSurt"S to discover and protect againsl anempts to gain unauthorized access to
CPNI. Company employees arc following procedures designed to authenlicate all customers
prior to disclosing crN! based on customer-initialed telephone COlllacl or a retail store visit.

A Company employee shall disclose CI'NI only upon an affinnntive request by lhe
customer and only aftcr validating lhal the person requesting lhe informalion is Ihe person thaI
opencd lhe occounl with lhe Company. TIle validation process llIuSt, al a minimum. include
asking the person requesting non-call dClail CPNI for the last four digits of the tuslonler's SOl.':ial
security number ~ driver's license number and only disdosing the llOfl-call det:lIl CPNI If the
correct four digits arc pro\'ided_ No Company employee shall disclose CPNI to a person olher
than the customer unless the customer provides wriueu amhorizatiorl affinnatively requesting
th:n the custOlller's ePNl be disclosed 10 Ihat person. No COlllpany employee shall disclose call
detail infonn3tion over the telephone. The customer will havc to be presenl in :I rctaillocation
and presenl v:llid pholo ID in order 10 oblain call dctai! ePNl. If the cuSlomer rcquests, the
COlllpany C:ln mail call delail infomtatioll to Ihe address of record.



Notification may be sent by email, voicemail, text message or US Mail to both the customer's
prior and updated address of record.

The Company holds periodic training snsions to train emplo}"ees as to when they are and
an:: 1101 authorized 10 uSC: or disclosc: CPNI. followed by a supervisory rt"view process regardmg
compliance with ePNI rules. The Company also sends.. via company email. infonnation to
employees relating to ePNI compliance.

Should the Company make a decision to modify its prohibition on the use of CPNI for
markcting purposes. it will notify all employees of any such modifications lmd allow reasonable
time for such modifications to be implememed. Undcr no circumstances will CPNI be uscd for
any marketing purpose until after the Company has sent customers the n()(iees required by 47
C.F.R. § 64.2008 and n::ceh'ed the customer opt-in or opt-OUI approvals required for such I15C of
CPNI.

Sales personnel musl obtain wrillen supervisory appro\'al before soliciting customer
approval for any out-bound marketing campaign. The Company will establish a syslcm by
which the status of a customer's CPNI approval can be cle~r1y identified if the Company changes
its CUITCnt poliey and decides 10 use CI'NI in an out-bound s;lles or nmrketing campaign. Upon
stich a change in Company policy. employees must add to the CPNI record a description of each
such out-bound marketing campaign. the specific CPNtthat was used in the campaign. and what
products and services were offered as pan of the campaign. As specified in Section 64.2009(f)
of the FCC's rules. the Company willllO(ify the Commission by letter within (5) business days
ofany Illstance whert the opt-infopt-out rnec::hanism ha\'e 1101 warted.

AS required by FCC CPNI rules and as outlined in the Company's opdating procedures,
law enforcement notification procedures are strictly adhered to. Should any breach of CI'Nt
integrity be discovered, the Company will develop and maintain a record as to the dale of the
bre..ch discovery. who discovered the breach. and the resulting notilicarions to the United Stales
Secret Scrvice and the Federal Bureau of Investigation no later than 7 days from the date of the
discovery of the breach. The records of these discovered breaches will be maintained and held
by the Comp.1ny for no less than (3) years.

';8'''' 6 d- fa ".,.?I",~
Bob Boaldin. Presidcnt

Date ,2-2]-08

Action tabn 11\' the COlllllall\' agaillst cmplo\"cesfdala brnkers fnr IlIH1Uthoriled
release ofCI'i\'1
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Action taken II ... the Compan... ae.ainst emp[o\'t'esfriata brokers for UIIlluthorizl.'d
releau of CPNI

There .....ere no actions taken against anyone by the Company during the 2007 calendar year.

CuslOlller complniuls received hy the COllmall\' for HlI;lUlhorlzed release of CPNI

No customer complaints collCCming the unauthorized release of customer proprietary network
information .....ere reeei\'ed during the calendar year 2007.

5;'0", @"k a3adL.-.
Bob BO:lldin, President
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