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HANCOCK LONGDI~fc~y ()m~NAL

Marlene H. Dortch, Secretary
Office ofthe Secretary
Federal Communications Commission
445 12th Street S.W.
Washington, D.C. 20554

Re: EB Docket No. 06-36

Dear Secretary Dortch:

FllEO/Aeet:PTE6JRIGINAl
FEe 252008

Federal Communications Commission
Office ot the Secretary

In accordance with the Public Notice issued by the Enforcement Bureau on January 29,
2008, please find attached our company's annual compliance certificate for the most
recent period as required by section 64.2009(e) ofthe Commission's Rules toget~er
with a statement ofour company's policy and operating guidelines established to ;ensure
compliance with the Commission's Rules and Regulations regarding Customer .
Proprietary Network Information.

Should you have any questions regarding this filing, please direct them to the
undersigned.

Sincerely,

~Jl(!Ch
Bethany 1. Millar
General Manager

No. of Copies rsc'd
LietABCDE

34 Read Street· Hancock, New York 13783 • Tel: 607·637·9911· Fax: 607·637·9999 • www.hancoqktelephone.com
I



•••••••••••....,..-.,,:-,.
• •••• •••••

HANCOCK LONG DISTANCE

Annual 47 C.F.R. § 64.2009(e) CPNI Certification

EB Docket 06-36

Annual 64.2009(e) CPNI Certification for 2007

Date filed: February 21, 2008

Name of company covered by this certification: Hancock Long Distance, Inc.

Form 499 Filer ill: 826589

Name of signatory: Robert C. Wrighter, Jr.

Title of signatory: Vice President

I
FILED/ACel:PiEO

~t~ t ~ 1~~%
Federal Com~un;cations Commission

Offlc~ ot the Secretary

OR\G\NAL

I, Robert C. Wrighter, Jr, certify that I am an officer of the company named above, ~nd acting
as an agent of the company, that I have personal knowledge that the company has establishdl
operating procedures that are adequate to ensure compliance with the Commission's CPNI rhles. See

I47 C.F.R. § 64.2001 et seq. I

Attached to this certification is an accompanying statement explaining how the company's
procedures ensure that the company is in compliance with the requirements set forth in secti~m
64.2001 et seq. of the Commission's rules. !

The company has not taken any actions (proceedings instituted or petitions filed by1company
at either state commissions, the court system, or at the Commission against data brokers) ag~inst data
brokers in the past year. Companies must report on any information that they have with res~ect to the
processes pretexters are using to attempt to access CPNI , and what steps companies are ta~g to
protect CPNI. :

I

The company has not received any customer complaints in the past year concerning the una4thorized
release of CPNI (number ofcustomer complaints a company has received related to unauthotized
access to CPNI, or unauthorized disclosure ofCPNI, broken down by category or complaint,] e.g.,
instances of improper access by employees, instances of improper disclosure to individuals 110t
authorized to receive the information, or instances of improper access to online information by
individuals not authorized to view the information). II

!

S~ed~#~ I

34 Read Street· Hancock, New York 13783· Tel: 607·637·9911· Fax: 607·637·9999· www.hancocktelephone.com
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HANCOCK LONG DISTANCE, INC.
STATEMENT OF COMPANY POLICY

When referred to in the guidelines set forth below, "Company," "we, "or ius"
refers to andincludes all employees, associ11tcs, andagents ofHancock Long Dist;ip.ce, Inc.

i
l

Hancock Long Distance, Inc. (the "Company") has a duty to protect the:
confidential, Customer Proprietary Network Information ("CPNI") of our custo~ers,
other telecommunications carriers, and equipment manufacturers. Therefore, tlie
following guidelines shall be followed by all employees and agents of the Comp~ny:

I

CPNI is any information that relates to the quantity, technical configurat~on,

type, destination, location, and amount of use of a telecommunications service '
subscribed to by any customer of a telecommunications carrier, and that is madtr
available to the carrier by the customer solely by virtue of the carrier-customer !

relationship. CPNI also includes information contained in the bills pertaining td the
telephone exchange service or telephone toll service received by a customer of ~

I

carrier.
I

Proprietary information of our customers, other telecommunications cart~ers,
and equipment manufacturers is protected by Federal law. .

CPNI which the Company obtains from another carrier for the purpose of
providing a particular telecommunications service may be used only for t~e
provision of that service, and may not be used for any otherwise unrelate<I

I

marketingefforts.!

i

Individually identifiable CPNI that we obtain by providing a telecommunications
service may be used, disclosed, or released on/yin the circumstances as ~et
forth in the Company's CPNI Operating Guidelines. !

The release of any CPNI by sales personnel must be authorized by a supervisor.,
i

The Company takes seriously the protection of our customers' CPNI, and in accbrdance
with 47 C.F.R. § 64.2009 will be subject to disciplinary review for violation of t;he
policies set forth above. Please contact your supervisor ifyou have any questions or
require additional information. i

I
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Company Operating Guidelines Relating to Customer Proprietary Network Information

I. Introduction.
"

i
These Operating Guidelines relating to Customer Proprietary Network Information ("CPNI") are intended
to ensure the compliance by Hancock Long Distance, Inc. (the "Company") with the Communications Act
of 1934, as amended, and related regulations regarding CPNI that have been adopted by the Federal
Communications Commission ("FCC"). Accordingly, from time to time, these gUidelines may ;change
based on changes in the governing law or FCC regulations. :

CPN', according to federal law, is (a) information that relates to the quantity, teqhnical configuration, type,
destination, location, and amount of use of a telecommunications service subscribed to by any customer
of the Company, and that is made available to the Company by the customer solely by virtue 'of the
Company-customer relationship; and (b) information contained in the bills pertaining to telephone
exchange service or telephone toll service received by a customer of the Company. This type of
information includes personal information such as: the telephone numbers called by a customer; the
length of phone calls; and services purchased by a customer, such as call waiting. '

I
Federal law also contemplates data referred to as "customer information" and "subscriber list information. "
These types of data do not involve personal, individually-identifiable information. Aggregate customer
information is data that relates to a group or category of customers from which individual customer
identities and characteristics have been removed; subscriber list information is data such as s,ubscriber
names, addresses, and telephone numbers. The Company's Operating Guidelines address only federal
regulations that are applicable to CPNI. '

In accordance with federal law, the Company may use, disclose, or permit access to CPNI in its provision
of (a) the telecommunications service from which such information is derived, or (b) services necessary
to, or used in the provision of that telecommunications service, including the pUblication of telephone
directories.

,

I

The Company may obtain approval from the customer to access and use that customer's cpNI through
either "Opt-out" or "Opt_in" methods. The Company may, subject to opt-out approval or opt-in approval,
use its customer's individljally i<:lentifiable CRNt for the purpose of marketing communications-related
services to that customer. The Company ma}!, subject to Ofiit-out approval or opt-in approval, disclose its
customer's indiVidually ide'1ti.fial1>le CPNI, for the purpose of marketing_communications-related services to
thatcustomer, to its agent~ and its,affiliates that provide coh)lmunications'-related services. The Company
may also permit sucl1 persons or entities to obtain access to such ,ePNI for such purposes. Except for
use.and disclosure of ePNI that is permitted without cust0m:er a'pproval under Section II.C, below, or that
is described in this paragraph, or as otlilerwise prov,ide<;l in section 222 of the Communications Act of
1934, as amended, the Complany. may ,only use, disclose, or permit access to its customer's individually
identifiable CPNI subject to opt-in approval. The "Opt-in" and "Opt-out" methods are describe:d below in
Sections IV.D and IV.E.

II. Limitations on CQmpany Use of CPNI.

It is the general policy of the Company to 'not use CPNI. If, however, CPNI is used, then the use of CPNI
by the Company will be only in accorda'rlce with the followin{!l ,guidelines.

A. Scope of \,Jse

The C~mpa~y !J1ayus~" di~clo~e, or ~~ermit ac~ess to CP!", f~r the purp?se of providing or
marketing serv.rce l!>ffenlilgl? al]T1cpng tliie,cate!1lof.Jes of service (I.e., local, mterexchange, and
CMRS) to whiCh our custdmer;lalre~l1l.~_ subscribes without customer approval.

- ~ .
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'If a customerl;it;Jb~t::ribes t;:~l~~e th·~~ d~;;:e~~te~o~Of~~rVice offered by our compa~YI then the

Corn?a\\'} rna'} ~\\a'(e C?\'-\\ amQn~ QU~ a~\\\a\e~ en\\X\e~ \na\ pTO\J\oe asel"J\ce D~eflT)g \D \ne
c~rom~ ,

, i

If a customer does not subscribe to more than one offering of our Company, then the Company
will not share that customer's CPNI with its affiliates, except in accordance with the Opt-out and
Opt-in procedures described below (Sections IV.D and IV.E, below). '

B. Permitted and Non-Permitted Use of CPNI by the Company

The Company will not use, disclose, or permit access to CPNI to market to a custom~r service
offerings that are within a category of service to which the subscriber does not already subscribe
from our Company, unless the Company has obtained the customer's approval to do so. The
Company may use CPNI without customer consent only in accordance with Section II.C, below.

The Company does not use, disclose or permit access to CPNI to identify or track cu~tomers that
call competing service providers. For example, customer service representatives and other
Company personnel may not use local serv'ice CPNI to track all customers that call local service
competitors.

C. Use of CPNI without Customer Approval !
i

The Company may use, disclose, or permit access to CPNI, without customer approJal, only as
described below. :

i
i

If the Company provides Commercial Mobile Radio Service ("CMRS"), then the Company may
use, disclose, or permit access to CPNI derived from its provision of CMRS, and may: do so
without customer approval for the provision of Customer Premises Equipment ("CPE",) and
information service(s). .

Similarly, the Company may use, disclose or permit access to CPNI derived from its provision of
local exchange service and may do so without customer approval for the provision of GPE and
call answering, voice mail or messaging; voice storage and retrieval services, fax store and
forward, and protocol conversion. :

Finally, if the Company~provides interexchange services (typically referred to as "long
l
distance"

servic-e), t~e C0.rn~~any IDa¥" ~se, discl'Ose or permit access to CPNI derived from its provision of
inter~~changeS81i¥joe .rhO mqy'do so withQut custome,r approval for the provision of CPE and call
answering, voice:mail'o~ ~~,Ssaging,''VQice.storage,and retrieval services, fax store and forward,
and pretocol conversiolif.' "

,,

The CompalilY may use, disclqse, or permit access to CPNI, without customer approval, in its
provision of inside wiring installation, maintenance, and repair services. :

W.here applio,able, the Company may use, disclose, or permit access to the CPNI of its CMRS
customers fep the purpo~e of conduoting research on'the health effects of CMRS. '

The Company may. use CPNI, withol;lt customer approval, to market services formerly. known as
adjunct-to-basic service~, selcn' as, but Aot limited to, speed dialing, computer-provided directory
assistance, c~II monitoring"eall tracing, call blooking, ca'II return, repeat dialing, call tracking, call.
waiting, caller 1.0., c~II f~rwaFdlng, and cer;tain Centrex features. :

2
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The Company may use~ disc'~se, o{~ermit access to CPN\ to ~rotect the rights Of ~fO~ert~ 01 the
Company, or \0 pro\ec\ users of those servlces and other carriers from fraudulent, abusive, or
unlawful use of, or subscription to, such services. .

Approval Required for Use of CPNI.

A. General policies Regarding Customer Approvals to Use CPNI
, I

j

The Company may obtain a customer's approval to use CPNI through written, oral or electronic
methods.

If the Company relies upon a cqstomer's oral approval, then the Company will bear the burden of
demonstrating that such approval was given in compliance with applicable FCC rules.

The customer's approval or disapproval to use, disclose, or permit access to that customer's
CPNI shall remain in effect until the customer revokes or limits such approval or disapproval.

The Company will maintain records of approval, whether oral, written or electronic, fdr at least
one year.

B. Use of CPNI Where Customer Approval is Received

i

The Company may use either "Opt-out" or "Opt-In" approval processes as provided f0r in
applicable FCC regulations in order to use a customer's CPNI. These approval proyesses are
described in Sections IV.D and IV.E, below, i

Where approval for the use of CPNI is received by the Company from the customer, the
Company may use a customer's individually identifiable CPNI for the purpose of marketing
communications-related services to that customer. Likewise, where this approval is received, the
Company may also disclose a customer's individually identifiable CPNI for the purpose of
marketing communications-related services to that customer, to its agents, and to its affiliates that
provide communications-related services. Further, where approval has been received by the
customer of the use by the Company of his/her CPNI, the Company may also permit such
persons or entities to obtain access to such CPNI for such purposes. Except for use 'and
disclosure of PPNI that)s permitted''l!lithout customer approval as described in Section II, above,
or viqan Ql1it~iJ!l or\C)'Pt..0uti'alii~~"iz~tiondesoribed in Sections IVD. and IV.E, below, the
Company rna¥ only use, r<i!jsclsse, or permit access to its customers' indiVidually identifiable CPNI
subject to Opt·Jjn approval.

; .3.

IV. 'Notice"'Require,,d for Use'of ePNI.

A. General'Requirement

The Company shall ~provide notification to the customer of the customer's right to restrict use of,
disclosure of, and'aoce:~s to that customer's CPNI prior to any solicitation for customer approval.

The Gompany will maintain record§):0f notification, whether oral, written or electronic, for at least
't. '. I'"

one ye;ar. :

B. Individual·Notice Under Certain Circumstances

The Cempany shal! provi,d~ inqividual notice.to customers when soliciting approval to use,
.:disclose, or perrilihibces:~;'tbcustomers' CPNI.

3



The customer notification shall provide sufficient information to enable the customer to make an
informed decision as to whether to permit the Company to use, disclose, or permit access to, the
customer's CPNI. The Company's notification will comply with the following: !

1. The notification shall state that the customer has a right, and the Company has a
duty, under federal law, to protect the confidentiality of CPNI. 1

2. The notification shall specify the types of information that constitute CPNI and the
specific entities that will receive the CPNI, describe the purposes for which CPNI
will be used, and inform the customer of his or her right to disapprove those
uses, and deny or withdraw access to CPNJ at any time.

3. The notification shall advise the customer of the precise steps the cu'stomer must
take in order to grant or deny access to CPNI, and must state clearly that a
denial of approval will not affect the provision of any services to which the
customer subscribes. However, the Company may provide a brief statement, in
clear and neutral language, describing consequences directly resulting from the
lack of access to CPNI, i.e., that the Company may be unable to market to the
customer products and services tailored to the customer's needs.

!
4. The notification shall be comprehensible and shall not be misleadingl

5. If written notification is provided, then the notice shall be clearly legible, use
sufficiently large, type, and be placed in an area so as to be readily apparent to a
customer.

6. If any portion of a notification is translated into another language, then all
portions of the notification shall be translated into that language.

7. The Company may state in the notification that the customer's approval to use
CPNI may enhance the Company's ability to offer products and services tailored
to the customer's needs. The Company also may state in the notification that it
may be compelled to disclose CPNI to any person upon affirmative written
request by the customer.

8. The Company shall not include in the notification any statement attempting to
encourage a customer to freeze third-party access to CPNI.

9. The notification shall state that any approval or denial of approval for the use of
~ CPNI outside of the service to which the customer already subscribes from the

Company is valid until tlie customer affirmatively revokes or limits such approval
or denial.

10. The Company's solicitation for approval must be proximate to the notification of a
customer's CPNI rights.

D. Opt-out Approval

"Opt-out ap'proval" is a method for.0,Bt9:i,nir:Jg customer consent to use, disclose, or permit access
to the.custoJner's\QPNk~,Wt1der;tht$ Flliiprqv·a! method, a cwstomeris deemed to have !j:onsented
td :the'use:!Ii'scl@sur.e, or ;access to tliJ.e c4stomer's CPNI if the customer has failed to d>bject to the
Company's I:Ise of the c.lllst9m~r's CPNI aft~r the customer is provided appropriate notification of

.' ill
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\ne~Qompany\s r'eqtle~t:1or oo11sent that-is'prov)ded Jh amanner consistent with the ~pplicable
federal rules and these Operating Guidelines. i

I

The Company may provide a customer notification to obtain her/his Opt-out approval' through
electronic or written methods. Except as provided in Section IV.F, the Company will 'provide
notification to obtain opt-out approval through electronic or written methods, but not by oral
communication.

i
l

The contents of any such notification shall comply with the standards described in Section IV.C,
above. The Company may use Opt-out approval to obtain a customer-'s consent to srare CPNI
among the Company's affiliates.

Where the Company elects to use the Opt-out approval process, the Company shall wait 30-days
(or in its discretion a longer period of time) after giving customers such notice and an opportunity
to Opt-out before assuming customer approval to use, disclose, or permit access to CPNI. In all
events, the Company shall notify customers as to the applicable waiting period for a response
before approval is assumed. .

If the Company uses an electronic form of notification, then the waiting period shall begin to run
from the date on which the notification was sent

i
I

If the Company sends notification by mail, then the waiting period shall begin to run on the third
day following the date that the notification was mailed. '

If the Company uses Opt-out notification, then the Company will provide notices to its customers
every two years.

If the Company uses e-mail to provide Opt-out notices, then it will comply with the following
federal requirements, in addition to the requirements generally applicable to notificatic;m:

1. The Company will obtain express, verifiable, prior approval from consumers to
send notices via e-mail regarding their service in general, or CPNI in particular;

2. The Company will allow cl,lstomers to reply directly to e-mails containing CPNI
notices' in order'fo Gpt-out; ,

3. If an Opt-out e-mail notice is returned to the Company as undeliverable, then it
will be sent to the customer in another forom before the Company will consider the
customer to have received!'llOtioe;

4. The Company will ensure that the SUbject line of e-mail messages containing
CPNI netiGes will identify Clearly and accurately the subject matter of the e-mail;
and

, )1

5. The COfTlpanywill mlqke aMailable to every customer a method to Opt-out that is
of"no aqditional cos!.to~the,customer a'ld that is available 24 hours a day, seven
days a week. TheQ<i!r'mp!=l!i!Y may satisfy this requirement through a oombination
of methods, so long~~s all customers have the ability to Opt-out at no cost and
are able to effectljats that choice whenever they choose.

"Opt-ifl~?lPP~9V~I::Jf ~,-m~t!,!-l!ld f~r optaining,Pustome~"consent to use, disclose! or permit access to
,the cUl)t0mer's~qR~I~ "P~i~;,ap~r,,0v;alm.eth0d requiresfthat the Company obtain from the customer

5
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affirmative,' express c~nseht s))owing the requested CPNJ usage, disclosure, or access after the
customer is provided appropriate notification of the Company's request consistent with applicable
Federal regulations as reflected in these Operating Guidelines. The Company may provide
notification to obtain Opt-in approval through oral, written, or electronic methods. The contents of
any such notification must comply with the standards of Section IV.C, above.

F. One-Time Use of CPNI

The Company may use oral notice to obtain limited, one-time use of CPNI for inbound and
outbound customer telephone contacts for the duration of the call, regardless of whether the
Company uses Opt-out or Opt-in approval based on the nature of the contact. :

i
The contents of any such notification must comply with the' requirements of Section IV.C, above,
except that the Company may omit any of the following notice provisions if not relevant to the
limited use for which the Company seeks CPNI: !

I
:

1. The Company need not advise customers that if they have opted-ouf previously,
no action is needed to maintain the Opt-out election; ;

I
2. If the Company's limited CPNI usage will not result in use by, or disclosure to, an

I

affiliate or third party, then the Company need not advise customers that the
Company may share their CPNI with the Company's affiliates or thir~ parties and
need not name those entities, !

I

3. The Company need not disclose the means by which a customer can deny or
withdraw future access to CPNI, but the Company must then explain:to
customers that the scope of the approval the Company seeks is limit~d to one-
time use; and '

I

4. If the Company communicates clearly that the customer can deny access to his
CPNI for the call, then the Company may omit disclosure of the precise steps a
customer must take in order to grant or deny access to CPNI.

v. Company Safeguards for Use of CPNI.

A. Approval System

The Company shall impl'ement a system by which the status of a customer's CPNI approval can
be cl~arly estaplished prior to the use of that customer's CPNI.

B. Training

The Company shall train its personnel as to when they are and are not authorized to use CPNI,
and the C@mpany shall have a'n express disciplinary p/i~oess in place for non-compliance with the
Company's safeguards for use of CPNI.

C. CPNI Coordinator

The Company sha'" app'eint a CPNI Coordinator who will supervise implementation and
adherence to these Ope'rating .Guidelines.

D. Records

6
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1ne'~~~;Da~1's~Q))';mA)n)~jn;~~r~)~~:1'~~btrlJn)Oa))y~;}~ some other manner, of Its own and its
affiliates' sales and marketing campaigns that use its customers' CPNI. The Compahy shall
maintain a record of all instances where CPNI was disclosed or provided to third parties, or where
third parties were allowed access to CPNI. This record shall include a description ofeach
campaign, the specific CPNI that was used in the campaign, and what products and services
were offered as a part of the campaign. The Company shall retain the record for a ~inimum of
one year.

E. Supervision of Compliance

The Company shall establish a supervisory review process regarding its compliance with federal
regulations regarding outbound marketing situations and maintain records of its compliance for at
least one year. Sales personnel shall obtain supervisory approval of any proposed outbound
marketing request for customer approval.

F. Compliance Certification

I
An officer, as an agent of the Company, shall sign a compliance certificate on an annual basis
stating that the officer has personal knowledge that the Company has established operating
procedures that are adequate to ensure compliance with federal CPNI regulations. The
Company shall include vyith the certification a statement explaining how the Company's operating
procedures ensure that it is or is not in compliance with the rules in this sUbpart. Ad~itionally, the
Company shall include with its certification an explanation of any actions taken against data
brokers and a summary of all customer complaints received in the past year concerning the
unauthorized release of CPNI. The Company shall make this filing annually with the Enforcement
Bureau of the FCC on or before March 1 in EB Docket No. 06-36, for data pertaining to the
previous calendar year.

G. Notice of Non-Compliance

The Company shall provide to the FCC written notice within five business days of any instance
where the Opt-out mechanisms do not work properly, to such a degree that consumers' inability
to Opt-out is more than an anomaly. The notice shall be in the form of a letter, and will include
the Company's name, a description of the Opt-out mechanism(s) used, the problem(s)
experienced, the remed,¥J1lroposed and when the Company will/did implement it, whether the
relevant state commissi'Cifn(s'. has been notified and whether it has taken any action, a copy of the
notice'provided to custg!iiler.s, and cQntact information. The Company shall provide such notice
even if the Company offeIs.;0tfol.er m~thods by which consumers may Opt-out, and only one of
those methods was affected.

J': .',*

VI. Company Safeguards on the'Disclosure of CPNI

A. Safeguarding CPNI

The Company shall take reasonable measures to discover and protect against attempts to gain
unauthorized access to ePNI. The Co~pany S~all properly authenticate a customer prior to
disclosing CPNI based 0n"tLJstomer..;,initiated teleph'one contact, online account access, or an in
store visit.

1. Telephone access 'to CPNI

The qOJl1Bany lfl1a¥~~~I¥ disclose call detail information over the telephone, based on
custi;>nier:JJni~iat~ \t~lp~~one t ~c:m!c;I~t, if the cUl;;t9mer fir~t provides the carrier with .a
passwer:d, ,as ·d~l'!@~lbee~Ili1"pa:r@~.ma.~.h VI.B, ~el'Ow, that IS not prompted by the :carner
asking for reCldH~aV.aila9Ie·bip-grapliicalinformation, or account information. Iflthe

'-;:'~ . 7
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.'dJ~t~:~'erlabes!rt~t'prcivid~ a~as~wordl the cOrh~~ny "may on\y d\sc\ose ca\Vdeta\\
intorma\ion by sending it to the customer's address of-record, or by calling the customer
at the telephone number of record. If the customer is able to provide call detail
information to the Company during a customer-initiated call without the Company's
assistance, then the Company may discuss the call detail information provid~d by the
customer.

2. In-store access to CPNI

The Company may disclose CPNI to a customer who, at the Company's retail location,
first presents to the Company or its agent a valid photo ID matching the customer's
account information. '

B. Establishment of a Password and Back-up Authentication Methods for Lost or
Forgotten Passwords

To establish a password, the Company shall authenticate the customer without the use of readily
available biographical information, or account information. The Company may create a back-up
customer authentication method in the event of a lost or forgotten password, but the Company's
qack-up customer authentication method shall not prompt the customer for readily available
biographical information, or account information. If a customer cannot provide the correct
password or the correct response for the back-up customer authentication method, t~e customer
must establish a new password as described in this paragraph. .

C. Notification of account changes

The Company shall notify customers immediately whenever a password, customer response to a
back-up means of authentication for lost or forgotten passwords, online account, or address of
record is created or changed. This notifipCitlQn is not required when the customer initiates service,
including the selection of a password at service initiation. This notification may be through a
Company-originated voice.mail or text message to the telephone number of record, or; by mail to
the address of record, and must not reveal the changed information or be sent to the new account
information.

D. Busin~ss" cus~pmer exemption
,

The k@IllPr.any me!¥, bind' itself contractually to authentication regimes other than those described
in !this';~@ction VI f€lr sewices it provides to its busines's customers that have both a dedicated
q.ccouflt reprE!seritalive-<and a €bntract that specifically,; addresses the Com pany's protection of
0PNI. . .

E. Definitions

The followin~"clefir:Jitionsof certain terms used in this Section VI shall govern the implementation
and interpretation ef the reqUirements of this Section VI.

Account information

"Account information" shall, rt1~an tlitat information that is specifically connected to the
CustOITlEil;'s'service relatiollshipWitf.J,tbe.'¢ar-rier, 'including such things as an account
num~.ef or C!Ja.¥ 'iqrm"p.Q~rntthpreof,4~e l.eJ,ephone number associated with the,account, or
the bIlPs'afl1lounv.. . '

., ~,.

,~~~.r "t
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Address df. r-eecrrij

An "address of record," whether postal or electronic, shall mean an address fhat the
Company has associated with the customer's account for at least 30 days. .

Call detail information

Ileal! detail informationll shall mean any information that pertains to the transmission of
specific telephone calls, including, for outbound calls, the number called, and the time,
location, or duration of any call and, for inbound calls, the number from which the call was
placed, and the time, location, or duration of any call. !

Readily available biographical information

"Readily available biographical information" shall mean information drawn from the
customer's life history and includes such things as the customer's social security number,
or the last four digits of that number; mother's maiden name; home address; or date of
birth.

Telephone number of record

A "telephone number of record" shall mean the telephone number associated with the
underlying service, not the telephone number supplied as a customer's "contact
information." .

Valid photo 10
,
I

A "valid photo ID" shall mean a government-issued means of personal identification with
a photograph such as a driver's license, passport, or comparable ID that is not expired.

VII. Notification of CPNI Security Breaches

A. Notification to Law Enforcement i

i
I

The Company shall notify law enforcement of a breach of its customers' CPNI as provided in this
Section VII. Tbe Comp,any shall not.n.otify its customers or disclose the breach publicly, whether
volunt'arily or under.;sta(~;orleoallaw or these, ruies,: until it has completed the process of notifying
law enforcement-pLirsu~nt.toSection VI.A.

A§"s~,~n as, pra6!!,9abl~:r: arid iA no event later than seven (7) business days, after reasonable
deterrriinatior:l ef'ti'Je breach, tMe Comp.any~·shall electronically notify the United States Secret
Servic(;l,("USSS',') and tlile F~a~ral Bi.lrepw~<;!f,'lnv~sti,gation ("FBI") through a central reporting
f.aGilitY3:nhe~1mt~rnef:ljnk:)0the;rel'lorlill\g fa¢i1ity that-shall be used by the Company shall be that
maintained by the FCC at http://www,;cc,govleb/cpni.

,,
NotwitmstandiJi,gany state .Iaw to. the contrary, the Company shall not notify customer~ or disclose
the bre,pc~ to..{l!\e ·>Jil.w~lic':until 7'fllll bwsiness days hav~ passed after notification to the USSS and
the FBlf,e~p~pt iftlij~.:'Cdrmllany~@..~Ii~vestbat there is an extraordinarily urgent need to notify any
class of aff~fte.q.c~~tonfers~sek~ner<than the.,sev.en (~7) Qusiness days provided for in Section
VILA, ,in ofi4~,M'p~a'i'bjd il1Pr:me.dl~te andirr~parableJharm, the Company shall so indicate in its
no'tific?tiert c;l,nc:jrm.R~y pr~:Ge~d f!i>dmmEldiately natify its affected customers only after consultation
with.the"reL~Y~C!)llt iJ!ltl,esti~ati~g ageflcy. The Company shall cooperate with the relevant
investjgatih!11 ?g~ri~S'I~s'i'~~\J!esLto mIrtimlze any adverse effects of such customer notification.

~ .

If the r~i,el/(~pt :~ves~l~aqpg.agency ~e~err:nines..~hpt. pUbl.ic ~isc~osure. or ~otice to ~ustomers .
would IliFIpe€le}~r~eoJmp~~rmISe"qnongoll:Jg'or potential crlmmalmvestlgatlon or national security,
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sUGh"c(;t~er:l:~y~~y~i(;liuedt tlie C0mp'aAynGN'o sd·cllselose or notify for an initial period of up to 30
da'}s. Such ?e~\od rna\} 'oe e'k\ended 'o\} \\\e a~enc~ a~ tea~t)wa'n\~ nece~~'a~ \n \'ne }Uogmen\ D\
the agency. Ifsuch direction is given, the agency shall notify the Company when it appears that
public disclosure or notice to affected customers will no longer impede or compromise a criminal
investigation or national security. The agency shall provide in writing itl) initial directio11 to the
Company, any subsequent extension, and any notification that notice will no longer impede or
compromise a criminal investigation or national security and such writings shall be ,
contemporaneously logged on the same reporting facility that contains records of notifications
filed by the Company.

B. Customer Notification

!
After the Company has completed the process of notifying law enforcement pursuant.to Section,
VII.A, the Company shall notify its customers of a breach of those customers' CPNL :

C. Recordkeeping,

The Company shall maintain a record, electronically or in some other manner, of any'breaches
discovered, notifications made to the USSS and the FBI pursuant to Section VILA, and

, notifications made to customers pursuant to Section VILB. The record shall include, if available,
dates of discovery and notification, a detailed description of the CPNI that was the subject of the
breach, and the circumstances of the breach. The Company shall retain the record for a minimum
of 2 years. I,

D. Definitions

i
As used in this section, a "breach" has occurred when a person, without authorization' or
exceeding authorization, has intentionally gained access to, used, or disclosed CPNI.'

###
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