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Marlene H. Dortch, Commission Secretary
Office of the Secretary

Federal Communications Commission

445 12 Street, SW

Washington, DC 20554

Re:  Anmual 64.2009(¢) CPNI Certification
Pelzer Communications Corporation
Form 499 Filer ID: 824520
EB Docket No. 06-36

Dear Ms. Dortch:

Pursuant to 47 C.F.R. § 64.2009(e), Pelzer Communications Corporation hereby
submits its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telgphone number. Thank you for your
attention to this matter.

Respectfyyy submitted,

Laf€e J.M. Steinhart
Attorney for
Pelzer Communications Corporation

" Fnclosures
ce: Gus Pelzer
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1, Gus Pelzer, President of Pelzer Communications Corporation, certify that 1.am an
“officer of the company named above, and acting as an agenf of the company; that | have
personal knowledge that the company has established operating procedures that are

adequate to ensure compliance with the Commissmn s CPNJ rules. See 47 CFR §
64.2001 ef sey.

Attached to this certification as Exhibit “A” is an accompanying statement explaining
how: Pelzer Communications Corporation’s procedures ensure that the company is in
compliance with the requirements set forth in Section 64.2001 et seq. of the
Commission’s rules.
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Annual 47 CER. § 64.2009(e) CPNI Certification-

EB Docket 06-36

Pelzer Comimunications Corporation has not taken any actions (proceedings
instituted or petitions filed by a company at either state commissions; the court systen, or
al the Conumission against data brokers) against data brokers in the past year. Companies
must report on any information that they have with: n.,spect tothe pros S5 pretexters-are
using to attempt to access CPNI , and what steps companies are taking to protect CPNI.

Pelzer Communications Corporation has not received any customet-complaints in
the past year concerning the unavthorized release of CPNI (number of customer
complaints & company has received related to unauthorized access to. CPNL o
unauthorized disclosure of CPNI, broken down by category or complaint, e.g., instances
of improper access by emplovees, instances of improper disclosure to individuals not
authorized o receive the information, or instances of improper access'to online
information by individuals not authorized to view the information):

Signed @ M

v, President

FUC Anmusl Piling
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Exhibit A

Pelzer Communications Corporation

Compliance Requirements



Felzer Communications Corporation
8757 Georgia Avenue, Suite 410
Silver Spring, Maryland 20910

Compliance Requirements

Pelzer Communications Corporation {"Company”) maintaing the following operating procedures to ensure
compliance with the requirements set forth in Section §4.2001 ef seq. of the Commission's rutes.

Section 64,2005 Use of customer proprietery network Informaiion without wostomer
approvak

() Awvy telecommunications carzier mey use, disclose, or permii access to CPNI for the putposs of
providing or mearketing service offerngs among the categories of service (1.0, local, Interexchunge, and
CHMBSEY to which the custome already sobsoribes from the same carrier, without customer approval,

(B If 2 felecornrnpications carrler provides difforent velegonies of service, sad a ouslomer
subsoribes fo more fhen one catepory of servics ofiered by the camler, the carrier is permitted to share
CPHT among the carvier”s affiliated entities that provide a service offering to the customer,

(&) I a telovommunications carrier provides different categories of service, but a customer does
rot subserive 10 move than cne offerlng by the carrier, the carrier is not permitted to share CPNT with it
afffhates, except ap provided in §64.2007(b),

{1} A wloommurieatipns carrier may ot vse, discloss, or peomdt soess to CPNT fo mambetto 2
customngr service offerings that eve within & oategory of service to which the subscriber does not glrendy

subseribe from thet carrier, anless thal camdor has custouner spproval 1o do 80, exoept 45 described In
prragraph{c) of this section.

(1) A wirsless provider roay use, dizclose, or permit seoess to CPIT derived fiom its provision of
CMRS, withont customer spproval, for the provision of CPE and information service(s). A wireline canier
may use, dsclose of permit access o CPNI derived fom #s proavision of Jovel exchange service.or
Interexchenge service, without customer approval, for the provision of CPE and ¢sll answering, voloe mail
or miensaging, vaice storape and retrieval services, fax store and forward, nad protocol conversion.

(2} A tslecommunlontions carrier may not uss, discloss, of permit acoess to CPNI {o identify or
track customers that oall competing service providers. For exawple, a locel exchange carrler may not use
Teoat service CPNT to track all customaers that call local service competitors,

(£} A telecommunications carier may nes, dlsslose, or permit sccess to CPRY, without customer
spproval, as desoribed in this paragraph (s).

{1 A telecommunicstions casrier may use, discloss, or permit access o CENY, without customer
approvat, bt its provision of neide wirlng installasion, mebstenance, and yepair services.

{2y CMRA providess may use, disclose, or permit ancess to CFNI for the purpose of conducting
research on the heakth effects of CMRS.



(3} LBUs, CMRES providers, and interconnected Vol providers may use CPNI, withont customer
approval, to market services formerly known a3 adjtmct-to-basic services, such as, but not Hmited o, speed
dialing, computer-providad dreclory assistance, call monitoring, ol tracing, call blocking, calt return,
repeat dialing, cull tracking, oall waiting, caller 1D, call forwarding, and cerfain Centrex features.

{d)y Atelecommunieations carrier may use, discloss, or permit access to CPNY to profect the rights
or property of the varrier, or to profect users of those serviges and other carriers from fraudulent, abusive, or

unlaviisl use of, or subscription to, such services,

The Commpany hus adopted specifie CPNI policles fo ensure ok, i the absence of custotmer approval,
CPNY iy only wsed by fiie Company fo provide or marker service offerings mmong the cafegeriey of
service {Le. Incal, inrerexchange, and CMRS} Yo which fhe cusiomer elveady subscribes.  The
Compary's CPNI policies proltibit ihe sharing of CPNI with affiliated cotnpanies, excep! o3 pornitted
under Rule 64.2005¢a)1) or with customer approval pyrsuant to Rule 64.2007(). The only exceptions
o thase policies are ax permiiited wnder 47 US.C. § 222(d) and Rule 64,2003,

Section 64,2007 Appraval requived for use of cusinmer proprietary network information,

{a} A talecormmmunications cerler may obtaip approval through written, oral or electronle
methods.

(1) A telecommunications carrier relying on oral spproval shall bear the burden of demonstrating
that such approval has been given b compliance with the Coramission’s rules In this part.

(2} Approval or disapproval to use, disclose, or permit aceess to 8 customer's CPNI obtained by a
telecommuiications cartier raost remain in offoct until the customer revokes or limils such spproval or
disapproval,

(3} A telecommunicptiony carrier oust maintain records of approval, whether oral, written or
elecwronic, for at least one yaar,

In all circinmstances where customer approval is required fo ise, disclose ar permit access to CPNI the
Compuny's CPNI policies require that the Company pbiain custormer approvael through wristen, oral or
elecironic methods In complienve with Rule 64,2007, 4 custerer’s approvad or disapproval reweins i
effect until the customer revokes or hnits the approval or dsapprovel. The Contpany malntuins recordy
of customer approval (whether wriiten, oval or electronic) for « minknam of one year,

) Use of Opt-Crut and Opi-ln Approval Processzs. A Welecomumunicationy carrker may, subject
10 opt-out approval or optsin approval, vse its customer’s mdividually identifiable CPNI for the purpose of
marketing communications-relsled services to that custorner. A telecomppanications carrvier may, subject to
opt-out approval or opt-in approval, disslose its customer’s ndividually idepfifiable CEN, for the purpose
of marketing communications-related services to that customer, w fis ageots and 15 affiliates that provide
communications-related sexvices. A telecomumunications carrier may also permiit such person or entities to
obigln access to such CPNT for such purposes. Except for vee and disclosure of CPNE that is peomitted
without eustomer approval under sectlon §64.2005, or that is described In this paragraph, or &s otherwise
provided in section 222 of the Communications Act of 1934, a5 amended, & telecommunications carrler
may only use, disclose, or permit access to its sustomer’s dvidually identifiable CPNT subject to opt-in
approval,

The Company dues mot use CPNI for eny putpose (ncluding markefing commumicativns-reloted
services) and does not disclose or grand sceeys o CPNY to any panty (incleding fo ogents or affifiates thot

provide communications-relored services), exiept as permiited under 47 US.C. § 2224} and Rule
£4.2005.



Section 64.2008 Notice required for use of customer proprietary network information,

{a)  Notffieation, Generally. (1) Prior w0 any solicitation for customer approval, a
telecormnunications carrier 1ust provide notification to the customer of the customer’s right to resirict use
of, disclose of, and actess fo that ciistomer’s CPNL

{2) A telecornmupications carrier must mezintain records of notification, whether oral, written or
elecironic, 761 at least One Year. .

(b} Individual notice 1o customers must be provided when soliciting approval w use, disclose, or
permit access to customers’ CEFNL

(¢} Comtent of Notice. Customer notification must provide sufficient information o enable the
customer to make an informed decision as fo whether to permoit a carrler o use, disciose, or permit access
o, the customer's CPNLL

(15 The notification must state that the customer has a right, and the cmrier has a duty, under
federal law, to protest the confidentiality of CPNL

{2} The notification rust specify the types of information that constitute CPNT and the specific
entities that will receive the CPM, describe the purposes for which CPNI will be used, and nform the
custesner of tis or ber right to disapprove those vses, and denty or withdraw access to CPNI at any time,

(3) The notification nust advise the customer of the precise stops the castomer must take In arder
to grant or deny access to CPNI, znd must cloarly state that a denial of approval will not affect the
provision of any services to which the customer subscribes. Howoever, carriers may provide a brief
siatement, in 3 clear and neutral tanguape, describing consequences directly resubing from the lack of
access to CPNL

(4 The notification must b comprehensible and must not be misleading.

(5) H wriven wotification iy provided, the notice must be clearly legible, use sufficiently large
type, aud be placed in an ares 80 as o be readily apparent 1o a customer,

€6y If any portion of & notificaton is tamslated into another language, then all portions of the
notification raust be travslated into that language.

{7y A carrier may state in the netification that the customer™s approval to use CPNI may enbance
the carrier’s ability o offer producty and services silored o the costomer®s needs. A carrier also may siste

in the notifisation that it may be compelled to disclose CPNI to any person upon affirmative weltton request
by the custemer.

(%) A carrvier may not include in the notification any staterment attempling 1o eacowrage a customer
to freeze third-party access to CPNL

{9 The notification must state that any approval, or denial of approval for the vse of CPNI
outside of the zervice to which the customer already subscribes from that currier is valid until the customer
affirmatively revokes or mits such approval or denlal,

{10y A icleommunications carrier’s selicitation for approval must be proximate o the
notification of a customer’s CPMI rights.

The Compeany's CPNI pelicies require that castomers be notified of their rights, and the Compuny’s
abligations, with respect to CPNI privr to any solicitation for customer approval. Al required custorser
netices fwhether weittan, oral or elecironic) comply with the requirements of Rule 64.2008. The



Compuny maintainy vecords of all reqaired costomer nofices (whethar written, orul or elecironic) for a
mirtimune of ohe yeor,

{8y Notice Requirements Specific to Opt-Onut. A telecommmications carrier wust provide
notification to obiain opt-out approval through electronic or witten methods, bul not by oral
connunication (except as provided tn paragraph () of this section). The conlents of any such notification
must conaply with the requirensents of paragraph (o) of this section.

{13 Carriers nist walt 2 30-day minimum period of time afly giving customers notice end an
opporiunity fo apt-out bufore assuming customer approval (o use, disclose, or permit access o CPNTL A
carrler may, W Ms discretion, provide for a longer peried,  Carriers must notify customers a8 to the
spplicable walting perfod for a response before approval is sssurned.

(i} In the cose of an electronic form of notification, the waiting period shall begin to rus from the
date on which the notification was sent; and

(D In the case of notification by mail, the waiting period shall begin to run on the third day
following the date that the notification was mailed,

(2} Coarrlers using the opt-out mechanism must provide notces to thelr customers every two
YOS,

(3) Telecommunications carriers that use ewnail lo provide opt-out notices must comply with the
following requirements in addition to the vequirernents generally applicable to notification:

{fy Carriers must obtain express, verifiable, prior approval fom consumers to sead notices via e-
ozl regarding thetr gervice in genersf, or CPNI in particuiar;

(i1} Carriers must atlow customers to reply directly to e-mails containing CPNI notices in order to
ont-out;

(i} Optout e-mail notices that ere returied 10 the varrier ag undeliverable must be sent to the
-custorngr in another form befire carriers may consider the customer to have received notice;

{iv) Carricrs thet uge c-mail to send CPNT notices must ensure that the sobject {ne of the message
clearly and acourately identifies the subject matter ot the e-mail; and

(v} Telecoramunications carriers must make available 1o every customer & method to opt-out that
i of no additional cost fo the custorner and thal ks svailable 24 howrs a day, seven deyvs a week, Carriers
may satisfy this requivement through 8 combination of methods, so long ag all customers have the ability to
opt-out al no cost znd are able to effectoale that chotee whenever they choose.

The Company dees ot carrently solivit "opt eal’" customer approved for the ase or disclosure of CPN,
The Company does not use CPNI for any purpese (incinding marketing commmpmications-reiated
services) and does nof disclose nr grunt gecess to CFNE to any party (including to agents or affiliates tha

provide communications-related services), except as penmitied under 47 USC, § 222¢0) and Rule
64,2005,

(&) Notice Reguirements Specific fo Gpt-fn. A telecommunicstions carrier may provide
notification 10 obtain epi-in approval through oral, written, or elestronic methods. The contents of any such
notification mwst comply with the requirements of paragraph (¢) of this scetion

The Company does not currently solicdt "opt " custormer approval for the use or divclosure of CPNI,
The Company does not wse, disclose or grant access fo CENI for any purpose, fo any pariy or in any
maenner that would require a customer’s "opt in" approvad under the Commission’s CPNI Rudes.



{fy Notice Reguirements Specific to One-Time Use of CPNI. (1) Carriers may nse oral notice to
obtain limited, vne-time vse of CPNI for imbound and ontbound customer telephone contacts for the

diwation-of the call, regardiess of whother carrlers use opt-out or opt-in approval based on the pature of the
contast.

() The contents of any such notification must comply with the requirements of paragraph (¢) of
thig section, except that teleconmunications carriers moy omit any of the following notice provisions if sot

relevant £ the Hrmited dee for which the carrier seeks CPNT

(i} Carriers need not advise customers fhat if they have opted-out previously, no action s needed
to maintain fhe opt-out elsction;

(i} Carriers need not advise customers thet they may share CPNI with their affiliates or third
parties and need not name thogse entities, if the limited CPNI usage will not result in use by, or disclosure
to, an affiiate or third party,

(i) Carriers need net disclose the rasans by which 2 customer can deny or withdraw fiture access
to CPNY, 50 long as carriers explain io customers that the scope of the approval the carrier secks is Kmited
10 one-time use; and

{iv) Cerriers may omit disclosure of the precise steps 2 oustorer must take In order to grant of

deny acoess to CPNJ, as long as the cander clearly communicates that the customer can deny access to his
CPNI for the call.

L instances where the Compuny seeks vne-flme customer approval for e use or disclosare of CPNI,

the Company obtalng such approvel i wccordance with the disclosures, wetheds and regrirements
contalired i Rule 200805,

Scetion 64.2009 Saleguards required for nse of castomer proprietary network mformation,

fz) Telecompmmnications carriers must buplement & system by which the status of 2 customer’s
(CPRI approval can be slearly established prior to the use of CPNL

The Campony's bHiing systews allows auihorized compiany personnel 0 eastiy determine Yo stqins of 2
custerrer's CPNT approval on the cnstomer goconnt sereen pror te the use or disclostre of CENI,

(¢} Teleconunmnications carriers must frain their personmagl as to when they are and are not
wuthorized [o use CPNI, and carriers must have an express disciphinary process B place,

The Company has extoblishied CPNE complience policies that include emploves falning on resiriciions
on the wse and disclosure of CPNI and reguired sqfeguards to profoct against wneathorvized wse or
disclosmre of CPNL BEmployeey have signed that they nnderstmnd the CPNF policles and ¢ vinlation of
those policies will result in disciplinary activw.

(¢} ANl carriers shall maintain & record, elschronically or In some othet manuer, of thelr own and
their affiliates’ seles and markefing campaigns that nse their customers” CPFNY. Al carriers shell maintain o
record of all instanices where CPNI was disclosed or provided to thind parties, or whete third parties wete
allowad mecess to CPNIL The record must include a description of each campuign, the specilic CPRI that
was used in the campaign, and what products and services were offered as a part of the campaign. Carriers
shall retain the record for a minimue of one year.

The Comparny's CPNI poficles reguirs that ail sales and marketing campaigny including those niilizing
CPNT be recorded and kept on file for at least one year. Records are also maintained for disclosure or
access to CPNI by third parties. The vecords lclude the regquired informntion listed in Rule 64.2009(c)



() Telecommunications carrlers must establish s supervisery review process regarding cerrier
coriplisnce with the rales In this subpart for out-bound marketing sivuations and maintaip records of carrier
complisnee for & mintmum period of ope year.  Speeifically, sales persomel must obtaln supervisory
approval of any proposed out-bBound marketing request for costomer approval,

The Company’s CPNI pollcies require employees to obiain approval from the Cowmpany’s CPNY
Compliance Officer for pil merketing compaigns, Incinding those uiiticing CPNE prior 1o inifiaiing that

campaign.  Record of the marketing campaigns, along with the appropriute supervisory upproval &
marintained for e ladst ene vear.

{e) A tclecommunications carrier must have an officer, as an sgent of the cander, sign and file
with the Commission a compliance certificate on an anneal basle. The officer nyust state in the certification
that ke or she hay persomal kuowledge thal the company hes established operating procedares that e
adequate fo ensure complance with the rules in this subpmit  The cawier roust provide a siatement
accompanying the certilicete oxplaining how lis opersting procedures ensure thet It is or & not In
compliance with ths sules in this subpart. Tn addiion, the carrler must include m. explavation of any
actions teken ageinst dute brokers and & suwmonary of all custoiner compleints received in the past year
canoerning the wnanthorized release of CPNI. Thic fling must be made annually with the Enforcement
Bureau on or before March | in EB Docket Mo, 06-36, for data perfaining to fhe previous calendar year,

Fhe required offfcer cortification, activay faken against defe brekers and summary of customner
complakirt docrrnerts are incliuded with this accompanying statement,  The Company will file fhese
docaments on an anrnal basis on or before March 1 fur dutw pericining to the previeus calendar year.

(f; Carriers must provids writlen notice within five business days fo the Commission of any
instance whero the opt-out mechanisms do not work properly, 10 such, 2 degree At consumers’ inability o
ont-gut s more than an anomaly.

(1) The notice shell be in the form of a letier, and shall include the carrier’s name, 2 deseription of
the opi-out mechanism(s) used, the probleros(s) experienced, the retedy proposed and when (€ will befwas
implemented, whether the relevant state commission(s) has been notified and whether i has faken any
astion, a copy of ihe notice provided to customers, and contact information.

{2} Sweh nolice must be submitted even if the carrler offers other methods by which consumers
may opt-out.

The Company does pof currently solicit "apt out” customer approved for the use or disclosure of CPNI,
Section 64,2018 Safeguards on the disclosure of customer proprietary network iefermation.

(2) Safeguarding CPHL. Telecommmications carriess must take reasonabie messures to discover
and protect aguinst attempts o gain woavthorized access to CPNI Telesommuuications carrlers must
propely authenticats a customer prior to disclosing CPNI hased on customer-indtiated twlephone contuct,
online account BoLess, or ui in-$tore vigit,

The Company’s CPNT policies and employer training include reasonable wmegsures to discover and
protect pgainst acrivity that is ndicative of pretexting and employees are Instracted fu notify the CPNT
Cumplinnce Officer if any swch activiy is suspecited.

(b) Telephone access to CPNI  Telecommunications carriers may only disclose call detail
inforination over the telephone, based on customer-nitiated telephore comtact, if the customer first
provides the carrier with e pessword, as described in paragraph (&) of this section, that is not prompted by
the carrier asking for readily available blographical information, or account information. If the customer
does not provide & password, the telecommunications carrier may only disclose call detail information by
sending 1 o the customer’s address of record, or, by calling the customer at the wlophons namber of
recurd. If the customer is able to provide call detail information to the telecommunications carrier during a



customer-initisted cali without the telscoremunicetions carrier’s assistance, then the telecommunications
carrier is permitted to discuss the call detall information provided by the customer,

The Company’s CPRI policies ensure thal o customer is enly able fo access call detall informution over
the telephone tn one of the waps Hsted In Rule 64.20100b).  If the castoincr cannotl rerember their
password, they are prompied o unswer @ security guestion.  Neither the possword nor the secarity
question_ure based on veadily avalloble blpgraphical mformution or accoxnt informution,  Custorer

service representutives are instracted to auihenticote customers over the telephine In alf instuncey except

In the case where fhe customer provides the coll detll Mformation withent the assistrce of fhe
Company. )

{c) Online access to CPNI. A telecommunications carrier must authenticais & customer without
the use of readily available biographicsl information, o account informatien, prior to allowing the
custorner online access to CPNI related to a telecomemunications service accoont. Onee authenticated, the
customer may only obtain onling aceess 1o CPNI related to a telecommunications service account throngh a
pessword, as described in paragraph (€} of (s seclion, thal is cot prompied by the carrier asking for readily
available biographical information, or account Information.

The Company complies with online reguiations.

() In-Store access fo CPNI A telecommumications carrier may disclose CPNI to a customer
who, &t a carrler’s retail location, first presenty to the telecommunications cavier or ity agent & valid photo
I matching the customer’s account information.

The Company does not have relail locations,

(e) Establishment of a Password and Back-up Autheptication Methods for Lost or Forgotten
Passwords. To establish o password, 2 telecommmnications carvier nmost anthenticate the customer without
the use of readily avaitable biographical information, or account information. Telecommunications carriers
nwy create a back-up customer awbentieation method i the event of a lost or forgetten password, but such
back-up enstomer authentication methed may not prempt the custemer for readily available biographical
Juformation, o account informetion. I 2 custemer cmmot provide the oorrect password or the gorrest

response for the back-up customer authentication methed, the customer must establish & new password as
described In this paragraph.

The Company’s CPNI policies aliow for o few ways to estublish o password, all of which ensure
compliance with the ghove paragraph. Euch method also allows the customer to establish « back-up or
security question in the everd thar they farget their password, In ne event does the Company axe recdily
wveilable biegraphival Information ot aeconnt Mformation as « back-up quesfion or as & medans 10
estahlizly o passward or authenticale the customer.

(D Notification of qeeowst changes.  Telecommunications carriers must notify customers
immediately whenever a password, customer response to a back-up means of authentication for lost or
forgotten pesswords, online accownt, or address of record is created or changed. This notification s not
required whan the customer initiates service, including the selestion of a password at service initiation,
This notification may be dwongh a carrier-originated voleemeadl or text message to the telephone mumber of
record, or by mail to the address of record, and must not reveal the changed information or be sent to the
new accout information.

The Company’s billing system geterates o notification lester when any of the flelds listed in Rule
64.2010(0 is creaied or changed, The Company ivenediately malls out the novificaiion 1o the address of
record (never 2 new address) witen reguived iy Rule 64.20190). The content of the avtiflcation complies
Witk the requirements of Rule 64.2010(1).



(&)  Business Customer Exemption. Tolecommunications cariers may bind #hergelves
contractually fo autheptication regimes other than those described in this section for sarvices they provide
1o fheir business customer that have both 2 dedicated acoount representative and 2 contract that specifically
addressas the careiers’ protection of CENI,

Tie Compnny does not wilize the business cusiomer axception at this fine,

Section 64,2011 Notification of customer propriefary network informafisn  scourity
breaches.

{8} A telecommunications carcier shall noify law enforcement of a breack of its customers’ CPNT
as provided in this section, The carier shall not notify its customers or disclose the breach publicly,
whether voluntarily or under state or local law or these rules, until it has completed the process ol notifying
law enforcement pursuant to paragraph (b).

(b} As soon es practicable, and in no event later than seven {7) business days, after reasonabie
determination. of the breach, the telecommunications carler shell electronisafly notify the United Swtes
Secret Service (IT588) and. the Tederal Bursau of Investipation (FBI) through a central reporting facility,
The Commission will maintain a Huk 1o the reporting fecility at htin// oo el

(1) HNotwithstanding any stafe Iaw fo the conlrary, the carrier shall not notify customers or
disclose the breach to the public until 7 full business days have passed after notification to the USSS and
the FBI except a5 provided by paragraphs (2) and (3).

{2y If the carrler believes that there is an extraordinarily urgent need o notify any class of affscted
customers sooner than otherwise allowed wader paragraph (1), in order to avoid immediate and frreparable
barm, i shall so indivate i Us uotification and my proceed to hunedistely noiily its affected customers
only after consuBiation with the relevans investigating agency. The carzler shall cooperate with the relovant
investigaling agency’s request to minimlze any adverse effects of such customer notification.

(3) If the relevant investigating sgency determines that fhe public disclosure or noties to
woustomers wonld impede or compromise an ongeing or potentlal oriminal investigation or national seonsity,
such agency may direet the cartier not to so disclose or notify for an initiel period of up to 30 days, Such
period may be extended by the agency as reasonable necessary in the judpment of the agency. If such
direction is given, the agency shall rotify the cartier when it appears that poblic disclosure or potice to
sffected customers wili no longsy impede or camprorise a eriminal investigation or national sevurity, The
spency shall provide in wiiting #s initial divection io the carror, any subseguent extension, and any
notification that notice will no longer inspede or compramise a criminal investigation or national security
smd such writings shall be contemporanecusly logged on the same reporting facility that cordains records of
notitications filed by carriers,

(¢) Recordkeeping. Allcarriors shall minfain a record, elecwronicaily or in some other manner, of
any breaches discoversd, netification made fo the USSS and the FBI pursusatl to parugraph (b, and
notification made to customars. The racord must include, if available, dates of discovery and notification, a
detailed deseription of the CPNT that was the subject of the breach, and the circumstances of the breach.
Carriers shall retain the record for a minimom of 2 years.

The Company kas policies and procedures In place to ensure complionee with Rule 64.2011. When i is
reasonably detormingd that ¢ Breach has ocenrred, e CPNI Compliance Officer will nollfy law
enforcement and Hs customer in the requived tiveframes, A record of the breack will be meintained for
o minimpme of two years and will include olfl informafion required by Rule 64.2011



