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Dear Ms. Dortch:

Telephone: (770) 232-9200
Facsimile: (770) 232-9208

Email: lsteinhart@telecomcounsel.com

Pursuant to 47 C.F.R. § 64.2009(e), Pelzer Communications Corporation hereby
submits its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional infonnation,
please contact me at the above address, e-mail or tel phone number. Thank you for your
attention to this matter.

La e .T.M. Steinhart
Attorney for
Pelzer Communications Corporation

Enclosures
cc: Gus Pelzer
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T, Gus Pelzer, President of Pelzer Communieations Corporation, certify that J am an
of!1eer of the company named abovc, and acting as an agent of the company, that I have
personal knowledge that the company has established operating procedures that are
adequate to cnsure compliance with the Commission's CPNI rules. See 47 C.F.R §
64.2001 et seq.

Attachcd to this certilJcation as Exhibit "A" is an aecompanyingstatementexplaining
how Pelzer Communications Corporation's procedures ensure thal the company is in
compliance with the requirements set forth in Section 64.200 I et seq. ()fthe
Commission's rules.

I':CC Annual Filiilg



Federal Communications Commission
Page Three

Annual 47 C.F.R. § 64.2009(e) CPNI Certification

F;B Docket 06-36

Pelzer Communications Corporation has not taken any actions (proceedings
instituted or petitions mod by a company at either statc commissions, the court systcm, or
at the Commission againfit data brokers) against data brokers in the past year. Companies
must report on any information that they have with respect to the processes pJ'etexlers are
using to attempt to access CPNI . and what steps companies are taking to protect CPNI.

Pelzer Commun.ications Corporation has not received any customereompluints in
the past year eonceming the unauthorized release ofCPNI (numberofelistomer
complaints a company has received related to unauthorized access to CPNl,or
unauthorized disclosure of erNI, broken down by category or complaint, e.g., instanees
of impl'0l1er access by employees, inslanees of improper diselosureto individuals not
authorized to receive the information, or instances of improper access to ollline
inhmt1utiol1 by individuals not authorized to vievv the information).

_..et:-
r, President
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Exhibit A

Pelzer Communications Corporation

Compliance Requirements



Pelzer Communications Corporation
8757 Georgia Avenue, Suite 410
Silver Spring, Maryland 20910

Compliance Requirements

Pelzer Communications Corporation ("Company") maintains the following operating procedures to ensure
compliance with the requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Seotion 64.2005 U.. of ~u!ltolller proprietary network InfQrm"tio)) without ':U8tome,
approvaL

(a) Any leIecomm,micJrtion. ~"",j.r may USO, disclose, or perlIlJt occess to CPN! for 1h~ pmpos~ of
providing or markotlr.g servIce offoongs among the Clltogoriell of scrvice (i.e" looa~ inlCNKcl,ung", Clld
c:MJ'<S) to "bicl1 fh. customer already snbscribes from the ,aore carrier, WitllOut customer approvcl.

(1) If. i~ler.ommunleotlo"scarrier provides diffurent ",,",gorie, of serviw, and 0 customer
subscribes to mo)'e than one c&egory of sorvi~e offered by the carrlor, the carrier is pcrmiLted to share
CPNI 'lll.on~ tho carrio!', offillared entitie< 'l\W; provide .. service offuring to ilie """",mer.

(2) If a teleCOnllllUllications cwler provldllS djffurent categories of service, but. cusromer docs
not lUb,cribe to Illore ilian me o:ffurl!1g hy the ""'Ti"r, tbe r.errier is not permitted to Mare CPNl with iI.
affifuues, except as provided in §64,2007(b),

(h) A ielcOOlnlllunlcations carrier Illay not use, di:J<lose, or permit aeoess to CPNlto market to "
'customer service offering. th.t are within a category of seMCO to which the subscriber does not ,Tready
stllJscrihe !loom iliat carrier, unless that carrier h•• customer approval to do so. except as descn'bed in
pmgraph(c) ofthi. section.

(I) A wireless provider may ""e, disclos., or permit acees, to ePNI derived from jill plov;,ioll of
CMRS, wili10ut customer approval, fur lhe provision ofCl'B and inforrna!lollservico('). A wireline carrier
m.y usc, disolose or pennlt ecoos, to Cl'NI derived from its provision of loClll e><clumge sorvi.oo' or
iuiOl"""henge slll'vice, withom cu&!omer approval, for me provl.llIDn of CPE and call ""'Vlering, wi"" mail
or messaging.. voice: storage and retrieval services, fax store and fOnl'ard, IiU1d prQwCDl conversion.

(2) A t<>loo<>l1lJnunicaliDus cartier may not nse, d)<elosc, or permit access to CPNl ro ldontify or
In,,,k C\lstomers !.t",t oall co,upctlng ,,,,vice !,rovIders, For ""ample, a local exchlUlge carrier may not us.
local service COO tQ tra<:k all customers that calliocol ~f\;ee competitors.

(c) A teteconnnuoicatlons cmior may lISe, dlseIllse, Dr penni! ae.... to C.'PNI, without cu,to:aror
approval, as doscribed in this paragraph (0).

(I) A teleooI1lllluni""liolls carrier may "se, disclose, rYf petmit ancess to CPNl, without customer
appl'oval~ in its provisKm.. of lnside wiring tnstallation.11:J.ai:ntenaIlOO, and repair service8.

(2) CMM pro\1dcrs may use, disclose, or permit access to Cl'N1 for the ptltpose of conducting
research on the health e!fuct. of CMRS,



(3) LEes, CMRS providers, and interconnected VolP providers' may usc CPNI, widlOut customer
a.pproval, to market seJ.""ces formerly known as adjtUlct-to"basic services, such as, but not limited to, speed
dialing, computer~provided directory assistancel call mOllitoring, t:aU tracing~ call blocking, cun return l

repeat dialing, call tracking, call waiting, caUer J.D., call forwarding, and certain Centrex fealUres.

(d) A teiecommunlcations carrier may use, disclose, or permit access to C:PNl to protect the right>
. .._O!Jl!52eer1:yyfthe~ier, or to proteCt ~.scrs oOho,e ""rvi",,' lllld other carriers from fraudulent, atrusiv¢, or

Wtlawful use of, or sllbscription to, slJ£h services.

The Company has adopted .peciflc CPNI policies to enmre that, hI the ahseJlce of customer approval,
CPNI is only used by t{ze Compml)' to provWe or market service offerings amOllg the categorie.. of
sel1'lce (Le., lowl, illterexchange, alld CtvlllS) io ..hidl the cusiomer already subscribes. 17,e
Compony's CPNI polidea prohibit tile shariNg of CPNI with affUi(f(el! C1Jmpmrfes, except us permllted
under Rule 64,20115(a)(1) or with customer approval purauGllt to Rule 64.2/107(b). The wUy exceptions
wthese policies are a.1' permille<lllnder 47 U.S.C. § 221(d) andRille 64.2110;.

Section 64,2007 App'('{lval."equil'oo for use of customer proprietary m:twork information.

•

(a) A telecommnni.cations =;01' may obtain approval L"-rouglt written, oral or electrollic
rnethods.

(1) A telecommunications carrier relying On oral approval shall bear the burden of demonstrating
that such approval has been given to compliance Winl the Cummtssioll l s lUles in this PUlt.

(2) Approval or disapproval to use, disclos., or pennil'.C'C"' to ucustomer's epN! obtained by a
telecommunications carrier must remain i:1 effect noJil the customer revoke.:; or lim.iU: ~uch approvat or
di.l~pproval.

(3) A t.lecommunications cmier must maiHl'Dt records of approval, whether oral, written or
eleetrowc, for at lea,t one year.

In all circumstallces where customer approval is reqaired to use, (/{sc1ose t>r permit aecess to CPNI, the
COlllpiI1lY'S CPNI poUcles require tilat rlze COIllPII1lY obtal" custmner approval through written, oralor
electronic method, lfI compl1ll/lt'e witTz Rille 64.1007. A customer's apprUl'al or disapproval remains ill
lIffect until tho cuS/omer revokes or [{mits tlle approval or disapprovaL Tile Company maultaim rp,crmls
ojeus/mRer approval (w!,ether written, oral or elec'lronic) [or (J. minimum ojoRe year.

(b) u',e of Opt-D'dt and Opi.!n Approval PruC<l8."S. A M"conununicat;ons c!\l1'ier may, subject
to Opt-out approval or opt·in approval, use its customer's Individually identifiahle CPNI for ti,. pllllJosc of
marketing communications¥related services to th.u1 customer. A telecommunications can'lex may~ subject to
optroul approval or opt-in approval, disclose its custom.er's individually identifiable ePNl, fbrthe pUt'posc
of mal'katll1!): commun.ic.tiom-rel'lCd serviees to that customer, to its ageots and its affi.liare, til.t provide
comrr.mnications-related services. A teleconmumicatiofis carrier may also permit such person or entities to
obtai" aee."" to stIch Cl'NI for such purposes. Except for use and diselosure of CPNI that is permitted
without customer approval under seCt!OI1 §G4.2005, or that is described in tllis paragraph, or as otllOrwiso
provided in ser-lion 222 of the Comm1ll1icalions Act of 1934, .s amended, a telecommunications canier
may only use, disclose, or permit .cce,s to its eu'tomer', Individually identifiable CPNl subje~1; to opt-in
approval.

The Company rices not lise CPNI for any pllrpcse {lnciudlng marketing c01W1llln£Cations-related
s.rvlces} allli does 1101 disclm;. or grall' access to Cl'NI to allY party (i1lcluding 10 agents or affliilttes lllat
provirie CIImJllunicaIIQflS-l·elmetl services), "",epl as permitted under 47 V.S.C. § 212(<1) and Rule
64.2005.
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Sc<>lion 64.2008 Notice required for use ofcustomer proprietary network iuformnti01l.

(0) Notification, Generally. (I) Prior to any solicitatlou tot customer approv~l, a
teleoommunications carrier must provi.de notification iX) the customer OftJ1C customer's right to restriot use
of, cisclose ot; and access to that cnstomer's CPNJ.

(2) A lel~.commnnicalions """ier must maintain records of notification, whether oral, written or
electfofiIC;TOfat least one year.

(1)) Individuaillotice to customers must be jJrovided when soliciting approval to use, disclose, or
permit "ccess to customers' Cl:'NJ.

(c) Content ofNotice. CUstomer )1otit1cat10n must provide sufficient information to enable the
customer to make an infonncd decislon 33 to whether to pemlit a carrier to USGt disclose, or p~mlit access.
to, the customer's CENI.

(1) The notification must state that the customer has a right, and the caIrler has a duty, under
tederallaw, to protect the cOlOfidelltlailty ofCPNI.

(2) The notification must specit)' the types of information that con.stitute ePNI and the specific
entilies that will ,"c.ive lhe CPNl, describe the purposes for which CPNl will b. used, and infonn the
customer ofhis Dr her right to disapprove those uscs, and deny Ot withdraw aceeRS In ePNl at any time,

(3) The notifioation must Mvise the customer ofth~ precise steps the CI1,tomer must take in order
to grant 01' deny access t.o erNI, and mu.t clearly .tatc lhat a denial of approval will not affect the
provisioll of any eervioos to which the customer subscribes. However, carriers may provide a brief
statemen4 in a clear and neutral laObl1.mgCj describing consequences dirootly resulting from the tack of
access to Cl"NL

(4) The notmcatiou must be comprehensible and mllst not. be misleading.

(5) If written notification " provided, the notice must be dearly legible, usc suffideutly large
'type, and be placed i.n an area so as to be readily apparent to a customer,

(6) [f any portion of a llotificlltion is tninslated into another language, then all portions of tile
notification must be translared ioto that language,

(7) A carri.er may state in the notification that the customer's approvnll0 use CPNI may enhance
the carrier)s ability to ofier products and SLJrvlccs ta.ilored to the customer"s needs. A carrier also m.ay state
in the notificatioll that it may be compelle.d to disclose CPNJ to any person upon affirm:;tive written request
by the customer.

(8) A carrier may not inclUde in the notification any >rtaleffiont .tlX>mpting IX> 0ncourage n customer
to freeze tllird,party access to can.

(9) TI,e notification must state that any approval, or denial of approval for the use of CPN)
outside ofthe ,.rvice to which the customer already subscrlbes from il,ut curr;cr I, valid until the customer
affirmatively revok~'S Or limits such approval Of deniaL

(to) A tck:comrnunicatiollS oarrlcrts solicitation for approval must be proximate to th~

notification of a cnstomer's ePN] right<;.

The Compqny's CPNI puncies require I!un customers be Ilotifiea of their rigllis, and the Company's
abliglllian" with re.peet 10 CPNI prior to any solicilation for custOIllel' approval, All required custo"''''
Iwilees (wltetiler wrlttfllt, ofal or electronic) cnmpiJ' will! t"e fequirenumls of Rille 64.2008. The
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Company mailltailU' rec{}rd~' of all required customer n(}iu.~ (wh.ether written, onl[ or electronic) for a
mif/imum of"n. ye<11'.

(d) Notice Requirements Specific to Opt~Out, A telecommunications carrier must provide
notification to obiain Opt-out approval through eleen'onie or written methods, but not by oral
communication (except as provided in parageapll (1) of this .oetiun). The contents of any such notification
must oomply wIth the requironents ofparagraplt (c) of this seetim].--------------

(I) Curlers must wait a 30..day minimum period of time after giving customers notice ~nd all
opportunity to {Jpt~out before 88Sumin.g customer approval to use, disclose~ or permit ac\:~gs to CPl\YI. A
carrier mal', hI its discretioll, provide for a longer period, CarrIers must notify custolners as to the
applicable waiting pedud for a response before approval is assumed.

0) In fue case of an elecD1Jnic fonn of notification, t~e waiting pertod shall begin to run from the
date OIl which the uotification was sent; .lld

(ii) In the ease of notification by mall, tile waiting period sllatl begiu to lun 011 the third day
following the date that the notification was mailed,

(2) Carriers using the opt~o~t mechani.sm must provide notices to their Cllst.omers every two
years.

(3) Telecommunications carri",,:3 that usc c-mailto provide opt-out notices must comply with the
fullow!ng requirements in addition to the rer,ulremenls generally applicable to notitka!ion:

(i) ColIiers must obtain express, verifiable, prior approval from consmnerS to se,nd notices via e­
mail regarding thelr service in geTleraf, or ePNl in particular;

(Ii) Carriers must aHow customer" to reply directly to e~m•.ils containing ePNI notices h1 order lu

(iii) Opl-out e-mail notices thltt fJ"e retlUlled to the carrier as undeliverable must be sent to the
·customer in another form before cliIriers may consider the customer to have received notice;

(iv) Carrier. that use e-maHto send CPNI notices must ensure Ula! the s~i¢ct Ihle ofthe message
clearly and acc\lrately identifies the snbject U1J\tter ot"the e-mail; and

(v) Telecommnnications c.arriers must m~ke aVl'Jlable to eve.ry customer a method to opt-out that
is of no additiollal cost to the customer lllld thnl is av.niable 24 hours a day, seveu dol's, week. C"lTiers
may satisfy this requIrement through a combination of methods, sn long ,.. all customers have the ability to
opt-out at no c<lstaud "re .bie to elIeetual. that choice whenever tlley choose.

The Compa/'y doe:; "til currenl{v .~tllit:il "opt tlat" CUItamer appfOl'l1lfof the use or discloml'€ Qf CPNL
Tlte Compony !loes 1101 ase CPNI for ony purposc (inclUding ImIflletillg communicfllions-reiateil
services) and does not disclnse or grant acce~. to CPNf to ony party (II/chilling to agents or ~flilJates thai
prfll1rle cQmmllnlcallQlls-rdote!l services), except ,.. permitted /lIuier 47 rJS.c. § 222(d) 11I1d Rule
64.2005,

(e) Nottce Requirements Specific to Opt-In. A telecommunication. carrier may provide
notification to obt.in opt-In upprovaJ tllrough o'al, written, 01' elootrol1lc methods. The contents ofany such
notification nmst comply with the requirements ofparagraph (c) of this sectioll.

TIle Company docs lIot C/urently solicit "opt lit" cuslomer appro""l/I/r the use tlr divclosure Of CPNf,
TI", Company does nol use, disclose or gram access 10 eRNI fol' ally purpose, to <lilY party or ill a/lY
manner that would require a custOl11£r',1{ tropi fu ft approval under the Commlssion's CPlV7 Rules.
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(I) Notice Requirements Specijlc to One-Time Use ofCPN!. (1) Carriers may use oral notice to
obtain limited, ono-time usc of CPN1 for inbllund and outbound cu,tomer telephone contact, for lhe
dw:ation'ofthe call, regardless ofwhethe-rcarrlers use opt-out or opt-in approval based on the nature of the
contacL

(2) The contenl' of any such notification must comply with the requirement,' of paragraph (c) of
__-;tt;'i' ••clinn, ""cept ti,at te!ecoJIunullicatiollS caniers m.y omit lUIy ofih. following notice provisions ifnot

m rerevant to the'lrmitecfuse lor wfilCh'theciiiiTef seeK, cl'l'1'f,'

(1) Carriers need not advise cust.omers that if they nave optcd~out. previou:.>ly, no action is needed
to maintain the opt"out election;

(ii) Carriers need 'lot advise customers tbat mey may share ePNl with their anlliates or third
parlics .nd need not !lame those entiti.., if tl.e limited ePNl usage will tiot result in usc by, or disclosure
to, an affiliate or third party;

(iU) Carriers need n<>t disclose the means by which acustomer ('-lin deny or withdraw Mure access
to eml, so long as carri~rs explain to customers that the scope of the approval the carrier seeks iR limited
to oue~tillle use; and

(iv) Carli.rs may omit disclosure of th" pred", steps a custome!' must tak" itl order to grant or
deny access to C})Nlj a~ long as the carrier clearly communicates that the customer can deny access to his
CPNI for the call.

III instances where the Company seeks ""Mh"e clisromer approvalfor tile lise or disciosilre (if CPNI,
the Compa"y obtains sudl approval ill IIctXJfdaltce wllh the discloSllres, nut/hods Ilnd requirements
cOlltallled In Rule 2008(f).

Section 64.2009 Safeguards required for use o[ customer proprietary uetwork information.

(a) Telecommunications carriers nmst implement a system by which the status of a customer's
,CPNI approval can be clearly establi'hed prior to me use ofCPNI.

The Company's billing syslem allows (millorized CO/llPfl1lY personltello ellSfiy deten"llIe tire iltal/l$ of a
castomer's CPNI «pproval 011 the C(lStolller acooulli screen prior to Ihe u.e or disews"re ofCPNI.

(0) Telecommunications carriers must train their personnel as to when they are alid are not
uuthorimd to usc ePNI, and carriers must have an express dl."lciplinary prOCCHg in place.

71Ie Company has established ePNI compliance polwles Iltat include employee trainlllC on reslrielion.
0" the USe (md disclosure of eRNl «lId required siifeg"ards to prolect agal/lst Ilnautiror'lzed use or
r&closure of C1'Nl. Employees lIave,lgned Inat tkey understalld th. CPN! poUdes a"d " violation of
those policies "'Ill reslllt I" rUscipllnary aetlfm,

(c) All carTiers shaH maintain a record. electronically or in some other manner, of their own and
their affiliates l sales and marketing campaigns tl1at usc their customcIS~ CPNI. AU carricTIi ~lulll maintain u
record of all instances whete CPNI WaS <Jisclos~d OJ' provided to third pal1ies, or where third parties were
allowed acce", to Cl'NJ. The record must include a description Qf each campaign, the 'pecific CPNI that
,vas used in tl:e campaigl~ ar,d what products and services w",e offered as a part of the campaigJl_ carriers
shaH retain the record for a minimum of one year.

The Co/tqJIIJlY's CPNI policies require Ihal all ,vales and mllrk,lIlIg cllmpl/iglls including those utilll,ing
CPNl be recorded and kepi 011 file for at ieast olle year_ Records are also maimaitledfor disclosure or
IlCU.ss to CPNJ by IMra parties, The records i/lclude the requirer/ itljlJrmlltilln li<led In Rule 64,2009(c).
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(d) TelecolnlnUJllcations calxlers must establish a super'iisory review process regarding carrier
complianc~ with lhe mie' in trJs subpart for out·bound marketing situatiom and maintain rerords of carrier
compliance for a minimum period of one year. Specifically, sales persomtel must obtain supervisory
approvai of any proposed out-bound marketing request for customer approval.

The CompallY's CPNI policll!S require employees /0 obtai1l approwil from rhe Company's CPNI
. (fJ!!1Pllafl£tUlfl!.cer t?!I a/liltarlietl~g Cl1l1llllligllS, In.cludiJlg tlro,'e utilizf!1g CPN.J,JE:ior to iJlitiaih'J{,tIw:'-t _

campaiwc Record of the marketing campaigns, along wit/' the appropriate slIpcrvlsory appro,,"l is
mailltainedfor (/.1 least Que y(!ar~

(e) A telecommunications cartier must have an OffiCCf t as an agent of the oarder, sign and file
with the Conunission a compliance certificate on an annual basis. The o!l1cer must stale ill the certincatio"
that he or she has pernonal knowledge thaL Lhc company ha' established operating procedures that are
adequate to ensure compliance witl1 the rules in tbis subpart, Th•. carrier mlllrt provide a .natement
accompanying n,e cerliITcote cxplahling how its operating procedures ensure that it is or is not hl
compliance with th. mles in tItis suhpart. In addition, Ihe calTJer must include an explanation of any
actions taken against data brokers and a summary of all customer complcints received in the past year
conoerning the unauthorized rele'lse of ePNL This filing must be made annually witl, the Enforcement
Bureau on or before March 1 in BB Docket No, 06-36, for data pertaining to the previous calendor year.

The rquirel/ offleer cerliflcatiOll, acti,,".' taklll' agaillst <lalu br"kers a"d summary of CUSlomer
complaim documents are inc1urle(1 wUh 'hi.< accompanying stalement. 11.. CQmptrny will file tht!fie
tlocmnems on an ol1nual hasis on 07 before 1~1arch 1faT tltttu pertaining to the previous calendar year.

(I) Carriers must provide written notice within five business days to the Commissioll of any
installce where the opt-Ollt mechanisms do not work properly, to such a degree that consnmers' inability m
opt..cut l<; more than an anomaly.

•
(1) The notice shaU be in the form. ofa letter, and shall include tl1e camel'" name, n description of

the opt-ont rnechanism(s) used, l'J.e problems(s) experienced, the remedy proposed alld when it will belwas
implemented, wheth.r the relevant Btitte commissi<rn(s) has· been notified and whether il has takell any
aclio~ a copy ofthe notice provided to customers, and. conta<.:t information.

(2) Such notice mu,t be ""billitted evell if the cmTler offers other methods by whicll consumer.
may opt-out.

Tlte Company' (loesllotcurrell/I)' solicit "opt OM" mstomer trpprovalj'or tile use or disclosure ofC'PNl.

Section 64.2010 Safeguards on the dise!osure ofcnst.offier proprietary network information.

(0) Saftg-dording CPNl. Teieoommunlcatlons eanier. mnst toke reasonable measures to discover
and protect against attempls to gain unauthorized access to ePNl. Teleeonulluuications carri",:, must
properly authentiCate a customer prior to disclosing epN! hosed on customer-initiated telcpbonc oontact:,
online account access, Or an in..storc visit

11Ie COlJlpall)"s Cl'Nl polkie.Y and employ•• Irailling include "'«$Onellle measures to discover alld
prolectllgtrillst activity that is ilUlleltllve ofpretexiing Illlfl employee., are In,,tructed to nol!fy Ihe CPNI
Compltance Officer if allY sIIch acrivi(y is suspecre<l.

(b) Telephone access '0 CPNl. TeloCi)mmunl<:ations carriers m.ay only dioclosc call detail
infonnatlon over the telepholle, hased on customer-initiated telephotle contact, if the customer fll'St
provides the carrier with. pesswol'd, as described in peragraph (e) of this section, thet is not prompted by
the camel' a.king for readily available biographical information, or acoount information. If the cu,lomer
does not provide a password, the telecommlU1icatious carrkl' may only disclose call detail information by
sending it to the customer's address of record, or, by calling thu customer at the telephone number of
record. If the cus:omer is able to provide call detail infonnation to the lelecommunications carrier during a
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cus1omcr..initiatcd call without the leiecommunications carrier's as::;iJrtance, then the telecommunications
omtier is pennitted to discuss the call detail information provided by dlO cust",ner.

The Company's CPlvl poUcies eUSltre I!u;! a cuswmet is on{y able to access eaU tktall Informallon over
the telephone III O'le of Il,e ways listell In Rule M.')(llO(b}. If tite cuslomer ~anJlot rememoer Iheir
password, they are prompted to answer a security IIUf:stl()ii. Neither the pU8swol'd 110r the security

___. -..-!J!!:!.stloll ari!- based Oil re".:i!'L.availabfe VI(J{f!.!!f?!.!!.9-a!...!!1'!>Tn.!II.!l'!'!_.!J[ t/cco'!.nlJ!..r[0rmat!IJ/I. Crlstom~::.r,...... ..
service repreSen((ltives are insttacted to authentwate customers over the telephone In all itllitances e.:a:ept
III tiM case witere Ihe CUSWltter provllles lite call det.ail IIljlJ/1nation withoul the assistt/llce of the
ComjJlfny.

(c) Online access to ePN!. A telecommunications oarrier lllUst authenticate a eustolllor without
the use of readily availabl~ biograpbleal information, or aCCOllJ1t bformation, prior to allowing the
customer online access to CPNI related to a tch:::;;::ommunications sr.:-r\'ice ac~ount. Once authenticated l tll~

""stomer may only obta:n onlbe access to ePNl related to a teleCO'lUlmmicatious service actount throngh a
password, as described in paragraph (e) oftllis scction, UlUl is not prompted by Ute ClUTier usking for readily
available biographical information, or aOC<J1lntlnfonnation.

The Company complies with online regulations.

(d) I,,-Store access to ePN/. A telecommunications carrier m",y disclose CPNI to a CllS!(Jmer
Who, at a carrier's retailloeatioll, first prescnlll to the telecommunicatious conier or its agent a valid photo
ID matching thl'l, cU8tomer1Baccount information.

The Company does not have retail locations.

• (e) Estahli.,hment of a Password and Baclv-up Authentication Method, for lost or Forgotten
Pas'>I'Ords. To establisll ~ password,'a telecolllJll.unications carrier must authenticate the customer wiUlom
the use ofreadily available blogrnphical infol'lOation, or acconnt information. Teiecommunications carriers
may create a back-up customer authenticatioJl method iu the event ofa lost 0, forgotten jnl$sword, but such
,back-up c,mtomer authentication method may not prompt the customer for readily available biographical
information, or accollnt inf01111ation. If a customer can1l0t provide the coneel jnlssword or the correct
re'pOl1Be for the back-up oustomer authenticat.ion method. me cn.tomer must est.ablish a new password as
desoribed ill this paragraph.

The Company's CPNI policies ol/(M for a Jew ",ays /0 establish a password, all of which ensure
compliance with the above pamgr«ph. Each metilOo"Iso a[[oops the cllslbmer to f;Slabl"h II baek-up or
security questllm In /he ""em that they j'tlrget their pa:s"word. In 11/1 epent does the Compally u,e reaillly
ll1!ailable biogrtlphical informatlo/l aT accollnt h!for1ll4tioff ItS It back-tip question or as a meanS to
rlstahli~11- it pa~~'iw(}TdOT authenticate the customer.

([) Notiflcatlon of account changes. Telecommunications carriers must notify cu;,tom~rs

immediately whenever a password, otlstomer response to a back-tip means of authentication for lost or
forgotten po,"words, online account, or address of record is created or changed. This notification is not
reqtlirod when the customer initiates service, including the seleotion of a password at service initiation.
This notiflc.uion !\lay be tlll'ou.gh a carricr-originated voicemail or t<:xt message to the telephone number of
reoord, or by mail to the address of record, and must not rev""J the ohanged information or be sent to the
new account informatIon.

The Company's billing syslem gel/erales If no4flcation leiter wilen allY oj the ftelds listed iff Rule
64.2rtlO(f} Is created or changed, Tile Comptmy Immediately matl~ out the notification to the address of
record (never a 'Ie'" address) wi.en reqaired by Rltle 64.2010(f}, The cOrtlelll ojlhe notificarion complies
with tlte tequlremenfs ofR,~le 64.2IJIO(j}.
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(g) BusinrJSs Customer Exemption. Tclccomnmnications carriers may bind themgelves
contr~cru~lly to ~uthentication regimes other than those described in !his section for sennces they jJrovide
to (hl.':}ir businesS' custom,;:r that have: both a dedicated account representative and a contract that specifically
addresses the "'miers' pl'Otection ofCPNI.

'Ill<! Compally does lIolulilize Ihe husilless eIlstamer e::a:eption al tM. time,

--_.._-------
Section 64.2111 1 Nolillc.!ion of customer proprietary network information ,emrlty

breaches.

(a) A teleconununications carrier shall notify law enforcement of a breach of its customers' ePNT
as provided in this section. The carrier shall not notify its c\lstomers or disclose the brcach pUblicly,
whether voluntaril)' or WIde,' Slate Or local law or these ruies, untilil has completed the process ofnotifying
law enforcement parsualJt to paragraph (b).

(b) A" soon as practicable, and in no event later tha'l seven (7) business days, aller reasouable
determination of the breach, the telecOl1mmnicatiolls carrier shall electronlc.lly notify the United StIltes
Secret Service (USSS) and. the ]'cdenal Bureau of Investigation (PB!) rhroogh a central reporting facility,
The Commissi()j, will maintah: a liukto the reporting facility at htlJ:Fllwww.fcc.goyfeh/cQJli.

(1) Noiwitllstanding any state iaw to the colltnll'Y, the carrier shall not notif',' <mstomers or
disclose the breach to the pUblic until 7 full bU1it~.S$ days have pas.oo after notification. tn the USSS and
illO FB] except as provided ill p=aphs (2) and (3),

(Z) If the carder bclieves that tl,ere is an extraordinlll'lly urgent need to llotify any cl.,., ofaffected
customers sooner than otherwise allowed nnder paragmph (I), in order to avoid immediate and irreparahle
harm, it shall so indicate in its notification illld my proceed to immediately notiIy its affected customers
only after consultation wiib. the relevant lnvestigatmg agency. The carrier shall cooperare with the relevant.
investigating agency's request to minimize any adverse effecI' ofsuch customer notification,

(3) If !he relevant Invc,tigOling agency determine' that tlle public disclusure or notice to
:customers would impede or compromise an ongoing or potentilll .rimL", I investigation or national security,
such agency may direct the carrier not to so disclose Or notify for an iniLiall'criod of up to 30 day" Such
period may be extended by the agency as reasonable necessary in the judgment of the agency. If such
diree'tlon is given, the agency shall nutify the carrier whe'll It appears that public disclosure or llotice to
affected customers will no longer impede or compromise a crlmillal investigation or national security, The
agency shall provide in ''''TiLing its initial direction to the carri~r, any subsequent extension, and any
notification that notice will llO looger impede or compromise a criminal investigation or national security
and S\lch writings ,;hall be contemporaneousi)' logged Oll the sarno reporting facility that cm,tuin, records of
notitication, med by carriers,

(c) f/,ecorcikeeping, All ""rriers shall maintain a record, electronic"Uy or in some otber manner, of
1l11)' hreaches discovered, notification made to the USSS and th<: FB! pursuant to parngraph (h), and
notification made to customers. Th. record must include, if available, dates of discovery and notification, a
detailed description of the ePN] that was the ,ubject of the breach, and tl,C circuITlstunces ul' the bre""h,
Cal,iel's shall retaill the record for a minimum of2 yc..~.

The Company haspolicies allft procedures in place ta ellsllre compliance wltll Rule 64,2011. Wilen it Is
reasonllbly determilled tftm a breach has o<XJurred, (/'2 CPNI Compliance Officer will Jwtify law
enforcement and its cuslomer in the required tlmeframes, A record ofrhe brel1cllwUl he maillfl1l",!dfor
a mlllimum of two years and will include all information reqllired by Rule 64.2011.
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