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tt Daniel Papa, President of NECC Telecom,. Inc.~ oertify that 1am an officer of the
company ml.mCld above, and acting as an agent ofthe company, that I have p~fsonal

knowledge that the company hIlS established -operating procedures that are adequate 10
ensure-compliance wJththe CQmmisslon's CPNI rules. S(J(t 47 C.f'.R § 64.2001 el J'eq.

Attached to this certification as Exhibit lOA"~ is an t\ocompanying statement explaining
how NECC Telecom. Inc,'g prooedures ",nsure that the company is in compliance with
the requi-rements set form In Section 64.2001 et seq, of'the Commiss-ion·s rules,
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Annp.!ll.t'l C.l.1\. § 64.20Q9(c) CP~ C,rtlf1$Ation

ED DmJset 06"~fi

NECC Telecolll} Inc. has not taken any actions (proceedings instituted or petitions
filed by a company at (lither state commissions, the court syst~m~ or at the Commission
against datil brol<:ers) against data brokers in th~ past year, Companies mu~1. report on any
information that they have with respcQt to the processes pretexrer$ are using to atternpt to
aOCCSEi CPNI , and 'what SlOpS companies are taking to protect CPNl.

NBCC Telecom, lnc. has l10t received any customer complaints in the past y&ar
concerning the unauthorized release ofCPNI (number ofcustomer complaints a company
has received related to unauthorized access to CPNI: or unauthorized disclosure ofCPNJ,
broken down by category Qf oomplaint, e.g.., Instances of improper acc;:ess by employees.
instu.nces ofimpropcr disclosu.re to indlvidualsnQt authorized to receive the information,
01' instanoes of improper access to onHne info.rmatJon by indl'Viuuals not authorized to
view the information).

JtoJ!).., .•.,..r"::.'f'i,"'" _" .
•• ~,. <", •• ",~ ..... ........,

resid0nt



Annual 47 C.F.R. § 64.2009{e) CPNI Certification
EB Docket 06-36

Exhibit A

NECC Telecom, Inc.

Compliance Requirements



Section 64.2005

"

NECC TELECOM, INC.
1607 Big Beaver Road, Ste 250

Troy, MI 48083

Exhibit A

Compliance Requirements

COMPANY NAME ("Company") maintains the following operating procedures to ensure compliance with the
requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Use of customer proprietary network Information without castomer
approval.

(a) Any teleoommwlicatioDS carrier may use, disclose, or permit access to COO for the purpose of
providing or marketing service offerings: among the categories of service (Le., local, interexchange. and
CMRS) to which the customer already subscribes from the same carrier, without customer approval.

(1) If a telecommunications carrier provides different categories of service, and a customer
subscribes to more than one category of service offered by the carrler, the carrier is permitted to share
CPNI among the carrier's affiliated entities that provide a service offering to the ~ustomer.

(2) If a telecommunications carrier pr<lvides different categories of service, but a customer does
not subscribe to more than one offering by the carrier, the camel' is not permitted to share CPNl with its
affilial:es, except as provided in §64.2007(b).

(h) A telecommunications carrier may not use, disclose, or permit access to CPNI to market to a
'customer service offerings that are within a category of service to Which the subscriber does not already
subscribe from that carrier, llnless that camer has customer approval to do so, except as descn'bed in
paragraph(~) ofthis section.

(1) A wireless provider may use. disclose, orpenn1t oe<::ess to CPNI derived from its provision of
CMRS, without customer approval, fur the provision ofCPE and information service(s). A wirellne carrier
may use, disclose or permit access to CPNl derived from its provision of Iociil exchange service.or
interexcbange service, without customer approval, for the provision of CPE and <:aU answering, voioe mail
or messaging, voice storage and re~'ieval services, fax store and forward, and protocol conversion.

(2) A teleooXl1l1'lunice.tions carrier may not use. disclose, or permit access to CPNI to identify or
track customers that call competing servicEl providers. For examplel a local exchange carrier may not use
local service CP1.,J1 to track all customers that call1oca1 service competitors.

(c) A telecommunications: carrier may use, disclose, or permit access to CPNI, without customer
approval, as described in this paragraph (0).

(I) A telecommunications carrier may use. disclose, or permit access to CPNl, without customer
approval, in its provision of inside wiring Installation, maintenance, and repair services.

(2) eMItS providers may use, disclose, or: permit access to CPNI for ilia purpose of conducting
research on the health effects ofCMRS.
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(3) LECs, CMRS providers, Bod interconnected VoIP providers may use CPNI, without customer
approval, to market services formerly known as adjunct-to-basic services, such as, but not limited to, speed
dialing, computer-provided directory assistance, call monitoring. cail tracing, call blocking, call return,
repeat dialing, call tracking, call waiting, caller LD., can fm:warding, and certain Centrex features.

(d) A telecommunications carder may use, disclose, or pelroit access to CPNI to protect the rights
_______~.£'pertyoftlle carrier, or to protect_users ofthose services and other carriers from fraudulent, abusive, or

unlawful use of, or sUbscription to, such services.

The Company has adopted specific CPNI policies to ensure that, in the absence ofcustomer approval,
CPNI is only used by tTle Compauy to provide or market service offerings amo1tg tile categories of
service (i.e., local, interexchange, alld CMRS) to which the customer already subscribes. The
CompanY'$ CPNI pQlkies prollibit tlte sharing 0/ CPNI with affiliated companies, except as permitted
under Rule 64.2005(<<)(1) Of with customer approval pursuant fa Rule 64.2007(b). The01t!y excepti()1ls
to these policie..~ are as penn1tted under 47 U.S.C. § 222(d) anti Rule 64.2005.

Section 64.2007 Approval required for use of customer proprietary network information.

(a) A telecommunications carrier may obtain approval through written, oral or electroluc
methods.

(1) A telecommunications carrier relying on oral approval shall bear the burden of demonstrating
that such approval has been given in compliance with the Commission's rules in this part.

(2) Approval or disapproval to use, disclose, or permit access to a customer's CPNI obtained by a
telecommunications carrier must remain in effect until the customer revokes or limits such approval or
disapproval.

(3) A telecommunications carrier must maintain records of approval, whether oral, written or
electronic, for at least one year.

lit all drcumstaucos where customer approval is required to use1 disclose or permit access to CPNI, the
Compa1W's CPNlpolicies require that the Company obtain customer approval t/trough writtef4 oral or
electronic methods in complirmce with Rule 64.2007. A customerts approval or disapproval remains in
effect until the customer revokes or limits the approval or disapproval The Company mallfinins records
ofcustomer approval (whether writtef4 oral or electrlmic) for a minimum ofone year.

(b) Use ofOpt-Out and Opt-In Approval Processes. A telecommunicati<ms carrier may, subject
to optwout approval or opt~in approval, use its customer's individually identifiable CPNI for the purpose of
marketing conununicatiomHelated services to that customer. A telecommunications carrier may. subject to
opt:..out approval or opt-in approval1 disclose its customer's individUally identifiable CPNI, for the purpose
of marketing communications-related services to that customer, to its agents and its afnIiates that provide
communications-related services. A telecommunications carrier may also permit such person or entities to
obtain access to such CPNI for such purposes. Except for use and disclosure of CPNI that is pennitted
without customer approval under section §64.2005, or that is described in this paragraph, or as otherwise
provided in section 222 of the Communications Act of 1934, as amended, a telecommunications carrier
may only use~ disclose. or permit access to its customer's individually identifiable CPNI subject to opt-in
approval.

Tlte Company does not use CPNI fot' any purpose (including marketing communications-related
services) and does -not disclose or grllltt access wCPNIto anyparty (including to agent... or affiliates tltat
provide comwU1tications-related services), except as permitted under 47 V.S.c. § 222(d) and Rule
64.2005.
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Section 64.2008 Notice required for use of customer proprietary network information.

..

(a) Notification, Generally. (1) Prior to any solicitation for customer approval, a
telecominunications carrier must provide notification to the customer of the customer's right to restrict use
of, disclose of, and access to that customer's CPNI.

(2) A telecommunications carrier must maintain records of notification, whether oral, written or
electronic, for at least one year.

(b) Individual notice to customers must be provided when soliciting approval to use, disclose, or
permit access to customers' CPNl.

(c) Content ofNotice. Customer notification must provide sufficient information to enable the
customer to make an informed decision as to whether to permit a carrier to use, disclose, or permit access
to, the customer's CPNl.

(1) The notification must state that the customer has a right, and the can'ier has a duty, under
federal law, to protect the confidentiality ofCPNl.

(2) The notification must specify the types of information that constitute CPN! and the specific
entities that will receive the CPNI, describe the purposes for which CPNf will be used, and infonn the
customer ofhis or her right to disapprove those uses, and deny or withdraw access to CPNI at any time.

(3) The notification must advise the customer of the precise steps the customer must take in order
to grant or deny access to CPNI, and must clearly state that a denial of approval will not affect the
provision of any services to which the customer subscr1bes. However, carriers may provide a brief
statement, in a clear and neutral language, describing consequences directly resulting from the lack of
access to cPNI.

(4) The notification must be comprehensible and must not be misleading.

(5) If written notification is provided, the notice must be clearly legible, use sufficiently large
,type, and be placed in an area so as to be readily apparent to a customer.

(6) If any portion of a notification is translated into another language, then aU portions of the
notification must be translated into that languag~.

(7) A carrier may state in the notification that the customer's approval to use epN! may enhance
the carrier's ability to offer products and services tailored to the customer's needs. A carrier also may state
in tbe notification that it may be compelled to disclose CPNI to any person upon affirmative written request
bytbe customer.

(8) A carrier may not include in the notification any statement attempting to encourage a customer
to freeze thirdwparty access to CPNL

(9) The notification must state that any approval, or denial of approval for the use of CP'NI
outside of the service to whIch the customer already subscribes from that carrier is valid Wltil the customer
affirmatively revokes or limits sucb approval or denial.

(10) A telecommunications carrier's solicitation for approval must be proximate to the
notification ofa customer's CPNI rights.

The Company's CPNI policies require that customers be notified Of their rigTtts, and the Company's
obligations, with respect to CPNIprior to any solicitation jor customer approval All required customer
notices (whether written, oral or electronic) comply with flu! requirements of Rule 64.2008. The
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Company maintains records of all required customer notices (whether written. oral or electronic) for a
minimum ofoneyear.

(d) Notice Requirements Specific to Opt-Out. A telecommunications carrier must provide
notification to obtain opt-out approval through electronic or written methods. but not by oral
communication (except as pl'Ovided in paragraph (f) of this section). The contents of any such notification
must comply with the requirements ofparagraph (c) of this section.

(1) Carners must wait a 30-day minimum period of time after giving customers notice and an
opportunity to opt-out before assuming customer approval to use. disclose. or permit access to CPNl. A
carrier may. in its discretion, provide for a longer period. Carriers must notify customers as to the
applicable waiting period for a response before approval is assumed.

(i) In the case of an electl:onic form of notification. the waiting period shall begin to run from the
date on which the notification was sent; and

(ii) In the ca'le of notification by mail. the waiting period sl1aU begin to run on the third day
following the date that thenotification was mailed.

(2) Carriers using the optvout mechanism must provide notices to their customers every two
years.

(3) Telecommunications carrIers that use e-mail to provide opt-<lut notices must comply with the
follOWing requirements in addition to the requirements generally applicable to notification:

(i) Carriers must obtain express, verifiable, prior approval from consumers to seud notices via e­
mail regarding their service in general, or CPNI in particular;

(li) Carriers must aHow customers to reply directly to e·mails containing CPNI notices in order to
opt-out;

(iii) Opt·out e-mail notices that are retumed to the camer as undeliverable must be sent to the
.customer in another form before carriers may consider the customer to have received notice;

(iY) Carriers that use eMmail to send CPNI notices must ensure that the SUbject line ofthe message
clearly and accurately identifies the subject matter ofilie e~mail; and

(v) Telecommunications carriers must make available to every customer a method to opt-out that
is of no additional <:ost to the customer and that is available 24 hours a day, seven days a week. Carriers
may satisfy this requirement through a combination of methods,' so long as all customers have the ability to
opt~out at no cost and are able to effectuate that choice whenever they choose.

The Comptmy does not currmtly solicit "opt out" customer approvalfor the use or disclosure ofCPNL
Tlte Company does not use CPNI for any purpose (inchldlng marketi1tg communication$>-related
services) and does not disclose or grant access to CPNI to anyparty (including to agents or affiliates tltat
provide communications-related services). except as permitted under 47 U.S.c. § 222(d) and Rule
64.2005.

(e) Notice Requirements Specific to Opt-ln. A telecommunications carrier may provide
notification to obtain opt-in approval through oral, written. or electronic methods. The contents ofany such
notification must comply with the requirements ofparagraph (c) of this section.

The Company does not currently solicit "opt in" customer approv«l fot the use or disclosure of CPNL
The Company does nt)1 use, disclose or gruni acceSS to CPNI for (my purpose, to any party or in any
manner that would require a customer's Ifopt in" apprIJval under the Commission ~ CPNI Rules.

4



(f) Notice Requirements Specific to One~Time Use ofCPNI. (1) Carriers may use oral notice to
obtain limited, one-time use of CPNI for inbound and outbound customer telephone contacts for the
duration'ofthe call, regardless of whether carriers use opt-out or opt-in approval based on the nature of the
contact

(2) The contents of any such notification must comply with the requirements of paragraph (c) of
this section, except that telecommunications carriers may omit any of the following notice provisions unot

----~--~r::".:e:'i"le:~cfuse for wfiiChilie carrieI' secKSCrfIT:

(i) Carriers need not advise customers that if they have opted-out previously, no action is needed
to maintain the opt-out election;

(H) Carriers need not advise customers that they may share CPNI with their affiliates or third
parties and need not name those entities, if the limited CPNI usage wiIl not result in use by, or disclosure
to, an affiliate or third party;

(iii) Carriers need not disclose the means by which a customer can deny or withdraw future access
to CPNl, so long as carriers explain to customers that the scope of the approval the carrier seeks is limited
to one-time use; and

(iv) Carriers may omit disclosure of the precise steps a customer must take in order to grant or
deny access to CPNI, as long as the carrier clearty conununicates that the customer can deny access to his
CPNI for the call.

..

In instances where Ute Company seeks one-time customer approval for the use or disclosure oj CPNI,
the Comptmy obtains such approval lit accordance with the disclosures, methods and requirements
contained in Rule 2008(j)•

Section 64.2009 Safeguards required for use of customer pl'"oprietary network information.

(a) Telecommunications carriers must implement a system by which the status of a customer's
:CPNI approval can be clearly established prior to the use ofCl;>NI.

Tile Company's hilling system allows authorized company personnel to easily determine the status ofa
customer's CPNI approval on the customer account screen prior to the Ufie or disclosure ofCPNL

(b) Telecommunications carriers mUl,'t train their personnel as to when they are and are not
authorized to use CPNI, and carriers must have an express disciplinary process in place.

The Company has establi$lletl CPNI compliance policies tlwt iltclude employee training on restrictions
on ti,e use and disclosure oJ CPNl (lltd required safeguardS to protect agaillst unauthorked use or
disclosure ofCPNl Employees understand the CPNIpolicies and a violation ofthose policies will
result in disciplinary action.

(0) All carriers shall maintain a record, electronically or in some other manner, of their own and
their affiliates' sales and marketing campaigns that use their customers' CPNI. All carriers shall maintain a
record of all instances where CPNI was disclosed or provided to third parties, or where third parties were
allowed access to CPNI. The record must include a description of each campaign, the specific CPNI that
was used in the campaign, and what products and services were offered as a part ofthe campaign. Carriers
shall retain the record for a minimum ofone year.

The Company's CPNIpolicies require that all sales and marketing campaigns including those utilizing
CPNI be recorded and kept on file jor at feast one year. Records are also maintainedfor disclosure or
access to CPNI by t/tifdparties. The records include the required information listed in Rule 64.2009(c).
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(d) Telecommunications carriers must establish a supervisory review process regarding carrier
compliance with the rules in this sUbpart for out-bound marketing situations and maintain records of carrier
compliance for a minimum period of one year. Specifically, sales persOlmel must obtain supervisory
approval ofany proposed out-bound marketing request for customer approval

The Company's CPNI policies require employees to obtain approval frtJm the Company's CPNl
Cpmp#l!1l.ctUlfflcer ill.!' all marketi"(!g campaig!!h in£1HJ1.~-K. those utill~lIlg CPN~ PJ'ior to hlitiatiJ~g,...:t~lt~at::........ _
campaign. Record ()f tlle marketing campaigns, along with the appropriate supervisory approval is
maintalnedfor at least OIte year.

(e) A telecommunications carrier must have an officer, as an agent of the carrier, sign and file
with the Commission a compliance certificate on an annual basis. The officer must state in the certification
that he or she has pel.'Sonal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the rules in this subpart. The carrier must provide a statement
accompanying the certificate explaining how its operating procedures ensure that it is or is not in
compliance with the rules in this subpmt. In addition, the carrier must include an explanation of any
actions taken against data brokers and a summary of all customer complaints received in the past year
conceming the unauthorized release of CPNI. This filing must be made annually with the Enforcement
Bureau on or before March 1 in EB Docket No. 06·36, for data pertaining to the previous calendar year.

Tlte required officer certification, actions taken against data brokers and summary of customer
complaint documents are included with tMs accmnpanying statement. The Company will file these
documents on an ulmunl basis on or before MartJh 1for data pertaining to tlte previous calendaryear.

(f) Carriers must provide written notice within five business days to the Commission of any
instance where the opt-out mechanisms do not work properly, to such a degree that consumers' inability tr>
opt-out is more than an anomaly.

(1) The notice shall be in the form ofa letter, and shall include the carrier's name, a description of
the opt-out mechanism(s) used, the problems(s) experienced., the remedy proposed and when it will be/was
implemented, whether the relevant state cornmission(s) has' been notified and whether it has taken any
action, a copy ofthe notice provided to customers, and contact information,

(2) Such notice must be submitted even if the carrier offers other methods by which consumers
may opt-out.

Tlte Company does Itot currelltly sclicit I<Opt out" customer approvalfor tile use or disclosure ofCPNL

Section 64.2010 Safeguards on the disclosure of customer proprietary network information.

(a) Safeguarding CPNI. Telecommunications caniers must take reasonable measures to discover
and protect against attempts to gain unauthorized access to CPNI, Telecommunications carriers must
properly autllenticate a customer prior to disclosing CPNI based on customer-initiated telephone contact,
online account access, or an in~store visit.

The Company's CPNl policies «ltd employee training include reasonable measures to discover and
proteet against activity t/tat is indicative ofpretexting and employees are hlstFUcted to notify the CPNI
Compliance Officer ifany such activity is suspected.

(b) Telephone access to CPNl. Telecommunications carriers may only disclose call detail
infonnation over the telephone, based on customer-initiated telephone contact, if the customer fItst
provides the carrier with a password, as described in paragraph (e) of this section, that is not prompted by
the carrier asking for readily available biographical information, or account information. If the customer
does not provide a password, the telecommunications carrier may only disclose call detail information by
sending it to the customer's address of record, or, by calling the customer at the telephone number of
record. If the customer is able to provide call detail information to the telecommunications carrier during a
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customer-initiated call without the telecommunications carrier's assistance, tIlen the telecommunications
carrier is pennitted to discuss the can detail infonnation provided by the customer.

The Company's CPNIpolicies ensure that a customer is only able to access can detail information over
the telepholle in one of the ways listed in Rule 64.20IO(b}. If the customer cannot remember their
password, they are prompted to answer a security question. Neither the password ftor the security

_________q!festio": are based 0" reu,dily flvailable bloK!f!R,hicaL?!!.f!!!..11!0Jfon or.!!£E!!.lfnt injQrma:,:ti.:;:ol:;;:t.~eu=s:.:t(),::.:m;.;.:;:;:er:.- _
service representatives are instructed to authenticate customers ovef the telephone in all instances except
in tile case wltere the customer proVides the call detail Information witltout the assistance of the
Company. '

(c) Online access to CPNI. A telecommunications carrier must authenticate a customer without
the use of readHy available biographical information, or account information, prior to allowing the
customer online access to epN! related to a telecommunications service account. Once authenticated, the
customer may only obtain online access to CPNI related to a telecommunications service account through a
password, as described in paragraph (e) oftrus section. that is not prompted by the carrier asking for readily
available biographical information, or account information.

The Company's customers have access to their account online upon entry ofan access code which is not
linked to readily available account information.

(d) In-8tore access to CPNI. A telecommunications carrier may disclose CPNI to a customer
who, at a carrier's retail location. first presents to the telecommunications catTier or its agent a valid photo
ID matching the customer's account information.

The Company does not have a retail location.

(e) Establishment of a Password and Back-up Authentication Methods for Lost or Forgotten
Passwords. To establish a password, atelecommunications carrier must authenticate the customer without
the use ofreadily available biographical information, or account information. Telecommunications carriers
may create a back-up customer authentication method in the event ofa lost or forgotten password, but such
\back~up customer authentication method may not prompt the customer for readily available biographical
jnformation, or account infonnation. If a customer cannot provide the correct password or the correct
response for the back-up customer authentication method, the customer must establish a new password as
described in this paragraph.

Tlte Company's CPN] policies alloJV for a few ways to €Stablislt a password, all of which ensure
compliance with the aboveparagraph. Each method also allows the customer to estabHsh a' . .
security question in the event that they forget tlleir ptlSsword. In ItO event does the Company use readlfy
available biographical information or account information as a baCk-Up question or as a means to
establish apassword or authenticate the customer.

(f) Notification of account changes. Telecommunications carriers must notify customers
immediately whenever a password, customer response to a back-up means of authentication for lost or
forgotten passwords, online account, or address of record is created or changed. This notification is not
required when the customer initiates service, including the selection of a password at service initiation.
This notification may be through a carrier-originated voicemail or text message to the telephone number of
record, or by mail to the address of record, and must not reveal the changed information OT be sent to tile
new account information.

The Company's hilling system generates a notificatiqn letter when aflY oj the fields listed in Rule
64.2010(fj is created or changed. Tlte Company immediately mails out the notiflcation to the address of
record (never a new address) when required by Rule 64.2010(j). The content ofthe notlflcation complies
with the requirements ofRule 64.2010(/).
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(g) Business Customer Exemption. Telecommunications carriers may bind themselves
contractually to authentication regimes other than those described in this section for services they provide
to their business customer that have both a dedicated account representative and a contract that specifically
addresses the carriers' protection ofePNI.

TI,e Company does not utilize tite business customer exception at this time.

~-----------------_._-------,-----------------

Section 64.2011 Notification of customer proprietary network information security
breaches.

(a) A teleconununications carrier shaU notify law enforcement of a breach of Its customers' ePNI
as provided in this section, The carrier shall not notify its customers or disclose the breach publicly,
whether voluntarily or under state or local law or these rules, until it has completed the process ofnotifying
law enforcement pursuant to paragraph (b).

CO) As soon as practicable, and in no event later than seven (7) business days, after reasonable
detennination of the breach, the telecommunications carrier shall electronically notify the United States
Secret Service (USSS) and the Federal Bureau of Investigation (FBl) through a central reporting facility.
The Conunission will maintain a link to the reporting facility at http://www.fcc.gov/eb/cpni.

(1) Notwithstanding any state law to the contrary, the carrier shall not notitY customers or
disclose the breach to the'public until 7 full business days have passed after notification to the USSS and
the FBI except as provided in paragraphs (2) and (3).

(2) If the carrier believes that there is an extraordinarily urgent need to notify any class ofaffected
customers sooner than otherwise allowed under paragraph (1), in order to avoid immediate and irreparable
harm, it shall so indicate in its notification and my proceed to immediately notify its affected customers
only after consultation with the relevant investigating agency. the carrier shall cooperate with the releva11t
investigating agency's request to minimize any adverse effects ofsuch customer notification.

(3) If the relevant investigating agency determines that the public disclosure or notice to
:customers would impede or compromise an ongoing or potential criminal investigation or national security,
such agency may direct the carrier not to so disclose or notify for an initial period of up to 30 days. Such
period may be extended by the agency as reasonable necessary in the judgment of the agency. If such
direction is given, the agency shall notify the carrier when it appears that public disclosure or notice to
affected customers will no longer impede or compromise a criminal investigation or national security. The
agency shall provide in writing its initial direction to the carrier, any subsequent extension, and any
notification that notice will no longer impede or compromise a criminal investigation or national security
and such writings shall be contemporaneously logged on the same reporting facility that contains records of
notifications filed by carriers.

(0) Recordkeeping. All carriers shall maintain a record, electronically or in some other manner, of
any breaches discovere~ notification made to the USSS and the FBI pursuant to paragraph (b). and
notificatIon made to customers. The record must include, ifavailable, dates ofdiscovery and notification, a
detailed description of the CPNI that was the subject of the breach, and the circumstances of the breach.
Carriers shall retain the record for a minimum of2 years.

The Company has policies alzdprocedures in place to ensure compliance wiJI' Rule 64.2011. JVlzen it is
reasonably determined that a breach !tas occurred, tile CPNI Compliance OjJ1.cer will notify law
enforcement and its customer in the required time/rames. A record oftlte breach will be maintalmdfor
a minimum of two years and will include all in/urmation required by Rule 64.2011.
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