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XCHANGE TELECOM CORP.
Form 499 Filer ID: 822302
EB Docket No. 06-36

Dear Ms. Dortch:

Telephone: (770) 232-9200
Facsimile: (770) 232-9208

Email: lsteinhart@telecomcounsel.com

Pursuant to 47 C.F.R. § 64.2009(e), XCHANGE TELECOM CORP. hereby
submits its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

itted,

Lan Y . Steinhart
Att I, 'ey for
X ANGE TELECOM CORP.

Enclosures
cc: Alfred West



03/03/2008 11:54 545-2255700 XCHANGE TELECOM PAGE 03/03

Federal Communications Commission
Page Two
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I, Alfred West, President ofXCHANGE TELECOM CORP., certify that I am an officer
of the company named above, and acting as an agent of the company, thllt 1have personal
knowledge that the compllny has established operating procedures that are adequate to
ensure compliance with the Commission's CrNl rules. See 47 C.l'.R § 64.2001 et seq.

Attached to this certification as Exhibit "A" is an accompanying statement explaining
how XCHANGE TELECOM CORP.'s procedures ensure that the company is in
complillnee with the requirements set forth in Section 64.2001 et seq. of the
Commission's rules. ..

Name: Alfred West
Title: President

FCC AnnmlJ 'Piling
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XCHANGE TELECOM CORP. has not taken any actions (proceedings instituted
or petitions filed by a company at either state commissions, the court system, or at the
Commission against data brokers) against data brokers in the past year. Companies must
report on any information that they have with respect to tbe processes pretexters are using
to attempt to access CPNI , and what steps companies are taking to protect CPN I.

XCHANGE TELECOM CORP. has not received any customer complaints in the
past year concerning the unauthorized release of CrNI (number of customer complaints a
company has received related to unauthori7-ed acccss to CPNI, or unauthorized disclosure
ofCPNI, brokcn down by category or complaint, e.g, instances of improper access by
employees, instances of improper disclosure to individuals not authorized to rccclve the
infonnation, or instances of improper access to online infonnation by i.ndividuals not
authorized to view the information).

Sign(7~
Alfred West, President

FCC Annual Filing
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Exhibit A

XCHANGE TELECOM CORP.

Compliance Requirements



Section 64.2005

,

XCHANGE TELECOM CORP.
3611 14th Avenue, Suite 215
Brooklyn, New York 11218

Compliance Requirements

XCHANGE TELECOM CORP. ("Company") maintains the following operating procedures to ensure compliance with
the requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Use of customer proprietary network information without customer
approval.

(a) Any I"leconunwlleations carrier may nsc, disclose, or permit access to CPNI for the purpose of
pl'oviding or marketing service offerings among the categories of service (i.e., local, Interexchange, and
CMRS) to which ct,e customer already subscribes from the same carrier, wiiliout customer approval.

(1) If a telecommunicaticms carrier provides different categories of service, and a customer
subscribes to more ihan one category of service offered by the carrier, ihe carrier is permitted to share
CPNI among ihe carrier's affiliated enUties that pl'ovide a service offel'ing to the customer.

(2) If a teleconimunications carner pl'ovides different categories of service, but a customer does
not .'nbscribe to more ilian one offering by the carrier, the carrier is not perntllted to share CPNI willi its
affiliates, except as provided In §64.2007(b).

(b) A telecommunications carrier may not use, disclose, or pennit access to CPNI to market to a
·customer sewice offerings that are within a category of service to Which the subscriber does not already
subscribe from that carrier, unless tbat carrier has custmner approval to do so, except as descn'bed in
paragraph(c) of this section.

(1) A wireless provider may use, disclose, orpennit access to CPNl derived from its provision of
CMRS, without customer approval, for the provision of CPE and in:IOrmation service(s). A wireline carrier
may use, disclose or permit access to CPNl derrved from its provision of local exchange service. or
lnterexchange service, without customer approval, for the provision of CPE and call answering, voIce mail
or messaging, voict:} storage and re~'ievat services, fax store and forward. and protocol conversion.

(Z) A teleoonununications carrier may aDt use, dIsclose, or permit access to CPNI to identify or
track customers that call competing servica providers. For example, a local exchange carrIer may not use
local service CPNI to track all customers that call local service competitors.

(c) A telecommunications carrier may use, disclose, or permit access to CPNI, without customer
approval, as described in this paragraph (c).

(1) A teleoommunications carrier may use. diSclose, or permit access to CPN~ without customer
approval, in its provision of inside wiring installation, maintenance, and tepair services.

(2) CMRS l>Toviders may use, disclose, or permit access to CPNl for the purpose of conducting
research on the health effects of CMRS.



(3) LECs, CMRS providers, and interconnected VolP providers may use CPNI, without customer
approval, to market services formerly lmown as adjlmct-toMbasic services, su.ch as, but not limited to, speed
dialing, computer-provided directory assistance, call monitoring, call tracing, call blocking, call return,
repeat dialing, call tracking, call waiting, caller J.D., call forwarding, and certain Centrex features.

(d) A telecommunications carrier may usc, disclose, or petmit access to CPNl to protect the rights
?ry..':£hlrtY.Ji~~ier, or to protect ~sers of those services and other carriers from fraudulent, abusive, or
unlaw 1use of~ or subscription to, such services.

The Company has adopted specific CPNI policies to ensure that, in the absence of customer approval,
CPNI Is only usell by the Company to provide or market service offerings among tlte categories of
service (Le., local, i1llerexcltange, altd CMRS) to IVhlch the customer already subscribes. The
Company's CPNI policies prohibit /lte sharlflg of CPNIlVltlt affiliated companies, excepl as permilled
under Rule 64.2005(a)(l) or IV/th customer approval pursualtt to Rule 64.20117(b). The only exceptions
to tltese policies are as permitted under 47 U.S.c. § 222(d) ami Rule 64.21105.

Section 64.2007 Approval required for use of customer proprietary network information.

(a) A telecommunications carrier may obtain approval through written, oral or electronic
methods.

(1) A telecommunications carrier relying on orai approval shall bear the burden of demonstrating
that such approval has been given in compliance with the Commission's rules in this part.

(2) Approval or disapproval to use, disclose, or permit access to a cnstomer's CPNI obtained by a
telecommunications carrier must remain in effect until the customer revokes or limits such approval or
disapproval.

(3) A telecommunications carrier must maintain records of approval, whether oral. written or
electronic, for at least one year.

h. all circumstallces witere customer approvul is required to use, disclose or permit uccess to CPNl, the
CompullY's CPNIpolicies require tltat tlte Compally obtalll customer approvultltrough IVritten, oral or
electronic metltods In compliance w/tlt Rule 64.2007. A customer's approvul or tll.~approval remailts in
effect until the customer revokes or limits the approval or disapproval. The Company maintains records
ofcustomer approvai (whether IVrltien, oral or electronic) for a miltlmum ofoneyear.

(b) Use ofOpt-Out and Opt-In Approvai Ptoces,es. A teleconununications carrier may, subject
to opt-ont approval or opt·in approval, use its customer's individually identifiable CPNI for the pmpose of
marketing communications-related services to that customer. A teJecommUIlications carrier may, subject to
opt-out approval or opt-in approval, disclose its customer's hldividually identifiable CPNl, for the purpose
of marketiug conuuunications-related services to that customer, to its agents and its affiliates that provide
communications-related services. A telecommunications carrier may also pernlit such person or entities to
obtain access to such CPNl for such purposes. Except for use and disclosure of CPNI that is pennitted
without customer approval under section §64.200S, or that is described in this paragraph, or as otherwise
provided in section 222 of the Communications Act of 1934, as amended, a telecommunications carrier
may only use, disclose, or permit access to its customer's individually identifiable CPNI subject to opt-In
approval.

Tlte Company does not use CPNI for any purpose (lncludlug marketiug communications-related
services) anti does 1101 disclose or grant aCCess to CPNI to any parly (illcludlng to ageltts Or a!flUates tltat
provide col1tlltlmlcatious-related services), except as permi/teft uuder 47 U.S.C. § 222(d) altd Rule
64.2005.
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Section 64.2008 Notice required for usc of customer proprietary network information.

(a) Notification. Generally. (I) Prior to any solicitation for customer approvai, a
telecominunications carrier must provide notification to the customer ofthe customer's right to restrict use
of, disclose of, and access to that customer's CPN!.

(2) A telecommunications carrier must maintain records of notificatioll, whether oral, written or
-----.electroiiiC;-fOriifleast one year.

(b) Individual notice to customers must be provided when soliciting approval to use, disclose, or
permit access to customers' CPN!.

(a) Content ofNotice. Customer notification must provide sufficieut infonnation to enable the
customer to make an informed decision as to whether to pewit a carrier to use, disclose, or permit access
to, the customer's CPN!.

(I) The notification must state that the customer has a right, and the carrier has a duty, under
federal law, to protect the confidentiality of CPN!.

(2) The notification mnst specify the types of infonnation that constitute CPN! and the specific
entities that will receive the CPNI, describe the purposes for which CpNI will be used, and inform the
customer ofhis or her right to disapprove those uses, and deny or withdraw access to CPNi at any time.

(3) The notification must advise the customer of the precise steps the customer must take in order
to grant or deny access to CPNI, and must clearly state that a denial of approval will not affcct the
provision of any services to which the customer subscribes. However, carriers may provide a brief
statement, in a clear and neutral language, describing consequences directly resulting from the lack of
access to CPN!.

(4) The notification must be comprehensible and must not be misleading.

(5) If written notification is provided, the notice must be clearly legible, use sufficiently large
type, and be placed in an area so as to be readily apparent to a customer.

(6) If any portion of a notlfication is tninslated into another language, then all portions of the
notification must be translated into that language.

(7) A carrier may state in the notification that the customer's approval to use CPN! may enllance
the carrier's ability to offer products and services tailored to the customer's needs. A carrier also may state
in the notification that it may be compelled to disclose CPNI to any person upon affirmative written request
by the customer.

(8) A carrier may not include in thc notification any statement atrempting to encourage a customer
to freeze tllird-party access to CPN!.

(9) The notification must state that any approval, or denial of approval for tl,e use of CPNI
outside of the service to which the customer already subscribes from that carrier is valid until the customer
affirmatively revokes or limits such approval or denial.

(10) A telecommunications carrier's solicitation for approval must be proximate to the
notification ofa customer's ePNI rights.

The Company's eRNl policies reqllire that customers be 1I0tified of their rights, and the Company's
obligations, with respect to CPNI prior to any sollcltatioll for customer approvaL All required customer
1I0tices (whether written, oral or electronic) comply with tlte requlfemellts of Rule 64.1008. The
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Company maintains records of all required customer Mtices (whether written, oral or electronic) for a
minimum ofone year.

(d) Notice Requirements Specific to Opt-Oat. A telecommunications carrier must provide
notification to obtain opt-out approval tilrough electronlc or written methods, but not by oral
communication (except as provided in paragraph (I) of this section). The contents of any such notification
must with the requirements ofparagraph (c) ofthis section.

(1) Carriers must wait a 30-day minimum period of time after giving customers notice and all
opPOltunity to opt-out before assUJllmg customer approval to use, disclose, or permit access to CPNI. A
carrier may) in its discretion, provide for a longer period. Carriers must notify customers as to the
applicable waiting period for a response before approval is assumed.

(l) In the case of an electronic fonn of notification, the waiting period shall begin to run from the
date on which the notification was sent; and

(ii) In the case of notification by mail, the waiting period shall begin to run On the third day
following the date that thenotification was mailed.

(2) CatTiers using the opt-ont mechanism mnst provide notices to their customers every two
years.

(3) Telecommunlcations carriers that use e-mail to provide opt-out notices must comply with the
following requirements in addition to a,e requirements generally applicable to notification:

(i) CatTiers must obtain express, verifiable, prior approval from consumers to scud notices via e­
mail regarding their service in general, or CPNI in particular;

(ii) Carriers must allow customers to reply directly to e-mails containing CPNI notices ill order to

(iil) Opteout e-mail notices that are retumed to the carrier as undeliverable must be sent to the
,customer in another form before carriers may consider the customer to have received notice;

(iv) Carriers that use e-mail to send CPNlllotIces must ensure tilat the subject line of the message
clearly and accurately identifies ti,e subject matter ofthe e-mail; and

(v) Telecommunications carriers must make available to every cnstomer a method to opt-out that
is of no additional cost to the customer and that is available 24 hours a day, seveu days a woek. CatTiers
may satisfy this requirement thtough a combination of methods, so iong as all customers have the ability to
opt-out at no cost and are able to effectuate that choice whenever they choose.

rite Company does not currelllly solldt "opt out" customer approvallor tlte use or disclosure ofCPNL
rite Company does not use CPNI for any purpose (inclt/dlng marketing cOlllmrmlcatlo/lS-reiatell
senice!<) and does not disclose or grant access to CPNlto any par/y (il/cludlng to agents or affiliates tltat
provide cOlllmunlcations-related services), except as permitted under 47 U_S.c. § 222(d) and Rule
64.2005.

(e) Notice Requirements Specific to Opt-ln. A telecommunications catTier may provide
notification to obtain opt-in approval through oral, written, or electronic methods. The contents of any such
notification must comply with the requirements ofparagraph (c) of this section.

rite Company does not currently solicit "opt in" customer approval for tlte use or disclosure Of CPNI.
rite Company dOe!< not use, disclose or grant access 10 CPNllor lilly purpose, to IIny party or in any
manner t!tat would require a cllstomerrs "opt in" approval under the Commission's CPNI Rules.
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(I) Notice Requirements Specific to One-Time Use ofCPNI. (1) CalTiers may use oral notice to
obtain limited, one-time use of CPNI for inbound and ontbound customer telephone contacts for the
duration'ofthe call, regardiess of whether carriers use opt-out or opt-in approval based on the namre ofthe
contact.

(2) The content, of any such notification must comply with the requirements of paragraph (c) of
this section, except that telecommunications calTiers may omit any of the following notice provisions ifnot

---:r"'eGvant to the1imftecfuse for wnlchl:li.ecamel' seeKS cFfIT

(i) Carriers need not advise customers that if they have opted-out pl'eviously, no action is needed
to maintain the opt-out election;

(li) Carriers need not advise customers that tlley may share CPNI with their affiliates 01' thu'd
parties and need not name those entities, if the lnnited CPNI usage will not result in use by, or disclosure
to, an affiliate or third party;

(iii) Carriers need not disclose the means by which a customer can deny or withdraw future access
to CPNI, so long as earriel's explaul to customers that the scope ofthe approval the carrier seeks is limited
to one-time use; and

(Iv) Carriers may omit disclosure of the precise steps a customer must take in order to grant or
deny access to CPNl, as long as the carrier clearly communicates that the customer can deny access to his
CPNl for the call.

In instances where the Company seeks one-time customer approval for the lise or disclosllre of CPNI,
the Company obtalIlS sllch approval In accardance with tlte disclosllres, methods and reqlliremems
comalned In Rille 2008(f).

Seetion 64.2009 Safeguards required for use ofcustomer proprietary uetwork information.

(a) Telecommunications carriers must implement a system by which the status of a customer's
,CPNI approval can be clearly established prior to the use ofCPN!.

The Company's billiltg system allows authorized company personltel to easily determine the statlls of a
customer's CPNI approval Olt the cllstomer accoultt screelt prior to the use or disclosure ofCPNI.

(b) TelecOlmnnnications carriers must train their persOImel as to when they are and are not
authorized to use CPNI, and carriers must have all express disciplinary process in place.

The Company has established CPNI compliance pollcles tltat include employee trailling on restrictions
ott the lise alld disclosure of CPNI alld required safeguards to protect agalltst ultalltltor!zed use or
dlsclosnre ofCpNL Employee~' have signed that tltey understalld the CPNI policies and a violation of
tltose policies will result In disciplinary adlon.

(c) All carriers shall maintain a record, electronically or in some other manner, of their own and
their affiliates' sales and marketing campaigns that use their customers' CPN!. All carriers shall maintain a
record of all instances where CPNI was disclosed 01' provided to third parties, or where third parties were
allowed access to CPNI. The record must include a deseription of each campaign, the specific CPNI that
was used in the campaign, and what products and services were offered as a part of ti,e campaign. Carriers
shall retain the record for a minimum ofone year.

The CompallY's CPNI policies require that all sales and m"rketing c"mpalgns Including those ntlli.lng
CPNI be recorded and kept Olt file for at least one year. Records are aiso maiJ.t"i'ledfor dlsciosure or
IIceess to CPNI by tllird parties. The recorils include tile required iltformatiolllisted lit Rule 64.2009(c).
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(d) Telecommunications calTiers must establish a supervisory review process regarding carrier
compliance with tilC ruies in this subpart for out-bound marketing situations and maintain records of carrier
compliance for a minimum period of one year. Specifically, sales persOlmel must obtain supervisory
approval of any proposed out-bound marketing request for customer approval.

The Company's CPNI policies require employees to obtain approval from the Company's CPNI
C;a1!1I!llat!£e OfficerP1J' all marketi'!K camIMigM>.J.IJJ,llldi!!1? tltase util/zl!Jg CP!VhJl}jar to tllltlatillg),"1'",ac-t _
campaigll. Record of the marketillg campalglls, along witlt the appropriate supervisory approval Is
maitltainedfor at least one year.

(e) A telecommunications carrier must have an officer, as an agent of the carrier, sign and file
with the Commission a compliance cettificate on an annual basis. The officer must state in tile certification
that he or she has personal knowledge that the company has established operating procedlll'es that are
adequate to ensure compliance with the ruies in this subpart. The carrier must provide a statement
accompanying the cettificate explaining how its operating procedures ensure that it is or is not in
compliance with the rules in this subpalt. In addition, the carrier must include an explanation of any
actions takell against data brokers and a summary of all customer complaints received in the past year
concerning the unauthorized reiease of CPNJ. This filing mnst be made annually with the Enforcement
Bureau on 01' before March I Ul EB Docket No. 06-36, for data pertaining to the previous caiendar year.

11.e required officer certification, actlalls taken against data brokers alld summary Of customer
complaint documents are Included witlt this accompallying statement. The Company will file these
documents Oil an annual basis on or before March 1for data pertaining to tlte previou.f calendaryear.

(I) CalTiers must prOVide written notice within five business days to the Commission of any
instance where the opt-out mechanisms do not work properly, to such a degree that consumers' inability to
opt-out is more than an anomaly.

(I) The notice shall be in the fonn ofa letter, and shail include the carrier's name, a description of
the opt-out rnechanism(s) used, tile problems(s) experienced, the remedy proposed and when it will be/was
implemented, whether the relevant state commission(s) has beeu notified and whether it has tal<en any
action, a copy ofthe notice provided to customers, and contact information.

(2) Such notice must be submitted even if the carrier offers other methods by which consumers
may opt-out.

11.e Company does not currently solicit "apt out" customer approvalfor tlte use or disclosure ofCPNI.

Section 64.2010 Safegual'ds on the disclosure of customer proprietary network informatiou.

(a) Safeguarding CPN!. Telecommunications caniers must take reasonable measures to discover
and protect against attempts to gain unauthorized access to CPNI. Telecommunications carriers must
properly autlleuticate a customer prior to disclosing CPNI based on c'Ustomer-initiated telephone contact,
online account access, or an in~store visit.

Tile CompallY's CPNI policies alld employee traillh,g Illclude reasattable measures to (liscaver alld
protect agalltst activity tltat is Indicative Ofpretextillg m,d employees are iltstructed to notify the CPNI
Compllaltce Officer Ifauy such activity Is suspected.

(b) Telephone access to ePN!. Telecommnnications carriers may only disclose call detail
information over the teiephoue, based on customer-initiated telephone contact, if the customer fIrst
provides the canier with a password, as described in paragraph (e) of this section, tilat is not prompted by
the carrier asking for readily avaliable biographical information, or account information. If the customer
does not provide a password, the telecommunications carrier may only disclose call detail information by
sending it to the customer's address of record, or, by calling the customer at the telephone number of
record. If the customer is able to provide call detail information to the telecommunications carrier during a
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customer-initiated call without the telecommunications carrier's assistance, then the telecommunications
c"'Tier is permitted to discuss the call detail infonnation provided by the customer.

The Company's CPNI policies ensllre that a cllstomer is on{y able to access call detaUlnformation over
the telephMe ill one of the ways listed In Rule 64.20IO(b). If the cllstomer callnot remember their
pllssword, they are prompted to Illlswer a security questioll. Neither the password Ilor the security

___,__, q}!!!stio,! Ilrf£ based Oil rell,IE{Y ~vaj[able blo/fraf!l!if!!!1 in!ofl'la.tl!!!!:..!!!!'!?E£'l!!!.J!Jlorm«.t!!!I,. Castolll,e"'r,- _
service representatives are instructed to authenticate customers over the telephone in (Ill instances except
In the case where the customer provides the call detail Illformation without the assistallce of the
Compm,y.

(c) Gnlille access to ePNI. A telecommunications call'ier must authenticate a customer without
the use of readily available biographical information, or account information, prior to allowing the
customer online access to CPNI related to a telecommunications service account. Once authenticated, the
customer may only obtain online access to CPNl related to a telecommunications service account through a
password, as described in paragraph (e) ofthis section, that is not prompted hy the calTier asking for readily
availabie biographical information, or account informatiou.
The company authenticates customers without the use of readily available biographical or account information
prior to allowing on access to CPNI related to an account. Once authenticated, the customer may only obtain
access to CPNI through a password, that is not prompted by readily available biographical or account information.

(d) In-Store access to CPNI. A telecommunications carrier may disclose CPNI to a customer
who, at a carrier's retail location, first presents to the telecommunications calTicr or its agent a valid photo
ID matching the customer's account infolTnatiou.

The Company does not have retail locations.

(e) Establishment of a Password and Back-up Authentication Methods for Lost or Forgotten
Passwords. To establish a password, 'a teleconununications c"'Tier mnst authenticate the customer without
the use ofreadily available biographical information, or account information. Teiecommunications carriers
may create a back-up customer authentication method in the event ofa lost or forgotten password, but such
,back-up customer authentication metliod may not prompt the customer for readily available biographical
>information, or account infonnation. If a customer cannot provide the conect password or the correct
response for the back-up customer authentication method, the customer must establish a new password as
described in this pal·agraph.

Tile Compally's CPNI policies allow for a few ways to establish a password, all of whielt ensure
compliance wltil the above parllgraph. Eacil method also allows the customer to estabUsh a back-up or
security question In the event that tiley forget tltelr password, In no event does tile Company use read/{y
available blograpMcal informatloll or accoullt Informatioll as a back-up question or as a means to
establish a' password or authenticate tlte customer.

(I) Notificatlon of account changes. Telecommunications carriers must notify cnstomers
immediately whenever a password, customer response to a back-up meal'S of authentication for lost or
forgotten passwords, online account, or address of record is created or changed. This notification is not
required when the customer initiates service, including the selection of a password at service initiation.
TIlis notification may be through a carrier-originated voicemail or text message to the telephone number of
record, or by mail to the address of record, and must ltot reveal the changed information Or be sent to the
new account information.

The company will notify a customer immediately when account changes occur, including a password, a response to a
back-up means of authentication, or address of record. The notification will be through a carrier-originated voicemail or
text message to the telephone number of record, or by mail to the address of record, and will not contain the changed
information or be sent to the new account information.
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(g) Business Customer Exemption. Telecommunications carriers may bind themselves
contractually to authentication regimes oUler than those described in this section for services they provide
to their business customer that have both a dedicated account representative and a contract that specifically
addresses the carriers' protection ofCPN!.

Tlte Company does nol utilize lite business cuslomer exceplion ailltis lime.
._-_ .._--_.__._.

Section 64.2011 Notification of customer proprietary network information .ecnrity
breaches.

(a) A telecommunications carrier shall notify law enforcement ofa breach of its customers' CPN!
as provided in this section. The carrier shall not notify its customers or disclose the breach publicly,
whether voluntarily or under statc or local law or these rules, until it has completed the process of notifying
law enforcement pursuant to paragraph (b).

(b) As soon as practicable, and in no event later than seven (7) business days, after reasonable
detennination of the breach, the telecommnnications carrier shall electronically notify the United States
Secret Service (USSS) and the Federal Bureau of Investigation (FBI) through a central reporting facility.
The Commission will maintain a link to the reporting facility at http://www.fcc.gov/eb/cnill.

(I) Notwithstanding any state law to the contrary, the carrier shall not notify customers or
disclose the breach to thepnblic until 7 full business days have passed after notification to the USSS and
the FBI except as provided in paragraphs (2) and (3).

(2) If the carrier bclieves that there is an extraordinarily urgent need to notify any class ofaffected
customers sooner than otllerwise allowed under paragraph (l), in order to avoid immediate and irreparable
harm, it shall so indicate in its notification and my proceed to immediately notifY its affected customers
only after consultation with the relevant investigating agency. The carrier shall cooperate with the relevant
investigating agency's request to minimize any adverse effects of such customer notification.

(3) If the relevant investigating agency determines that the pnblic disclosure or notice to
,customers would impede or compromise an ongoing or potential criminal investigation or national security,
such agency may direct the carrier not to so disclose or notify for an initial period of up to 30 days. Such
period may be extended by ihe agcncy as reasonable necessary in the judgment of the agency. If such
direction is given, the agency shall notify the carrier when it appears that public disclosure or notice to
affected customers will no longer impede or compromise a criminal investigation or national security. The
agency shaJJ provide In writing its initial direction to the carrier, any snbsequent extensiou, and any
notification that Ilotice will no longer impede or compromise a criminal investigation or national security
and such writings shall be contemporaneously logged 011 the same reporting faciiity that contains records of
notifications filed by carriers.

(c) Recordkeeplng. All caniers shall maintain a record, electronically or in some other manner, of
any breaches discovered, notification made to the USSS and the FBI pursuant to paragraph (b), and
notification made to customers. The record must include, if available, dates ofdiscovery and notification, a
detailed description of thc CPNI that was the subject of the breach, and the circumstances of the breach.
Carriers shall retain the record for a minimum of2 years.

Tlte Company has pollcies aad procedures ia place 10 ensure compliance wI/it Rule 64.2011. Wheal/Is
reasonably delermlned tlwt a breacit itas occurred, tlte CPNI Compliance Officer will nolify law
enforcement and its cuslomer in tlte required Ilmeframes. A record ofIhe breach will be maintainedfor
a minimum of two years and will indude all Information required by Rule 64.2011.
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