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Dear Ms. Dortch:

Pursuant to 47 C.F.R. § 64.2009(e), Cause Based Commerce Incorporated dlbla
The Sienna Group hereby submits its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

itted,

.M. Steinhart
. l,hey for Cause Based Commerce Incorporated
la The Sienna Group

Enclosures
cc: Tim Bischel
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AUllual47 C.F.R. § 64.2009Ie) CPNI Celiificatioll
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I, Tim Bischel, President of Cause Based Commerce Incorporated d/b/a The Sienna
Group, certify that 1am an officer of the company named ahove, and acting as an agent
of the eompany, that I have personal knowledge that the ,'ompany has establi,hed
operat.ing proeedure, t.hut arc adequate to ensure compliance with the COlllmission's
CPNlrulcs. See 47 C.F.R § 64.2001 et seq.

Attached to this certification as Exhibit "An is an accompanying statcment explainiog
how Cause flased Commerce Incorporated d/h/a The ::;ienna Group's procedures ensure
that the company is in compliance with the requirements seT. forth in Section 64.2001 et
seq. of the Commission's ruies.

LIlJ/
Name: Tim Bischel
Title' Presidellt

FCr: Alillual J'ilillg
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Annual 47 C.F.R. § 64.2009(e) CPNI Certification
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Cause Based Commerce Incorporat.ed d/b/a The Sienna Group has not taken any
actions (proceedings instituted or petitions filed by a compHny at either Rtate
commiRRions, the court system, or at. the Commission agHinst data brokers) against data
brokers in the past year. Companies must report on any information that they have with
respect to the processes pmtexters are using to attempt to access ePNl , and what steps
c01npanies are taking to protect CI'NI.

Cause BaRed Commerce IIIGUrporated d/b/a The Sienna Group has not received
any customer c.omplaints in the past yeHr concerning the unauthorized release of ePNI
(number of customer complaints a company has received related to unauthorized HCCCSS
to CPNI, 01' unaut.llOrized disclosure of ePNI, oroken dowll by category 01' complaint,
e.g., instances of improper access by employees, instHllces of improper disclosure to
individuals not authorized to receive the information, or instances of improper aeeess to
online informalion by individuals not authorized 10 view lhe information).

t

Signed « ~ I~
Tim Bischel, Prcsidenl

FCC ~nnuQl Filing
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Exhibit A

Cause Based Commerce Incorporated d/b/a The Sienna Group

Compliance Requirements



Section 64.2005

•

Cause Based Commerce Incorporated d/b/a The Sienna Group
6460 Harrison Avenue, Suite 302

Cincinnati, Ohio 45247

Compliance Requirements

Cause Based Commerce Incorporated d/b/a The Sienna Group ("Company") maintains the following operating
procedures to ensure compliance with the requirements set forth in Section 64.2001 et seq. of the Commission's
rules.

Use of customer proprietary network Information without customer
approval.

(a) Any telecommunications carri.r may use, disclose, or permlt access to CPN! for the purpose of
providing or marketing servlce offerings among the categories of service (i.e., local, interexchange, and
CMRS) to which the customer already subscribes from the same carrier, without customer approval.

(I) If a telecommunications carrier provides different categories of service, and a customer
subscribes to more than one category of service offered by the catTier, the catTler is permitted to share
CPNI among the carrier's affiliated entities that provide a service offering to the customer.

(2) If a telecommunications carrier provides different caregorics of s.rvice, but a customer does
not subscribe to more than one offering by the carrier, lbe carrier is not permltted to share CPNl with its
_ffill_res, except as provided in §64.2007(b).

(b) A telecommunications carrier may not use, disciose, or pennit access to CPN! to market to a
·customer service offerings that are within a category of service to Which the subscriber does not already
subscribe from that carrier, unless ihat carrier has customer approval to do so, except as descn'bed in
paragraph(c) of this section.

(1) A wireless provider may use, disclose, or pennit a""ess to CPNL derived from its provision of
CMRS, without customer approval, for the provision of CPE and information service(s). A wireiine carrier
may use, disclose or permit acces, to CPNl derived from its provision of locm exchange service.or
interexcbange service, without cnstomer approval, for the provision of CPE and call answering, voice mail
or messaging, voice storage and re~'ievaI services, fax store and forward~ and protocol conversion.

(2) A teiecommunications carrier may not use, disclose, or permit access to CPNI to identify or
track custom",~ U,at call competing service providers. For exampie, a iocal ."change carrier may not use
iocal service CPN! to track all cnstomers that call local 'ervice competitors.

(c) A telecommunications carrier may use, disclose, or permit access to CPNI, without customer
approval, as described in this paragraph (c).

(1) A telecommunications carrier may use~ di$clos~ or permit access to CPNI, without customer
approval, in its provision of inside wiring installation, maintenance, and repair services,

(2) CMRS providers may use, disclose, or permit access to CPNI for the purpose of conducting
research on the health effects of CMRS.



(3) LECs, CMRS providers, and interconnected VolP providers may use CPNl, williout customer
approval, to market services formerly known as adjunct-to-basic services, such as, but uot limited to, speed
dialing, computer-provided directory assistauce, call monitoring, call tracing, cali blocking, call rcturn,
repeat dialing, call tracking, call waiting, calier J.D., call forwarding, and certain Centrex features.

(d) A telecenununications carrier may use, disclose, or pennit access to CPNl to protect the rights
or p~£perty ofthe,~ier, or to protect ,:sers of!hose services and other carriers from fraudulent, abusive, or
unlawful use of> or sUbscription to, such services.

The Company has adopted specific CPNI policies to eIIsure that, in the absence Of customer approval,
CPNI Is only used by the Company to provide or market service offerings among the categories of
service (Le., local, ill/erexchange, and CMRS) to which the customer already subscribes. The
Company's CPNI policies prollibit the sharing of CPNI with affiliated companies, except as permitted
under Rule 64.2005(a)(1) or with cuslomer approval purs/wnllo Rule 64.2007(b). The only exceptions
10 Ihese policies are as permitled Imder 47 U.S.c. § 222(d) and Rule 64.2005.

Section 64.2007 Approval required for USe of customer proprietary network information.

(a) A telecommunications carrier may oblain approval through written, oral or electronic
methods.

(1) A telecommunications carrier relying on oral approval shall bear the burden of demonstrating
that such approval has been given ill compliance with the Commission's rules in this part.

(2) Approval or disapproval to use, disclose, or pemlit access to a customer's CPN! obtained by a
telecomm~icatjons carrier must remain in effect until the customer revokes or limits such approval or
disapproval.

(3) A telecommunications carrier must maintain records of approval, whether oral, written aT
electronic, for at least one year.

lit all circumstallces where customer approval is required 10 use, disclose orpermit access to CPNI, lite
CompallY's CPNIpolicies require Iltat tlte Company oblain customer approval tltrough written, oral or
electronic metltods ill compliance witll Rule 64.2007. A customer's approval Or disaplJ1Ol'al remains ill
effect mlfll tlte cuswmer revokes or limits tile approval or disapprovaL Tlte Company mailliaills records
ofcuswmer approval (wltetlter written, oral or electrollic) for a mlltimllm ofolleyear.

(b) Use ofOpt-Out and Opt-In Approval Processes. A telecommunications carrier may, subject
to opt-out approval or opt-in approval, use its customer's individually identifiable CPNI for the purpose of
marketing communications-related services to that customer. A telecommunications carrier may, subject to
opt-out approval or opt-hI approval, disclose its customer's individually identifiable CPNl, for the purpose
of marketing communications-related services to that customer, to its agents and its affiHates tl,at pmvide
communications-related services. A telecommunications carricr may also permit such person or entities to
oblahl access to such CPNI for such purposes. Except for use and disclosure of CPNI that is pennitted
without customer approval under section §64.2005, or that is described in this paragraph, or as otllerwise
provided In section 222 of the Communications Act of 1934, as amended, a telecommunications carrier
may only use, disclose, or permit access to its customer's individually identifiable CPN! subjeet to opt-in
approval.

Tlte Company does IIOt use CPNI for allY purpose (illeluding markelillg commllllicalions-related
services) ami doesllot disclose Or gralll access to CPNIto allY party (includillg to agellis or affiliates tltat
provide commullicalions-related services), except as permitted under 47 U.S.C. § 222(d) ana Rule
64.2005.
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Section 64.2008 Notice required for usc of customer proprietary network information.

•

(a) Notification, Generally. (I) Prior to any solicitation for customer approval, a
telecominunications carrier must provide notification to the customer of the customer's right to restrict use
of, disclose of, and access to that customer's CPN!.

(2) A telecommunications carrier must maintain records of notification, whethcr oral, written or
electroilfc;-tOraffeast one year.

(b) Individual notice to customers must be provided when soliciting approval to use, disclose, or
permit access to customers' CPN!.

(c) Content ofNotice. Customer notification must provide sufficient infonnation to enable the
customer to make an informed decision as to whether to pennit a carrier to use, disclose, or permit access
to, the customer's CPN!.

(I) The notification must state that the customer has a right, and the carrier has a duty, under
federal law, to protect the confidentiality ofCPNl.

(2) The notification must specify the types of information that constitute CPNl and the specific
entities that will receive the CPNI, describe the purposes for which CPNI will be used, and inform the
customer ofhis or her right to disapprove those uses, and deny or withdraw access to CPNl at any time.

(3) The notification must advise the customer of the precise steps the customer must take in order
to grant or deny access to CPNI, and must clearly state that a denial of approval will not affect the
prOVision of any servi.ces to which the customer subscribes. However, carriers may provide a brief
statement, in a clear and uentral language, describing consequences directly resulting from the lack of
access to CPNL

(4) The notification must be comprehensiblc and must not be misleading.

(5) If written notification is provided, the notice must be clearly legible, use sufficiently large
type, and be placed in an area so as to be readily apparent to a customer.

(6) If any portion of a notification is translated into another language, then all portions of the
notification must be translated into that ianguage.

(7) A carrier may state in the notification that the customer's approvai to use CPN! may eoltance
the carrier's ability to offer products and services tailored to the oustomer's needs. A carrier also may state
in the notification that it may be compelled to disclose CPNI to any person upon affirmative written request
by the customer.

(8) A carrier may not include in thc notification any statement attempting to encourage a customer
to freeze tilird·palty access to CPNL

(9) The notification must state that any approval, or denial of approval for the use of CPNI
outside of the service to which the customer already subscribes from that carrier is valid until the customer
affirmatively revokes or limits such approval or denial.

(10) A telecommunications carrier's solicitation for approval must be proximate to the
notificatiou ofa customer's CPNI rights.

The Company's CPNI policies require that customers be notiflea of their rights, ana the Company's
obligations, with respect to CPNI prior to any solicilationjor customer upprovuL A.ll requirea customer
Ilolices (whetlter writlell, oral or eleclronic) comply witlt Ihe requiremellts of Rule 64.2008. The
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Company maintains recortIs ofall requiretI customer nolices (whelher written, oral or eleclronic) for a
minimum ofoneyear.

(d) Notice Requiremenls Specific to Opt-Oat. A telecommunications carrier must provide
notification to obtain opt-out approval through electronic or written methods, but not by oral
communication (except as provided in paragraph (f) of this section). The contents of any such notification
must with the requirements of paragraph (c) of this section.

(1) Carriers must wait a 30·day minimum period of time after giving customers notice and au
opportunity to opt-out before assuming customer approval to use, disclose, or permit access to CPNI. A
carrier may> in its discretion) provide for a longer period. Carriers must notify customers as to the
applicable waiting period for a response before approval is assumed.

(i) ]n tho case ofan electronic fonn of notification, the waiting period shall begin to run from the
date on which the notification was sent; and

(il) ]n the case of notification by mail, tho waiting period shail begin to run on the third day
following the date that thenotification was mailed.

(2) Caniers using the opt·out mechanism must provide notices to their customers every two
years.

(3) Telecommunications carriers that use e-mail to provide opt-out notices must comply with the
following requirements in addition to the requirements generally applicable to notification:

(i) Carriers must obtain express, verifiable, prior approval from consumers to send notices via e­
mail regarding their service in general, or CPNI in particular;

(li) Can'iers must allow customers to reply dU'ecUy to e-mails containing CPNl notices in order to
opt-out;

(iii) Opt-out e-mail notices that are retUlned to the carrier as Ulldeliverable must be sent to the
.customer in another form before carriers may consider the customer to have received notice;

(iv) Carriers that use e-mail to send CPNl notices must ensure tlmt the subject line ofthe message
clearly and accurately identifies tlle subject matter ofthe e-mail; and

(v) Telecommunications carriers must make available to every customer a method to opt-out that
is of no additional cost to the customer and that is available 24 hours a day, seven days a week. Carriers
may satisfy this requirement through a combination of metiJods, so long as all customers have the ability to
opt-out at no cost and are able to effectuate that choice whenever they choose.

The Compauy tIoes nol currellily solicit "opt out" cusltJmer approvalfor the use or disclosure of CPNL
The CompOlly lioes 1I0t use CPN! for allY purpose (InomtIillg marketi/,g col1t1Jlullicallons...relalell
services) alUi tIoes 1I0t disclose or gmllt access 10 CPN! to any party (incultIing 10 agenls or affiliates Ifral
provide communications-relaled services), excepl as permittetI ullder 47 U.S.c. § 2Z2(d) and Rule
64.2005.

(e) Notice Requirements Specific to Opt-ln. A telecommunications carrier may provide
notification to obtain opt-in approval through oral, written, or electronic methods. The contents ofany such
notification must comply with the requirements ofparagraph (c) of this section.

Tlte Company does Ilot currently solicit "opt ill" cuslomer approval for tlte use or disclosure Of CPNI.
Tlte Company does noillse, dlsciose or gralll access 10 CPNl for allY purpose, 10 allY party or III allY
manner tllat would require a customer's "opt ill" approv(l[ under the Commission's CPNI Rules.
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•

(I) Notice Requirements Specific to One-Time Use ofCPNI. (1) CalTiers may use oral uotice to
obtain llmited, one-time use of CPNI for inbound and outbound customer telephone contacts for the
duration 'ofthe cal~ regardless ofwbether carriers use opt-out or opt-in approval based on the nature of the
contact.

(2) The content, of any such notification must comply with the requirements of paragraph (c) of
__ --:th"'is section, except that telecommunications canlers may omit any ofthe following notice provisions ifnot

reievant to ffiemiiIfeause for wnlcl11!ie Camel' seeiis CPr:n:-

(I) Carrlors need not advise customers that if they have opted-out previously, no action is needed
to maintain the opt-out election;

(il) Carriers need not advise customers that they may share CPNI with their affiliates or third
parties and need not name those entities, if the limited CPNI usage will nor result in use by, or disclosure
to, an affiliate or third party;

(iii) Carriers need not disclose the means by which a customer can deny or withdraw futUl'c access
to CPNI, so long as carriers explain to customers that the scope of the approvallhe carrier seeks is limited
to one-time use; and

(iv) Carriers may omit disclosure of the precise steps a customer must take in order to grant or
deny access to CPN!, as long as the carrier clearly communicates that the cnstomer can deny access to his
CPNI for the calL

1" illstances witere tlte Company seeks one-time customer approvai for tlte use or disclosure of CRNl,
tite Company obtains sucit approval ill accotdance wltit the disclosures, metTlOds and requirements
contained in Rule 2008(f)•

Section 64.2009 Safeguards required for use of customer proprietary network information.

(a) Telecommunications carriers must huplement a system by which the status of a customer's
,ePNI approval can be clearly established prior to the use ofCPN!.

Tite Company's billing system allows authorized company personnel to easily determine tT/e status of a
customer's CPNI approval on the customer accou1lt screen prior to the use or disclosure ofCPNI.

(11) Telecommunications carriers must train their persounel as to when they are and are not
authorized to use CPNI, and carriers must have all express disciplinary process in place.

Tlte Company Itas established CPNI compliance policies titat inciude employee ttaining on restrictions
on tite use and disclosure of CPNI and required safeguurds to protect ugaillst unautl/orized use or
di.tclosure ofCPNL Employees have signed titat titey understand tite CPNI policies and a violatioll of
those policies will result ill disciplinary action.

(c) All clUTiers shall maintain a record, electronically or in some other manner, of their own and
their affiliates' sales and marketing campaigns that use their customers' CPN!. All carriers shall maintain a
record of all instances where CPN] was disclosed or provided to third parties, or where third parties were
allowed access to CPNI. The record must include a description of each campaign, the specific CPNI that
was used in the campaign, lUld what products and services were offered as a part of the campaign. Carriers
shall retain the record for a minhuUln ofone year,

The Company's CPNI policies reqllire titat all sllies alld m(lrketillg campaigns including those utilizing
CPNI be recorded and kept all file for at least one year. Records are also mailltai/telifor di.'elosure or
access to CPNI by tllird parties. Tite records InclUde tile required illformationlisted in Ruie 64.2009(c).
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(d) Telecolmnunications calTiers must establish a supervisory review process regarding carrier
compliance with tile rules in this subpart for out-bound marketing situations and maintain records ofcarrier
compliance for a minimum period of one year. Specifically, sales persolmel must obtain supervisory
approval ofany proposed out-bound marketing request for customer approval.

The Company's CPNJ policies require employees to obtain approval from tile Company's CPNJ
CoJlJJl1!f!JtSft Off1.<er (OJ allm({rketi(lg campalg/§ in_fllldin,..g those utili1'J!.!g CPNl,JE:.!or to jnitiatingjila"'t _
campaign. Record of tile marketing campaigns, along with tile appropriate supervisory approval is
mailltailledfor at least one year.

(e) A telecommunications carrier must have an officer, as an agent of the carrier, sign and file
with the Commission a compliance certificate on an annual basis. The officer must state in the certification
that he 01' she has personai knowledge that tile company has established operating procedures that are
adequate to ensure compliance with the rules in this subpatt. The carrier must provide a statement
accompanying the certificate explaining how its operating procedures ensure that it is or is not in
compliance with the rules in this subpatt. In addition, the carrIer must include an explanation of any
actIons taken against data brokers and a summary of all customer complaints received in the past yeat'
conceming the unauthorized release of CPNl. Tltis filing must be made annually with the Enforcement
Bureau on 01' before March i in EB Docket No. 06-36, for data pertaining to the previous calendar year.

Tlte required officer certiflcatioll, actlollS takell agaillst data brokers and summary Of cuMomer
comploillt documents are Included willt tMs accompallyillg statemellt. The CompallY will file tltese
documents 011 all all/lual basis on or hefore March 1 for data pertailllllg to tile previous calendaryear.

(I) CatTiers must provide written notice within five business days to the Commission of any
instance where the opt-out mechanisms do not work properly, to snch a degree that consumers' inability to
opt-out is more than an anomaly,

(1) The notice shall be In the form ofa letter, and shall include the carrier's name, a description of
the opt-out mechanism(s) used, the problems(s) experienced, the remedy proposed and when it will be/was
implemented, whether the relevant state commission(s) has been notified and whether it has taken any
action, acopy ofthe notice provided to customers, and contact information.

(2) Such notice mll,t be submitted even if the canier offers other metllods by which consumers
may opt-out.

Vie Compally does Ilot currelltly solicit "opt out" customer approvalfor tlte Use or disclosure ofCPNJ.

Section 64.2010 Safeguards on the disclosure of customer proprietary network information.

(a) Safeguarding CPNI. Telecommunications catTiers must take reasonable measures to discover
and protect against attempts to gain unauthorized access to CPNl. Telecommunications calTiers must
properly authenticate a customer prior to disclosing CPNI based on customer-initiated telephone contact,
online account access, or an in~store visit.

Tlte Company's CPNI policies alld <'111ployee trailling include reasollable ",easllres to illscover and
protect agaillst activity titat is illdlcative Ofpretextillg alld employees are illstfUcted to Ilotjfy the CPNI
Compllallce Officer IfallY sllcll aCtivity is sllspected.

(b) Telephone access to CPNI. Telecommunications carriers may only disclose cail detail
information over the teiephone, based on customer-initiated telephone contact, if the customer fIrst
provides the canier with a password, as described in paragraph (e) of this section, that is not prompted by
the carrier asking for readily available biographical information, or account information, If the customer
does not provide a password, the telecommunications carrier may only disclose cail detail information by
sending it to the customer's address of record, or, by eailing the customer at the telephone number of
record. If the customer is able to provide cail detail information to tbe telecommnnications carrier during a
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customer-initiated call without the telecommnnicatiolls carrier's assistance, then the telecommunications
canier is permitted to discuss the call detail infonnation provided by the cnstomer.

The Company's CPN] policies ensure Ihal a cllslomer is onry able 10 access call delall Informallon over
l1Ie lelephone in one of file ways lisled in Rule 64.2010(1;). If tite customer cannot remember Ihelr
password, they are prompted to answer a securi(V question. Neither the password Itor the security

___. ._.__P!!!sllol!.!!!.!!. based Olt reaq!ly .~vailable bi0f;f!!.phi£.lflJ.!JtJ!!!."!'!!on or acco'!.!!£.lf!lormalloll. CUstome'Cr;- _
service representatives are instructed to authenticate customers over tlte telephone in all instances except
III tlze case where the customer provides the coil detail Iliformatloll witlzollt the assistance of tlze
Company.

(c) Gnl/ne access to ePNl. A telecommunications catTier must authenticate a customer without
the use of readily available biographical infonnation, or account infonnation, prior to allowing tile
customer online access to ePNI related to a telecommunications service account. Once authenticated, the
customer may only obtain online access to ePNI related to a telecommunications service account through a
password, as described in pat'agraph (e) of this section, that is not prompted by tile carrier asking for readily
available biolIl'auhical information. or account infonnation.
The company authenticates customers without the use of readily available biographical or account information prior to
allowing on access to CPN! related to an account. Once authenticated, the customer may only obtain access to CPNI
through a password, that is not prompted by readily available biographical or account information.

(d) In-Store access to CPNJ. A telecommunications carrier may disclose CPNI to a customer
who, at a carrier's retalilocation, first presents to the telecommunications catTier or its agent a valid photo
ID matching the customer's account infonnation.

The Company does not have retail locations.

• (e) Establishment of a Password and Back-up Authentication Methods far Lost or ForgoUen
Passwords. To establish a password, a telecommunications cat'!'ier mnst authenticate the customer without
the use of readily available biographIcal information, or account information. Telecommunications caniers
may create a back-up customer authentication method in the event of a lost or forgotten password, but such
,back-Up customer authentication metilod may not prompt the customer for readily available biographical
·information, or account information. If a customer cannot provide tile correct password or the correct
response for the back-up customer authentication method, the customer must establish a new password as
described in this paragraph.

TIre Company's CPN] policies allow for a jew ways to establish a password, all of whiclt elIsure
compliance wltll the above paragraph. Eacll metlzod also ailows the customer 10 establisft a back-up or
securl(V question in tlze event tllat tltey forget tlteir password. fllno event does tile Compally use readiry
available biographicul informatloll or accoullt information as a back-Up queslioll or as a means 10
establish It password or authenticate tlte customer.

(I) Notification of account changes. Telecommunications carriers must notify customers
immediately whenever a password, customer response to a back-up means of anthentication for lost or
forgotten passwords, online account, or address of record is created or Chatlged. This notification is not
reqnired when the customer initiates service, including the selection of a password at service initiation.
This notification may be tlrrongh a calTier-originated voicemail or text message to ti,e telephone number of
rccord, or by mail to the address of record, and must not reveal tile changed infonnatlon or be sent to the
new account information.

The company will notify a customer immediately when account changes occur, including a password, a response to a
back~up means of authentication, or address of record. The notification will be through a carrier-originated voicemail or
text message to the telephone number of record, or by mail to the address of record, and will not contain the changed
information or be sent to the new account information.
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(g) Business Customel' Exemption. Telecommunications carriers may bind themselves
contractually to autbentication regimes other than those described iu this section for services tiley provide
to their business customer that have both a dedicated account representative and a contract lilat specifically
addresses the carricrs' protection ofePN!.

Tlte Company does not utilize tlte business customer exception at tllis time.

Section 64.2011 Notification of customer proprietary network information sccnrity
breaches.

•

(a) A teleconununications carrier shall notify law enforcement of a breach of its customers' CPN}
as provided in this section. The carrier shall not notify its customers or disclose the breach publicly,
whether voluntarily or under state or local law or these rules, until it has completed the process of notifying
law enforcement pursuant to paragraph (b).

(b) As sOOn as practicable, and in no event later than seven (7) business days, after reasonable
determination of the breach, the telecommtmications carrier shall electronically notify the United States
Secret Service (USSS) and the Federal Burean of Investigation (FBI) through a central reporting facility.
The Commission will maintain a link to the repMing facility at h!tp:llwww.fcc.gov/eb/cl1!Ji.

(I) Notwitllstanding any state law to the contrary, the carrier shall not notifY cnstomers or
disclose the hreach to thepUblic until 7 full business days have passed after notification to the USSS and
the FBI except as provided in paragrapbs (2) and (3).

(2) If the carrier believes that there is an extraordinarily urgent need to notify any class ofaffected
customers sooner than olilerwise allowed under paragraph (1), in order to avoid innnedlate and irreparabie
harm, it shall so indicate in its notification and my proceed to immediately notify its affected cnstomers
only after consnltation with the relevant investigating agency. The carrier shaH cooperate with the relevant
investigating agency's request to minimize any adverse effects of such customer notification.

(3) If the relevant investigating agency determines that the pnblic disclosure or notice to
:customers would Impede or compromise an ongoing or potential criminai investigation or national security,
such agency may direct the carrier not to so disclose or notify for an initial period of np to 30 days. Such
period may be extended hy the agency as reasonable necessary hI the judgroent of the agency. If such
direction is given, the agency shall notify the carrier when it appears that pnblic disclosure or notice to
affected customers will no ionger hnpede or compromise a criminal investigation or national security. The
agency shaH provide in writing its initial direction to the carrier, any suhsequent extension, and any
notification that notice will no longer impede or compromise a criminal investigation or national security
and such writings shall be contemporaneously logged on the same reporting facility that contains records of
notifications filed hy carriers.

(c) Recordkeeping. All carrie" shall maintain a record, electronically or in some other mlll1ller' of
any hreaches discovered, notification made to the USSS and the FBI pursuant to paragraph (b), and
uotification made to customers. The record must include, if availahle, dates ofdiscovery and notification, a
detailed description of thc CPNl that was the suhject of the br.ach, and the circumstances of the breach.
Carriers shall retain the record for a minimum of2 years.

Tlte Company Itas policies and procedares in place to ensnre compliance witlt Rule 64.20Il. Wlten it is
reasonably determined tltat a breach !las occurred, the CPNI Compliance Officer will notifY law
enforcement and Its customer in the required timeframes. A record oftlte breaclt will be maintainedfor
a minimum of two years and will bIClude all information required by Rule 64.20Il.
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