
Lance J.M. Steinhart, P.e.
Attorney At Law

1720 Windward Concourse
Suite 115

Alpharetta, Georgia 30005

Also Admitted in New York
and Maryland

Telephone: (770) 232-9200
Facsimile: (770) 232-9208

Email: lsteinhart@telecomcounsel.com

March 3, 2008

Electronic Filing via
www.fcc.gov/cgb/ecfs

Marlene H. Dortch, Commission Secretary
Office of the Secretary
Federal Communications Commission
445 lih Street, SW
Washington, DC 20554

Re: Annual 64.2009(e) CPNI Celiification
Network Enhanced Technologies, Inc.
Fonn 499 Filer ID: 815896
EB Docket No. 06-36

Dear Ms. Dortch:

Pursuant to 47 C.F.R. § 64.2009(e), Network Enhanced Technologies, Inc. hereby
submits its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional infonnation,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

itted,Respectfully

. . Steinhart
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Network Enhanced Technologies, Inc.
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L Kay Karnravil, President of Network Enhanced Technologics, Inc" certif'}' that I am an
oil-Icer of the company rmmed abovx;, and acting as an agent nrthe cornpany, that I hElve
personal knowledge that the company has established operating procedures that are
adequate io ensme c.ompllancc \vith the COn1missiolfs CPNI rules. See 47 (~.F.R §
tA200 I et seq.

Attached io [his certification as Exhibit '"A') is an accompanying statement explaining
ho\v 'Net\vork r::nhanced 'fechnologies, Inc,'s procedures ensure that the company is in
compliance with the requirements set f(mh in Section 64,2001 eX seq. of the
Commission's rUles.



Federal Cornmunicaticms: Commission
Tilree

Netvvork Enha.nced Technologies, Inc. has not tak,cn any actions (proceedings
Instllurcc! or petitions filed by a company at either state commissions, the court system, or
at the Commisslon against dnta brok'J~rs) against data brokers in the past year. Compani~s

n'llISl report on any infbrrnation that they have \vi1.h respect to the processes prctcxters are
using to attempt to access CPNI , and what' steps companies are taking to protect CPNL

Network Enhanced ''l\~clmologics, Inc has not received any customer complaints
in the past year concerning the unauthorized release ofCPNf (number ofcustorner
conlplEltuts a company has received related to unauthorized access to CPNL or
unauthorized disclosure ofCPNI, broken down by c:ategor.y or Gomplaint j e,g,~ instances
of improper access by employees, instances of improper disclosure to individuals not
authorized to receive the information, or instances of improper access to ()nlinc.
inft.mnation by individuals not authorized to view the information).

Signcd '-:~~-it,:;r~-;t,;;;;;'i;;'e:i;j;:~t---- --- ---------_---- ----
Kay President
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Network Enhanced Technologies, Inc.
700 S. Flower Street

Suite 420
Los Angeles, California 90017

Compliance Requirements

Network Enhanced Technologies, Inc. ("Company") maintains the following operating procedures to ensure
compliance with the requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Section 64.2005 Usc of cnstOlner proprietary netwol"!' information witbout customer
npprovai.

•

(a) Any lclecommunlcations carrier may use, disclose, or pennit access to CPN1 for the purpose of
providing or mm'keting service offerings among the categories of service (i.e., local, interexcbange, and
CMRS) to which ti,e oustomer already subscribes from the same carrier, without customer approval.

(I) If a telecommunications carrier provides diffl>rent categories of service, and a customer
subscribes to more tlnm one category of service offered by the carrier, the cmner is permitted to share
CPNI among the carrier's affillated entities thet provide a service offering to the customer.

(:2) If a telecommunioations carrier provides different categorics of service, but a customer does
not subscribe to more 1itan one offering by the carrier, lbe carrier is not pennitted to share CPNl with its
affiliates, except as provided in §64.2007(b).

(b) A telecommunications carrier may not use, disclose, or pennit access to epN! to market to a
·customer service offerings that are within a category of service to Which the subscriber does not already
subscribe from that carrier1 unless that carrier has customer approval to do so, except as descn'bed in
paragraph(c) of this section.

(1) A wireless provider may use, disclose, or permit acce" to CPNI derived from its provision of
CMRS, without customer approval, for the provision of CPE and information service(s). A wlreJine carrier
may use, disclose or permit access to ePNI derived from its provision of local exchange service. or
interexchange service, without customer approval, for the provision of CPE and call answeriog, voice mail
or messaging, voice: storage and re~'ieval seIVices, fax store and fotWard, and protocol conversion.

(2) A telecommunications carrier may not use, disclose, or permit acce.. to CPNI to identify or
track custom<ll~ that call competing service providers. For example, a local exchange calTier may nor use
local service CPNI to track all customers that ca!lIoeal service competitors.

(c) A telecommunications carrier may use, disclose, or permit access to CPNI, without customer
approval, as described in this paragraph (c).

(1) A telecommunications carrier may use, disclose, or permit access to CPNI1 without customer
approval, in its provision of inside wiring installation, maintenance, and repair services,

(2) CMRS providers may use, disclose, or pormit access to CPNI for the purpose of conducting
research on the health effects of CMRS.



(3) LECs, CMRS providers, and intercOlUlected VolP providers may usc CPN], without customer
approval, to market serviees formerly known as adjunct-to"basic services, such as, but not limited to, specd
dialing, computer-provided directory assistance, call monitoring, call tracing, call blocking, call retmn,
repeat dialing, call tracking, call waiting, caller LD., cail forwarding, and certain Centrcx features.

(d) A teiecollUnunications carrier may usc, disclose, or pelmit aCCess to CPNI to protect thc rights
_______ ..~E1'!5?~ of the carder, or to protect ~sers of those services and other carriers from fraudulent, abusive, or

unlawful use of, or subscription to, such services.

The Company has adopted specific CPNI policies to e/tsure that, ill the absence of customer approval,
CPNI Is only used by the Company to provide or market service offeri/tgs among the categories of
service (Le., local, illferexchange, altd CMIlS) to which tlze customer ulready subscribes. Tize
Company's CPNI policies proltibit tlte slzarlng of CPNI with affiliated companies, except as permltf<!d
under Rille 64.2005(a)(1) or wltlz cuslomer approval pllrsuant 10 Rule 64.2007(h). Tize only exceptiollS
10 these policie., are as permltled under 47 a.s.c. § 222(d) ami Rule 64.2005.

Section 64.2007 Approval required for use of customer proprietary network information.

(a) A telecommunications carrier may obtain approval through written, oral or electronic
methods.

(1) A telecommunications carrier relying on oral approval shall bear the burden of demonstrathlg
that such approval has been given in compliance with tbe Commission's rules in tbis part.

(2) Approval or disapproval to use, disclose, or permit acccss to a customer's CPNI obtained by a
telec01nm:unications carrier must remain in effect until the customer revokes Or i:imlts such approval or
disapproval.

(3) A telecommunications carrier must maintain records of approval, whether oral, wrilten or
electronic) for at least one year.

III all circumstal/ces where cUSlomer approval is required to use, disclose orpermit acces" to CPN1, Ihe
Compally'S CPNIpolicies require that Ilze Company obtain customer approval through wrlttell, oral or
electronic methods In compliance with Rule 64.2007. A customer's approval or disapproval remalm ill
effect until the cuslomer revokes or limlls Ihe appraval or disapprovaL The Company mail/taills records
ofcustomer approval (whelher written, oral or electrO/tic) for a mil/lmllm ofolteyear.

(b) Use ofOpt-Out and Opt-In Approval Processes. A teleconUllunications carrier may, subject
to opt-out approval or opt·in approval, use its customer's individually ideutifiable CPNI for the purpose of
marketing communicationswrelated services to that customer. A telecommunications carrier may, subject to
opt-out approval or opt-in approval, disclose its customer's individually identifiabie CPNl, for the pmpose
of marketing communications-related services to that cnstomer, to its agents and its affiliates that provide
communications-related services. A teleconununications carrier may also pem1it such person or entities to
obtain access to such CPNl for such pmposes. Except for use and disclosure of CPNI that is pennitted
withoul customer approval under section §64.2005, or that is described in this paragraph, Or as otllerwise
provided in section 222 of tbe Communications Act of 1934, as amended, a telecommunications carrier
may only use, disclose, or permit access to its customer's individually identifiable CPNI subject to opt-in
approval.

Tire Compally does not use CPNI for any purpose (includillg marketillg commUllicatlons"related
services) allli does IIot disclose or grallt aCCess to CPNI to any party (Includillg to ageltts Or affiliates t/rat
provide communications-related services), except as permitted ullder 47 U.s.C. § 222(d) altd Rule
64.2005.
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Section 64.2008 Notice required for use of eustomer proprietary network information.

(a) Notification, Generally. (I) Prior to any solicitation for customer approval, a
telecominunications carrier must provide notification to the customer of the customer's right to restrict use
of, disclose of, and access to that customer's CPNJ.

(2) A telecommunications carrier must maintain records of notification, whether oral, written or
------;:electronfCfOrarfeast one year.

(h) Individual notice to customers must be provided when soliciting approval to use, disclose, or
permit access to customers' CPNJ.

(0) Content ofNOlice. Customer notification must provide sufficient infonnation to enable the
customer to make an informed decision as to whether to permit a carrier to use, disclose, or permit access
to, ti,e customer's CPNl.

(1) The notification must state that the customer has a right, and the can'ier has a duty, under
federal law, to protect the confidentiality of CPNI.

(2) TIte notification must specify the types of infonnation that constitnle CPNI and the specific
entities that will receive the CPNI, describe the purposes for which CPNl will be used, and infoml the
customer ofhis or her right to disapprove those uses, and deny or withdraw access to CPNl at any tbne.

(3) The notification must advise the customer of the precise steps the customer must take in order
to grant 01' deny acccss to CPNI, and must clearly state that a denial of approval will not affect the
provision of any services to which the customer subscribes. Bowever, carricrs may provide a brief
statement, in a clear and neutral language, describing consequences directly resulting fi'om the lack of
access to CPNl.

(4) The notification must be comprehensible aud must not be misleading.

(5) If written notification is provided, the notice must be clearly legible, use sufficiently large
,type, and be placed in an area so as to be readily apparent to a customer.

(6) If any portion of a notification is translated into another language, then all portions of U,e
notification must be trauslated into that language.

(7) A carrier may state in the notificatiouthat the customer's approval to use CPNI may enIlance
the carrier's ability to offer products and services tailored to the customer's needs. A carrier also may state
in the notification tlla! it may be compelled to disclose CPNl to any person upon affinnative written request
by the customer.

(8) A carrier may not include in thc notification any statement attempting to encourage a customer
to freeze tilird-party access to CPNI.

(9) The notification must state that any approval, or denial of approval for the use of CPNI
outside of the service to which the customer already subscribes from that carrier is valid tmtilthe customer
affirmatively revokes or limits such approval or denial.

(10) A telecommunications carrier's solicitation for approval must be proximate to the
notification ofa customer's CPNI rights.

The Company's CPNI policies require tlwt customers be notified Of their rights, and the Company's
obligations, with respect to ePNI prior to any solicilationjar customer approvaL All"equired ""stomer
notIces (whether written, oral or electronic) comply with the requiremellts Of Rule 64.2008. The
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•

Company maintains records of all required customer notices (whether written, oral or electronic) for a
minimum ofone year..

(d) Notice Requirements Specific to Opt-Out. A telecommunications carrier must provide
notification to obtain opt-out approval through electronic or written methods, but not by oral
communication (except as provided in paragraph (f) of this section). The contents of any such notification
must comply with the requirements of paragraph (c) of this section.

--------------
(1) Carriers must wait a 30-day minimum period oftime after giviug customers notice and an

opportunity to opt-out before assuming cnstomer approval to use, disclose, or permit access to CPNI. A
carrier may, in its discretion, provide for a longer period. Carriers must notify customers as to the
applicable wailing period for a response before approval is assumed.

(i) In the case of an electronic form of notificalion, the waiting period shall begin to run from the
date on which the notification was sent; and

(ii) In the case of notification by mail, the waiting period shall begin to run on the third day
following the date that thenotification was mailed.

(2) Carriers nsing the opt-out mechanism must provide notices to their customers every two
years.

(3) Telecommunications carriers 01at use e-mail to provide opleout notices must comply with the
following requirements in addition to the requirements generally applicable to notification:

(i) Carriel~ must obtain express, verifiable, prior approval from consumers to send uotices via e
mail regarding their service in general, or CPNI in patticular;

(ii) Carriers must allow customers to reply directly to e-maUs containing CPNlnolices in order to
opt~out;

(iii) Opt-out e-mail notices that are retul1led to the carrier as undeliverable must be sent to the
.customer in another form before carriers may consider the customer to have received notice;

(iv) Carriers that use e-mall to send CPNI notices must ensUre dmt the subject line ofthe message
clearly and accurately identifies die subject matter ofthe e-mail; and

(v) Telecommunications carriers must make avaiiable to every customer a method to opt-out that
is of no additional cost to the customer and that is available 24 hours a day, seveu days a week. Carriers
may satisfy this requirement through a combination ofmefuods, so long as all customers have the abilily to
opt-out at no cost and are able to effectuate that choice whenever they choose.

The Compalty does 1I0t curreJtl{y solicit "opt out" customer 'Pprovalfor the use or disclosure ofCPNL
Tlte Company does llOt use CPNI for any purpose (inculdlng marketillg cOI1Ultulllcatiolls-related
services) alld does 1I0t disclose or grant access to CPNI to any party (includlllg to agellts or affiliates that
provltIe communlcatlolls-related services), except as permitted ulltIer 47 U.S.c. .II 222(d) alld Rule
64.2005.

(e) Notice Requirements Specific to Opt-ln. A teleconm1unications canier may provide
notificatIon to obtain opt-in approval through oral, written, or electronic methods. The conte11ts ofany such
notification must comply with lhe requirements of paragraph (c) of this section.

The Compally does not currently solicit "opt in" customer approval for tile use or disclosure Of CPNI.
The Company does 1I0t lise, disclose or grollt access to CPNI for ally purpose, to allY party or lit allY
manner tllat would require a customer's "opt ill" approval under the Commission's CPNI Rules.
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(I) Notice Requirements Specific to One-Time Use ofCPN!. (1) Caniers may use oral notice to
obtain limited, one-time use of Cl'NI for inbound aud outbound customer telephone contacts for the
duratlon'ofthe call, regardless of whether carriers use opt-out or opt-in approval based on the nature of the
contact

(2) The content, of any snch notification mnst comply with the requirements of paragraph (c) of
this section, except that telecommunications calTiers may omit any ofthe following notice provisions ifnot

'---;r"'efeVaiitto iUelImite,fuse for wufClilhecm11ef seel<SCfSflE--

(1) Carriers need not advise cnstomers that if they have opted-out previously, no action is needed
to maintain the opt-out election;

(ii) Carriers need not advise cnstomers that they may share CPNI with their affiliates or third
parties and need not name those entities, ifthe lhnited CPNI usage will not result in use by, or disclosure
to, an affiliate or third party;

(iii) Cmiers need not disclose the means by which a customer can deny or withdraw future access
to CPNl, so long as carriers explaul to customers that the scope ofthe approval the carrier seeks is limited
to one-time use; and

(iv) Cmiers may omit disclosure of the precise steps a customer must take in order to grant or
deny access to CPNI, as long as the carrier clearly communieates that the customer can deny access to his
CPNI for the call.

In instances wlzere tlze Company seeks one-time customer approval for tlte use or disclosure of CFNl,
tlze Company obtains suclz approval II' accordance wltlz tlze disclosures, metltods and reqnlreme1tts
cOlllalned In Rule 2008(j).

Section 64.2009 Safeguards required for use ofeostomer proprietary networl' information.

(a) Telecommunications carriers mnst huplement a system by which the status of a customer's
,ePN! approval can be clearly established prior to the use ofCl'N!.

Tlzo Company's billing system allows autlzorized company personnel to easily determine tlte status ofa
customer's CPNI approval on tlze customer account screen prior to tlze use lIr dlscillsure ofCPNI.

(Il) Telecommunications carriers must train their personnel as to when they are and are not
authorized to use CPNI, and carriers must have an express disciplinary process in place,

Tize ClImpany iLas establlslzell CPNI compliance policies tltat include empillyee trainil1g on restrictions
011 tlte use and disclosure lIf CPNI allli required safeguards to protect against unautllorized use ar
l!i,clllsure ofCPNL Employee&' Izave signed tlzat tlzey understa!'d tlze CPNI pllllcies and a violation of
tltose policies will result in di.,clplinary aeiion.

(c) All carriers shall maintain a record, electronically or in SOme other manner, of their own and
their affiliates' sales and marketing campaigns that use their customers' CPN!. All carriers shall maintain a
record of all instances where CPNl was disclosed or provided to third parties, or where third parties were
allowed access to CPNL The record must include a description of each campaign, the specific CPNI that
was used in the campaign, and what products and services were offered as a part ofthe campaign. Carriers
shall retain the record for a minhuum ofone year.

Tile Company's CPNI policies require tiLat all sales and marketing campaiglls including tlzose utiliZing
CPNI be recorded and kept 011 file for at least Olle year. Records are also maintainedfor disclosure or
access to CPNI by thirdparties. The records include the required informal/oil listed in Rule 64.2009(c).
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(d) Telecommunications caniers must establish a supervisory review process regarding carrier
compliance with the rules in this subpart for out-bound marketing situations and maintain records of carrier
compliance for a minimum period of one year. Specifically, sales personnel must obtain supervisory
approval of any proposed ont-bound marketing request for customer approval.

The Company's CPNI policies require employees to obtain approval from the Company's CPNI
C!!!!.!1!lIUI;lJ;/'.2ffjper (Q! all marketillg cam1!.!!lglJ§; Inr;j!.!diIJ.g thos. utilizl!Jg CPN.f,y.!;ior to initiatingj",h",a>ct _
campaign. Record of the marketing campaigns, along with the appropriate supervisory approval is
maintail1edlor at least one year.

(e) A telecommunications canier must have an officer, as an agent of the carrier, sign and file
with the Commission a compliance certificate on an annual basis. The officer must state in the certification
that he or she has personal knowledge that tile company has established operating procedures that are
adequate to ensure compliance with the rules ill this subpmt. The carrier must provide a statement
accompanying the certificate explaining how its operating procedures ensure that it is or is not in
compliance with the rules in this subpOlt. In addition, the carrier must include an explanation of any
actions taken against data brokers and a summary of all customer complaints received in the past yeOl'
concerning the unauthorized release of CPNJ. Tllis filing must be made annually with the Enforcement
Bureau on or before Mm'ch I in BB Docket No. 06-36, for data pertaining to the previous calendar year.

Tlte reqUired officer certification, actions taken against data brokers and summary Of CU$tomer
complalltt documents are Included with tltis accompanying statement. The Company will file these
documents all an annual basis on or before March 1 for data pertaining to tlte previous calendaryear.

(I) Carriers must provide written notice within five business days to the Commission of any
instance wherc the opt-out mechanisms do not work properly, to such a degree that consumers' inability to
opt-out is more than an anomaly.

(I) The notice shall be in the fonn ofa letter, and shall include the carrier's name, a description of
the opt-out mechanism(s) used, the problems(s) experienced, the remedy proposed and when it will be/was
implemented, whether the relevant state commission(s) has been notified and whether it has taken any
action, a copy ofthe notice provided to custome,'s, and contact information.

(2) Such notice must be submitted even if the carrier offers other methods by which consumers
may opt-out.

Tlte Compally does ltot currentiy solicit "opt out" customer approvalfor tlte use or disclosure ofCPNL

Section 64.2010 Safeguards on tite disclosure of customer proprietary network information.

(a) Safeguarding CPNI. Telecommunications cmTiers must take reasonable measures to discover
and protect against attempts to gain unauthorized access to CPNi. Telecommunications carriers must
properly authenticate a customer prior to disclosing CPNI based on customer-initiated teiephone contact,
online account access, or an in~store visit.

Tile Company's CPNI policies and "",ployee training include reasollable measures to (liscover and
protect against activity tllat is indicative ofpretexting alld employees are illstructed to notify the CPNI
Compliance Officer ifallY s/(cll activity is suspected.

(b) Telephone access to CPNI. Telecommunications carriers may only disclose call detail
information over the telephone, based on customer-initiated telephone cOlltact, if the customer fifst
provides the carrier with a password, as described in paragraph (e) of this section, that is not prompted by
the carrier asking for readily available biographical information, or account information. If the customer
does not provide a password, the telecommunications carrier may only disclose call detail information by
sending it to the customer's address of record, 01', by calling the customer at the telephone number of
record. If the customer is able to provide call detail infonnation to the telecommunications carrier during a
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customer-initiated call without the telecommunications carrier's assistance, then the telecommunications
calTier is pennitted to discuss the call detail infonnation provided by the customer.

Tlte Company's CPNI policies ensure that a customer is onry able to access call detail informatioll over
the telephone ill olle of the ways listed in Rule M.20IO(/J). If the customer canllot remember their
possword' they are prompted to al/Swer a security questioll. Neither the password ItOr tile security

, .__. 'l!"estioll-'!!.~. based,!!!!}:f!!!.if.!l£..~2'!!!!"!!!!,-'!!'!J?!!!.I!f1:!E!ll in/orl'!.'!!Joll or acco'!!/!:...!!!lorma!!'!". Gastom.e"'r,- _
service representatwes are instructed to authenticate customers over tlte telephone in all instances except
ill the coSe where the cuswmer provides the call de/ail Ill/ormatioll without the assistance of the
Compally.

Cc) Online access to CPNI. A telecommunications catl'ier must authenticate a customer without
the use of readily available biographical information, or account infonnation, prior to allowing the
customer online access to CPNl related to a telecommunications service account. Once authenticated, the
customer may only obtain online access to ePNl related to a telecommunications service account through a
password, as described in pat'agraph Ce) ofthis section, that is not prompted by the catTier asking for readily
available biom-auhical information. or account infonnation.
The company authenticates customers without the use of readily available biographical or account information prior to af/owing
on access to CPNJ related to an account. Once authenticated, the customer may only obtain access to CPNJ through a
password, that is not prompted by readily available biographical or account information.

Cd) In-Store access to CPN!. A telecommunications carrier may disclose CPNl to a customer
who, at a carder's retail location, first presents to the telecommunications canier or its agent a valid photo
ID matching the customer's account information.

The Company does not have retail locations.

• Ce) Establishment of a Password and Back-up Authentication Methods for Lost or Forgotten
Passwords. To establish a password, a tclecounnunications carrier lIlust authenticate the customer without
the use of readily available biographical infonnation, or account information. Telecommunications carriers
may create a back-up customer authentication method in the event ofa lost or forgotten password, but such
,back-up customer auU,entication method may not prompt the customer for readily available biographical
;information, or account infonnation. If a customer CatTIlot provide the correct password or the correct
response for the back-up cnstomer authentication method, the customer must establish a new password as
described in this pat'agraph.

The Company's CPNI policies allow for a few ways to establish a password, all 0/ which ensure
compl/allce with the /lbove paragraph. Each method /I/so allows the customer to establish u back-up or
security questioll ill the eVeIlt that they forget their password. In 110 event does the Company use readily
available biographical iliformatloll or accoulll information as a back-up question or as a means to
establish 0' password Qr authenticate the customer.

(I) Notificatloll of account changes. Telecommunications carriers must notify cnstomers
immediately whenever a password, customer response to a back-up means of authentication for lost or
forgotten passwords, online account, or address of record is created or changed. This notification is not
required when the customer initiates service, inclUding the selection of a password at service initiation.
This l1Otificatiolllllay be through a calTier-originated voicemail or text message to tile telepholle number of
record, or by mail to the address of record, and Illust not reveal the changed infonnation or be sent to the
new account information.

The company will notify a customer immediately when account changes occur, including a password, a response to a backwup
means of authentication, or address of record. The notification will be through a carrier~orig;nated voicemaiJ or text message
to the telephone number of record, or by mail to the address of record, and will not contain the changed information or be sent
to the new account information.
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(g) Business Customer Exemption. Telecommunications carriers may bind themselves
contractually to authentication regimes 0111er than those described in this section for services they provide
to their business customer that bave both a dedicated account representative and a contract that specifically
addresses the carriers' protection ofePN!.

The Compally does 1101 utilize Ille busilless cuslomer exception ullhls lime.

Section 64.2011 Notification of enstomer proprietary network information security
breaches.

(a) A telecommunications carrier shall notify law enforcement of a breach of its cnstomers' CPN}
as provided in this section. The carrier shall not notify its customers or disclose the breach publicly,
whetber voluntarily or under state or local law or these rules, until it has completed the process of notifying
law enforcement pursuant to paragraph (b).

(b) As soon as practicable, and in no event later tban seven (7) business days, after reasonable
determination of the breach, the telecommunications carrier shall electronically notify the United States
Secret Service (USSS) and the Federal Burean of Investigation (FBI) through a central reporting facility.
The Commissioll will maintain a link to tbe reporting facility at httw1Iwww.fcc.gov/eb/cpni.

(1) Notwithstanding any state law to the contrary, the carrier shall not notify cnstomers or
disclose the breach to the 'public until 7 full bnsiness days have passed after notification to the USSS and
the FBI except as provided in paragraphs (2) and (3).

(2) If the carrier believes that there is an extraordinarily urgent need to notify any class ofaffected
customers sooner than otherwise allowed nnder paragraph (l), in order to avoid immediate alld irreparable
harm, it shall so indicate in its notification and my proceed to immediately notify its affected customers
ollly after consultation with the relevant investIgating agency. The carrier shall cooperate with the relevallt
investigating agency's request to minimize any adverse eftects ofsnch customer notification.

(3) If the relevant investigating agency determines that the public disclosure or notice to
'customers wonld impede or compromise an ongoing or potential crimnlal investigation or national security,
such agency may direct the carrier not to so disclose or notify for an initial period of up to 30 days. Sucb
period may be extended by the agency as reasonable necessary in the judgraent of the agency. If such
direction is given, the agency shall notify the carrier when it appears that public disclosure or notice to
affected customers wilIno longer impede or compromise a crimillal investigation or national security. The
agency shall provide in writing its inItial direction to the carrier, any subsequent extension, and any
notification that notice wiiJ no longer impede or compromise a criminal investigation or national security
and snch writings shall he contemporaneonsly logged on the same reporting facility that contains records of
notifications filed by carriers.

(c) Recordkeeping. All carriers shall maintain a record, electronically or in some other manner, of
any breaches discovered, notification made to the USSS and the FBI pursuant to paragraph (b), and
notification made to cnstomers. The record must includc, if available, dates ofdiscovery and notification, a
detailed description of the CPNI that was the subject of the breach, and the circumstances of the breach.
Carriers shall retain the record for a minimum of2 years.

The Company Itas policies and procedures In place 10 ensure compllonce with Rule 64.2011. Whell it L~

reasonably determined Ihat a breach lias occurred, Ihe CPNI Compliance Officer will notify iaw
ellforcement alld its customer III the required Ilmeframes. A record of the breach will be maintainedfor
a minimum of two years and wili Include all illformallon required by Rille 64.2011.


