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1720 Windward Concourse
Suite 115
Alpharetta, Georgia 30005
Also Admitted in New York Telephone: (770) 232-9200
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Electronic Filing via
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Marlene H. Dortch, Commission Secretary
Office of the Secretary

Federal Communications Commission
445 12" Street, SW

Washington, DC 20554

Re:  Annual 64.2009(e) CPNI Certification
Network Enhanced Technologies, Inc.
Form 499 Filer ID: 815896
EB Docket No. 06-36

Dear Ms. Dorich:

Pursuant to 47 C.FR. § 64.2009(e), Network Enhanced Technologies, Inc. hereby
submits its Annual 64.2009(e)} CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

Respectfully itted,

Lanceg/#/M. Steinhart
Attorriey for
Network Enhanced Technologies, Inc.

Enclosures
ce: Dr. Kay Kamrava
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L Ray Kamrava, President of Network Enhanced Technolagies, Inc., certify that | am an
offwer of the company named above, and acting as an agent of the company, that 1 have
personal knowledge that the company has established operating procedures that are
adequate (o ensure sompliance with the Commission’s CPNLrules. See 47 CFR §

642001 of seq.

Attached {o this certification as Exhibit “A™ is an accompanying statement explaining
how Network Enhanced Technologies, Ine.’s procedures ensure that the company is in
compiiance with the requirements set forth in Section 64.2001 et seq. of the
Commission’s ruies.
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Name: Kay Kamrava
Title: President
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Annaal 47 O F. R § 64.2009(e) CPNI Certification
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Network BErhanced Technologies, Ine. has nof taken any actions {proseedings
insertuted or petitions filed by & company at either state commissions, the court systom, or
at the Commission against data brokers against data brokers In the past vear, Companies
mrust report on any formation that they have with respect w0 the processes prefesiors are
using w atiempt 10 access PN, and what steps companies are taking to protect CPNL

Network Enhanced Technologies, Ine. has not received any customer complaints
in the past vear congerning the unauthorized release of CPNI (number of customer
complaints a company has received related W unathorized access to CPNL or
unauthorized disclosure of CPNL, broken down by category or complaint, ez, instances
of improper aceess by emplovees, instances of improper disclosure o individuals not
authorized to receive the information, or Instances of improper sccess o online
information by individuals not authorized to view the information).
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Kay Kamrava, President
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Exhibit A

Network Enhanced Technologies, Inc.

Compliance Requirements



Network Enhanced Technologies, Inc.
700 S. Flower Street
Suite 420
Los Angeles, California 90017

Compliance Requirements

Network Enhanced Technologies, inc. ("Company™) maintains the following operating procedures to ensure
compliance with the requirements set forth in Section 64.2001 et seq. of the Commission’s ruies.

Section 64.200% Use of customer proprietary networlt information withoui costomer
approval.

(&) Any telecornmunications carrler may nse, disclose, or permit aceess to CENI for the purpose of
providing or marketing service offerlngs among the categories of service (e, local, Interexchange, and
CMES) to which the custowmer ajready subscribes from the same carrier, without customer approval,

(1) I a feleccommunications carrier provides different categories of service, and a customer
subscribes to more fhan one category of service offered by the carrler, the carrier is permitted to share
CPNI among the carrier’s affiliated entities that provide a service offering 1o the customer.

(27 If a wleconmunications coxrier provides different categories of service, but a customer does
not subsceribe to more thue one offering by the carrler, the carrier ¢ not permitied to share CPNT with its
affiliates, except a5 provided in §64.2007%5),

{by A telecommmunications carrier may not use, disclose, o permit access 1o CPNI to marketto
customer service offerings that ave within a category of service to which the subseriber does not slready
subscribe from that cerrier, unless that cesrier has customer approval to do 50, except as desoribed in
puragraph{c) of this section.

{1} A wircless provider may use, disclose, or permit access to CPNI derived from its provision of
CMRS, without customer approval, for the provision of CPE and knformation servive(s). A wireline carrier
may use, disclose or permit access to CPNI derived from its provision of local exchenge service.or
interexchangs service, without customer approval, for the provision of CPH and call answexing, volce mail
or megsaging, voice storage and retrieval sexvices, fax store and forward, and protocol conversion,

{2) A telecormmtnications carrier may not uss, disclose, of permit access to CPNI to identify or
track eustomers that cell competing service providers. For example, & local exchange carrier may not use
Iocal service CPNI to track all castomers thet call Jocal service competitors,

{¢) A telecommunicaiions carrier may use, disclose, or permit access to CPNI, without customer
approval, as desoribed in this paragraph (¢},

(1) A telecommunications carrier may use, disclose, or permit aceess to CPNI, without sustoroer
approval, in its provision of inside wiring instaliation, maintenance, and repair services,

{2y CMRS providers may use, disclose, or pernit access to CPNI for the purpuse of conducting
research on the health effects of CMRS.



{3 LECs, CMRS providers, and interconnected VoIP providers may use CPNI, without customer
approval, to market services formerly known as adjumct-to-basie services, such as, but not Hmited to, speed
dialing, computer-provided divectory assistance, call monitoring, call tracing, call blocking, call retury,
repeat dialing, call tracking, call waiting, caller 1.D., call forwarding, and certain Centrex features.

{d) A telecommunications carrier may use, disclose, or permit access to CPNE fo protect the rights
or property of the carrier, or to protect users of those services and other carriers from fraudulent, abusive, or

unlawfu] use of, or subscription to, such services.

The Company has adopied specific CPNI policies to ensure that, in the absence of customer approval,
CPNI Is only used by the Company o provide or market service offerings among the cafegories of
service (Le., local, interexchange, wnd CMRS) tv which the customer already subscribes. The
Company's CPNI policies prohibit the sharing of CPNI with affifluted conpanies, except as permittvd
wnder Rule 64.2005(a)(1} or with customer approval purswant to Rule 64.2007(b). The only exceptions
to these policies are as permitted wrder 47 U.S.C. § 222(d) and Rule 64.2003.

Section 64.2007 Approval required for use of custoiner proprietary network information.

(23 A telecommunications carrier may obtain approval through written, oral or electronic
methods,

(1) A telecommunications carrier relving on oral approval shall bear the burden of demonsirating
that such approval has been given in compliance with the Commission’s rules in this part.

£2) Approval or disapproval to use, disclose, or permit access to a customer’s CPNI obtained by a
telecommunications carrier must remain in offect until the customer revokes or lmits such approval or
disapproval.

(3) A telecommunications carrier must mainiain records of approval, whether oral, written or
electronic, for at least one year.

It all circwmstances where customer approval Is required to use, disclose or permit access to CPNL, the
Company's CPNI policies require that the Company oblain customer approval through written, oral or
electronic methods In compliance with Rule 64.2007. A customer's approval or disapproval remains in
effect until the customer revokes or limits the approval or disapproval, The Company maintaing records
of cusiomer approval (wheiher written, oral or elecironic) for a minimum of o#te pear.

(b) Use of Opt-Out and Opr-In Approval Processes. A telecommunications carrier may, subject
to opt-out approvai or opt-in approval, use its customer’s individually identifiable CFNI for the purpose of
marketing communications-related services to that customer. A telecommumications carrier may, subjeet 1o
opt-out approval or opt-in approval, disclose its customer’s individually identifiable CPNI, for the parpose
of marketing communications-related services fo that customer, to s agents and its affiliates that provide
communications-related services, A felecomumunications carrier may also permit such person or entities to
obtain access to such CPNI for such purposes, Bxcept for use and disclosure of CPNI that is permitted
without customer approval under section §64.2005, or that is described in this paragraph, or as otherwise
provided in section 222 of the Communications Act of 1934, as amended, a telecommunications carmrier

may only use, disclose, or permit access to its customer’s individually idenfifiable CPNI subject to opt-in
approval,

The Company doss not use CPNK for any purpose (ineluding markefing compmunications-reluted
services) and does not disclose or grant access to CPNI to any party (including to agents or affiliates that

provide commications-related services), except as permitted under 47 US.C. § 222(d) and Rule
64.2005.



Section 64.2008 Notice required for use of eustomer proprietary netweork information,

(2}  Notification, Generally. (1) Prior to any solicitation for ocustomer approval, a
telecommunications carrier must provide notification to the customer of fhe customer’s right to restrict use
of, disclose of, and access to that customer’s CPNL

(2) A telecommunications carrier must maintzin records of notification, whether oral, written or

electronic, Tor al least one year.

(b} Individual notice to customers must be provided when soliciting approval to use, disclose, or
permit secess to customers” CPNI.

(¢} Conternt of Notice. Customer notification must provide sufficient information to enable the
customer to make an informed decision as to whether fo permit & carrler to use, disclose, or permit access
to, the customer’s CPNI,

{1} The notification must state that the customer has a right, and the carrier has a duiy, under
federal Taw, to protect the confidentiality of CPNL

{2) The notification must specify the types of information that constitute CPNI and the specific
entities that will receive the CPNI, describe the purposes for which CPNI wiil be used, and inform the
customer of his or her right to disapprove those uses, and deny or withdraw access to CPNI at any thne,

(3) The notification must advise the customer of the precise steps the customer must take in order
to grant or deny access to CPNI, and must clearly state that a denial of approval will not affect the
provision of any services to which the customer subseribes. However, carriers may provide a brief
statement, in a clear and neutral language, desoribing consequences directly resuliing from the lack of
access to CPNIL

{4) The notiﬁcatfon must be comprehensible and mast not be misleading.

(5) If written notification is provided, the notice must be clearly legible, use sufficiently large
$ype, and be placed in an arca so as to be readily apparent to a customer.

(6) If any portion of 4 notification is translated into another languege, then all portions of the
notification must be translated into that language.

{7) A carrier may state in the notification that the customer’s approval to use CPNI may enhance
the carrier’s ability to offer products and services tailored to the customer’s needs, A carrier also may state

in the notification that it may be compelled to disclose CPNI 1o any person upon affirmative wriiten request
by the customet.

{8) A carrier may not include in the potification any statement attempting to encourage a customer
to freeze third-party access to CPNL

{9) The notification must state that any approval, or denial of approval for the use of CPNI
outside of the service to which the customer already subscribes from that carrier is valid unti! the customer
affirmatively revokes or limits such approval or denial.

(10) A telecommunications carrier’s solicitetion for approval must be proximate to the
netification of a customer’s CPNI rights,

The Company's CPNI policies require thal customers be notified of their rights, and the Company's
obligations, with respect 1o CPNI prior to any solicitation for customer approval. All required cusiomer
notices (whether writters, oral or elecironic) comply with the reguirements of Rule 64.2008. The



Company malnfuins records of all required customer notices (whether written, oval or elecironic) for a
mintimun of one year.

{8y Netice Requirements Specific to Opt-Owr. A telecommunications carrier must provide
notification to obtain opt-out approval through elecironic or written methods, but not by oral
comumnnication (except as provided in paragraph (£} of this section). The comtents of any such notification
must comply with the requirements of paragraph (¢} of this section,

A

(1} Carriers niust wait a 30-day minimuin period of time after giving customers notice and an
opportunity to opt-out before assuming customer approval to use, disolose, or permit access to CPNL A
carrler may, in ifs diseretion, provide for a longer period. Carrlers roust notify customers as to the
applicable waiting perfod for a response before approval is assumed.

(i} Inthe cage of an electronic form of notification, the waiting period shall begin to run from the
date on which the notification was sent; and

(i) In the case of notification by mail, the waiting period shall begin to tun on the third day
following the date that the notification was mailed.

(2) Carriers using the opt-out mechenism must provide notices to thelr customsrs svery two
years. :

(3) Telecommunications carriers that use e~mail to provide ¢pt-out notices must comply with the
following requiremennts in addition to the requirements generally applicable to notification:

(i) Carriers must obtain express, verifiable, prior approval from consumers to send notices via e
mail regarding their service in general, or CPN1 in pariicular;

(i) Carriers must allow customers to reply directly to e-mails containing CPNI notices in order to
opt-out;

(iii) Opt-out e-mail notices that are returned to the carrier as undeliverable must be sent to the

-customer in ancther form before carriers may consider the customer to have received notice;

(iv) Carriers that use e-mail to send CPNI notices must ensure that the subject line of the message
clearly and accurately identifies the subject matter of the e-mail; and

{v) Telecommunications carriers must make available to every customer a method to opt-out that
is of no additional cost to the customer and that is available 24 hours a day, seven days a woek. Carriers
may satisfy this requirement through a combination of methods, so long as alf customers have the ability to
opt-out at no cost and are able to effectuate that choice whenever they choose.

The Company docs not currenily solicit "opt out" customer gpproval for the use or disclosure of CPNJ,
The Company does not use CPNI for any puwrpose (including marketing comumunications-related
services} and does rot disclose or grant access to CPNI to any party (including to agenty or gffiliates that

provide communications-related services), except as permitted under 47 US.C. § 222(d) and Rule
54,2003,

{e) Notice Reguirements Specific to Opt-fn. A telecommunications carrier may provide
notification to obtain opt-in approval through oral, writien, or electtonic methods. The contents of any such
notification must comply with the requirements of paragraph (¢) of this section.

The Company does not currertly sellcit "opt in™ customer approval for the use or disclosure of CPNL
The Company does not use, disclose or grant access to CBNI for any purpose, to any parly or in any
manner that woeld require a customer's "opt in' approval under the Cormission’s CPNI Rules.



(fy Notice Reguirements Specific to One-Time Use of CPNI. (1) Carrigrs may use oral notice to
obtain limited, one~time nse of CPNI for inbound and outbound customer telephone contacts for the
duration-of the call, regardless of whether carriers use opt-out or opt-in approval based on the nature of the
contact,

(2) The contents of any such notification must comply with the requirements of paragraph (¢) of
this section, except that telecommunications carriers may omit any of the following notice provisions if not

'S

relevant to the limited use for which the cartier seeks UPNE

(i) Carriers need not advise customers thai if they have opted-out previously, no action is needed
to maintain the opt-out election;

(i) Carriers need not advise customers that they may share CPNI with their affiliates or third
patties and need not name those entities, if the limited CPNI usage will not result in use by, or disclosure
to, an affiliate or third party;

(lif) Carsiers need not disclose the means by which a customer can deny or withdraw fiture access
to CPNY, s long as carriers explain to customers that the scope of the approval the carrier secks is limited
to one-time use; and

(ivy Carriers may omit discloswre of the precise steps a customer must take In order to grant or
deny access to CPNI, as long as the carrler clearly communicates that the customer can deny access to his
CPNI for the call.

Ty instances where the Coinpany seeks one-fime customer approval for the use or disclosure of CPNI,

the Company obtains such approval in gccordance with the disclosures, wethods and regquirements
contuined in Rule 2608(,

Section 64.2009 Safegnards required for use of custower proprietary network information.

(a} Telecommunications carriers must implement a system by which the status of a customer’s

:CPNI approval can be clearly established prior to the use of CPNE,

The Company’s billing system allows avthorized company personnel fo easily determine the siatus of a
customer’s CPNI gpproval on the custormer gocoun! sereen prior to the use or disclosure of CPNL

(b) Telecormmunications carriers must frain their persomnel as to when they are and are not
authorized to use CPNI, and scarriers must have an express disciplinary process in place.

The Company has established CPNI complinnce pelicies that include employee iralning on resirictions
on the use and disclosure of CPNI and required safeguards to proteci against umanthorized uwse or
disclosure of CPNI. Employees have signed that they understand the CPNI policies und « vielation of
those policies will result in disciplinery action.

{c) Al caitiers shall maintain a recerd, electronically or in some other manner, of their own and
their affiliates’ sales and marketing campaigns that use fheir customers’® CPNI, All carriers shall maintain a
record of all instances where CPNI was disclosed or provided to third parties, or where third parties were
allowed access to CPNIL The record must include a description of each campaign, the specific CPNI that
was used in the campalgn, and what products and services were offered as a part of the campaign. Carriers .
shell retain the record for a miniroum of one year.

The Company’s CPNI policies require that all sales and marketing campaigns including those utiliging
CPNY be recorded and kept on file for af least one year. Records are also maintained for disclosure or
access to CPNI by third parties. The records include the required informution Hsted In Rule 64.2009(c).



(d) Telecommunications carriers must establish a supervisory review process regarding carrier
compliance with the yules in this subpart for out-bound marketing sifuations and maintain vecords of carmrier
compliance for & minimum period of one year. Specifically, sales persommel must obtain supervisory
approvel of any proposed out-bound marketing request for customer approval,

The Company’s CPNI policies require employees to obfain approval from the Company’s CPNI
Compliance Officer for all murketing campaigns, ncluding these utilizing CPNI, prior to initiating that

campaign. Record of the marketing compaigns, along with the appropriute supervisory approvel is
muintained for af least one year.

(e) A telecommunications carrfer must have an officer, as an agent of the carrier, sign and file
with the Commission a compliance certificate on an annual basis, The officer must state in the certification
that he or she has personal knowledge that the company has established operating procedures that are
adequate to enswre compliance with the rules in this subpart. The carrier must provide a statement
accompanying the certificate explining how its operating procedures ensure that i is or is not in
compliance with the rules in this subpart. In addition, the carier must include an explanstion of any
actions taken against data brokers and a summary of al] customer complaints recetved In the past year
concerning the unauthorized release of CPNL This filing roust be made annually with the Enforcement
Bureau on ot before March 1 in EB Docket No, 06-36, for data pertaining 1o the previous calendar year,

The required officer certification, actions teken against date brokers and sumynary of customer
complnint documents are cluded with this accompanying statement.  The Company will file these
dociments on an annual basis on or before March 1 for dota periuining to the previous calendar year.

(fy Carriers must provide written notice within five business duys to the Commission of any
instance where the opt-out mechanisms do not work properly, to such a degree that consumers’ inability to
opt-out is more than an anomaly.

(1) The notice shall be in the form of 3 letter, and shall include the carrier’s name, a description of
the opt-out mechanism(s) used, the problems(s) experienced, the remedy proposed and when it will be/was
implemented, whether the relevant state commission(s) has been notified and whether it has taken any
action, & copy of the notice provided to customers, and contact information.

{2y Such notice must be submitted even if the carder offers other methiods by which consumers
may opt-out.

The Company does not currently solicit “ept ont” customer approval for the wse or disclosure of CPNE,
Section 64.2010 Safeguards on the disclosare of customer proprietary network information.

{a) Safeguarding CPNI. Telecommunications carriers must take reasonable measures to discover
and protect against attempts to gain unauthorized access to CPNI  Telecommunications carriers must
properly authenticate a customer prior to disclosing CFNI based on customer-initiated telephone contact,
online accownt access, or an in-store vigit,

The Company’s CPNI policies and employee Iraining include reasonable measures to discover and
protect against uctivity that is indicative of prefexting and employees are insirucied to notify the CPNT
Camplinnce Officer if any such activily is suspected,

(b) Telephone access to CPNL  Telecommunications carriers may only disclose call detail
information over the ielephone, based on customer-initiated telephone contact, iff the customer first
provides the carrier with a password, as described in peragraph () of this section, that is not prompted by
the carrier asking for readily available biographical information, or account information. If the customer
does not provide a password, the telecommunications carrier may only disclose cell detail information by
sending it to the customer’s address of record, or, by celling the customer at the telephone number of
record. If the customer is able to provide call detail information to the telecommunications carrier during a



customer-initiated cali without the telecommunications carrier’s assistance, then the telecommunications
carrier is permitted to discuss the call detail information provided by the costomer,

The Company’s CPNI policies ensure that a customer is only able to qeeess call detall information over
the telephone in one of the ways listed in Rule 64.2010(b). If the cusipmer cannot remember their
password, they are prompied fo answer a security guestion. Neither the password por the security
question_are based on readily available blographicel information or account information. Customer

service representatives are instracted to authenticate customers over the telephone in ol insfances except

in the case where the customer provides the call detail informution without the assistance of the
Company. '

{c) Online access to CPNL A telecommunications carrier must authenticate a custorner without
the use of readily available biographical information, or account information, prior to allowing the
custoraer online access to CPNI related to a telecommunications service account. Once authenticated, the
customer may only obtain online access to CPN{ related 10 a telecommunications service account through a
password, as described in paragraph (¢) of this section, that is not prompted by the carrier asking for readily
available blographical information. or account information.
The company authenticates customers without the use of readily available biographical or account information prior to allowing
on access to CPNI related to an account. Once authenticated, the customer may only obtain access fo CPN! through a
password, that is not prompted by readily available biographical or account information.
{d) In-Store geecess fo CPNI. A telecomnmunications carrier may disclose CPNI to a customer
who, at 2 carrier’s retail location, first presents to the telecommunications carrier or ifs agent a valid photo
1D matching the customer’s account information.

The Company does not have retail focations.

(¢} Establishment of a Password and Back-up Authentication Merthods for Lost or Forgotten
Passwords, To establish a password, a telecommunications carrier must suthenticate the customer without
the use of readily available biographical inforruation, or account information. Telecommunications carriers
may create a back-up customer authenticstion method in the event of a lost or forgotien password, but such
back-up customer authentication method may not prompt the customer for readily available biographical
:information, or account information. If a customer canmot provide the correct password or the correct

response for the back-up customer authentication method, the customer must establish a new password as
described in this paragraph.

The Company’s CPNI policies allow for a few ways fo establish a password, all of which ensure
compliance with the above paragraph. Each method also allows the customer to establisit a beck-up or
security question in the event that they forget their password, In no event does the Company use readily
available biegraphicul information or scconnt infermation as « back-up question or as @ means 0
establish « password or authenticate the customer,

(£ Notification of qecount changes. Telecommunications carriers must notify customers
immediately whenever a password, customer response to a back-op means of authentication for lost or
forgotien passwords, online account, or address of vecord is created or changed. This notification is not
required when the customer initiates service, including the selection of a password at service initiation,
This notification may be through a carrier-origineted voicemail or text message to the telephone number of

record, or by mail fo the address of record, and must not reveal the changed information or be sent to the
new account information.

The company will notify a customer immediately when account changes oceur, including a password, a response to a back-up
means of authentication, or address of record. The notification will be through a carrier-originated voicemail or text message

to the telephione number of record, or by mail to the address of record, and will not contain the changed information or be sent
to the new account information.



(g) Business Customer Exemption. Telecommumications carriers may bind themselves
contractually to authentication regimes other than those described in this seetion for services they provide
to their business customer that have both a dedicated acconnt representative and a contract that specifically
addresses the carriers’ protection of CPNL

Tite Compary does not utilize the business customer exception at this fime.

Section 64.2011 Notification of customer proprietary network information security
breachcs,

(8) A telecommunications carrier shall notify law enforcement of 2 breach of its enstomers” CPNI
as provided in this section. The carrier shall not notify its custorners or disolose the breach publicly,
whether voluntarily or under state or local law or these rules, uniil it has completed the process of notifying
law enforcement pursuant to paragraph (b).

(&) As soon as practicable, and in no event later than seven (7) business days, after reasonable
determination of the breach, the telecommunications cartfer shall electronically notify the United States
Secret Service (USSS) and the Federal Bureau of Investigation (FBI) through a cenival reporting facility.
The Comrpission will maintain a link to the reporting facility at bfipn/fwww foo.govleb/cond.

(1) Notwithstanding any state law to the contrary, the carvier shall nof notify customers or
disclose the breach to the public until 7 full business days have passed after notification to the USSS and
the FBI except as provided i paragraphs (2} and (3).

(2) ¥ the carrier believes that there is an extraordinarily urgent need to notify any class of affected
customers sooner than ofherwise allowed under paragraph {1), in order to avold immediate and hreparable
hatm, it shall so indicate in its notification and my proceed to immediately notify its affected customers
only after consuliation with the relevant investigating agency, The carrier shall cooperate with the relevant
investigating agency’s request to minimize any adverse effects of such customer notification.

(3) If the relevant Investipating agency determines that the public disclosure or notice fo
:eustomers would impede or compromise an ongoing or potential criminal investigation or national security,
such agency may direct the cartier not to so disclose or notify for an initial period of up to 30 days. Such
period may be extended by the agency as reasonable necessary in the judgment of the agency, If such
direction is given, the agency shall notify the carrier when it appears that public disclosure or notice to
affected customers will no longer impede or compromise a criminal investigation or national security. The
agency shall provide In writing its initial direction to the carrier, any subsequent exiension, and any
notification that notice will no longer impede or compromise a criminal investigation or national security
and such writings shall be contemporaneonsly lopged on the same reporting facility that contains records of
notifications filed by carriers.

(¢) Recordkeeping. All carriers shall maintain a record, electronically or in some other manner, of
any breaches discovered, netification made to the USSS and the FBI pursuant to pavagraph (b), and
notification made to customers, The record must include, if available, dates of discovery and notification, a
detafled description of the CPNI that was the subject of the breach, and the circumstances of the breach.
Carriers shall retain the record for a minimum of 2 years,

The Company has policies and procedures In place to ensure compliance with Rule 64.2011, When it is
reasonably determined that a breach has occurred, the CPNI Complionce Officer will notify law
enforcement and its customer in the required tmeframes. A record of the breach will be maintained for
a minhmuwm  of two years and will include all information required by Rule 64.201I1



