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Washington, DC 20554

Re:  Annual 64.2009(e) CPNI Certification
Leap Frog Telecom, L.L.C. d/b/a Voce Telecom
EB Docket No. 06-36

Dear Ms. Dortch:

Pursuant to 47 C.F.R. § 64.2009(e), Leap Frog Telecom, L.L.C. d/b/a Voce
Telecom hereby submits its Annual 64.2009(e)} CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

d
Larfce'J. M. Steinhart
A.lt{mey for
Leap Frog Telecom, L.L.C. d/b/a Voce Telecom

Enclosures
cc: Peter M. Stazzone
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Annual 47 C.F.R. § 64.200%(¢) CPNI Certification

EB Docket §6-36

I, Dimitris Pantzartzis, President of Leap Frog Telecom, L.L.C. d/b/a Voce Telecom,
certify that I am an officer of the company named above, and acting as an agent of the
company, that I have personal knowledge that the company has established operating
procedures that are adequate to ensure compliance with the Commission’s CPNI rules.
See 47 C.F.R § 64.2001 et seq.

Attached to this certification as Exhibit “A” is an accompanying statement explaining
how Leap Frog Telecom, L.L.C. d/b/a Voce Telecom’s procedures ensure that the
company is in compliance with the requirements set forth in Section 64.2001 ef seq. of
the Commission’s rules.

Name: Dimitris Pantzartzis
Title: President

FCC Annual Filing
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Annual 47 C.F.R. 8§ 64.2009(e) CPNI Certification

EB Docket 06-36

Leap Frog Telecom, L.L.C. d/b/a Voce Telecom has not taken any actions
(proceedings instituted or petitions filed by a company at either state commissions, the
court systern, or at the Commission against data brokers) against data brokers in the past
year. Companies must report on any information that they have with respect to the
processes pretexters are using to attempt to access CPNI , and what steps companies are
taking to protect CPNI.

Leap Frog Telecom, L.L.C. d/b/a Voce Telecom has not recetved any customer
complaints in the past year concerning the unauthorized release of CPNI (number of
customer complaints a company has received related to unauthorized access to CPNI, or
unauthorized disclosure of CPNI, broken down by category or complaint, e.g., instances

of improper access by employees, instances of improper disclosure to individuals not
~ authorized to receive the information, or instances of improper access to online
information by individuals not authorized to view the information).

Signed

2)3)ot

Dimitris Pantzartzis, President

FCC Annual Filing
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Exhibit A

Leap Frog Telecom, L.1..C. d/b/a Voce Telecom

Compliance Requirements



Leap Frog Telecom, L.L.C. d/b/a Voce Telecom
8426 E. Shea Blvd.
Scottsdale, Arizona 85260

Compliance Requirements

Leap Frog Telecom, L.L.C. dfb/a Voos Telecom {"Company”) maintains the following operating procedures {o ensure
compliance with the requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Section 64,2008 Use of customer proprietery network Informetion without cestomer
approval,

{2} Any slecommmmications carrier mey wse, disclose, or permis acesss o CPNT for the purpose of
froviding or markerng service offerlngs smong the eategories of service (i, loval, interewchunge, and
CMES) to which fhe customer already subseribes from the same carrier, without customer approval.

{1) I a {elsooramunications caveier provides differen categorics of service, mxd o customer
subscribes to more than one category of servics offered by the carler, the carrier is permitted to share
CPHI among the carrier’s afiiliated entities that provide & service offering to the casomer,

(2) I e televoramunpications cander provides different categorier of service, but a cusiomer does
rot gnbacribe f0 more than one offerlnp by the carrier, the carrier is not permifted to share CPNT with is
affilintes, xoept a provided in §64.2007(),

(5} A telecommunicstions vayrier ay not use, discloss, or permdt sooess & CPNI to marketto 2
‘customer service offerings that ave within & category of service to whish the subsoriber does not already
subseribe fhom that carier, unless thel casrfor has custorner spproval 1 do so, exoept a5 desoribed in
pazagraphic} of this sertion.

(1) A wireless provider roay wse, dizcloze, or purmit secess o CPIL dertved Tom i provigion of
CIMRS, withont customer approval, for the provision of CPE snd informeation serviee(s), A wireline cemior
may use, disclose or permit access to CPNI derived from its provision of loval exchunge service or
inferexchanpe servios, without customer approval, for the proviston of CPH and call suswering, voloe mei}
or messaging, voice storage and retrieval sexvices, fax store and forward, and protoso] conversion.

(2) A telecommunioations carrler may not use, disclose, of permit access to CPNI to identify or
track vustomers that call competing service providers, For example, a Jocel exchange carrier muy not vse
Tocul service CPINT w track all oustomears that call local service competitors,

&) A wlecommunications carsler may use, disclose, or permit access to CPHL, without custormer
epproval, as described in this paragraph (0).

{17 A telecorpmunications carrler may use, discloss, or permit aceess to CPNI, without custoner
zpproval, it s provision of inside wirieg instaltation, maintenance, and repair services.

{2y CMRES providess may use, discloss, or permit access to CFNI for the purpose of conducting
research on the health offevty of CMRS.



{3) LECs, CMRS providers, and interconnected VolP providers may use CPNI, withont customer
approval, to merked services formerly known 25 adiimet-to-basic services, such as, but not limited o, speed
dialing, compuisrprovided directory assistanes, call menioring, el tracing, call blucking, call return,
repeat dialing, eall tracking, call waiting, caller 1.D,, call forwarding, and certain Centrex features.

{& A wleconummlications carrier may use, discloss, or permit acoess to CFNI fo protect the rights
or properiy of the varrier, or to protect wsers of fhose services and other carriers from fraudulent, abusive, or

unlawiil use of, or subseription o, such services.

The Company hus adopted specific CPINT policies fo ensyre that, in the absence of custorner approval,
CPNY Iy only used by the Company fo provide or markel service offerings among the cajegeriay of
service (Le, focal, interexchange, ond CMES) lo which the cusiomer alveady subscribes.  The
Company's CPNY policies prokibit the sharing of CPNI with affilicted companies, sxcept as permitted
under Bule 64.2005(w)(1} or with customer epproval parsiant o Rule 54.2007(5). Tie only excepiions
2o these policies arg as permitted under 47 US.C. § 222(d) and Rule 64,2003,

Section 64,2007 Appraval required for wse of cnstemar proprictary network information,

{(aj A telecommunications carvler may obiain approval through written, oral or elestronic
methods,

(1y A telecommunications carrier relying on oral spproval shiall bear the burden of demonstrafing
that such approvat has Teen given o compliance with the Commission's rules 1o this past,

23 Approval or disapproval to use, disclose, or permit aceess 1o s customer’s CPNI obtained by &
telecommunications carrier ranst remain i offect until the customer revokes or Hmits such approval or
disapproval,

(3) A telecommunicetions carrier mast maintabs records of approval, whether oral, written or
slectronde, for at least one yaar,

In alf circusmstaiices where custormer approval I8 reguired fo uxe, disclose or permil access te CPNI, the
Company's CPNVE policies reqidve tht the Company obtain customer approval throagh written, oral or
elecironic methods in complienve with Rule 64.2007, A4 customer's approvod or disapproval rewaing I
gffect uniil the customer revokes ar Intits the approvai oy disapproval. Yhe Conzpany mainteing recordy
of customer upprovsi twhether written, oval or clectronic} for ¢ minimum of one year,

(&Y Use of Opt-Out and Opl-fn Approval Processes. A tlecommunications cairfer may, subject
to opt-out approval or optin approval, use s customsr’s individeally identifiable CPNI for the purpose of
mazketing communications-related services to thus customer. A elscommunications cartier may, subject w
opi-out approval or opt-in apyroval, disclose s customer’s dividuaily ideptifiable CPN, for the purpose
of marketing communications-relaled servives to that customer, %o its agents and its affilistes that provide
sotsmunicationsrelated gavices. A telecommutications carrier may alsn permit such person or entities to
obtain access to such CPNI for such purposes. Except for nse and disclosure of CPNI that is permitted
without eustomer approval under seotion §64.2005, or that is described in shis paragraph, or ns ofierwiss
provided in section 222 of the Commanications Act of 1934, as amended, & telecommunications carrler
may only use, discloss, or permit aceess fo s customer’s ndividually identifiable CPNT subject to opl-in
approval,

The Company does not use CPNE for any putpose (nclyding markefing communications-related
sarvices) and does not disciose or grand scceyy to CPINY to any pasty (including to agants or affifiaiey fhet
provide commamications-relared services), except ax permitted under 47 US.C. § 222(d) and Rule
54.2005.



Section 64.2008 Notice required for vse of custoraer proprietary oetwork information,

{a)  Netification, Gererglly. (1) Prior to apy solicitation for cusiomer approval, a
telecommunications carrier must provide notification o the customer of the custoiner’s right to restrict use
of, disclose of, and access to that castomer’s CPNE

{(2) A telecommunications cayrier must maintain records of notification, whether oral, wriften or

eieetronic, Tor al leust one year,

{b) Individual notice t0 customers must be provided when solichting approval w use, disclose, or
permit aocess to custorners”™ CFNL

(t) Content of Notice, Customer notfication must provide sufficient information v snable the
customer fo maks an informed decision 28 to whether ko permiit 2 carrier o use, disclose, or permit accesy
to, the customer's CPNI.

{1) ‘The notification must state thet the customer has 2 right, and the cargier has a doty, under
federal law, to protect the confidentiality of CFNL

{2y The notiffcation must specify the types of iuformation that constituts CPNT and the specific
entities that will recaive the CPMI, describe the purposes Tor which CPNI will be used, and inform the
customer of s or her right to disapprove those uses, and deny ov withdraw aceess 1o CPNI at any ime.

{3) The notification nust advise the costomer of the precise steps the custoter must take in order
to gramt or deny access to CPNI, and must clearly state that & denial of approval will not affect she
provision of ahy services to which the custorner subsoribes. Heowever, carrers may provide a brief
statement, o a clear and neutral language, describing consequentes direotly resuliing from the lack of
acress to CPNL

{4) The notification must be comprehensible and must not be misieading,

(5) If written notification is provided, the notice st be clearly legible, use sufficiently large
type, and be placed i an area 86 as fo be readily apparent 1o a customer,

(6) If any portion of & notiffcadion is travslated into another languags, Hien all portlons of the
notification must be translated into that langnage.

{7} A carrier may state in the notification that the customer’s approval 1o use CPNT may enhance
the carrier’s ability to offer products and scrvices teilored to the custome:’s needs. A cardier also may state
in the notification that it may be compelled to disclose CENI to any person upon affirmative written request
by the customer.

{8} A carrier may not include in the untification eny statetnont attompling 1o encowrage a cusiomer
10 freeze third-party access to CPNL

{9 The notiffcation must state that any approval, or denial of apptoval for the use of CPN]
outside of the sarvice to which the customer already subseribes from (hat carrior I valid until the customer
affirmatively revokes or Lmits such approval or denial,

() A telecommunieations carzier’s solicitation for approval must be proximate to the
sotificavion of a enstomer’s CPMI rights,

The Company's CPNI pelicies require that customers be notified of their rights, and the Compunp’s
abligutions, with respect {o CPNI prior fo any solicitation for customaer approvel. Al required costomer
notlees (whether writter, oral or electronic) camply with the requirements of Rule G4.2008. The



Compeny maintainy vecords of all required costvmer notices (wheiher written, oral or elecironic) for a
wirdenur 0f one year,

(&) Notice Requiremenss Specific to Opt-Cnt. A telecommmications carrier mwust provide
notification to obisin opt-out approval through electronic or written methods, but not by oral
corrmunication (except as provided in paragraph (f) of this section). The confents of any such notification
mast comply with the reguirenents of paragraph (o) of this section.

(1) Carriers niust wait 1 30-day minimuin perfod of thve afler giving customers notice and an
opportunily o opt-out brfore sssuming customer approvil o use, disolose, or permit access o CPNI A
carrier may, v ifs discretion, provide for a longer peried. Cartlers must notify customers 48 to the
spplicable waiting perfod for a respomse before approval is sssumed,

(i} In the case of an electronic form of notification, the waiting period shall begin to run from the
date on wiich the notification was sent; and

G5y In the case of notification by mail, the waiting period shall begin to wur on the thivd day
following the date that the notification was mailed.

() Carriers wsing the optout mechanism must provide netices to thelr customaers every two
YEHE,

{3) Telecommunications carrivrs that use e-mail o provide opt-out notices must comply with the
following requirements jn addition to the requirernents generally applicabls to notification:

(i) Carries must obtain expiess, verifiable, prior approval from consumers to send noticss via 8-
mail regarding thelr gervice in general, or CPNI in particular;

(i) Cavelers must atlow customers to reply directly to ¢-mails comaining CERE notices in onder to
opt-out;

(i} Opt-out ewmnail notices that are returtied 1o the carrier as undeliverable must be gent to the
-customer in another form before curriers may consider the customer to have recelved notice;

{iv) Carriers that use e-meil 1o send CPNT notices must ensure that the sobject line of the message
tlearty and acowrately identifies the subject matter of the s-mail; and

(v} Telecommunications catriers must make available to every customer a method to opt-out that
is of no additional cogt to the costomer and thet is avaiiable 24 hows & day, seven deys a week, Cariers
may satisfy this requirement through a combination of methods, so long 25 all customers have the ability to
opt-out at no cust aud are eble to effectaale that choice whenever they clioose.

The Compansy dees st currendly solicit "opt out” customer approval for the use or disclosure of CPNI
The Compery does not use CPNI for any prrpose (ncliding marketing comnmnicatlons-retaied
services) and does nof disclose or grant aecess to CPNT i any parly {(including 1o agents or affiliaes that

provide commurnications-related services), except as permiited ander 47 USC § 22260 and Rule
6420405,

(e} Notice Reguivementy Specific lo Opt-In, A iclecommunications carricr may provide
netification 1o obtaly opt-in approval through oral, written, or ¢leowonic methods. The contents of any such
sotification nmast comply with the requirements of paragraph (¢} of this seotion,

The Company does rof currently soficlt "ope ' custormar approval for the use oy divelosure of CFNI,
The Company does not use, disclose or grant access fo CPNE for any puiposs, fa grey parly ot in any
manner that wouwid vequire a customer's Yopt tn® approval wnder the Commission's CPNT Rales,



{fy Notice Reguirements Specific to One-Time Use of CPNI. {1} Carriers may use orul notice to
obtain limited, one-time wse of CPNI for inbound snd outbound customer telephone contacts for the

duration-of the call, regardiess of whether carrlers use opt-owt or opt-in approval based on the paturs of the
confact,

{2y The contents of any such notification must comply with the requizements of paragraph (¢) of
this section, except that ielecwnmunications carriers may omit any of the following notice provisions if got

YelEVant to the lirmited 1es Tor Whith the Cartier seeks CPHT

() Camiers need not advise customers that if they have opted-out previously, no action s needed
to maintain e opt-out election,

(i) Carrfers need not advise customers that they nny shate CPNI with their affiliates or third
parties and need not name thoge entilies, if the limied CENI usage will not result in use by, or disclosure
to, an affiliate or thivd party;

(iii) Carriers need not disclose the means by which 2 cusfomer can deny or withdraw fitare access
to CFY, so long as cerrisrs explain to customers that the scope of the epproval the currier seeks is limited
t0 one-time use; ang

(v) Ceariers may omit disclosure of the precise steps 2 ststomer mmst take In order to grast of
deny access to CPNI, a8 long as the carrier clearty communicates that the customer can deny access to his
CPNI for the call.

In instances where the Company seeky one-flme castomer approval for e use or disclosure of CPNI,

the Company obtaing such approvel I accordance with the disclosures, metheds and requirements
contnined in Rule 2008(0.

Scetion 64.2009 Safeguards required for use of costowner proprietary vetwork formation.

{e) Telecormmunications carriers must oplement w system by which the status of o customer’s
L PNL epproval can be clearly establshed prior to the use of CPNL

The Company’s billing systesn allows wuthiorized company persovnel fo gasliy deterining the status of @
castorner’s CPNT approval on the customer acconnt screen prior to the use or disclostive of CPNIL

(b} Telsconmamnications carriers mast train their persoonel 45 to when they are and ave not
aihorized Lo use CPNI, end carriers must have an express disciphinary process n place.

The Company has eslahlished CPNI compilinnce policies thert include employes frainiug on resirictions
on the wse and discloswre of CPRY and regaived safeguards to protect against wnnuthorized wse or
disclosure of CENL Employeey hiave signed that they anderstand the CPNF policies and « vinlation of
those policies will result in disciplinery action,

(c) Al carriers shalt maintain a record, electronically or in some other manner, of thelr own and
their affiliates’ seles and murketing campsigns that use their customers’ CPNL. AH carrlers shall meiniain g
record of all instances where CPNI was disclosed or provided to thind panties, or where third parties were
allowed zepess to CPNL The record must include 2 deseription of each campaign, the specific CPNT that
was wsed in the canwpalgn, and what products and services were offered as a part of the campaign. Carriers
shell retain the record for a minimmm of one vear,

The Company’s CPNI pollcles regiire that all seles ad marketing campaigns inclading those utitizing
CPM be recorded and kept on file for at least one year. Records are also maintained for disclosure or
aceess to CPNI by tiird pariles. The vecords include the required information listed in Rale 64.2009(c).



(d) Telecommunications cariers must establish & supervisory review process regarding carrier
coripliance with he rales In this subpart for out-bound marketing situations and maintain records of carrier
complisnoe for & minimum period of one year.  Specifically, sales persomiel st oblain supervisory
approval of any proposed out-bound marketing recquest for customes approval,

The Company’s CPNI polfcies require employees to obtain approval from the Company’s CPNI
Compiiance Oificer Yor afl marketing canspaipns, cludlng these stifizing CPNE prior o jnitiating that

cainpaign.  Record of the marketing cemvpaigns, along with the appropeiate supervisory approval &
maintained for «f least ane year,

(e} A fclecommunications carrier roust have en officer, as an agent of the carrier, sign and file
with the Commission a compliance certificate on an annual basis. The officer roust state in the certification
that he or she has persenal knowledge thet the vompany hes established operating procedures thar we
adequate fo ensure compliamee with the rules in this subpart. The cawier must provide a slatement
sccompanying the certificate oxplaining how its opersting procedwres ensure that ft is or ¥ oot in
compliance with tha mies in this subpart. It addition, the carrler must include ¢n explenation of any
actions taken againgt duta brokers and a swmunary of &l) customner complainty received in the past year
concerning the unanthorized release of CPRI. This filing must be made ancually with the Enforcement
Bargyu on or before March 1 i BB Docket No. 06-36, for data pertaining to the previous calendar year,

The required officer certifioazion, actions taken aguinst dete brohers and sumunaty of customer
compleint doctrnents ave included with this ecconganying stetement,  The Company will fie these
docmnents on an anwunl busks on or before Murch 1 for dete pericining to the previves calendar year.

(fy Carriers must provide written nofice within five business days to the Comumission of any
instance where the opt-out mechanisms do not work properly, to such a degree that consnmers® inability o
opi-out is more than an anotaty,

(1) The notice shall be in the form of a letter, and shall inclode the carrier’s name, & desoripilon of
the opt-out mechanismis) used, the problems(s) experienced, the remedy proposed and when it will befwas
Inplemented, whether the relevant state commission(s) has beep notified and whether it has laken eny
action,  copy of the notioe provided to customers, and contast information,

{2y Such notice must be submitied even I the carrier offers other methods by which consumers
Ay opt-out,

The Cornpany does nof cuyrently solicit "opt outr” castormer approved for the use or diveloswre af UPML
Beetion 64.2018 Safeguardy on the disclogure of eustomer proprietary network information.

(2) Safeguording CPNI. Telecoramunications carriars must ake reasonable measures o discover
and profect apainst attempis to gein wnasthorized peoess to CPNI,  Telecommuuications carrlers rmust
properly authenticate a customer prior to disclosing CPNI based on customer-inftiated telephone contuct,
oniing Benount 4ctess, or un m-etore visit,

The Company’s CPNT policies ond employee iraining include reasonable measures to discover ahd
protect against activily thai is indleatlve of prefexting and employees are nsiructed io notify the CPNT
Campliance Officer if any wiech activity is suspecied.

(©) Telephone access to CPNI  Telecommunications carriers may only disclose call detail
information over the telephone, based on customer-initiated telephone congact, if the customer first
provides the cerrlor with & pessword, as described in parsgraph (e) of thig section, that is not prompted by
the carrier askiog for readily available biographical information, or account information. If the eustomer
duey not provide & password, the telecommunications carier may only disclose call detail informetion by
sending it 00 the customer’s address of record, or, by calling the customer at the wlephone nember of
record, 11 the customer is able to provide call detail information to the telecomuiunications earrier during a



customer-initiated call without the telecommanications carrler’s assistance, then the telecommmunications
catler js permitted to discuss the call detail inforrmation provided by the castomer.

The Company’s CPNI policies ensare that a customer is only able to accesy call detel] informution over
the reiepitone It ohe af the ways listed it Role 64.2610(0). If the custorner canno! remember their
pussward, they are prompted fo answer a securily yuestion. Nelther the pavsword nor the securify

question are based on readily avaiioble blographical information or account mfomm:ivu. Customer

service representatives qre instracted fo authenficate cuviomers over the lelephone In aff instunes except

in the case where the custamer provides the coll dewdl Wformurion withowt the assistence of the
Company.

(&) Online access to CPNI A telecornmunications carvier must authenticate a customer without
the use of readily available bicgraphical mformation, or accow Informatien, prior to aflowing the
cugtomer online access to CPNI related fo & telecommunicalions service account. Onee authenticated, the
unstomer may onky obtain onling acoess to CPNI related to 8 telecommunications service account throngh a
pessword, as described in paragraph (e} of this section, that is not prompted by the carrier asking for readily
avaiiable blogravhical information. or account information.
The company authenticates customers without the use of reatifly available biographiceal or account information prior to
aHowing on access to CPN! related to an account. Once authenticaled, the customer may onjy obtain access to CPNI
through a password, that Is not prompled by readily available biographical or account information.

{dy In-Store access to CPNL A telecommunications carrier may disclose CPNI to a customer
who, at a carrier’s rewail location, first presents w the telecommmunications cuizier or By agent a valid photo
D) matching the customer’s accountt information.

The Company does not have retail locations.

(e} Establishment of a Possward and Backp Authenmiication Methods for Lost or Forgotten
Poasswords. To estublish & password, 2 telecommunications catvier must suthenticate the customer without
the use of readily avaifable biographical inforrsation, or account information. Telecommunications carriers
may create a back-up castomer awthentication method in the event of & lost or forgotten password, but such
hack-up customer anthentication method may not prompt the customer for readily available biographical
duformetion, or sccowt informetion. I a customer camot provide the correct password or the correct

response for the back-up costamer authestication method, the customer must establish a new password as
described In this pavagraph.

The Company’s CENI policies oflow for u few waps to establisk a password, all of whick ensure
compliarice with the gbove pavagraph. Each method also allows the customer to ¢siablish w back-up or
securify question in the evert thar thep forgel their possword, In no event does the Company ase readily
wveilable biegraphical fnformation or account Mfermarion a8 « back-up question or ay ¢ meang ¢
establizl a password or anthendicate the castomer.

(D Notifieation of accownt changey,  Telcommunications carricrs must ooty cusiomers
immediately whenever a password, customer response fo a back-np weans of authenticaion for lost or
forgotten passwords, onling accouwtt, or address of record i3 created or changed. This notification is not
required when the customer infliates service, including the selection of a password at service injtiation,
This notification may be dwongh a cetrier-originated voleemail or text message 1o the telephone number of

record, or by mail o the address of record, asd must not reveal the changed information or be sent to the
new account information.

The company will notify a customer immediately when account changes occur, including a password, a response
fo a back-up means of authentication, or address of record.  The notification will be through g carrier-originated

volcemall or text message to the telephone number of recard, or by mall to the address of record, and will not
contain the changed information or be sent to the new account information.



(&) Business Customer Exemption.  Telocommunications carizrs may bind themaclves
contracmally to autiieptication regimes other than those described in this section for services they provide
to their business sustomer that have both a dedicated sceount representative amd 2 contract that specifically
addresses the carriers’ protection of CPNL

The Cowmtpany does not uiilize the business custormer exception at this time,

Section 64,2011 Notiffeation of customer proprietary network informafion security
breaches,

{a) A tslecomumunications carrier shall noify law enforcement of a breach of its customers' CPNT
as provided in this section. The carrier shall not notify s customers or disclose the breach publicly,
whether voluntarlly or under state or local law or these rules, until it has completed the prooess ol aolifving
law enforcement pursuant fo paragraph (b).

(b} As soon as practicable, and in vo event later than seven {7) business days, after reasonable
determination of the breach, the wlecommmunications carrier shall electronically notify the United States
Secret Service (UTSSS) and the Federal Burean of Investipation (FBI) through a cantral reporting facility.
‘The Commission will maintain a link to the reporting facility at hin:/waow. foe.goviebfoond.

{1} Wotwithstanding any stafe law fo the contrary, the ¢arrier shall not notify customers or
disclose the breach to the public until 7 full busingss days have passed after notification fo the USSS and
the FBI except as provided in paragraphs (2) and (3).

(2) If the carrier bolieves that there is an extraordinarily urgent need (o notify eny clags of affected
custoracrs sooner than otherwise allowed under pavagraph (1}, in order to aveid immediate and krreparable
harm, it shell so indicate in is notification and my proceed to humedistely noiily ity alfected customers
only after consnligtion with the relevant investigating agency. The carrier shall cooperate with the relevant
investigating agency's reguest 10 ptininize any adverse effects of such eustomer notification,

(3) I e relevanl ivestipating agency determines that the public disclosure or notice to
customers would impede or compromise an onpoing or potential cyiminal investigation or national security,
such agency may direct the carrier not to so disclose or notify for an initial period of up fo 30 days. Such
period may ve extended by the agency as reasopable necessary in the judgment of the agency. If such
divection is given, the sgency shall notify the canier when it appears thet publiv disclosure or notice to
affected customers will no longer impede or compromise a eriminal investigation or national security, The
agency shall provide in writing #s initial direction to the camier, any subsegpent extension, and any
notification that notice will no longer Inapede or compromise 2 orintbial investigation or national security
and such writings shall be contemporanecusty Jogged on the same reporting facility that cordains records of
notifications {iled by canciers.

() Recordkeeping. All carriers shall maintain a record, eleetronicaily or in some ofler manner, of
any breaches discoversd, notification made to the USSS and the FBI pursusnt to paragraph (b}, and
notification made to customers. The record must include, if available, dates of discovery and notification, a
detailed description of the CPNT that was the subisct of ihe breach, and the circumstences of the breach.
Crarriers shall retain the record for a mintapim of 2 years,

The Company kas policies and procedures In place to ensare complionee with Rule 64,2011, Wihen it is
reasonably determined thal ¢ breach hes occurred, the CPNY Compliance Officer will aptify law
enforcement and is cusiomer in the required thneframes, A record of the breacl will be tainiained for
o g of dwo years and will incinde aolt information required by Rule 642011





