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Section 64.2005

Leap Frog Telecom, L.L.C. d/b/a Voce Telecom
8426 E. Shea Blvd.

Scottsdale, Arizona 85260

Compliance Requirements

Leap Frog Telecom. L,L,C. d/b/a Voce Telecom ("Company") maintains the following operating procedures to ensure
compliance with the requirements set forth in Section 64.2001 et seq. ofthe Commission's rules.

US<! of ~u!!lo",cr proprietary network Infotll!ation wilhout •..,slomor
approval

(~) An~ felet<lmlUUllicatloo, ~arrje, may use, disclo.e, or pe",ut ac= to CI'Nl f<.>r the purpose of
providil\g or m!U:ketlng service OO'l<;lngs amnng the oategorie. of .ervice (i.o" local, inter<mehUllg~ and
c:M:RS) to "bloll th. customer already subscribes from the same carrier, without customer approval.

(I) If. i~l.o.ommunleatlouscarrier provides dlffur.n~ caregon"" of servioe, Ulld • customer
subscrioo. to mare lhan 'YtIe <:ctegory of service cooed by tho cmlor, the carrier is permitted to share
em! among the cmrior's afffilared entities ttul! provide aservice offering 10 the cust<>mcr.

(2) lf a teiecomm1IDioat!olW cmier provides dlffu,ent categoric, of service, but a customer does
not subscribe to mor. than one offerlJ1g by the "'frier, the o.attier i" not permitred to sham CPNl with its
affilintes, ""copt as providlld in §G4.2007(b},

(h) A ielccommllllieal.ion. carrier may not us,, disclo••, or permit acoess to CPNl to market to"
'C\lStmn~r ,crYico offerings lh.t "''' within. clll¢g<.>ry of service to whIch th. S\Il>;criber does not already
snbsOl'ibe il:om lhat cmier, unIe:;s thai carrier ha. customer approval 10 00 so, except as descn"bed in
pa.""Waph(c) ohhls section.

(I) A wlrele" provider may me, disciose, or permit '''''<:3S to eWt derived from h~ provision <>f
CMRS, without customer approval, fur th. provision ofCl'E lllId infuJ'lllation service(s), A wirellnc carrier
may u.., disclose or permit .ccess to Cl'NI derived from its provision of 10Clll exchange service. or
intOl"""hang¢ service. without C\Isl¢mer approval, for thc provl.sion uf CPE and call ""'WBring, '11>1"" mall
or messaging, voice storage and retrieval services, fax store and fOrv\'ard: and protocol conve1'sion,

(1) A t~.c<nnlllunlca(ions carrier may not use, disclose, or pennit access to CPNf to 1do:ntify or
trock customers frillt call competing service providers, For example, a local ."chlUlge carrier may not use
local service COO to Itack all oustomers lhat ¢all loco! !;tr;ice compelltQrs.

(c) A Wlecomffiunicatioos omime "'.y use, disclQ~e, or permU .ccess to C.'PN1, without cu,f<J=
approval, a, described in thi, par.graph (e).

(I) A teleooIUmlUli""tiOllS ,artier may u.e, disclose, or pemit ",,'ess to Cl.'Nl, without cusl<>m"
approval, in its provision. of inside wiring installation. malntenance, and repair services.

(2) CMRS Ilro\1d""$ may use, <liseto"", or perrolt .ccess to CPNI fo, the purpose of conducting
>:",""o,",oh on the health effect. of CMRS,



(3) LEGs, CMRS providers, and interconnected VolP providers may use CJ>NI, without customer
approval, to market senices formerly known. as adjlulcHo-basic services, such as, but not limited tn, speed
dialing, compurer-l'rovided directory assistance, call monitoring, call tracing, call blocking, call returp.
r~peat dialing, caU tracking, call waiting, caller I.D., caU forwarding, and certain Centrex features.

(d) A teieCOn1JtlUnlcations carrier may use, disclose, or permit access to CI'Nl to pm!eet the rights
O!Jl:~tir-,:,ftJle.~ier,~prOI"CI ~scr, of~ho,c ;crv!"", and other carriers from fraudulent, abusive, or
unlaw. usc of, Or SUbscription to, such services.

The Company has adopterlspecljic CPNI polid.. to enSlire thai, ill the abseJlce of CU$tOlller fIlIproml,
CPNI is only used bJ' tile Compmry to proVide or Inflfket service offerings among the categories of
se",lce (Le.. loco/, iulerexcJ,ange, alld ClI1RS) to "'hid! the customer already subscribes. The
CO'"P((lly''' CPNI policies prohibit Ille sJuuillg of CPNI wilh ajJiliflied companies, except os permilled
uncler Rule M,20115(1l)(1) or with clI.sl.omer approval pursuanlll> Rule 64.2f107(b). TIleoJUy exceptio"s
M these [Jolicie., ate a.l'permitted r"'der 47 U.s.c. § 222(d) and Rule 64.2005.

Section 64.2007 Appraval reqUired for use of customer proprietary n~twork information.

•

(a) A telecommuTli.cations carrier may obtai.n approvai L}Yough written, oral or electronic
mcthous.

(i) A telecommunications cmrier rclying on oral approval shall bear the burden of demonstrating
that such approval nas been given. in compliance with the Commission's lUtes in thi~ part.

(2) Approval or disapproval to use, disclose, or pennit ace"'ss to ucustomer'. CPN! obt1li.ued by a
telecommunications catTier must remain i:1 effect unt.il the customer revokes or Jim.irn lmch approval ur
di.sapproval.

(3) A to1ccommunic.tiolls carrier must maint.in rooords of approval, whether oral, written or
electronic, for at least one yoar.

In all dreumslal/ces where customer approval is reqUired to lise, disclose or permit a=,. to CPNI, Ihe
Company's CPNI policies require that tire COJJlP{/1/Y obtal" clI.tomer apprrl1'allhrough writtrm, oral or
eleclronlc melhod' In COltlplilUl"e will; Rule 64,2007. A clIstomer's apprOl'{llor ilisappro1!al remain,. In
effeci umlltile clIstomer rerokes or limits t!le approval or ilisapprl>val. The Conrpa"J' mamtal",. records
ofcuswJJler fIlIPl'Ovol (Whether writt.... oral or electronic) for a minimum ofoneyear.

(b) u.,. ofOpt-Out and Opt-tn Approval PrO''</S,,"S. A te1<lcommunications catTIer may, subject
to opt-out approval or opt·ln approval, use its cllslomar's indIvidually identifiable ePNI for the Pllll'0sc of
matketing communicatio:us..relatcd services to thul customer. A telecommUllications cal1'ier may~ subject to
opt-01.lt approval or opt-ill approval, diSClose its customer's individually identifiable CPNl, for the purpose
of marketll1g conunullicatioM-related 'crviccs to that customer. to its agents .ud its afl1liate. that provIde
communications-related services. A telecommunications canier may at", permit such person or entities to
obtaill acee.s. to snch CPNJ for such purposos. Except for u,e and disclosure of CPNI that is pel1llitted
without customer approval under section §64.2005, or that is descrIbed in this paragraph, or as otl1Ol'wise
provided in section 222 of the Communication' Act of J934, as amended, a telecommunication' ,·amer
may only use, disclose. ot permit access to its customer', individually identifiable CPNl ,ubjeL'l to opt-in
approval.

The Company Joes not ll$e CPNI for any purpose (trrcludlltg marketing comnumlcalwns-relulerl
services) ami does Iwt dlsclIJSe or gra/Ii access /(J CPNIIIJ allY party (iI/eluding to ngCllts or affiliales 11101
provide wrwmmicatlo"N'elawl services), eXiOept as panni/lerl under 47 V.S.C, § 222(<1) and Rule
64.2005.
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Section 64.2008 Notice reqnired for use of customer proprietary network information.

(a) Notij!cation, Generally. (I) Prior to any solicitation for customer approval, a
telcc<nnmunications carrier must provide. notificatIQu to the customer of tJ1C customer's right to restrict use
o!; disclose of, 'l11d access to that customer's CPNI.

(2) A teie.communicatioDg carrier must maintain records of notification, whether oral, written or
-----"electroiilC;l'ii{at least one year.

(b) Individual notice t(J customers must be provided when soliciting approval 10 use, disclose, or
permit "ccess to customers' cnu.

(e) Content ofNOlice. Customer Mtitication must provide sufficient Information to 6Mble the
customer to make an infonncd dcclslOll aa to whL':ther to pemlit a carrier La usc, disclose, or pcmlit access
to, the customer's CPNI.

(1) The notification must ,tate that ille custoluor has a rigbt, and the carrier has a duty, under
federal law, to plote<lt the confidentiality ofCPNJ.

(2) The notification m\lst specify thn types of iuformation that constitute CPNl and the specific
entities thut wiI! r<c~ivc lbe CPNI, descril>e Ihe purposes for which ePNI will be used, and infonn the
customer ofhis or her right to disapprove those uses, and deny or withdraw acee.. tAl CPNl at any time.

(3) The notification must advise the customer oftile precise steps the cl1,lomel' must take in order
to grant 01' deny aocc.. 10 erNl, lUld mu.t. clcarly state that a denilll of approval will not affect the
provision of allY services to which the customer subscribes. Ho-wever> carriers may provide a brief
statemenr, in a clear and neutral language, describing consequences directly resulting from tile lack of
access to el"N!.

(4) The notification must be cOlllpl'eheJlsible and mllst not be misleading.

(5) If written notification is provided, the notice must bo olollIIy legible, use .ufficiently large
,type, and b~ placed Ul an orca so as to be readily apparent to a cU'lomer.

(6) If any portion of a llotifieiltlon is translated into another language, t.'1en all pOltions of the
notiflc.ation must be translated into that langllage.

(7) A carrier may state in the notification that the customer's apprOVllll0 use CPNI may enhance
the carrier's ability to offer products and s"rvices tailored to the cnstomer's needs. A carrier also may smte
ill the nOlifieatioll1lJat it may be compelled ((J disclose ePNl to any person lIpon affirmat.ive written request
by the customer.

(8) A carrier may not indude in the notification any i<lateJMnt a(tempting (0 "ncourage a customer
to freeze tl,ud·party access to CPJ\l.

(9) TI,e notification must state tllat auy approval, m: denial of approvai for the use of CPNI
outside oHhe ,.rvice to which the customer aI:ready subRcrlbes from tim! currier i, valid ."tilthe customet
affirmatively revokes or limits soeh approval Ot denIal.

(10) A tck:conmrunicationgc canicrts solicitation for approval must be proxirn.ate to the
llOlific",ioll of a Cll$tomer's ePNl rights.

TIle Comp«ny's en'll pbUoies require 11Iat ~JlS/IJ",ers he lloiifietI Of Iheir righls, anti the Company's
"bUgill/an., willi respecl 10 CPNIprior to any solieilation for custOIllel' approval. All required ellS/omer
fWfices (wit ether ,"rIlUm, brol or electronic) camply with ti,e requiremellts of Rule 64.1(j(j8. Tlte
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Company matfltain~' records 0/ all required customer noilL-es (whether written, ortIl or electronic) for a
minimum ofone yeaI'.

(d) Notice Requirements Specljlc to Opt-Out. A t.elecommllnication., carrier must provide
notification to oblain Opt-out approval ulrougb electronic or wrltt~ met.hod" but not by oral
communication (except. a. provided in P"'J1'l&'apJI (1) ofthis sect.ion). 'The contents of any sucb notification
must comply with the l'1lquiremenls ofparagrapll (c) ofthis sectio11.--------------

(I) CJlriCl~ must wait a 30-day minimum ~riod of time after giving customers notice end an
opportunity to opt~out before assuming customer approval to use, disclose} or permit ac\:~gs lo CP:i\TI. A
carrier may, In ifs discretion, provide for a lOllger period. Carriers m\1st notify customers as to the
applicable waiting period fOT a response before approval is assumed.

(i) In the case of an electnm!c form of notification, tho waiting period ,hall begin to run from the
date 011 which tlle notification was sent; and

(il) In the case of notificatiou by mall, tho Wailing period sllal1 begin to 11m on the third day
foilowbg the date that the notification was maiied.

(2) CaIners using the opt-ont mechanism must provide noticeg to their clIStomers every two
years.

(3) Telecommunications cllITic"" that usc c-mail to providc opt·out notices lTlust comply with the
fuUowlllg requirements in addition to the requirements generally applicable to notification:

(i) Cllrlers must obtain express, verifiable, prior approval from consumers to so·ud notices via e-
mail regarding their service in general, or CPNI in particular; .

(li) CarrIers mu,t allow customers to reply directly to e-mails containing erNI notiOOl in order Iu
opt~out;

(iii) Opt-out e-mail notices thl\t '..te retul1led to the carrkor as undeliverable must be sent to the
-customer in another form before c{luiers may consider tb~ customer to have received notice.

(iv) Carriers that use e-mail to send erNI notice, must ensure tllat the s~jeet Ihle of'he message
clearly and accurately idcntifies the subject lJ11\lter ofthe e-mail; and

(v) TelecOtlllnunicatious c.arriers must m~ke aVl'Jlable to every custome)' a method to opt-out that
is of no additiOllai C"stto the customer and thot is ovailable 24 hours a day, ""veu deys • week. CalTiers
may satisfy this reqtllrement through a combination of methods, so long >.8 all customer. have the abHily to
opt-out at no cost aud "re uble lO effectuale tllllt choice whcnever they choose.

The Company does not currenllv ,yolkit "ffJJl oul" Cu.\tomer approl'aiior Ihe use or disc/omre QrCPNL
Tlte Company (/ocs nol use CPNI for allY 1'1"pOse (inclUding ItI<tJ'ketlllg communlcatlons-rdatcli
services) am! (/oes not disclose or groat acceSs til ePNIIo lin)' party (Including 10 IIgenis or ~flil1ates that
pr01'/(/e communlcatiotlS-relaterl ••,v/ceN), ex<:epl a. permitted ulllie, 47 US,C. § J22(il) anlI Rille
64.2005.

(e) Notice Requi,ements Specific to Opt-ln. A telecommunication. camor may provide
notification to obtain opt-in approval uli'ough 01'.1, written, or Illeotronie methods. The contents ofany such
notification must comply wit.h the requirements ofpaTagraph (e) of this sectioll.

Tlte Company does !lOt wr,entiy sol/clf "opt III" customer appmval/llr the use IIr dLvclllsure Of CPNI.
Tile Company does uol use, dirclo.e or grail! access to CRNI/o, allY purpose, to any parry or III allY
mUfmef that would f(lAju!re a clls(QnWr'.'i "op' fu" approvulunder the Commlssr'on'.:\.' CP'tY7 Rules.
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(I) NOlwe Requirements Specific to O~e·Time Use ofCPNJ. (1) Carriers may use oral IlOtice to
obtain Jimiterl, ono-time usc of CPNI for inbound and outb<>und customer telepbone conlacts for the
drn:ation'ofthe call, reg~rdless ofwhother carders use opt-out or opt-in approval based 011 the HiltU"" of the
contacL

(2) The content, of any such notification must comply with the requirement.s of paragraph (c) of
tbis ,eeli,)n, except tllatteJec(>JfununicatiallS can'ier, may omit any aftho following notice provi,ions ifnot

--:r""elovalltto lneltmitea'use lor wn1ChtneciiiTfef seeKS c)'Rr:--

(i) Carriers need not advise customers that if they have optcd~out p!'cviou~ly~ no action is needed
to maintain tlie opt-OUt election;

(ii) Carriers need not advi,e customers tbat tiley may share ePNl with their amU"tes or third
parries and need not nllIlle those entili.g, if tlle limited CPNI usage will not result ill u,e by, or disclo,ure
to, an affililtte or third party;

(ill) Caniers need not disclose the means by which a customer can deny or withdraW !llture access
to CPNl, so IDng a, carrier. explain to customers that the ,cope of the approval thc ""rrier seeks is limited
to oue-time use; and

(iv) Carriers may omit disclosure of the precise steps a customer lnust Illk" ill order to grant or
deny access to C))NI f as long as the carrier cleariy CQlJUmmicates that the customer can deny access to his
CPNI for the call.

Ia inslal,ces w"ere Ille Company .-eel<>- one-time ca.wmer approvalfor II,e use or disclosare af CPNl,
tile Compauy lJbtllins sudl approval III atwfl!attee wllh Ih. disclosures, melhods and requirements
canlallzed in Rule 2008(f).

Section 64.2009 Safeguards reqUired for usc of eustolnor proprietary lie/work informalioll.

(a) Telecommunic.tion, carriers must implement a system by which the status of a ,,"stOiner's
,CPNl approval can be clearly estabJilhed prior to the use ofCI'NI.

Tile Compolly's hilling system allows (t(llhorized company personnet to ellSlly aetennill/'. tile stlltllS of a
customer's CPlVlllpproval ollihe c"slomer aeeolmlscreell prior 10 Ihe /l.ve or dlscwSlire ofCPNl.

(0) TelecolllllJun[eatlons carriers must tr'<lln their personnel as to when they are a.'1d are 110t
uathoriz.cd to U30 ePNI, and carriers must have an express disciplinary procr.}.';s in place.

11.e Company has established erNl compliance pollele.1 Ihllt incluae employee trainil1g on restrictions
on lire use (md cliscloJllte of CPNIlllla requited stifeguartls to protecl ugainsf unautllMizell use or
lli,closure ofCJWl. Einployee~' Iluve signed Illat tlrey understmtd Ille crNlpoUdes and a violation 0/
those poUcies will re.mU In disciplinary action.

(c) All carriers shali maintain a record. electronically or in some other llli\nner, of their own and
their affiliates' sales. and marketing campaigns that usc their customers) ePNI. All carricrn shull maintain a
record of ~Il insl~lIces where CPNi was disclosed or provided to third par1ies, or where third parties were
allowed "cce", 10 CPNJ. The record mUll! include a description of each campaign, the specific ePNr that
"as used in tte campaign, arId what products and services were offered as. part of the campaign. Carriers
shall retain the record for a minimum of one year.

7'IIe CmnpflJly's CPNI policies reqllire tllnt all.,ales amI RlllrRelillH campil/glts iuclud/ng tllase utilizing
CPNl be recordell and kepi ollfilefor at leasl olleyeur. Records are also maill/a11ledfor dlsclMure or
IIcce.ss to CPNI by tirird parties. TIt. recom, il/clude the requirelI ilZformation li'lted in Rule 64.2009(0).
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•

(d) Telecommunications calxiers must establish a supervisory review process regarding corrier
compliance with the Illles in this subpart for out-bound marketing situations and maintain rerords of ""rrier
compliancc for a minimum period of one year. Specifically, sales persolUtel must obtain supervisol)'
appwval of any proposed out-bomd marketing request for customer approval.

The CompallY's CPNI poUclr!S require employees 10 obtain approval from Ihe Company's CPNI
COl!JJ!.liml£t!2JJ1cer till' (i/l rll~rketl~g c(1)II{l(ilgllS, 1n,cludiJlg tho,'e U1IliZEJg CPN.t.J!!.ior 10 iJliliawIK.lha"'t _
eampaigl. Record of Ihe markelillg campaiglls, along Wit/I the appropdatc supervisof)J approval is
mailliainet!for at le(lst 'm' year.

(e) A telecommunications carrier must have an officel't as an agent of the ¢arrier~ sign and file
with tbe Commission a complianoe. certlficaoo on an annual basis. Tne oftlcer must state in tlle certification
that he or ,he has personal knowle<!ge that tho w"'pany hu, established operating procedures that arc
adeq\late to el1$ure compliance with tbe rules in this SUbp.''!, 1'1", carrier must provide a ,"atement
accompanying file certificate cxplahling how it, operating procedures ensure thet it is Or is not h:
compliance with tho 11l1os in this subp.,,!, In addition, the =.ler must include an. explanation of any
actions takcn against dala brokers and a summary of .n customer COI1".p!aints received in the past year
concen'Jng the unallthorize<! release of CPNL This flling must be made annually with the Enforwmcnt
Bureau on or before March 1 in BB Docket No. 06-36, for data pe,tuining to the previous calendar year.

Tile ""luifed officer ceJtiflClllion, actioll,v takitJl agallls! lIata brakers alld summary Of CUSlamer
compla!nt document; are !ndur/ed witlt thts accompanying statemellt. l1te Company will. file these
documents 011 /III annual ha.vis on OT before March 1 for "ata perlalning to the ptevioU!i calemlar year.

(I) Carriers must prnvide written notice within five business days to tha Commission of any
instance where the opt-O\tt mechanisms do not work properly, to such a degree that consnmers' inability in
opt"out is more than an anomaly,

(1) The notice shall be in tlle fonn. ofa letter, and shall include the carner', name, n description of
tho opt-out mechanism(s) used, LlIe probleroses) experienced, lhe remedy proposed and when it "1m be/was
i1l1plementlOd, whether the relevant stalo conunissiQ'(s) has been notified and whether il hoo laken any
acti014 a copy oft-he notice provided to customers, and contal..t information.

(2) Such notice mu,t be submitted even jf the catTier offers other methods by which oonsumers
may opt'Qut.

Tile CompallY Mes 1I0t currelll~' solicil "opl out" CUSIOIII>!/' approvllljiJr rll. use or disclosure ofCPNI.

Section 64.2010 S.f~guards on the disclosure of cllst,omer proprietary network information.

(a) Saftf!:"arding ePN!. Telecommunications caniers must take re",<onable measures tu discover
and pml.et against attempts to gaiu Wlauthorlzed ueoo." to CPNl. Telecommunications carriers must
properly euthenticaw a customer prior 10 disclosing CPNI nased on cu1<lomcr-initiated telephone contuct,
online account access, Or an in..storc visit.

11'e Company's CPNl policies and employee trainillg inciude reasQnalJle measures 10 diseover and
protect agaillst activity IIIat Is irl(llcmlve Ofpretexlillg alUI employees are Instructed 10 notllY tke CPNI
Ca",pllance Officer if any ."ch activity i. suspected.

(b) Telephone access 10 ePNI, Telecommunications c~rriers may only diselo'c call detaii
information over the telephone, base<! on customer-initiated telepholle eOlllact, if the custom~r fu'St
provides the carrier with a pusswo"d, as descrll!ed in pel'agraph (e) of this section, th"t is not prompted by
the Camel' "sking for readily available biographical information, or account infoimatioll, If the custo,ner
do"" not provide a password, the tolecolIuuunicalions cani... may only disclose call detail information by
sending; it to the customer's ~ddres8 of record, or, by C>llling the customer at the telephone number of
rccord. If the eus:omer is ablc to provide call delail infonnation to Ihe teteoommunications ""'Tier during a
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customcr..initiatcd call witnout the telecommunications carrierts assilrtancc, then the- telecommunications
omTier is permitted to discuss the call detail information provided by the customer.

The Cflmpany's CP1'Il policies ensure lhal a custome, is on{y able to access caU lielaii inj<>rmalion over
Ihe leiepha"e III o"e ojlhe ways Il$led I" Rule 64.21t1O(b). Ij tile customer cam1Qt remember t/leir
passwflrd, Ihey are prompted 10 answer a securi(y quesl1oll. Neither Ihe p"",w"rd nor the securltjJ

___, ,--!J!!!!.stlo":.!!!.'!. based Oil re«,~!lLflvailohlebllJ{;!!'J!hl£.a!.J!Jf!tn.!.oE!J!t:..!!!.: acco'!.nlJ!![armol!fI,. eustom~::r,- ,
service representanYos are instructed to authenfu:ate c:w.t'lomers over tile telephone in all instances e::«;ept
ill lite case wilere lile cUSUlmer provides tile call deU/tl iJlj'ot1ltlltitm lVithoUI me astIistflllce oj the
Company.

(c) Online access to CPNf. A telecommunications carrier must authenticate a customer without
the nse of readily available biograpblcal intonnation, or accollnt infonnation, prior to allowillg lhe
customer online access to CPNI related to a tel~commonicalions Sl:}rviCB account. Once authenticated\ tim
<'"slomar may only obta:n online eccess to ePNI related to a telecommunications service account tlu·ough a
password, as dcacribed in paragraph (e) oftlus ."etiOt4 G,ut is not prompted by the cmrler asking for readily
available biographicallufurmation. or account informalion.
The company authenticates customers without the use of readily available biographical or account information prior to
allowing on access to CPNI related to an account. Once authenticated, the customer may only obtain access to CPNI
through a password, that is not prompted by readily available biographical or account information.

(d) In-Store acce.1S to epN!. A telecommunications CllITier may disclose CPNI to a CllS'tOmer
who, at a ""rrier's retalilocatioll, first presenlll to the telecomm~nicalions conier or its agent a valid photo
ID .matching the customer1s aceount information.

The Company does not have retail locations.

• (e) &tahli.,hment of a Password and Back-up Authentication Method, for J.ost or Forgotten
Passwords, To establish a password, 'a te!ecOIlJJlJ.unieatlons carrier must authenticate the customer wifilOut
the >lB. ofreadily availahle biographical information, or account information. Telecommunications carriers
may create a back-up customer authenticatioll method in the event ofa lost or forgotten pnssword, but such
,back-up customer authenticati01! metJi.od may not prompt the customer for reru:lily available biograpbical
·information, or aCCO\U1t information. If a C\lstomer canllot provide tlle conee! pnssword or the correct
response for the back~up customer authentication method, the cm:tomer must es+..ablish a new pa.",worG as
described hl this paragraph.

TI,e Compa"y'. CPNI policie8 01/0'" for a few ",ays 10 establ181t a password, 01/ of which ensure
compliallce witll the above paragraph. Each m~thod I//BI) allolVs tile C/lS/(}mer to eslabUslI II back-Up or
security questloll In Ihe eveut that tbey filrget their pas,wlJra. [n 110 event does the Company use readily
ll"Vailobte biogfllpkical informatlflll Ilr aCCOl/lIt iI!tllrmat/off I1S 11 back-ap quesfioll or as II means to
estahli:rrl a password 01' authenticate the cu.~tomer.

(1) l\lotfjicatlon of account changes, Telccmmnunications carriers must notify cu~tom'i,..'"fS

immedlately whenever a password, customet response to a baclH!p means of authentication for lost or
forgotten posswords, online accDun~ or address of record is created or changed. This notificatIon is not
required whea the customer initiates service, including the selection of a password at service initiation,
Tllis notjfication may he drrough a carrIer-originated voicemail or text message to the telephone number of
record, or by mall to the address of record, and must not roved the changed information or be sent to tlte
new account loforrnation.

The company wUJ notify a customer immediately when account changes occur, including a password, a response
to a back-Up means of authentication, or address of record. The notification will be through a carrler-originated
voicemail or text message to the telephone number of record, or by mall to the address of record) and will not
contain the changed information or be sent to the new account information.
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(g} B""in..,'s Customer Exemption. Tc!cconmumications carriers may bind thom'elves
conlmcrually to authentication regimes other fuan Ihose described in this section for senrices they jJrovide
to cbek business custom~r that have both a dedicated account representative and a contract that specifically
addresses Ih" carriers' protection ofCPNL

'l'lte Compally tlO(!JI Itol utilize Ole buslll(!JIs customer =eption altllis time.

--,-,--,-,----------------- ---,,------------
Section 64.2011 Notilic.tion of customer proprlet1lry network information security

breaches.

(a} A teleconununications ca..fer shall notify law enforcement ofa breaell of fts customers' CPNI
as provided fn tbis section, Tbe carrier shall not notify its customers or disclose the breach publicly,
whelh~ voluntarily or under state or local law or these rules, unlil it has completed the process of notifying
law enforcement pursuant to paragraph (b},

(b) A,., soon"" practicable, and in 00 event later than seven (7) busine" days, aller reasO'I1able
determination of the breach. the telecommunications carrier shall electronically notify the United States
Secrel Service (lTSSS) and the l'enc",1 Bureau of lnvestig;;tion (FBI) through a cenlTal reporting facility.
Tbe Commission vdll maintain a liuk to Ole reporting facility at hl!p:l!www.fec.goy{el>!cllLl!,

(1) Notwithstandhlg any state law to the coutraly, Ole carrier shall not notifY customers 01'

disclose the breach to the public ur-til 7 full bUEl~.eS$ days have pasJ<ed after notification tn the US~s and.
Ule FBI except as provided ill pllrlll\Tapns (2} and (3).

(2} If the carder believes iliat there is an extraordinariI)' urgcnt need [1) llOtify any cla,~ ofaffected
customers SOOller tban otherwise allowed under paragraph (l), in order to avoid immediate and in:epamb1e
harm, it shall so indicate in its notification and my proceed to llUlJl<)diately notify its affected customers
only after consultation with, the relevant investigating rogenC)', The carrier shall cooperate with the relevant
investigating agency's request to minimize any adve",. eftect, of such customer notification.

(3) If thc relevant investigaling egency determincs that tbe public disclosure or notice to
'."stomers would impede or compromise an ongoing or potential crimLuIinvestigation or M1iolllll secnrity,
snch agency may direct thc carrier not to so disclose or notify for an iufliall'eriod of up to 30 days. Such
period may be extended by the agency as reasonable necessaty in the judgment of the agency, If such
direcifon is given, th. agency shall notify lhe carrier whc'Il il appear. that public disclosure or notice to
aflected customers will no longer impede or compromise a criminal investigation or national security. The
agt,·'Ucy shall pmvide in \\oTiting its initial direction to the carrier, any subsequent extension, and any
notification that noti"" will no longer impede or compromise a criminal investigation or national sectlfity
and such writillgs ilhall he contemporaneously iogged Oil the same reporting facility tbat contuins rccords of
notillcatlons tiled by carriers,

(c} Recordkeeping. All carriers shall maintain a record, eleClronicallyor in some other manner, 0 f
llIly breacbes discovcred, notification made to the USSS and the FBI pursuant to paragraph (b), and
notification made to CustonlefS. The record must include, if available, dates ofdiscovery and llotitication, a
detailed description of the CPN) tbat "'lIS the subject of the brcacll, and the circumstancus or the breach.
Cl1lriers sball retaill the record for aminimum of2 yeal'S,

The Company has policies am! procedures in place 10 emUTe comjlllill/ce with Rule 64.2fJl1. 1!1len it I.
reasonably determilled IIlat a breach has occurred, tile CPNl Compliance Officer will IWtify law
enforcement and it. customer in tile required tlmejrames. A reeord of!lIe breach !pUI be ",umrailledfor
a millimum of two years and will include all information reqaired by Rule M.2011.
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