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COMMENTS

OF
TELECOMMUNICATION SYSTEMS, INC.

TeleCol1ulllUlication Systems, Inc. ("TCS") hereby submits these

comments in response to the Notice ofInquiry ("Notice" or "NOI") released by the

Federal Communications COlllinission ("COlllinission" or "FCC") in the above-

referenced proceeding. 1 In the Notice the Commission asked, inter alia, for "...

cOlllinent, analysis, and infonnation on ... (2) concems with blocking NSI phones used

to malce fi-audulent 911 calls, and suggestions for malcing tIus a more viable option for

caniers ...,,2 TCS provides location infonnation and other services for E911 calls for

over 100 million subsclibers of wireless and VoIP services. In so doing, TCS handles

over 110,000 E911 call per day. TIllS expelience provides TCS with the requisite

technical and operational expertise to COlllillent on the Petition and respond to the NOI.

Introduction and Summary

In these COlllillents TCS addresses the question ofbloc1cing inappropliate E911

calls with a proposed solution that pemlits bloc1cing of fraudulent E911 calls at a PSAP's

request after an initial harassing call. WIllIe TCS has not deployed this system to date,

and both cost feasibility and customer demand would precede deployment, it believes the

tec1mology exists to offer tIlls tool. The solution is canier-specific and should work with

1 Petition for a Notice ofInquily Regarding 911 Call-Forwarding Requirements and Carriers' Blocking
Options for Non-Initialized Phones, PS Docket No. 08-51, released April 11, 2008 ("Notice" or "NOI").
The filing requesting tbis NOr ("Petition") was authored by a consOliiul11 ofpublic service agencies and
trade groups ("Petitioners") and docketed on Febmary 14,2008 lmder a difference case, In the Matter of
Revision ofthe Commission's Rules To Ensure Compatibility v\lith Enhanced 911 Emergency Calling
Systems Non-Initialized Phones, CC Docket No. 94-102.
2 Id. at~10.
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all carrier technologies. Caniers should not be required to implement tlIis solution

without compensation.

WIIile tlIis proposal will not in and of itself solve every possible fraudulent E911

call problem, it would serve as a useful component in a broader solution, even as new

Wi-Fi and WiMAX teclmologies enter the market, and provides public service agencies

with an option they do not have today. Lastly, TCS joins in the Oliginal Petitioners'

request that the Commission clalify and/or resolve liability issues so that proposed

solutions could be implemented, even if only on a trial basis, as promptly as possible to

allow assessment of their efficacy without lUmecessary consequences for vendors, Public

Service Answering Points ("PSAP"), emergency service providers, and E911 users.3

I. Description of TCS's Fraudulent E911 Call Blocking Proposal

Specifically to the inquiry regmding blocking of fraudulent E911 calls, TCS is

capable of developing a call blocking solution with the following operational criteria:

1) Upon request by all E911 authOlity (e.g., a PSAP designated as
servicing the location from wlIich the hal'assing call originates or is
registered in), a call record detail is obtained from the Mobile Positioning
Center (MPC) revealing a lUIique identifier of the phone which is then
kept in the Hmasser Number Database for the mobile phone identified to
have made a harassing call.

2) Calls to 911 are held at the Mobile SwitclIing Center (MSC) wlIile the
MPC detennines appropriate routing infonnation. As opposed to using just
cell site alld sector gross location infol11lation as in conventional systems,
the MPC is also used to detennine if the call is from a phone identified as
being a source of hal'assing or other undesirable phone calls. The
appropriate routing information is then provided to the MS C to route the
call.

3) The MPC then intercepts all futme incoming calls from that phone
cOlTesponding to the lUIique identifier, and routes tIIis and any futme calls

3 Petition at 12.
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from tIns phone to a recording or to an operator trained to handle
harassing calls that advises the harasser that the phone has been identified
as a source of harassing phone calls and is now blocked. The recording or
operator can also advise the caller how to restore service.

4) One additional potential feature is setting a timer in the MPC to
automatically restore service after a designated length of time. PersOlmel
at the MPC could assign the "timeout" period after wInch the mnque
identifier number that was listed in the haTassing database is pmged fi.-om
the harassing database. At this point, the NSI phone would be free to call
again, even as a harasser. The timeout period may altematively be
automatically set without the need for operator intervention. Secure IF
interfaces may be made available to PSAP personnel who invoke the
timeout period directly.

5) As an altemative, rather than being pmged, the mnque identifier may be
maintained in the blocked 11lunber database but de-activated or enabled in
some way that maintains a record of the previous harassing 911 phone call
made using that lmique identifier. TIns allows normal operation of the
wireless phone, but also a record of the undesirable harassing call made
from that phone.

6) In a potential future variation of the proposal, specific legitimate E91l
callers could be routed to specific 911 resomces. For example, a person
with a he81i condition may purchase a special wireless phone solely for the
purpose of dialing 911 in the event of a he81i attack. At the plior request of
the caller, the phone number may be maintained in a special database
similar to the Harasser Nmnber Database. Then 811y/all 911 calls made
from that p81iicular phone with a phone 11lunber previously entered into
the special database C811 be routed directly to a medical responder or other
designated phone (e.g., a specific physici811, etc.).

TCS's proposal has potential for alleviating some of the signific811t issues

faced by public service agencies and the public due to fi.-audulent E9ll calls. As

such, this suggestion has commercial value for both its affinnative 811d cost

saving attributes. The Commission should pennit the widest possible discretion

for vendors 811d carriers reg81"ding cost recovery so that vigorous solutions 81°e

made available to the public service cOlllinmlity. It would be unfair to bmden

c81Tiers with additional responsibilities without cost recovery. It should be noted
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that the cost to develop this solution and any ongoing business case have not yet

been detennined, and such a solution would be available only ifthe profitability

and demand warranted it.

II. Advantages of TCS's Fraudulent E911 Call Blocking Proposal

As noted in the description ofTCS's blocking proposal, the ability to block on a

per phone per call basis fraudulent E911 phone calls is a capability not generally

available to public service agencies today. The service could be configmed for prompt

activation by authorized PSAP personnel, and harassing callers could be routed to an

automated allll0lUlcement or to live agents specially trained to deal with such calls. In

order to minimize the impact on legitimate emergency calls, an automated or user

initiated timing mechanism for the call routing would be available on a per phone basis at

the option of the appropriate PSAP, and detailed records of harassing calls, per phone,

would be kept for later use in public safety administration, policy development regarding

hal"assing calls, etc. Lastly, there is the potential for a positive application of the Hal"asser

Nmnber Database as applied to specific "special pm1Jose" phones that would be routed in

accordance with predetennined instructions when a 911 call was made.

III. Advantages of an Industry Advisory Committee

The Commission seeks comments on the value of all industry advisory committee

to review alld malce recOlllillendations in tIns docket. 4 The convergence of different

points of view and vetting ofpotential solutions available through advisory conmlittees in

TCS's view has generally been positive for the industry. A "WARN-like" model might

4 NOr. at'il22.
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be equally as beneficial in the matter. However, important components of the WARN

process were; specific guidelines to reach stated objectives, a rich diversity of

paIiicipants, aIld ligid time constraints. If those were all in place aIld administered,

significaIlt results aI"e much more likely.

IV. Liability Issues Should Be Address as Part of the NOI

Uncertainty regarding both FCC aIld civil liability, whether real or theoretical, has

a significant "chilling" effect on all paliies in the public services response paradigm. The

Petitioners have adequately identified tIlls in the record aIld TCS agrees. 5 However, the

Commission noted some lUlceliainty as to the application ofthe Petitioners' COn1l11ents;

do they apply to liability for breach of FCC rules or also civilliability?6 It would be an

lUlfOliunate situation if industry paIiicipaIlts were forced to violate the former to avoid

the latter.

No doubt the COlmnission intends to deal with the FCC rule-related issues as

detailed in the NOr. As to civil liability, even with a blocking solution such as TCS

proposes, there may be legitimate calls inadveliently, but purposefully, blocked through

its application. Just the specter of civil liability in such situations would prevent adoption

of tIllS proposal or anything akin to it.

On June 16,2008, the Senate passed a compromise version of The NET 911

Improvement Act ("911 Act") aIld the House passed the Saine legislation on JtUle 23,

2008.7 The 911 Act contains siglllficaIlt new liability protection; however, this

5 Petition at 12-13.
6 NOI. at~15.
7 Press Release, June 16, 2008, Measure Providing 911 for VoIP Customers Passes by Unanimous Consent
("911 Act")

7



legislation was not designed with the liability potential from fraudulent NSl E911 calls in

mind. It is impOliant for the COlmnission, commenters, and/or an industry advisory

committee (as discussed above) to review tIns legislation to see if it adequately address

civil liability concems for all parties in the public service equation. Ifnot, specific action

should be taken to resolve the civil liability question or it will be very difficult to achieve

a solution acceptable to all paliies.

v. The Petition Should Be Acted Upon Promptly.

The Petition contains adequate evidentiary material to justify the Petitioners'

claims that fi:audulent and/or harassing NSl phone calls are a significant problem for the

public service cOlmnunity, and that identifiable problems stand in the way of acceptable

solutions. Given the impact on life and prope1iy encompassed by tIns issue, the

COlmnission should act promptly to resolve tIns matter as reconunended herein.

Conclusion

In smmnary, the FCC should adopt, as pmi of a comprehensive response to the

issues presented in the NOl, TCS's blocking proposal for fraudulent NSl ilntiated calls.

TCS's solution offers capabilities previously lUlavailable to public service agencies and

would greatly assist them in dealing with tIns issue. The Conunission should pennit

bttp:/lconunerce.senate.gov/public/index.cfm?FuseAction=PressReleases.Detail&PressRelease id=e6c2d8
93-3487-4cd9-89ad-5263444l1geO&Month=6&Year=2008
Press Release, June 23, 2008 House Approves the "The New and Emerging Teclmologies 911
Improvement Act of 2008"
http://energyconunerce.house.gov/Press 110111Onr297 .shtml
As of the date these Comments were prepared, signatme by the President was expected velY soon.
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TCS, other vendor, and wireless caniers the widest possible latitude regarding cost

recovery in tIlls arena, and indentified questions regarding civil or administrative liability

should be resolved in favor ofprotecting the public service commUlllty and its vendors.

b~&Z!\nll ~ef-
Kim Robert Scovill I
Senior Director Government Affairs
TeleCommunication Systems, Inc.
275 West Street
Suite 400
Annapolis, MD 21401
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