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I, Jeffrey Platt [name of officer signing certificatio ], certify that I am an officer
of Apollo-USA, LLC (the company named above, he ein referred to as "the
company"), and acting as an agent of the company, t at I have personal
knowledge that the company has established operati g procedures that are
adequate to ensure compliance with the Commission's CPNI rules. See 47
C.F.R. S: 64.2001 et seq., which is a sUbpart to impl ment section 222 of the
Communications Act of 1934 as amended 47 U.S C. 222.

Attached to this certification is an accompanying stat1ment explaining how the
company's procedures ensure that the company is in compliance with the
requirements set forth in section 64.2001 et seq. of t e Commission's rules. See
attached accompanying statement for details.

The company has not had to taken any actions in t e form of proceedings
instituted or petitions filed by a company at either stat commissions, the court
system, or at the Commission against data brokers against in the past year.

The company understands that it must report on any i formation that it has with
respect to the processes pretexters are using to atte pt to access CPNI, and
what steps the company is taking to protect CPNI.

Note, the company recognizes "pretexting" as "the pr~cess in which personal
information is obtained by fraudulent means inclu ing identity theft, selling
personal data for profit, or using some other meth d for snooping for
information whose release was not authorized by he owner of the
information. See attached accompanying stateme~tfor details on how the
applicant guards CPNI data against pretexting.

Signed L--~'l--.~--'-\--P'-"~--- [signatu e]



The company has not received any customer compl~ints in the past
year concerning the unauthorized release of CPNI and the company has
received .Q. number of customer complaints received related to unauthorized
access to CPNI, or unauthorized disclosure of CPNI broken down by category or
complaint as follows:
(1). Instances oJ improper access by employees: 0 complaints
(2). Instances of improper disclosure to individuals not authorized to

receive the information: 0 Complaints
(3). Instances of improper access to online infor1ation by individuals

not authorized to view the information). 0 Complaints

If it was affirmative, above, the company would havJ provided summary of all
customer complaints received in the past year concJrning the unauthorized
release of CPN I. I

The company is aware of "Implementation of the Tel~communications Act of
1996: Telecommunications Carriers' Use of Custom~rProprietary Network
Information and Other Customer Information; IP-En~led Services, CC Docket
No. 96-115; WC Docket No. 04-36, Report and Ord r and Further Notice of
Proposed Rulemaking, 22 FCC Rcd 6927 (2007)("E IC CPNI Order"). See 47
U.S.C. S: 222".

The comDanv understands "47 C.F.R. S: 64.2009 e) in that it states:
(1). "A telecommunications carrier must have an officer, as an agent of the

carrier, sign and file with the Commission a cJmpliance certificate on an
annual basis. I

(2). That the officer must state in the certification ~at he or she has personal
knowledge that the company has established.~perating procedures that
are adequate to ensure compliance with the riles in this subpart.

(3). That the carrier must provide a statement accpmpanying the certification
explaining how its operating procedures ensure that it is or is not in
compliance with the rules in this sUbpart. ~

(4). That the carrier must include an explanation f any actions taken against
data brokers and a summary of all customer pmplaints received in the
past year concerning the unauthorized releas$ of CPNI.

(5). That this filing must be made annually with thl Enforcement Bureau on or
before March 1 in EB Docket No. 0 "; for d~ta pertaining to the previous

calenda~r.year." n I

Signed L__ ~V.~,~/ ~ [Signa!ure]

I I



Attached AccomDanvina Stc tement

The following are the measures put in place by the larrier (herein referred to as
"the company") to protect CPNI from pretexting. Thj company understands that
the three common types of "pretexting" are identity theft, selling personal data
for profit without authorization by the owner or sing some other method
for snooping for information whose release was Inot authorized by the
owner of the information.

I. Pretexting via identify theft I

(A). Ide.ntify theft via theft of physical hardtare containing CPNI Data
Guarding Measures:
The company utilizes physical securi't}1 such as locks and security
surveillance to protect physical hardware and limits physical access
to authorized personnel. Also, certain portable hardware such as
laptops have security features that pro~ide additional security.

(8). Identify theft via hacking/virtual intrusijn. of systems that carry CPNI
Guarding Measures:
The company utilizes security softwar to detect and prevent
unauthorized access via hacking and ~ther virtual methods.

I

II. Pretexting via some other method for snooPi1gfOr information whose
release was not authorized by the owner f
(A). Snooping via social engineering/ impe sonation/false identi'fication

Guarding Measures:
The company's customer service persbnnel (the individuals most
likely to be the targets of social engine~ring) have specific policies
that they must follow to identify that they are in contact with the
owner of the CPNI data prior to discus~ing or revealing CPNI.

(8). Snooping by personnel not authorized to access data
Guarding Measures:
The company limits access of CPNI to authorized personnel only.

III. Pretexting by selling CPNI for profit without a Jthorization by the owner
(A). Selling CPNI data by the company witt other companies

Guarding Measures:
The company does not share CPf\1I da a with other companies for
marketing and profit purposes.

(8). Sharing CPNI data for prOfitlmarketingrPurposes by the company
with sister companies, subsidiaries, pa ent companies or joint
venture entities
Guarding Measures: I \f
See page 4 to 8 for details (items 1 to ~ 8). t3

I

I



Attached Accompanying Sb: tement

The following items (1) to (18) are how the companJ~guards CPNI against
pretexting in the form of selling CPNI for profit or marketing purposes by the
company to its sister companies, subsidiaries, pare t companies or joint venture
entities but without authorization by the owner. In th~ event that the company
was to sell or share CPNI with its affiliated entities fdr marketing or profit
purposes, it would strictly abide by the following pOIi~ies in compliance with FCC
rules as outlined in section 222 of the Communicatidns Act of 1934 as amended,
47 U.S.C. 222 (47 C.F.R. S: 64.2001 to 64.2011 et seq.).

How The ComDanv ComDlies with 47 C.F.R. S. 64.2001-64.2011 et sea.
(1). The company does not enable use, disclosure or permit access to

CPNI for any marketing purposes to any perscbns, entities parties
outside of the company without the specific Cd~nsent of the customer that
owns the CPNI data.

(2). If the company wishes to share CPNI with an subsidiaries or
parent companies of the company and the cu tomer only subscribes to
only 1 category of service offered by the com[ny, the company
will secure the consent of the customer prior t sharing that CPNI data
with subsidiaries or parent companies of the c, mpany.

(3). In most cases, the company will go a step abo~e and try to secure the
consent of the customer to share CPNI data wIth subsidiaries and parent
companies of the company, regardless of whether customer subscribes to
1 or more than 1 type of service offered by th1company.

(4). The company will not utilize, disclose or permi access to CPNI
data to identify or track customers that call co TPeting service providers.

(5). If the company requires customer consent for ~tilizing, disclosing or
permitting access to CPNI data, the company t'lI obtain consent through
written, oral or electronic methods.

(6). The company understands that carriers that rei on oral approval
shall bear the burden of proving that such apprbval has been given in
compliance with the Commission's rules.

(7). The company has a policy in which any custorrer approvals obtained for
the use, disclosing or utilization of CPNI data w 1\ remain in effect until the
customer revokes or limits such approval or disapproval.



II.

(8).

(9).

(10).

(11 ).

I
Attached Accompanying Statement

For all Opt-Out and Opt-In Approval processL utilized by the
Company in which the CPNI data is used for tnarketing communications
related services to that customer, the compa~y will make that customer's
data individually identifiable to the customer ~nd state the specific
marketing purpose that CPNI would be utilizer.

Prior to any solicitation of the customer for ap~roval, the
company provides notification to the customej of the customer's rights to
restrict to use of, disclosure of, and access to that customer's CPNI.

The company maintains records of notificatio ,whether oral, written or
electronic, for at least one year. The company\ provides individual notices
to customers when soliciting approval to use, Ciisclose or permit access to
customer's CPNI. il
In cases where the company requests CPNI r lease requests from
the customer, the company includes the fOllojing in its "Consent
of Notice"
I. Sufficient information to enable the cus omer to make an

informed decision as to whether to perr1lit the company to use,
disclose or permit access to, the custoter's CPNI.

Statement declaring that the customer ~as a right. and that the
company has the duty, under federal law, to protect the
confidentiality of CPNI.

III.

IV.

Specific statement on that the types of information that
constitute CPNI (as defined in 64.2001 and the specific
entities that will receive the CPNI, descr bing the purposes for
which CPNI will be used, and inform the

l
customer of his or her right

to disapprove those uses, and deny or withdraw access to CPN I at
anytime. \

Statement advising the customer of the ~recise steps the
customer must take in order to grant or <\Ieny access to CPNI, and
clear statement that a denial of approvall will not affect the provision
of any services to which the customer SUbscribes. The company
also provides a brief statement, in clear knd neutral language,
describing consequences directly resulti 19 from the lack of access
to CPNI. The company's notification will be comprehensible and not
be misleading.



(11 ).

(12).

(13).

(14)

\ .

Attached AccomDanvina Stc tement

"Consent ofNotice" (continued from pag~ 4•••)
V. In cases where the company utilizes Vv1ritten notification,

the notice will be clear, legible, sufficiehtly large type and be placed
in an area so as to be readily apparenlto a customer.

VI. In the event that the notification is to b translated into another
language, then all portions of the comJany's notification will be
translated into that language.

VIII. The company will not include in the no ification any statement
attempting to encourage a customer to freeze third-party access to
CPNI.

IX. The notification will state that any apprd>Val, or denial of approval for
the use of CPNI outside of the service ~ which the customer
already subscribes from the company i$ valid until the customer
affirmatively revokes or limits such app~oval or denial.

X. The company's solicitation for approva'jwill state the customer's
CPNI rights (defined in 47 C.F.R. S: 642001 to 64.2011 et seq.).

All of the company's notices specific to OPt-oJt option will be provided
via electronic or written notification. The comp~ny will not utilize purely
oral notification.

The company must wait a minimum of 30 days after giving customer
notice and an opportunity to opt-out before ass uming customer approval
to use, disclose, or permit access to CPNI. ThE company may, in its
discretion, provide for a longer period for notifidation and opportunity for
opt-out option. The company does notify custotners as to the applicable
waiting period for response before approval is ~ssumed. The company
also abides by the following as far as minimuml waiting period.
I. In cases where the company utilizes eleetronic notification, the

Company's waiting period begins to run Ilrom the date that the
notification was mailed. \

II. In the case of notification by mail, the wjiting period shall begin to
run on the third day following the date thbt the notification was
mailed.

The company's opt-out mechanism will provide notices to the customer
every two years.



16.

17.

(15)

\

\

Attached AccomDanvina stJtement

The company's e-mail based opt-out notices Will comply with the following
requirements in addition to the requirements aenerally applicable to
notification: i
I. The company will obtain express, veri~able, prior approval from

the customer to send notices via e-mai~ regarding their service in
general, or CPNI in particular. I

i
II. The company will allow customers to r~ply directly to e-mails

Containing CPNI notices in order to opt-out.

III. Opt-out e-mail notices returned to the tmpany as undeliverable
must be sent to the customer in anothe~ form before the company
may consider the customer to have recFived notice.

IV. Carriers that use e-mail to send CPNI rlotices must ensure that the
subject line of the message clearly and l\accuratelY identifies the
subject matter of the e-mail.

I

V. Telecommunications carriers must make available to every
customer a method to opt-out that is of ~o additional cost to the
customer and that is available 24 hours a day, seven days a week.
Carriers may satisfy this requirement th. ough a combination of
methods, so long as all customers hav~he ability to opt-out at no
cost and are able to effectuate that ChOiie whenever they choose.

In terms of the company's Opt-in method, t~e company will provide
notification to obtain opt-in approval throug~ oral, written or electronic
methods, with all such methods complying fith applicable items listed
prior in this attachment. I

In One-Time Use of CPNI, the customer redognizes that it may use
oral notices to obtain limited, one-time use ~f CPNI for inbound and
outbound customer telephone contacts for the duration of the call,
regardless of whether the company use opt1out or opt-in approval
based on the nature of the contact. Howevt, the company will not
utilize oral consent and as such, will utilize ither written or electronic
notification and consent methods.



II.

III.

18.

Attached AccomDanvina Statement

The company will ensure that all notifications will comply with the
requirements listed above but recognizes that under FCC CPNI rules
enable the company to omit any of the follpwing notice provisions if not
relevant to the limited use for which the cd\mpany seeks CPNI:

I. Under the applicable FCC CPNI rules, The company recognizes
that it will not need to advise custonhers that if they opted-out
previously, no action is needed to rrlaintain the opt-out election.

The company also recognizes that i\ need not advise customers
that they may share CPNI with the affiliates or third parties and
need not name those entities, if the ~.mited CPNI usage will not
result in use by, or disclosure to, an affiliate or third party;

The company recognizes that it nee not disclose the means by
which a customer can deny or withdraw future access to CPNI,
so long as the company explains to bustomers that 'the scope of
the approval the carrier seeks is limited to one-time use.

IV. The company recognizes that it may omit disclosure of the
precise steps a customer must take In order to grant or deny
access to CPNI, as long as the com~any clearly communicates
that the customer can deny access tt his CPNI for the call.

I


