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Name of (Jc)mpuny covered by this certification: Lonsdale Telephone Co., Ine.
Forn 499 Filer 1D 842917

Name of Officer signing: Bonnie L Simon

Tite of OTiewr signing: Secretary

I. Bonnic L Simon, centily that [ am an officer of the Company named above, snd acting
as an agent of e Company. that T have personal kvowledue that the Company has established
aperating pmcedurc‘; that are adequale Lo ensure compliance with the Commission’s CPNI rules,
See 47 CFR,§ 6042001 ¢f seq.

Attached o this certitication as Bxhibit 1 15 an accompanying statement explaining how
the Company’s precedures ensuie that the Company s in complianoe with the requirements sel
forth in section 64.2001 er seq. of the Commission™s rules,

The Company has not taken any acuons (procecdings nstituted or peditions filed by a
company al cither stste commission, the courl system. or st the Commission against data
brokers) against data brokers in the pust yeur. Compunies must reporl on any information that
they have with respect (o the processes pretexters are using Lo atlempt 1o access CPNIL and what
sleps companies are taking 1o protect CPNE

The Company has not received any customer complaing in the past yesr concerning the
uraulhorized refease of CPNT (number of customer complaints o company fas reccived related (o
wnauthorized aceess to CPNIL or unsithorized disclosure of CPNL broken down by category or
complaint, ¢ g . instances of improper access by employees, instances of bnproper disclosure o
adividuais nol authorized o reccive the information, or instances of improper access © online

fntormation by individuals nat ¢ iEh} W view the information,
Signed & g71 71 (e AT Rl

; Telecommunications Consumers Division, Lnlorcement Bureau
Best Copy and Printing, Ine.




Exhibif ]
T.onsdale Telephane Co., Inc,

STATEMENT EXPLAINING HOW THE COMPANY'S OPERATING PROCEDURES
ENSURE COMPLIANCE WITH THE FOC'S CPNI RULES

1. Customer Propriefary Network Information (“CPNI™}

CPNT is defined in Section 222(0 of the Communications Act as (A) information that relates
o the quantity, tlechnical configuration, type, destination, and amount of use of a
telecomimunications service subscribed to by any customer ol 2 telecommunications carvicr,
and that is made available to the carrier by the costomer solely by virstue of the carrior
customer relationshipy and (B) information coniained in the bills pertaining to telephone
exchange service or telephone toll service received by & customer of a carrier (except thal
CPNI does not include subsoriber list information].

Cieperally, CPNI includes personal information regarding a consumer’s vse of his or her
telecommunications services.  CPND encompasses information such as: (d) the telephone
numbers calied by a consumer; (b} the telephone numbers calling 2 customer; () the time,
tocation and duration of & consumer’s outhbound and inbound phone calls, and (d) the
wlecommunications and information services purchased by a consumer.

Call detall information (also known as “call records™ s a category of CPNI that s
particularly sensitive from a privacy standpoint and that 15 sought by pretexiers, hackers and
other unauthorized entities for illegitimate purposes. Call detail includes any information
that periains w the ransmission of a specific tefephone catl, including the number called (for
outhound calls), the number from which the call was placed (for inbound calls), and the date,
tme, location and/or duration of the call (Jor all calls).

I Else and Disclosure of OPNI Is Restricted

The Company recognizes that CPN includes information (hat is personal and individually
identifiable, and that privacy concerns have fed Congress and the FCC (o impose restriciions
apen its use and disclosure, and upon the provision of access to i by Individuals or entities
inside and outside the Company,

The Company has designated o OPNE Compliance Officer who s responsible for: (1)
comnitnicating  wihth  the Company’s  altorneys  andfor  consuliants regarding CPNI
responsibilides, requiremems and restrictions; (23 supervising the tuining of Company
employees and agerts who use or have access to CPNT (3) supeevising the use, disclosure,
distribution or access (o the Company’s CPNI by independent contractors and joint venture
pariners; (4) maintairing records reparding the use of CPNT in miarketing campaigns; and (3)
receiving, reviewing and resoiving questions or issues regarding use, disclosure, distribution
or provision of access (o CPNIL



Company emplovees and ngents that may deal with CPNI have heen informed that there are
substantial federal restrictions upon CPNI use, disiribution and access.  |n order o be
autharized to use or access the Company’s CPNIL emplovess and agents must receive
raining with respect 10 the requirements of Section 222 of the Communications Act and the
FOCs CPNT Rujes (Sobpart U of Part 64 ol the FOC Rules),

Before ap agent, independent contracior or joint veniure partner may receive or be allowed 10
access Or use the Company’s CPNI, the agent's, independent contractot’s or jolnt venture
pariner’s agreement with the Company must contein provisions (or the Company and the
agent, independent conlractor or joint verture partper must cpler inlo an additional
confidentiality agreement which provides) that: () the ageny, independent contractor or joint
verture partner may use the CPNL only for the pupose for which the CPNI has been
provided; (b) the agent, independunt contractor or joint venture partner may not disclose or
disiribute the CPNI to, or alfow access to the CPNI by, any other party (unless the agent,
independent contractor or jeinl venture parliner is expressly and specilically required w do so
by a court order); and (¢} the agent. independent contractior or joint venlure partner mist
implement appropriate and speeilic safeguards acceptable 10 the Company to onsure the
confidentiality of the Company’s CPNI

IFY, Protection of (ﬁ"i’.:\‘!

FoThe Company iy, afler veceiving an appropriale writlen request lrom a customer,
disclose or provide the customer’s CPNT 1o the customer by sending it o the customer™s
address or record. Any and alf such customer requests: (1) must be made inowriting; {2) must
include the customer’s correct bithing name and address and elephone number;, {3) must
specily exuctly what type or types of CPNIE must be disclosed or provided: (4) must specily
the time period Tor which the CPNI must be disclosed o provided; and (3) must be signed by
the customer,  The Company will disclose CPNE upon alfirmative writlen reguest by the
customer o any person designated by the customer, but only afiey the Company calls the
customer’s telephone nimber of record and/or sends a notification to the customer’s address
of recerd to verify the accuracy of this request,

2. the Company will provide z customer’s phone records or other CPNI o a law
enforcement agency in accordance with applicable legal requirements.

3.0 Since December 8, 2007, the Company retains abl customer passwords and “shared
seoret” question-answer combinations in sceure files that may be accessed only by authorized
Company employess wha need such information in order to suthenticate the identity of
customers requesting call detail information over the telephone.

4. Since December 8. 2007, Company employees authenlicate all telephone reguests for
CiNT in the same manner whether or not the CPNT consists of calt detall information. That
is, Company employees must: {8} be furnished the customer’s pre-cstablished password (or
correct answers (0 the back-up “shared seocret” combinations): (b) send the requested
information to the customer’s postal or electronic “address of record” (sce definition above);™



or (¢ call the cusiomer back at the customer’s “telephone number of record™ (see delinition
above) wilh the requested information.

5. |OPTION 2]: 1f a customer subscribes to multiple services offered by the Company and
an affiliate, the Company is permilted to share the customer’s CPNJ regarding such services
with it affiliate.  If a customer docs not subseribe Lo any (elecommunications or non-
wlecommunications services offered by an afliliate, the Company is not permitted o sharg
the customer’s CPNI with the affiliate without the customer’s consent pursuant fo the
appropriate notice and approval procedures set lorth in Sections 64.2007, 64.2008 and
64,2009 of the FOCs Rules.

& When an existing custonrer calls the Company to inguire about or order new., additional or
modified services (in-bound marketingh the Company may use the customer’s CPNI ather
than call dewd! CPNT w0 asaist the customior for the duration of the customer™s call i the
Company provides the customer with the oral notice reguired by Seetions 64.2008(¢) and
64.2008(11 of the FCC s Rulbes and after the Company avthenticates the customer,

Since December 8, 2007, the Company discloses or releases call detail information w
customers during customer-inilisied telephone contacts only when the customer provides a
ore-established password. I the customer does not provide a password, call dewil
wformation is released only by sending it 10 the customer™s address of record or by Lhe
carrier calling the customer at the telephone number of record, 1 the customer iy able to
pravide 0 the Company during a customer-initisted telephone call, all of the celi detail
information necessary to address a customer service issue {7.e., the telephone number calied,
when Howas calied, and, if applicable. the amount charged for the call) withowt Company
assistance, {hen dwe Compuny may take routine customer service actions related to such
mformation,  (Mowever, under this circumstance, the Company may nol disclose to the
customer any call detail information about the customer account other than the call detadl
information that the customer provides without the customer first providing o pussword.)

T OPTION 1]: The Company has adopied @ policy that it does not and will not use,
dischose, or penmil access to CPNI in conncction with Company-initialed marketing of
services (o which g customer docs nol already subseribe from the Company {out-bound
markeling).

8. The Company maintaing appropriate paper andfor clectronic records that allow its
cmplovees, independent contractors and joint veniure partners (o olearly establish the status
of each customer™s Out-out and/or Opt-In approvals G any) prior W se of the customer’s
CPNL These records inchicler (3 the dateds) of any and ali of the customer™s deemed Optaot
approvils andar Optin approvalss waether with the dates of any modifications or
revocations of such approvalss and (1) the typeds) of CPNT use, access, disclosure andfor
distribution approved by the customer.




9. Before a customer’s CPNT can be used in an out-bound marketing activity or campaign,
the Company®s records must be checked to determine the stats of the customer’s CPNI
approval.  Company employees, independent contractors and joinl venture pariners are
required to notify the CPNI Compliance Ollicer of any access, accuracy or secirily problems
thev encounter with respeet 1o these records.

Honew, additional or extended approvals are necessary, the CPNE Complinnee Officer will
defermine whether the Company™s ~Opt-Out CPNI Notice™ or “Opt-in CPNI Notice™ must be
used with respect to vartous praposed out-bound marketing activitics.

10, The CPNE Compliance Officer will maintain a record of cach swi-bound marketing
aclivity or campaign, including: (1) a deseription of the campaign: (1) the specific CPMI thai
was used in the campaign; {(Hf) the date and purnose of the campaign: and (v what prodtucts
and services were offered as part of the campaign. This record shatl be mainained for a
minimum of one year,

1 The Company’s employees and billing agents may use CPNI 1o initiate, render, bill and
collect for elecommunications services, The Company may oblain inlormation from new ar
existing customers that may constinte CPNE as pan of applications or requests for now,
additional or modified services, and its employees and agents may use sueh customer
information {without further customer approval} 1w inifiawe and provide the services.
Likewise, the Company’s employecs and billing agents may use customer serviee and calling
reconds {without cusionter approval): () to bill custamers for services rendered 10 them; (i)
o investigate and resolve dispures with astomers regarding their Dils: and (¢ o pursue
fegal, arbitration, or other processes to collect late or wnpaid bills from custorers.

12, The Company’s employees and sgents may use CPNI without custemer approval lo
profect the Company™s rights or property, and o profect users and other carriers from
fraudulent, sbusive or tHepal use of {or subseription o} the wlecommunications service from
which the CPNI is derived.

Because allegations and investigations of frand, abuse and illegal use constitute very
sensitive matlers, any access, use, disclosure or disuibution of CPNI pursnant o this Section
must be expressly approved in advance and in writing by the Company’s CPNI Compliunce
Officer,

13, The Contpany’s emplovees, agents, independent contractors and joint venture partners
may NOT gse CPNE o identfy or track customers who have made catls to, or received onlls
from. campeting carriers. Noromy the Company’™s employees, agents. independent
contractors or joinl venure partners 1se or disclose CPNE Tor personal reasons or profii.

14, Company policy mandates that files containing CPNI be maintained in a secure manner
such that they cannot be used, wecessed, disclosed or distribuded by unauthorized individuals
or inan {}ﬂ.’fﬁlihof‘il{.‘d TAnReT.



I3, Paper files confaining CPNL are kept iy secure arcas. and may nol be usad. removed, or
copied in an unauthorized manner,

16, Company employees, aponts, independent conlractors and foint venture pariners are
required o notify the CPNE Compliance Gfficer of any access or security problems they
encounier with reapect w files containing CPNIL

P2, The Company may permit 18 custonters W establish online accounts, but must reguire an
appropriale password 1o he furnished by the customer before he or she can access any CPN]
in his or her onbine account. Since Decamber 8, 2007, pusswords may NOT be based upon
readily obiabnable bingraphical nformation (¢.g.. the customer’s nane, mother’s maiden
name. socidl scouwrity number or date of hirth) or accoum informution {e.g., the customer™s
telephone number or address),

18. Since December 8, 2007, customers may oblain an initial or replacement password: (1 i
they comae in person (0 the Company’s business office, produce a driver's Heense, passport oF
other government-issued identification verifving their idemity, and correctly answer cerlain
guestions regarding their service and address; or (10} i they call a specified Company
telephone number from Wheir telephone number of record, and then wait at that pamber watil
a Company representative calls them back and obfaing correct dnswers 0 cerlain guestions
regarding their service and address,

19, Since December 8, 2007, the Company will notly cusiomers immediately of certain
changes tn their aceoums that may alfeet privacy or secutity matios.

a. The tvpes of changes thal require inmuedine notfeation include: {8) change or reuuest
for change of the customer’s password: (b} change or request for change of the
customer’s address of record: (03 change or request for change of any significant clentent
of the customer’'s online acenunt; and (d) a change or request for change o the
customer’s responses with respect to the back-up means of authentication for lost or
forgotien pagswords,

b. The notice may be provided by: {a) a Company call or voicemail to the customer’s
telephone number of record; (B} a Company text message o the customer’s telephone
number of record: or (o} & written notive mailed o the customer’s address of record {lo
the customer's prior address of record 11 1he change inchades a change i the customer’s
address of record).

¢. The notice must identify onty the general type of change amd must not reveal the
changed information,

4. The Company employes or agent sending the nolice must prepare and umish 1o e
CPNI Complisnce Gfticer a memorandum containing: (1) the name. wddress of record,
and tefephone number of record of the customer notified; (b) 2 copy or the exacl wording
of the text massare, written notjce, weiephone message or vaicemat] message comprising
the potice; and (¢} the date wnd fime that the notice was sent,



v,

20, Since December 8, 2007, the Company must provide an inital notice fo faw enloreement
and 4 subseguent notice {0 the customer il a security breach results in the disclosure of the
customer’s CPNL o a third party without the customer’s authorization,

4. As soon as practicable {and in no event more than seven {7) days) afler the Company
discovers tmt o person {withoul authorization or  cxcceding  authorization)  has
intentionally gatned access (o0 used or disclosed CPNTL the Company must provide
electronic nogification of such hreach o the Hnited States Seoret Sorvice and o the
Federal Bureau of Investigation vin 8 central reporting feellity acoessed through a link
maniiained by the FOC at hupiy wviehdepnd,

21, Sinee Duecember 8, 2007, the Company will provide customers with access wo CPNT gt it
retail locations i the customer presents a vadid photo 112 and the valid photo 1D matches the
name on the account,

22. Bince December 8, 2607, the Company takes reasonable measures (0 discover and protect
against dctivity that is indicative of prewxiing including requiving Company omployees.
agents, independent contractors and joint venture partuers 10 nolify the CPNT Compliance
Officer immedialely by voice, volcemall or cmail of (a) any suspicious or unusual call
requesting a costomer’s call detail information or other CPNI (inclnding a call where the
caller {urnishes an incorrect password or incorreet answer (0 one or both of the “shared
seoret”™ questiop-answer combinations), (b)Y any suspicious or unusual aftempt by an
mdividual © change a customer™s password or account information (including providing
tradequate or napproprinie identification or Sneorrect “address or recrd.” welephene
pumber of record” or other signilicant service informaton}y (o) any and all discovered
instances where aceess 1o the Company’s electronic filey or databascs conlaining passwords
or CPND was denied due to the provision of ineorreet toging andfor passwords: and (d) any
complaint by a customer of unauthorized or inappropriste use or disclosure of his or her
CPNIL The CPNI Complinnee Officer will request further information in writing, and
investigate or supervise the investigation of. any incident or group of incidents that
reasonably appear o éntail pretexting,

“a

23, [CMRSE carriers subject fo E911 location requirements only; others delefe] The
Company and itg authorized employees may use CPND o provide call location information
regarding mobile users in crtain cmergeney silwtions. Except in an unforescen emuergency
involving a substantial threat @ human ife safety. any asd gl vse or provigon of CPNI
under this category st mvolve the specific rpes or ariegories of emergencics Hsted in
writing by the Company™s CPNT Campliance O1fioer,

CPNT Complinnee Officer

In addition o the specific matiers required o be reviewed and approved by the Company’s

CPNI Compliance Officer, emplovees and agents, independan contractors and joint venture
partaers are strongly encouraged 10 bring any and all olher quistions, issucs or unccrmainties
regarding the use, disclosure. or aceess © (‘ PNI 1o the atiention of the Company™s CPN]



Complignee Officer [or appropeizte investigalion, review and guidance. The exiont to which
g particsddr emplover or agemt brought o CPNI matter w0 the atenton of the CPN]
disciplinary action brought againat the employee or agent for impermissible use, disclosure
oF access o CPNL

V. Disciplinary Pracedures

The Company has informed s employees and agents, independent contractors and joint
venture pariners that 1t congiders compliance with the Communications Act and FOU Rules
regarding the use. disclosure, and aceess 1 CPNT o be very inpartant.

Violation by Company employees or agents of sueh CPNIE requiroments will lead w
disciplinary action Oncluding remedisd training, reprimands, uniavorable  performance
reviews, probadon, and lermination). depending upon the circumsiances of the violation
Gaciuding sl severitn of the vielaion, whether the vielation way o Hrst tme or repoeat
vigkiliog, whother appropriate guidanes was sought or received from the CPNT Compliancs
Officer, and the extent o which the violation was or was nat deliberate or malicious),

Violation hy Company ladependent contractors or joint venture pariners of sueh CPN
requirements will lead to prompt disciplinary action (up 0 and including remedial training
and termination of the contract).



Exhibit 2
Lonsidale Telephone Co., Ine.

STATEMENT OF ACTIONS TAKEN AGAINST DATA BROKERS

. During Calendar Yewr 2007, the Company has institned the following proveeding. or Rled

thy foliowing petitions, against dutz Drokers hefore the Federal Communications
Commission:

NONE

. Buring Calendar Year 2007, the Company has mstituted the following proceeding, or filed

the foliowing petitions. against dats brokers before the MINNESOTA STATE
COMBMISSION:

NONE

. During Calendar Year 2007, the Company hay Instituted the fellowing proceeding, or filed

the (Bllowing petitions, against daly brokers before the foliowing federal or state courts:

NOINE



D

. Pruring al

. During Calend

Foxhibig 3

Lonsdale Telephone Co,, Ine.

SUMMARY OF CUSTOMER COMPLAINTS
REGARDING UNAUTHORIZED RELEASE OF CPNI

CDering Caleadar Yewr 2007 the Company has received the foliowing number of cusiomer

complaits relatd o wnsethorized aceess tew or disclosure of. CPNL doe o improper acoess
by Company om

NOPNE

ar Your 2007, the Conpany b received e tolioving number of customer

complaings relaiod 1o unguthorized aecess 1o, o dischs

ofc CUND due o nproper
diselestre v individuals not authon sod o receive the mforpum jon!

NS

e Year 2007, e Campaty has received the tollowing mumber of sustomer
complaints relaied o unauthorized access o, or discloyure of, CPNI due 1o inpropor soeess
i online information by Ingdividuals not authorized © view the inlormation:

NONT

During Calendar Year 2007, the Company hiss become aware of the folimving processes that
preteriers ure L!Sing{_ L gHempt o aecess iy N

NONE



