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Marlene H. Dortoh Offico ofthe &cretary
Pecloral COmmtll)lo"'\lo!l" C0llmlisslol) 445
12th Street, SW, Suite TW.A325
WlIihington, DC 20554

Re:; Annual 47 C.F.R. § 64.2009(0) CPNI Certification ill BEl Dock¢~ 01i·36

Doar 'Ms. P'lI'tctu

Asia COmmunications Illtemllt!OIlI\l, Inc. hereby submits Its Annual ePNl CeTtlfication and
llCCOmpnllylllg statement ofopmpll.llCo, in EB 'Dockllt No. 00.36.

Ifyau have any questions about this tiling, pleas' ~anlilo\ us.

SlneerelY,_~

Gary Chang [:Cnio nigullture]
PrllSlclent

ee: Bost Copy and Printing, liw, via "mltil 10 fcc@bopiweb.c:orn



10/01/2008 15:00 5104719901 ASIA COMMICATION INC PAGE 03

1.0CT.200B 10:20 NO. 437 P.2

Annnal 47 c.r.a. s: 64.:W09(c) CPNI Certli'lcatlon for Fiscal Year ZOO'7

ED Docket 06-36

Data filed: Septtnnber 23, 2008

Name ofcompan)' covered by this certlfllllltioni Asia CommunlcatlO1l8 I:nIGl'Wltlonal, Ille.

FOll11 499 Filer ID: 8247.68

NiIIM ofslgnaloryl GIl¥Y Chanlil

Title ofsignatory: Presidenl

t, Clary Chang, eertl!}' that r l!lll all. offiCllr oftha company namea above, and aetlng aSl\D IIgent
of the company, tbst 1hava personal kuowledge that the oompany has es!abUsbed Opllfatlng
procedures that lire adeq\1l1te to ensure compltMlOO wltlt tlle Commission's cm l'll1eS. Soe 47
C.P.R. SI 54.2001 et seq.

Atlallilcd to tbis codlficatioll is an accompanying statement clqllllinilJghow the comp!ll1Y's
procllCluml ensure that the company Is in I'Qmplill\1<:c with th\ll requi=n\llum ...t oorth in section
64.2001 at seq. ofthe Comml$llion's rulcll.

The ctlmpallY has not taken tItly actions against data bIllkm in the pMt year. I acknowledge that
companies mUll! report on allY Jnfomlatll:ln that t/l1lY have with respeot to tile processes pretexllll'$
are using to attempt to 2cc:0SS CPNI, and what lllCjls eompanies are taking to proteet CPNI, lllld I
do ll/)t hl\Ve ;lJIY evidelnoe nor informatlon tbat prelexl:tlrs h:Wll st!<l:l:l1pted to SCelll\ll ePNI in the
put yell!".

Tlte company has not recell'l!d Blly custolner oOlltplaln~ in the pMt year OQnCllrning tho
Ul1lIutoorf%{ld t'Qleaso ofCPNI lUld I acknowlllllge that iflile eOlI\pany dl:lQ9 reoeive 'llly s~olt

complaints, it mils! provido that lnformllllon to ll1e Cortll111s$lon,

Signed Gary Chang [elcctronio slgnatlml]

?-~
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A,1I11PllI47 C.F.R. Sl 64.1.009(e) CPNI CertitiOllltlulI for FlI~lll Yellt 200'1

EB Doel;K 06-36

Asia Comm\llli~ations International. Inc.

Filell: September 23, 2008

Slllf:ement ofCPNI Prooodutl!~ lUId Compliance lbr Fiseal Year 2:001

Asia, Communioatlons International, Ino. (the "ComplUlY") does not uso, dl"",lose or pl1iJ'mit
!lCoess to CllStOmer ProprictalYNetwotk: InfOI:lnstio!i ("CPNI") O/lcopt as permitted Of required
by law pursullllt to 41 U,S.C. § 222. Tho slI£egu.ardli set fo1'th in Soellons I IUld J below are
followed by tho Company, and, to the CJl.tl'llt thet the Company finds it neQOsslIlY to use, disolose
Dr pe.tmit aOOeSS to CPNI, tile operating prooollures in Sor:tlons A,H below 1m! observed.

A DefinitionS. TIle terms UllOd in tl1la Statement have tM same meaning ll1l 801 forth in 47
C.F.R.§64.iO03.

R Use of CPNI. It is tile Company'. poHey that tile Comptlny may UBO, diaelose, or permit aecess
to CPNl for the pLll:pose ofprovidlng or marl\eting service ot'terlngs amcmg the categorll1S of
servioe (i.e., local, ll\ter-o/;ehange, and Ultercooueetod VOIP) to which the C1I8tomer alNady
subscribtlll from the Company, without Cu!t\'lrner llPprovaI,
To the elctont that the ComplUlY provides dll'ktenl categories ofservice. a.nd II eustomer
subs!;lTlbesl0 more than one cawi\olY ofBOrvlce gffered by tb.ll Company, tlw Company may
share CPNI among the Company's aftlllated elltl!les tbat provide II service Offurillg to the
lmIItomer. HClWil""r. to the extelll that tile CompllllY provides different categories ofscmce.• but II

C1.l~tqmer do•• not subscribe to more tba.o One o.in~. the Company daes not sharo CPNr With
its dlillates, exeepl by following 111e reqUirements described herein.
The Company does llot use, dinelose. or plll.'mll aocess to CPNI to market to 9. custolller any
service ofl.'iIlrlngll that IIrc within a catllgory ofaeMce to which tile Bul;!sco'ber docs !WI alnlady
Sllbsorlbe from the Company.• Lmleas !ho Company has ou~ml!l' l\PPTOval to do so. The
COroPllllY does 1'Iot Ulle, dioolOlltl Dr permit access to CPNI to identifY or t:nwk oustomers t11a.t call
com!"'tln!! service providers.
Nl)twlth't~,ndins 1110 f0l'lloing, It Is tbe Company's policy that the Company may usc, disolose, or
petmit access 10 CPNI to protect the rights or prop~rty of tlle CompallY, or to pl'Oleet users of
tbose services and othel' ClIrr\crs from freudll1ent, abu.lve, or W11"wf\l! use of, or subscription to,
such services.

C. CmlOrner Approvtlk
It is the Company's policy that the C=pany may obtaln IIJ'prowl through written, 0l"<11 or
electronic methods. The Company acknowlcclges that It bem the buroen of dlltllonstrntlng that
any ol'lllllPprovalS have been givon. in compllalloo With tile COlt1ll1ission'& l'Illos. The Company
honors aU approvals Dr dlsspprovals to us., disclose, Dr pemtllIIOcess to a cmstomer'& ePNr until
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the customer teVokell 01' Hrnltll Sllcb approval or dlS!ljlptQVal. The ComplII',Y maintame Neoma of
approval, tllgarolells ofthe fbm ofsuch appl'ovlll, lbr at least one Yi111lr.
Opt-Out and Opt.Jn, Approval Processes. It Is the COlllpallY'S polilll' tha,t it may, mbject to opt.
out approval or opt-In apllroval, use 1111 eustol!l""'ll.lnd.lvidually identifiable CPNl fur the pt1l:p<l!lll
of lIl"'~¢tilJg eommunl""tloll""f",lawd services to tllat customer. It is thB Compa.ny's policy tllat it
may, subject to qpt-out apProval or qpt.in approlllll, disolose its custmnor's individllally
Identtfiable CPNI. for the pl.1lPOSe ofl1ll\l"ketllll! QOtt1l1lunlcatlons'1'OlatQd aervio:es to tlmt
customer, to It. al!en~ Sllcl its affiliates tlUl.t pfQVide CQrnmulli<:atlOl1ll-relllwll ~I;le'; and its
Joint vtnttm: pal"t1loCl and inllopendcnt oontraotors who do the same. It is the Company's polioy
that it lblly alao pemlil sllCh persons or entitiil$ to obtain MCCSS to such CPNI lOr such purpcmes.
EXcept ss providlXl hereJl1, or as oth"l"Wise proviCle<! In Seotion 222 of the COttIInnnlel1tiOllB Act
of 19a4, !Ill amended, the Company only use~, disolases, or llennllg alleoes to its culrtomera'
lndividlmlly identifinble cm subject to ooHn AIlIlroyal.

D. Noticc Required for t/5C OfCustomer l'ropl'iolllry Network 4lflmr.lation. It ill thiI Company's
polley tbnt prior to ll1ly soUoitlllion for Qustomer Il),lJll'OVlII, I1OtifioQtion is provided 10 the
eust9lner ofthe Qustotnllr'a right to restrict 11SQ of, disclosure of, and acc:ess to that custm\ler's
ePNr. The Company mailllllil1s Buch record!; of'notlf!oatiPll, whether oml, wrirom or elcOlfOnic,
for at leut one year. It Is the Company's polley that indlvlduall10tice 10 cnstomen; is provided
when solicIting approval to us~ &001080, Or pel'tllit aOOcsS to Cli!rtomenl' CPNL

E. Notioo Conlent Requirl\ll1enls. ComPllll>' DOtiooS mll81. comply with the folloWing
requirements:
1. Notices must ptovld.e sumoil'llt ilrlollllation to ellllble the customer to make an 11It"omwd
decision as to whether to plIrmitt1le COllq)SIlY to Ulle, disclose, or p_t~ess to, tho customer's
CPNt.
2. Notl.ces must state that the cu~toIlIet hilS II right, and tbe Company has a duty, under fudernl
law, to protect the cOlllltlelltlslily of CPNI.
3. Notice. must sp<'!ClfY the JiYpes ofintormati0ll11lat OOIlstimte CPNl end the spllllifio entities
that wlll ",,,,,Ivo the CPNI. desc:ribe the purposes for which ePNI will be used, and inform tbe
\lllstower ofhis or her .;ght to disapprove those lISee, and deny or withdraw l10CeGS to Cl"m at
anythnc.
4. N<Iliees lnwt advise the OIl!ltOlllct of the precise sll!lps the oustomer mUlit take in order 10 grant
or deny 30._ to CrN!, and m\1St clearly state tbm s denial Ofapproval wlllnot affilet the
proviaioll ofany services to which the customer subscribes.
5. Notices mllst be comprehensible an4must 1Iot be mJs!uding.
6. To tbe elltent tbat written Notices 111'/;1 provided, th0 Notices are clearly les/ble, uso sufficl.ently
Illl'ge type, and aw pllWed in su ami so as to~ readily appmnt to a w&WIIICI:'.
7. If!lllY portion ofa Notloo Is translaleCl.tnto snQthcr language. then all portions of the Noti.a
mull!. be trattlliatold Illlo that llUlgllilge.
8, thill Notice may state tMt the Ollstomw's apprQvl\l to lise CPNllllay~lICa tllc COlllPlil1y's
ability to offer products and services tliJlored to the CL1Stom.et'S needs. The Notice l'mlY also slllte
thst the Company may be compelled to disclose CPN! to My parson upon affirmative Wl'ittlll1
requost by the cu!ltoroor.
9. Notices may not icclude tn the notification any statement attempting to encourage a customer
to freeze thittl-pal'ty Meoas to CPN!.

I

I·
I
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10, Notices must state tbat any l\wroval, or denial of Ilpproval for the usc ofCPNt outside ofthe
service to whicb tbe culltOll1Ilt already ;rubso~jbo!l$ from the Company Is valid until the customer
l'lffutnatlvely mokes Ol'1JmJtll suell approval or denial.
II, The COQlp3ny's RQlieitatlon for lIpprovalmullt be proximate to the Notice ofII euslomor's
CPNI rights.

F, Opt.a.lt Notloe R~ulrementa, It is the Company's policy l11l1t Noticl:Il to obtahl opt..tl\lt
lIpproVll1 be given only throllgh emctoo111c or writ:teu me~lods, lIlld not by om communication
(c:'/.cept as provided with rQi!peC1: to otiC-11m. Me of CPN1 below).
The contents oflillY such notlnclltiOll must comply with tbe Norice CO/Itent Reqummxts
dcseribcd abovc.
It is the company's pclicy to wait n 30-d!ly mlnlmQl11 period of time 4ftcr giving CllStotnel'S
notice alld an opportunity to op1><OlIt bcibJ;e assuming customor lIpprav~ to \l3C, 4lselose, OJ'
pennlt acceS$ to CPNI, This 30-day minimum period is calculilted llS follows; (1) In the case of
an elecl:ronic fOl'lTl of notification, the waiting perloel shall begin to ron from the date 0/\ which
the Notice Wllli SlInt; and (2) In tho olllie of NOtlllll by mlliJ, the WllitJng pericd slulll begin to nm
on tho thttd da,y following the dam that the notifiolltion was mailed, It Is the CompMy's polloy to
notify oustomel1lll., to lho applicable Wllltll\!l perlol1 for a ,response before llpprovalls MBlllIled.
Por tbose instances In whioh thc Compooy uses the opt-out mechanism, the COlllJlSIlY Pi'Qvldes
notioes 10 applieablll QUIlto.lncrs every two years,
For tbose il\lltenecs in whlet, the Company uses a-mall to providc O'Pt·out notices, the company
!OlIowa the additional requi=onts In addition to the requimnents generally applicable to
notification:
(1) The Company must obi1lUt express, verifiable, prtor npPl'Oval from consumers to send notices
\lia e-!llIlll regarding tbli'ir !l'Il'Viw In general, or CPNl ill partioular;
(2) The Cwnplll'ly must allow olliltomers to reply directly to e-mell. eontllin,ns CPNl notices In
order to 0l*oUI;
(3) Opt-out GolilllllllOtiOlls that nrc reltwed to Ihe COmpany lIS tmdellverllble must be sent to the
custmnor In ano111Cf fol'lU before the Compllll}' considers the customer to have received notice;
(4) The S\lbjel:l line oflhc memge mllst el«dy and ao~uml1lly identttY tllo stlbject matter of tile
e·~l1Jl; llJ1d
(5) 'I1lo Company makes available to every cllBtODlor It melllod to opt-Olll thllt i8 of110 additional
cost 10 tl1e culltomcr and thnt i~ available :44 hours 8 dlIy, sovcn days a wOllk.

G. Opt-In Notiec Reqlllt"'lleots. It is the Com;pany's policy that Notices to ",blll;'l opt.Jo approval
be given. tboueh llTlll, wrltlliln, or elcotronie metbDl\s. The co"Wl11ll of any such notifleation mll8t
oomply wIth thc ,Nerice Content Reqllll'elllOllta described abovo.

R. Ono-Time Use of ePNI Noli"'" RoCJ,l.liromcnts, The ComplUlY may use oral ,notice to oblllJn
limited, one.time use of CPNJ for lnbounc:l and outbollnd ollatQmer telepbOllo eonllllll1l for tho
duration of the call. The C01llflIlllY l~qllll'lls toot tile oontents Of any such notifioatlon must
comply With tho Notice Content Requlrcments deserlbeclllbove, O1Illept that the ComPlIl:o/ may
omit any of tho following noti<lO prav!.'",,,s if not relevant to the limited use for \Vllicl! tho
Company seeks CPNI~
(I) The requirement Ihat the Company IIdvlse customers that iflhey hllve opted-oUl JlfevlOU!ly,
no aotion ts needed to m;tinfllin the opt-out election;
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(2) TIle reqLlirement that the CDlll!'1I0Y advise eustDmerB that thay mlW share C!'N! with their
llfllHlltea <If tlrird-partles and need not nal1lO tl10se entities, if Ihll limited CPNT usai"' will not
result in uso by, Ql' QiselOllllfe to, an aftiliatll wthlr<l.par!Y;
(3) 'The requlJ:emoot that the Company disolose tM ml)lll)ll by wblllh a customer oon deny or
witbdtllw futuro lIOOOSs to CPNl, so long as OlIPlanatlollls ~'I'on to custoll1ll1:S that the scope of
tho IIpprovlll the Company neok. is Hmimd to one-time USOj and
(4) The Company may omit dlaoloSU!-e ofthe preclee steps 1I oustomer must take in order tD grant
QI' deny access to CPN.t, as long as tllQ Company clearly co/l'llllunicates thaI the cu!ltomer oan
deny ceooss to lrl.$ CPNI fOr tho oall.

I. Safeguards Required i'Of the Use ofCPNI. It is the pollcy of the COlllJlM\Y to !taill its
pelllOlUlel as to the clro=tances undu which ePNr Dlay, and IlIay not. be USed or disolo~d. rn
addition, tho Company ilu ~stablish~d a written disciplinary~ In il1sta:no~ whore its
personnel do not comply with 0lll!lblished policies. It i~ !he Company's polley to require that l\
record b~ malntllincd of its own and its afl'iliatos' salos lUId marketing; campllil\llS thnt use their
01l!ltomer:s' CP'NI. Tho COIllpany maintains a recOl'(\ ofall wstances "I'IIb<,lre CPNI was (lisl)ioaed Of
proVided to other thlrdlllll'lles, or whm tbild.partles were allowed, to access such CPNI. The
nlCorti Includes a descriptioll ofeaoh ~mpsigll, the specific CPNI that was tilled in the 4'N:llpaign,
and whatl'roducls and services were offered as a part of the cllDlpaign. Such l"llCQrdSlll'O retained
far II minilnwn ofone year,
The ComplU1y has esmbl/shed a 1l.11ll1datoIY supl!l'Visory rovlew process mglll'ding compllance
with CPNI roles fur outbOWld marketing. Sales personnel must obtain supervisory approval of
any proposed O\ltbouml mall>etlug request for customw approval. The Com,pany's policies
require that reoords pertaining to such ewMt oompllance be nliined for IInrinimUDI period of
one year.
lu ."mplianoc wllll Seotion 64.2009(e), thc Cgmp~ny wlll prepare a "compltllllCe cert!t1catll"
signed by llll officer on an ~tll)ulll ba~is stating that the officer has personal knowledge that tile
ComPMY has os!llblillh~d operating procc<lIll'1l11lMl am llde'1U!l~ to O1JStIlll oomplian"" with 47
C,F.R. § 64.2001 ~t a~q. The oertlt1oate is to be llcOODlpanied·b)' this !llalement and wlll he flied
Ul B8 Docket No. 06·36 annually on Or befim Mlll"l;b I, tbr data p~mllng to tile pteV!cus
calendar ye!lr. This fiJillg wlllincludc llI1 elC[lIMlltiOlt of ony all1iona taken against data brokom
and a summary of llll Ollstomer compWnts received in the pase year COlllXlm!ng the unllll!horlzed
l'fiIl\1l1S0 ofCOO.
n is the Company's polley to provide written notice to tho FCC within :ll~ businnss days of lilly
instanoe whcre tile o:pt-out moohanisms do not work pr"!lorly, auch tMt a o"nsumer's inability to
opt-ouI ill more than 1111 anomaly, The wntto;1:\ IlCtice slm11 com,ply wl!h 47 C.p,R, §64.2009(l),

J. Silflogullrda on the Diselosl)!Il of CPNI. It is !be Compll\lY's policy to take rONlonable
measure. to disoovor and pr"l<lot agalnst 111:lQll1PIll to pin ullauthori:ted acoess ro CPNI. The
C"mpnuy will properly autbontiQlll;c a CUlltomlll' prior tli disolosing CPNJ baaed on Oustomer
initiated telephone oontnl.lt, onlilltl aool!!lS, or fn-sto~ visit, If applicable, as dcstJl'ibed herein.
(1) Methods ofAcoessing CPN1, (ll) telephone Access to ePNl. II is the Compnny's policy to
only disclose Cal! dotalllnfol'l11s.tion Qvor tntlllillephone, blllWld on customer-initiated telephone
conllWt. ifthe customer first provides tl1e Company with a PUSSWOtl!, as described in Section (2),
tbat is not prompted by the CompllIly asldng for readily available biographical illfotllUltion, or
1l0cOllUt infonnllti"n, If the cQ$l<:lmOl' (loes !lot provide a pllSSWOrd. the Company Will "nly
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disclose Call dlltaU int'lml:mtion by sencllng It to tho customer's address ofl'GCord, or, by oalllng
thQ l'tIs~r 111 the telepbQI\Q nllll:lblll' of=rd, U'Ill.cwrtllmer Is lIble to provirlo Call detail
lnfbnnatlon to the ConlpllllY during a Cllstomar-lnitillted caU withoutlhe Company's sSIIlstllllCO,
then tllo Company may discUSs tlto Call detail ilIformatioli provided by lito oustomer,
(b) Online A=oss to C.l'Nl. It is the ComPllny's pOlley to 8uthendeate a customer wi!bo\I! the ns.
ofreadily availablo blQgraphlcllllnformation, or Q.llQOlmt infolmation. prior to allowing the
C1llltO!llor onlino aecess to ePNI related to 8to!eoomttlunicatiollll servioe 80cClUllt. OIlQQ
authontlcatlld. the C\I~cr may only obtain online acceSS to ePNI rela.t<::d to It

teleoommunications amiee llOOOWlt througllll password, as dosoribed in Seotion (2), that Is not
pl'Omp1lild by the COIIIPIUlY asking for rlll\dily available blo!ll'llphIOllllnfol'll:ul.tiou, or scoount
information.
(c) In Srore AAce$$ tQ Cl'Nl, Itb the Company's policy that it may cllsolose CPNI roll oUSlOll'ler
who, at lUll' rotnillooatioll operated by the Compmly, fil'!lt presents to the ColIIPnny or Its agent a
v:ilid photo ID matching the customar's aCI;QIU1t in£'01'll1II!Jou.
(;l) f'assword Pl'Oc~d""". To es\@UllllllPllllswoJ:d, the C0111PllIIY will aqtlleutlc"to lhe customer
without tho USe of readUy available bi0tll'llPbi~1 Infonnatloll, or account Information. Tho
Company lIll\Y create a bMk·up C\JIrtoIl1Ct otlthentlcatiOll, method In tile event of lum tIl'1brgotten
pS88Wottlll, but such bl\<lk"1lp cilstomer authcnticati<m methcd will not FOlnpl tho customer for
readily available biogrllphlcaJ Infonulttion or acoount infcn'lllatlr;m. If the e\lSlOlller Ollnllot
provide the COrJ'o1:ot pM9word or 0011'Oct response for the balll",up C1Istomm authentication
Inetbod, tho customer must establtsh a new pllSSword as described in this psragraph.
(3) NOlification atAcoaunt Changes, It is the Company's policy to notify OIlS!oWers immediately
whenever II password. CIlStomer respoll!ill to a baCk-up meana ofaulhenlieatloll fur lost or
forgotten passwords, ol,linm 'lQIlount, or addnlsa afrecord is created or ehan~ed, This notification
mlty ~O throl.lg!l COmpany-QJjgilla~d voJcemallo~ luI l/Ie$sago to tho telephon~ numbQr of
records, or by mall to tho addl'ess of record, lllld will not roveal the chllnged Infol'llllltlon or he
Sent 10 the neW lIeOOl.lttt informatiOn.
(4) B\ll\1ness Custlllnm- &emption. 11 is the CompQn;y's pOlicy tl1at it lllay ccnttaDtllaUy be
bound to other authcnticatlOl'lI'egimes other !ban thOS\1 ~scribod b""cin for servlcos provided to
business oustoll:ll!lrB tlmt have botb a clooiQSted MOOUllt representatiw and a contraot that
speclfiCIIlly addJ:esscs tho Comp!llly's proloction ofCPNt.

1<. Notificntion ofCPNI Security BrellChll8.
(1) It Is the Comj)8l1y's }?(lUoy to notify law enforcemcnt of II bl'1laeb in ill! customm' CPNl as
provIded In tills section, The COIllpallY will not JlolilY its lltlstOlllCl'S or dl~clQse tbe breach
publin1y until It has completed the process of notifYing Inw Dlltbrocment purnUllll1 to paragraph
(2) As soon as practicable, and it> "0 eV\lI1! 11Itlir than seven (7) bminess dayS a&rrwsOlUlblo
detonnll1lltion of the breaclt, the COlnpatly will elootfcmlcsUy notify the UQ.ited Stami Seoret
Servicos (USSS) and the Fcdel'lll BtU'e&1 of !llvr;!1llgm.tion (FBI) through a oenrral tepoltlng
f:!cllity.
(a) Notwlthslllndlog Illata law to the OI1n1rary. the COlT\PIlny sheIl not notifY OU8tontel'S 0; dlsolose
the breach tv the pllblicl until 7l1.dl bllirluss clays have pMScd after notification to the vasa and
tho FBI, exceptSll providedjn~s (b) Md (c).
(b) [fthe COmpany believes that thcro is an extraortllnarlly urgOllt need to notify any class Clf
afft:otl1d cuslomers sooo01' IMll othmse aUow~ulldm: pal""Waph (a), in orclor to avoid
lnunecllste lind Irreparable harm, it will BO indicate in ita notifi\llltiM and may proceed to
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immediatelynotilY ilS affected customers only after con!lUltMloo mth the relevant inveatigntioo
. agllncy. The CoIt\PllllY wUl aaopemo with the reICVllll! lnve$llgatillg agellcy'a request to
lIlillimize My adverse ell:hcts ofsuch customer notification.
(0) If the relevnnt lnvootigating agency determines thllt public disclosure or notice to cusUlmer
would imp<lde or compromise en on~ng or patentl.al criminal investigation or national seourity,
auch agency may dlrelrt the Cllrrior not to so dlllolo8l1l;l1" lIOtll)' tbr an initial period ofllP to 30
day!!. Such period lUay be llx;lwll!1ld by the agency 118 fllMoDllbIy necessary in the judgml'lllt of the
agency. Ifsuch difli:<!t1olt is given, the agency ahall notify llw =ier when it appears that the
public disclOllUI'Q or notlQe to afkoted ouatlmlC\ll wtll no 1000ger ilnPedc <IT: compromise a criminal
inv05t1gation or national selltlcllY. The agency shall provide ill writing its initial direction to 1M
ean1er, any subseqtlml! extension, and any notification that notice will no 10llll'11' i~'lde or
compromise II crimllllllinvestlgation or nationa.l ae~nrity and suoh writings shall be
ccntempol'8neously logged on the amne reporting flloUlty tllat CQll.tsins records ofnolifioafi011s
flied by the ComPlUlY.
(3) CllSlomer NotilieatiQll, Afuu- the CampatIS' has llot\:!led lltw enforcement p\lTsuant to
PIU:lll!l'lIp!l (;2), it will nQtify 11» Q\lstomljrn ofbrcach ofthollO CIIstomelll' ePNI.
(4) R~ordl«leplng. TIle Company will mnintain 11 Tllcord, electronioally or in ~ome other l'lllIllnl!l'.
of any breaohes dlaoovol'l!!cI, notlfioatlons made to tho USSS antlllle FBI pursUlII1t to pSl'llgraJ;l11
(2), and notllieatlQllS madc to customers. The ~ecorQ. willinciudo, l!'avlillable, dates ofdiscoVllry
and notlfioation, a detailc:d description of tl1.c CPNI that was tl:t1!i' subjeot of the broliCh, and the
circumstances of the bnlaeh. Thl'l Company wUl mo.intain the record for a minimum of2yent'S.


