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Innwsat shall ensure that knowledge ofthe existence of any Lawful U.S. Process senred upoo
Innwsat's Outsow:cing Cootractoris limited 10 those individuals who are authorized 10 know and
whose assistance is striclly necessary 10 ensure compli2nce. Inmmat's Outsow:cing Contractor
shallllliinnin..1istor the names, date!. and ~111:tS Iltbirtl\, 'm6. t\\IttntaMt5~sII~ nths\\tn
individual and the list shall include bul nol be limited to:my tcchnicians assisting ill the
implementation ofElectrooic Surveillance. Innwsal's Outsourcing Contr.lclor shall make the lisl
awilable upon request to any law enfo=entagency or officer seeking compliance with Lawful
U.S. Process.
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3.6 Infijrmatioo Security Plan. Imnarsatshall furm and implemenlan fnformatioo Security Plan, ,
which shall include provisions for the fullowing:

(a) Take appmpriale measw:es to pre1ICI1t uuauthorized access to data or facilines thaI
might cootlin Classified or Sensitive InfOlJIllltioo;

(b) Assign U.S. citi=s, who meetbighstamlards oftruslworlhiness fur maintaining the
confidentialityofsenSitive fnformation, to positions thaIhandle orregularly deal with
iofurmatioo identifiable to such peISOO as Sensitive InfOlJIllltioo;

(c) UpOlmquest1i"om!be Govemmen1Parlies, ptovide the name and any other
idenlif'yinginformatioonqu<sted for eachpersonwhohaodles or regularly deals with
Sonsitive Information;

(d) R<quire thatpersonnel handling Classified Information, irany, shallhave been
gr;m1edappmpriate U.S. security clearances; and

(e). Provide that the points ofcootad desaibed inSectioo 3.4 shall have sulliaeot
anthority over:my ofJnmarsafs emp!oyeeswho mayhandle Classilied orSensitive
1IIformation to maintain1IIe confidentialityand security ofsuch information in
accordance with applicable U.S. legal anlhority and the Iermsofthis Agreement;

3.7 NoodisclOSUle ofProtected Data. lImwsat shall not directly or indirectly disclose
informalioo concerningLawful U.S. Process. Classified Information, orSensitive Information to
any1hiIdparty, oroflicer, director. shareholder. employee. agent, or Contractor ofInmarsat (other
than the Outsourcing Contraclorwben authorized and there is a need 10 know), including those
who serve in a supervisory, managerial. or oflicer role with respeet to the employees working with
the information. unless disclosure has been approved byprinrwrillen consent obtained from the
GoveromentParlies, or there is an ollicial need fur disclosure ofthe information in order10 fuIfi11
an obligation consislenlwith the purposefurwbich the informatioo is collected ormaintl;oed and
the disclosw:e has been approved by the entity thatptovided the infurmatioD 10 Inmmat. AJJ.y
such disclosure shall be in saiet compliance with Seclioo 3.5 ofthis Agreement.

3.8 Written Notice ofObligatiDns. Bya wnIlen statement, Jnmarsat shall instruct aU appropriale
officials, employees, COIllIadoIs, and agents ofJnmarsat as 10 the ob1igations ofthis Agreement,
including the individuals' duty to reportany violatioo ofthisAgreement and the reportIlIg
requiremenbin Sections 5.2, 5.5. and 5.8 ofthis Agreement, and shall issue periodic ICIIIinders 10
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fuelll ofsuch obliilllliollS. The wrilleu slatemeul s1mU set forth in aclear andprolllinent manner the

coutact infonnatiou for a senior manager to wllOm SUell information may be reported, .",d shall
also state fuat Inmarsat will nol discrimiuate agaiost, or otherwise take adverse action ailllimt,
anyone who reports such information to management or the United States government.

3.9 Access to Classified or Sensitive Information. Nothing contnined in this Agreement shall
limit or affect fue anthority ofa U.S. Government Authority to deny, limit, or revoke whatever access
Inrnarnat might have to Classified or SCIlSilive Information under fuat Government Aufuority's
jurisdiction.

ARTICLE 4: DISPUTES

4.1 Informal Resolntion. The p.mes shll11 use fueir best efforts to resolve my disagreements
that may urise under this Agreement. Disagreements shall be addressed, in fue first instance, at fue
stafflevel by fue Parties' designated representatives. Any disagreement U..l has not been resolved
atlbat level shall be submitted promptly to higher authorized officials, unless my ofthe
Government Parties believes fuat important national interests can be protected, or Inmarsat
believes that its pUBlDOunt cOD1lDercial interests CQll b. resolved, only by resorting to fue measnres
set forth in Section 4.2. If. after meeting with higher anthorized officials, any ofthe Parties
determioes th.t fin1ber negotiation wonld be fruitless, then fu.t Party may resort to the remedies
.et forth in Section 4.2. Ifresolntion ofa disagreement requires ICC..S to Classified Informotion,
the Pllrties shllli designate a person or persons possessing the appropriate security clearances for
the pnrpose of resolving fuat disagreement

4.2 EnfolMment of Agreement. Subject to Section 4.1 ofthis Agreement, ifmy Party believes
that any ofuer Party has breachedor is about to breach this Agreement, thot Party may bring an action
.gainst fue other Party for appropri.tejudicial relief. Nothing in this Agreement shall limit or affect
the right ofa U.S. Government Authority to:

(a) require th.t the Party or Parties believed to have breached, or .bout to breach, this
Agreement cure sucb breach within thirty (30) days, or whatever shorter time
period is appropriate under the circumstances, upon receiviog written notice of
such brel'lch;

(b) request thot the FCC modify, condition, revoke, conool, orrender null oud'void any
license, permit, or other authorization gronted or given by the FCC to Inmarsat,
request that the FCC take other action, or request that the FCC impose ""y other
appropriate sanction, including but not limited to a forfeillue or other monetary
penolty, against Inmarsat;

(c) seek civil souctioos fur any violation ofany U.S. law or regnlotion or teon ofthis
Agreement; or

(d) pursue criminIl1 sanctioos Igoinst1nn1lltS11 or any ofU,"irrespective directors, officers,
employees, representatives or agenls, or IgUnst any other person or entity, for
violatioos ofthe crimiuallaws ofthe United Stotes; or
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(e) seeksuspension ordebannent ofInmarsat .from eligibility[orcoulrncting with the U.S.
Government

4.3 'urepnrable Injwv. IllDl3IlInt agrees that the United Stales wonld suffer irreparable injury if
for any reason Inmarsal failed to perfonn any ofits obligations IUlder tbis AgreeUlent, and tIlat
monetnry reliefwonld not be M adequate remedy. Accordingly, Ionw-snt agrees tIlat, in seeking
to enforce this Agreement, tile U.S. Parties sball be entitled, in addition to any otber remedy
available at law or equity, to specific petformanr" and injniJctive or other equitable relief.

4.4 Waiver. 11le availability ofMy civil remedy wuler this Agreement shall not prejudice the
exercise ofany other civil remedy lUlder this Agreement or under any provision oflPlw, nor shall any
action taken by aPony in the exercise ofany remedy be considered awaiver by that Party ofany other'
rights or remedies. The failure ofOIly Party to insi.t on strictperfOlmance ofMy ofthe provisions of
this Agreement, or to exercise any righi they grant, shnll not be construed as a relinqnislnnoot or fulllle
waiver; mther, the provision or right sIutIl continue in filII force. No wmverby OIly Party ofany
provision or right shall be valid tmIess it is in Wliting and signed bytile Party.

4.5 Waiver ofImmunitv. Inmarsat agrees that, to tile extent that it or any ofits properly
(including FCC licenses and authorizations and intangible properly) is or becomes entitled at any
time to any iuununity ou the gr01wd ofsovereignty or otherwise based upon ft status as an agency
or instrumentality ofgovernment from any legal action, SIlit, or proceeding or from setoffor
counterclaim relating to this Agl'eement, from the jurisdiction ofany competent cooo or tile FCC,
from service ofprocess, from Ittachment prior to jndgment, from fttlachment in aid ofexecution
ofa judgment, from execution pursuant to a judgment or arbitrnl award, or from any other legal
process in anyjurisdiction, it, for itselfllld its properly expressly, irrevocably Illd unconditionally
waives, and agrees not to plead or claim, any such immunity with lespect to mallers arising with
respect to th is Agreement or the obligations berein (including any obligation for the payment of
money) in any proceeding brought by a U.S. federal, state or local Government Authority.
Inmarsftt agrees that the waiver in tWs provision is irrevocable and is not subject to withdrawal in
any jurisdiction or under Illy statute, iucludwg the Foreign Sovereign Immunities Act, 28 U.S.C.
§ 1602 el seq. The foregoing waiver shall cOllStitute a present waiver ofimmnnity at any time any
action is initiated by a U.S. federal, state or local Government Authority ftgainst Inmarsat witll
respect to compliance with tbis Agreemeut.

4.6 ,Forum Selection. Any civil action muong the Parties forjudicial reliefwith respect to any
dispute or mallerwhatsoever wisinglIuder, inconnection witI~ or incidenl to, this Agreement shall be
brought, ifIt aU, in the UnitedSillies District Comt for the District ofColtanbia.

4.7 Effectiveness ofArticle 4. This Article 4, and the obligations imposedand rights conferred
herein, shall become effective upon the execution ofthis Agreement by all tile Parties.

ARTICLE S: REPORTING AND NOTICE

5.1 Filings Collcemingde We orde facIo control ofInmmsftt. IfInmarsat makes any filing with
tI,e FCC orany otherU.S. Government Authority relating to the dejllre or defaeJo control ofInmarsat,
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except for Jilings wilh die FCC for assignments or tmnsfels ofconlrol thaI areprojonl/a, Inruarsat
shall prolDplly provide to the Government Parties writtellllotice and copies ofsuch filing. This
Section 5.1 shnll become effective upon execution ofthis Agreement by all the Porties.

DA 09-117

5.2 Chonge in Conlrol. Ifany member of the mnnngement ofInmnrsnt (inclnding officers and
members of the Board ofDirectors) ncquires any infonnationthnt reasonably indicates that any
siugl. Foreign entity or individual, Foreign Governmental Authority, or Foreign Govenunentnl
Authority-controlled entity - other than those already identified to the Govenunenl Partie. - has
or willlike1y obtain an ownership interest (direct or indirect) in Imoarsat ofmore thnu 10 percent,
o. determined in occordance with 47 C.F.R. § 63.09, or ifany Foreign entity or individual, Fnreign
Governmental Authority, or Foreign Governmental Authority-conlrnlled entity singly or iu
combination with other Foreign entities or individunls, Foreign Governmental Authority(ies), or
Foreign Gnvenunental Authority-controlled entities has or will likely otherwise gain either (1)
Control Dr (2) dejaclo or dejllre control ofInmarsnt, then snch Director, officer or manager shall
promptly cause Inmnrsat to no1ify the Government Portie. inwriting within ten (10) calendarday•.
Notice under this Section 5.2 shall, at a minimum, ifsuch infonnation is known or reasonably
available:

(a) identify Ille Foreign entity or individuates), Foreign Governmental Authority, or
Foreign Governmentol Authority-controlled entity (specifying the name, addresses
and telephone nllD1bers);

(b) identify the beneficial owners ofthe increased or prospective increased interest in
rmn.rsat by the Foreign entity Dr individual(s), Foreign Governmenlnl Authority,
or Foreign Governmental Authority-controlled entity (specifying lhe neme,
nddresses and telephone numbers ofeach beneficial owner); and

(c) quantify the emount ofownership interest that the Foreign entity or individual(.),
Foreign Governmenlal Authority, or Foreign Governmental Authnrity-controlled
eutity has or will likely obtain in Inmnrsot and, ifoppHcwle, the basi. for its
prospective Control ofInmarsat .

5.3 Joint Ventures. In the event that rnmorsat enters into jointventures or other arrangements
under which the joint venture or another entity may provide Domestic Communications:

(a) ifInmorsath.. the power or authority to exercise dejaclo or dejure control over
such joint venture or entity, then Inmnrsat will require the entity to fully comply with the
terms ofthis Agreement; nr

(b) iflmnorsat does not hove dejaclo or dejllre conlIol over such joint venture or
entity, the provisions ofSection 5.4, Outsourcing Contracts, shall apply IS if the joint
venture or other I1TOIlgement was m Ontsourcing Contract.

5.4 Outsourcing Contracts. Inmnrsat shall ensure the following with regard to any
Outsourcing Contracts, inclnding any contracts for the resale or distnllUlion ofBGAN Service:
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(a) Iumarsat sholl include wriltenprovisiollS in any Outsourcing Contract that require
the contractor 10 comply with an applicable lenus ofthis Agreement .nd Ihe
Implemeutation PIau, or .h.1l take olher reason.ble, good-faitll me,sures to ensure thot the
contractor is aware of, ogrees to, aud is bouud to comply with all such lerms.

(b) Innlll1llal shall nol enter into any Outsourcing Contract Ihal nffords the contractor
access 10 Sensitive Informaliou, Imless such acces. has been lawfully approved by the
eutity thai provided the infommtion.

(c) Iunmrsot shan not iuduce the contractor either to violltte its obligations tolrunarsat
related to tllis Agreemenl or lbe Implementation PIau, or 10 take any action thai, iflllkeu by
Junmrsot, would violate this Agreement.

(d) IfIumarsat receives auy infonnation'tllal a contractor or any ofit. employees or
agents has taken on action thftt, had it been takeD by Illmarsat, would violate a prOVIsion of
tllis Agreement or the Implementation Plan, or has violated its obligfttions to Inmarsat
related to this Agreement or the Implementation Piau, Iumarsal (I) will notify the
Government Partie. promptly, ftDd (2) in consullation aud cooperation with them, will take
all reasonable step. neces.1II)' to rectify promptly tl,e sihIBtion, including terminating the
Outsourcing Contract (with or witllOut notice and opportunity for cure) or initialing aud
P\l1'SlUng Iiligation or other remedies at law aud equity.

(e) Neilher au Outsourcing Contracl nor auy provision ofthi. Section 5.4 does uor
shall il be construed to relieve Inmnrsat ofany ofits obligation. under this Agreement or
Ihe Implementation Plan.

5.5 Notice ofForeign Influence. IfImnarsat or its agents (including officers and menlbers of
lbe Board ofDirectors) acquires any informatiou thai reasonablyindicales tllot any Foreign entity
or individual, Foreign Governmental Authority, or Foreign Governmental Authority-controlled
entity plans to participale or has participated in ftDy aspect oflbe day-to-dAy management of
InUlarsat or10 exercise any Control of Imn.,rsal in such a way thai (1) inlerferes with or impedes
the performance by Inmarsat ofits duties and obligations under the terms of this Agreement; (2)
interferes with or impedes lhe exercise byIwnarsal of i15 rights under the Agreement; or (3) ..i.es
o concern with respect to the fulfilImeut by Iwnarsat ofils obligation. under this Agreemeul, then
such Ulauoger shall promptly uotify the Govenuuent Parties in writing oflbe timing and the Iiolure
of the Foreign entity's or individtIBI'., Foreign Goveumleutal Authority's, or Foreign
Govenuuenlal Authority-controlled entity's plans or actions.

5.6 Procedure and Proce.s on Reporting. Within thirty (30) days ofthe Effective Dote,
Imnorsat shall adopt ftDd distribute 10 all officers ftnd directors, a wril1en procedure or process for
the reporting by officers and directors ofnoncompliftDce with this Agreement or the
Implementation PIon, which .hall incOIporate the notice ofreporting obligations by officials,
enlployees, agents aud contractorsrequqoo under Section 3.8 ofthis Agreement. Any violation by
Inmarsat offtDy Ulaterial tenn ofsuch colJlorate policy shall constitute a breach ofthis Agreement.
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5.7 Non·retaliation. Within thirty (30) doys ofthe Effective Dote, hunarsat shall, by duly
authorized action of its Board ofDireclo,", Qdopt and dislribule to ;11 offi..", md directors Qn
official coIPorat. policy that slriclly prohibits Inmarsat from discriminating or taking any advel~e

action against any offic.r, director, employee, contraclor, or agent because be or she bas in good
faith initioted or attempted to initiate a notice orreport under Sections 5.2, 5.5, or 5.8 of this
Agreemen~ or hos notified or aUempted to notify the managemeut to report iufonnntion that he or
she believes in good f.ith is required to be reported to the Government Pmies Wlder eitber
Sectioll$ 5.2, 5.5, or 5.8 ofthis Agreement ornnder hunars;t's written notice to employees on the
reporting ofRny such information. Any violation by !nnwsat ofany Dlalerial tenn ofsncb
cOlparure poliCY,sllall conslitute ft breach ofthis Agreement.

5.8 Reporting ofIncidents. hnnarnat shan report to the Govennnent Parties any infonnation
acquired by Inmarsat or any of its officers, directors, employees, contractors, or agents that
reasonably indicates:

(a) a breach ofthis Agreement;

(b) access to or disclosure ofDomestic Commwucations, or the conduct of Elecuonic
Surveillance, in violation offedeml, stat. or local law or regulation;

(c) access to or disclosure ofCPNI, CalI·AssociatedData, Transactional Data, or
Subscriber Inf01llllltion, in violation oHederal, state orlocallaw or regulation; or

(d) improper access to or disclosure ofClassified or,Sensitive Information.

Tlus report shall be made in writing by the appropri.te Inmarsat officer to the Governmenl Parties
no lat01 than len (10) calendsr days after Il1II1IrSl\t Qcquires infonnniion indicating a mltter
descnoed in this Section. Inmmat shnJllawfully cooperate in investigating the moUe", descnoed
in Ibis SectiolL Inmarsal need not reporl infon1llltion where disclosure ofsuch information would
be in violation ofan order ora court of competentjurisdiclion in the United States.

5.9 Notice ofDecision to Store Information Ontside ofthe United States. innIlIl'snt shaIl
provide to the Govennnent1'art.ies thirty (30) ilays advanced notice ifilplans to store or have stored
ou its beIwlfoutside Ihe United Stales any ofthe infornwtion specified in Section 2.4 herein Such
notice shall, at a minimwn:

(a) include a description ofthe type ofinfornwtion to he stored olltside the United States;

(b) identify the custodian oftlte infornwtion, ifother tlwnInlllalSal;

. (c) identify the location where the infonnation is to be located; and

(d) identify the mcto", considered, pursuant to Section 2.5 oftbis Agreemen~ in
decidiug to store the infornwtion ontside ofthe United States.

5.10 Acce.. to Information and Facilities.
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(a) TIle Govennneot Parties ort/leif designees may visit anypart ofInmarsat's
Domestic C.ouuulUllcations Infrastructure to conduct on·site reviews concerning the
implementation of the tenus of this Agreement~ nnd Inmarsat will provide unimpeded access for
such on·site reviews.

DA 09-117

(b) Inmarsat will volUlltarily provide prompt 8lld wumpeded _ccesS to and disclosure
of aU records and infonnolion concerning technicnl, physicaL management, or other secwify
measures, lIS needed by the Government Parties or their designees to verify cOlDpliulce widl. the
tenIIS of this Agreement including the Implementation Plan. I

....~S.Il Access to Personnel. Upon reasonable notice from the Government Parties or thei~

designees, Inmarsnt shall nmke available for interview any officers or employees ofIomar,a and
any contraclors localed in lhe United Stales, who ore in a position to provide information td v .fy
compliance with the tenIIS oftins Agreement. . "

S.i2 AnnWlI Report. On or before the last d,y ofJanu.,ry ofeach year, a designated sellior
COIpornte officer ofInmarsnt shall submit 10 the Government Parties a report assessing Innmrsat's
compliance with U,e tenIIS oflhis Agreemenl for the preceding calenMr year (or since the
Effective Date in the case of the first such report). "fhe report shall include:

(a) a copy ofthe U,en-enrrent policies and procedures adopted to comply with this
Agreement;

(b) a smmnory ofthe changes, irony, 10 the policies or procedures, _nd the reasons for
those changes;

(c) a SUllJlWlry ofmy known acts ofnoncompliance with the tenIIS oflhis Agreement,
whether inadvertent or intentional, with a discussion ofwhat steps have been or
will be taken to prevent such acls from occurring in the Mure; and

(d) identification ofany other issues that, to Inmarsat's knowledge, will or reasonably
could affect the effectiveness ofor its compliance with this Agreement.

S.13 Notices. Effeclive upon execution ofthis Agreement by all the Forties. all notices 8lld
other communications relating to lhis Agreement, such os _ proposed modification, shall be in
writing and !haIl be deemed given as of the dote ofreceipt and'shaIl he sent by electronic mail (if
an email is specified below or in a subseqnent notice) and one ofthe following methods:
(n) delivered personally, (b) sent by facsimile, (c) senl hy documented overnight courier service,
or (d) sent by registered or certified moil, post_ge prepaid, addressed to the Parties' designated
representatives at the addresses !hown below, uniess provided otherwise in this Agreement;
provided, however, that upon written Dolific_tionlo the Parties, a Parly mny lmilaternlly ftDIend or
modify its designated representative information, notwithstanding anyprovision to the contrary in
Section 8.6 orlhi, Agreement:

Department ofJustice
Assistant Attorney Genernl for National Security
National Secluity Division

i7
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950 Pennsy\vlUlia Avenue, NW
Washington, DC 20530

Department ofHomeland Security
Assislant Secrebuy for Policy
3801 Nebra.ka Av.que, N.W.
Washington, D.C. 20528

. Note: All notices and other cOlDDlunications shall, in addition to the foregoing methods of
delivery, be sent by email to ip·fce@dhs.BovwullorsuchoU,eremail account IS DHS may
designate in the future.

Diane Cornell
Vice President, Govermnent Affairs
IWIWSat
1101 Connecticut Avenue, N.W.
Suite 1200
Washington, D.C.20036

ARTICLE 6: CONFIDENTIALITY; USE OF INFORMATION
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6.1 Confidentiality. The Government Parties.halI take all measures required by law to protect
from public disclosure 011 information .ubnlitled by Imnarsat (or other entities in Iccordance with
the temlS ofthis Agreement including l1,e Implementation PIon) to them in connectiou with Ulis
Agreement and clearly IlUlfkedwith the legend ''Bu.iness Confidential; subjectlO protection under
5 U.S.C. § 553(b)" or similar designation. Such markings shall signifY that it is the company'.
position that the infoDDlltiolll!lO marked COllStitutes c'tmde secrets" andlor Ctcommercial orfinanc:ial
information obtained from a person and privileged or confideutial," or othen,ise wwrwlts
pmtection within the meaning ofS U.S.C. § SS2(b)(4). For the pmposes ofS U.S.C. § SS2(b)(4),
the Parti.. agree that information so morked i. voltwlarily submitled. Ifa request is made under
SU.S.C. §S52(a)(3) for infonnation so marked, and disclo.ure ofany infonnation (including
disclosure in redacted fonu) is contemplated, Inmarsat shall be provided with the notices and
procedures required by law, including ilio.e specified in Executive Order 12600, S2 Fed. Reg.
23781 (Jtwe 25,1987».

6.2 Use oflnfonnation by U.S. Govemment for Any Lawful Pumo.e. Nothing in this
Agreement shall prevent the Government Partie. or any other U.S. Governmental Auiliority from
lawfully disseminating thi. Al!J'eement or using any infonnation produced twder or oilierwise
related to this Al!J'OOmentto seek enforcement ofthi. Agreement, or for any other lawful pmpose.

ARTICLE 7: FCC CONDITION

7.1 FCC Anprovll1. Upon the execution ofthi. Al!J'OCmeut, including the Implementation Plan,
by all of the Parties, Inmarsat.hall request that the FCC adopt a condition to Imnarsat's existing
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orpendingFCCauthorizations, substantially the sam' as set forth iIJ Exlllbjt A attached hereto (the
"Condition to FCC Authori2ation'1.

7.2 Right to Object to Future FCC Filings. Inwarsot agrees UIBt in lilly application or petition
by IWlIlUllat, filed with or granted by the FCC after the executiou ofthis Agreement by aU the
Partie., for a lic"""e or other authority lDlder Tilles II and ill ofthe COlUIUwocations Act of 1934,
as amended, to provide service to or operote MESs in the United Stales for comnlluUcations
utilizing the Inmarsat system, or to offer, disbibute, or re.ell Domestic COIIUnluUcations in the
United Slates for cotnDlmUcations utilizing the marsat system, lruuarsatshall request thot the
FCC condition the grant ofsucb licensing or other authority on compliance with the lenns of/his
Agreement, a. amended ifnec,essa!)'. Notwithstllllding Section 8.9, nothing in liDs Agreement
shall preclude the Government Parties or any other U.S. Govenunental Authority from opposing;
formally or infonlllllly, any FCC application or petition by Inmanat for other authority, or to
transfer its licensees) toa third party (except with respect to profonna as,igmnents orprofonna
transfers ofcontrol), and to seek additional ordifferent terms Ulat would, con,istentwiththe pnblic
interest, address lilly concerns regarding the ability ofthe United States to enforce the laws,
preserve the nalionol ,ecurity, and prolect the public ..fety. raised by the service. and transactions
underlying any such applicatiou or petition.

ARTICLE 8: OTHER

8.1 Right to Make and perroml Amement. Inmarsot represents that it has and shall continue to
have throughout the teml ofliDs Agreemeut the full right to euter into this A8reement and pelform
it. obligations herelDlder and thot this Agteement is a lega~ valid, and binding obligation of
hunarsnt enforceable in accordance with it.tel1ll!.

8.2 HeadinllS. The article and section headings and Iwmbering in this Agreem,ent BIe inselted for
convenience only and shall not affect the meaning or inle1prelAtion ofthe terms ofthis Agreemeut.

8.3 Other Laws. NotlUng in thi, Agreement is iutended to linDt or conslllllte a waiver of(a) any
obligations imposed by any U.s. federal, slate, or local law or regulation on Inwarsot, (b) any
enforcement aulbority avllilable under any U.S. federal, stale, or local law or'regulation, (c) the
sovereign immunity ofthe United Slates, or (d) any anlhority Ihe U.S. Government maypossess over
the activities or facilities ifImnarsatlocated wiUon or ou1side the United Slates (including authority
pursuant to the Intemational Emergency Ecouomic Powers Act). Nothing inthis Agreement is
intended to or is to be inle.lpreted to require Ibe Parties to violate any applicable U.S. law.

8.4 Stalulorv References. AU references ill this Agreement 10 st.lulo!)' provisions oud executive
orders sha11 include any futwe amendments to such statuto!)'provisions and executive orders.

8.5 Non-Parties. Nothing in this Agreement is intended to conferor does confer anyrights on any
person other thou the Parties and·any Government Authorities entiUed to effect Electronic
Sluveillancepursuautto Lawful U.S. Process.

8.6 Modification. This Agreement may only be modified by written agreement signed by all of
Ule Parties, provided that the Government Parties may. by awritten notice 10 Inmarsat signed by all of
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them, waive anyprovision oftbis Agreement intended for their benefit ,m/ess such waiver is objected
to by InnlMSlll The Government Parties agree to consider promptly and in good fuith possible
modifications to this Agreement ifInmarsat believes that the obligations imposed on it WIder this
Agreemeut are substantially more restrictive 1hau tI,ose imposed on otheru.s. and fureign licensed
service providers inlike circ\lIll5tances inorderto protect U.S. Dstionnl security, law enforcement, nnd
public safety conceIllll. AIJ.y substantial modification to this Agreement shall be reported to the FCC
within thirty (30) days after approval in writing by the Parties.

8.7 SeveIlIbility. The provisions of this Agreement shnll be severable and ifany provision
thereof or the application ofsuch provision WIder any c'r<wns1ances is held invalid by • COlut of
competentjurisdiction, it shall not affect any other provision ofthis Agreement or the application
ofany provision thereof.

8.8 Chnnges in CircwnstJmces for Inmnrsnl The Government Porties Igree to negotiate in good
faith and promptly with respect to any reqnest by Inmarsat for relieffrom application of specific
provision. of lhis Agreement if those provisions become Il1ldnly burdensome or have OD adverse
affect on IJuDllBat·s competitive position.

8.9 ChaaRes in CirclUnstances for the Government Parties. Ifafter the date that all the Partie.
have executed lhis Agreement, the Government Parties find that the teons of this Agreement are
inadequate to addr""s national secmity, law enforcement, or public safety concenlS, tIlen Iwnarsat
will negotiate in good faith to modify thi. Agreement to addr... those concerns.
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8.14 [NOTUSEDl

8. 10 Countewarl.. This Agreement may be executed in one ormore COll1ltBIJlarts, includiug by
facsimile, ..ch ofwhich shall together constitute oue and the same instrument.

20

8.13 Effectiveness ofAgreement. Except as otherwise specifically provided elsewhere ill Utis
Agreement, the obligations imposed ODd righl. conferred by this Agreement shall take effect upon
the Effective Date. .

8.I I Successors and Assigns: Thi. Agreement shall inure to the benefit of, and shall be biudiug
upon, the Portie., ODd their respective successors and assigtlS. This Agreement shall also be bindiug
all all subsidiaries, divisiollS, departments, branches, and other componenl5 or ageul5 ofImnarsat, and
on all AfIiliales ofInmarsat.

8.12 Effectiveness ofArticle 8. This Article 8, and the obligations imposed and rights comened
herein, shall be effective upon execUtiOll ofthis Agreement by all the Parties.

8.15 SU~I'.nsion ofAmement and Obli!!l!tions Hereunder. This Agreement .haIl be suspended
upon thirty (30) cloys notice to the Government Parties that neither Iumarsat, nor any transferee or
assignee ofthe FCC licellses or authorizations held hylumarsat, provide. or facilitates Domestic
COJDmIU!ications in the United SllItes, nnles. any of the Government Parties, within that 30-cIoy
period, seeks additional infonuation or objects to the suspension. .
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uti Torminorion "f/j!!l'#!tl!en~ ':I'.hiI Agttell',-~~t;jilinlllle1IlJ;Qllnoledil1 Jl~ entkety npno ll!e
written.doll'l'il>inlUon tifth.:Govcnunentl'lIIfie;ol~tJnbwsatJl"l'n>vjdod noUee lIndttasorulbly
SiltW"GlQIYd.oclUl!.cllllllibll'th(l'llQrQrjlj8l> ~Ut:Y l!F"!lJ:l!lf/llalll!il oti\>~lgn 1;lIIlties-[jn'IQdiQgll.~
ormotc'l'clSOMWider ooJDmoo Conlro1) eilher Controls InromfJt orholds, directly or indil'tclly,
~.1Cl1 nil) ~9!!llr ~l'in_tl'tOll'in tllIJl~r§I!l. n!t!l1l:!p..!tbi~A~lI1.!)ti.110 loug•.r.1lCl:l'Ii!ll[rlto
in 'ord..-,Io protecfU.S.nolionl1,aeQlm"ly.low enforce....!, orl'ublie ,;oti:!>"eone.rns. JUs
~PmlJynchQWJcJll1l!l!.llmt llih ~Jml.t'iJ~SJl!llj,llll!'llo tctlllill~lcll,wrtb.l'eSpe<;Ull ~1
durins·mcIL1ltn;:,alBGmiServjce,]s~,ovldedor-facilftaledwilbin,lbc UJiHcd:Slal•• by Iommal
iIi~;r~jlllllf.~D1l'ql1ipl11C/1l, ,\no!ltJ\1!Jt:bPm~tllfill~J! III Oift1itnllnb)'lb, •.latilfl!>lo~t¢ <JnlOiile
oBIb.U.S. Jfthi• .Agrcemcnl.!is:noHcnnmntcdpllmJnnUo Ihls-provi,;on, th. Oovornmnnl1'Jlrti..
ogren. Ollll.k1dtlfjfiQIilRIiYlllld.ln.gQdl!-tOlIh llQJ)1btC'll1l!ll'I!iljj(lj.l!~ lb this Asre~Jl1aJl~

a.17 Notice btAlldiriqai! smj@l. iJl1llmat $lIall~v.tde<{:aliiil!lllllil Qflhirty l3g)da~.
-.dVlUlcedn06ce lO1he OovernmenU'IrlJ..,in·lb. eventibatTinnarsal-or 8Ily,Affili.~ehcnJlC' or
JUt«O't1stlf~~!l"~~'~a.l\'l'cC$:iVjW.l'Clj!.ct1li-nblllds.tlQ'~~l)ic.tln11$"go~r{otlhJ~tit.
!!eoilal.lo tb",Agn:emen~ .uo1"111~ lI".matetial rcp=IaUonsmad.lhetein a",m" louger fully
a~il~~.IiU~.)1a "Qfi1jll~~. in,lIllevemVJlIlmtol\'lfuti~.-reUe~o l!IW'PIIrl.\' (.\J1MAplJ\e~\ lit
obligationsunder thi. Asreement OJ' bllcoustrul:dull\V.iv~ofany Party'srigbtslIod..-lhi.
All<ti:iI1t:l1l

DA 09-117

l1DiledSlales DcparbneutorJwtl<e

DJlle;, _

D.l.:,__~__~

ll)'J .
Printcdllamcd.l'atril:kRowan
'title) Al:dil8'AJl!lmn1 AuUrtle}' (JeJlcnil for l'mllonalSelilldty

D.•pJil:lDillnlMHO:ililliJ'Aa.s«u.rlty
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8.16 Termination ofAgreement. TlJis "greement shill belenninlled in its entirety upon the
written detennination ofthe Goyernment Parties Iballnmarsol has proYidcd nolice and rco.,onobly
satisfectory documcntation that no forcign entity or combination offoreign entllies (Including one
or more persons under common Control) either Controls InmolSl! or holds, direclly or indireclly,
• ten (l0) percent or greater interest in inmorso~ and that this Agrecment is no longer nccessory to
in order to prolect U.S. nalional security, law enforcemen~ or public safety coneems. It is
expressly acknowledged that this Agreement sh.1l not be terminated with respect to Inmersat
during such time as BGAN Service's provided or flcilltated within tha United States by Inmarsat
via any facilities or cquipmen~ including but nollimlted 10 any land earth station, loeiled outside
oflha U.S. Iflhis Agreement isnoltenninoted pUISuanll0 this proYision,lbe Qovernment Parties
agree to consider promptly Ind in good fallb possible modifications to this Agreement.

8.17 NOllce ofAdditional Serv;ees. Inmorsnt shall proYide a minimum ofthirty (30) days
adYlnced nolice to the GoYernment Parties in Ihe eYent that Inm....! or any Affiliata chenges or
intends to change its present services with respect to Domestic Communications, as set forth in the
RecitoJs to this Agr~cmcnt, such that the material representations made therein are no longer fully
ICCurate, true and complete. In no ayenl will such notice relleye Iny Party to this Agreement of
obligations under lhi. Agreement or be construed as a waiyer ofany Party's rights under this
Agreement.

This Agreemenl is executed on bchalfofthe Plrtles:

Inmana'

DA 09-117

. DlIte:. _

Dale:~ - 1..1.01S'•

Date:, _

By:
Prin'cI'-ed""N'-;-em-e:""'D"'1M:-'-a-C"'o"'m--e-;j"'"----
Tllia: Vice President, Goyernment Affairs

United States Deplrtment ofJustice

BY:~,k.S~~Jl>'K
Printed Nome: 1. Palrlcit Rownn
Titie: Acting Assistant Attorney General for Nltionll Security

Department nfHomollnd SOCDrl1y

By:
Prin·Cte,-d""N,-;-nm-e:-::S:-tc-W-.-rt-A:-.-::B:-ak""e-r,------
Title: Assistant Secretary for Policy

21
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8.16 Tenninnlion orAsn:ement. This Agreement shall be terminated in its entirely upon the
written defennination oflhc Government Parties thot Inmarsot has provided notice Ind reasonably
satisfactory documentation that no foreign entity or combination offoreign entitles (including one
or more persons under common Control) either Controls InmlISIt or holds, di~lIy or indircclly,
• tcn (ID) percent or greater interest in Inm.rsa~ and that this Agreement is no longer necessary 10

in order to protect U.S. nltionll security, law enforcement, or pUblic safety concern,. It is
expressly acknowledged thel this Agreement shill not be terminlted with Illspect to lnma"at
during such time us SGAN Service is provIded Of facilitated within the United States by Inmlrsat
viarttnyfacilitics or equipment, including but notllmitcd to 1.1\)' land earth stltion, located outside
oflhe U.S. Iflhis AglllCment i. not terminlled pursuant 10 this provlslon,the Government Plrties
ogree to consider promplly and in good railh possible moditications 10 this Agreemont,

8.17 Notice ofAddition.l Services. Inmarsat shill provide .. minimum ofthirty (30) days
advanced notice to the Government PartlCS in the event that Inmarsat or any Affiliate changes or
intends to change Its present services with rcspcctto Domestic Communications, lIS set forth in the
Recllals to this Agreement, such thlt the mlterial representations mlde thelllin arc no longer fully
ocourole, true ond complele. In no event will such notice Illllev. any Plrty to lhis Aglllement of
obligllions under this AglllCment or b. construed as a woiver ofany Plrty'S lights under this
Agreement.

This Agreement is cxeculcd on bch.lfofthc Plrtics:

DA 09-117

olle;, _

Olle:, _

Olte: _

By:
Prin'~t-ed"'N:-:-am-e:-::O""ian-e"""C:-o-m-.""II----
Titie: Vic. Prcsiden~ Government Afflirs

United St...s Deplrtm.ot orJu,lI.o

By;
Prin'~t,..ed7N:-:-arn-e:""'J:-. ""P""'ot:":ri-ek:-::R-ow-on----
Tille: Acting Assisllnl Attorney General for Nltionll Security

::~.rIDlen~~urity

Printed Narne:teWlrtA:il8ker
Tille: Assi"",,t Secrc1lIy for Policy

21
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This Agreement is made Ibis 76 day ofAugus~ 2001 by and between: MarineSat
Conununications Network, Inc.lIIId SlralosMobile NelWorlls (USA) LLC (collectively,
"StraloS"), and the U.S. Departmeot ofJustice ("001") and the Federal Bureau oflnvestlEation
("FBI") (collectively with aU other parties hOIOlo, "the Pidies"). This AgIetffient is effective as
of the dale orlAst signature aflIxed herclo.

REC,ITALS

WHEREAS, the U.S. lclccommuoications system is esSCllllelto the U.s. ec:onomy and to U.S.
national security. law enforcemen~ and public safely;

WHEREAS, the U.S. government consideis it critical to mnintllin thc viobility, integrity and
security ofthe U.S. telecommunications system (s... •. g., PIe.identiB! Decision Directive 63 On
CriticallnfrastructureProtection);

WHEREAS, the U.S. government considers it critical to enswethe confidentiality ofits lawfully
authori2ed surveillance and related activities. and to ensure the coDfidentielity ofCI3S$ified,
Controlled Unclassified, and Sensitive lnfonnation;

WHEREAS, S\rlltos currently provides service to !nmOISalmobile earth tennioa1s ("MlITs")
oUlllid. of the United States, and has filed with the Fedml CommllnicatiOIl5Commissioo
r'FCC") license llJlplications under Sections 214llJld 31O(b) ofthe Coaununicatioll5 Act of 1934,
as amended, to provide service to METs inside lbe Ullited States ($I'AppllCDIion PllTSUQnI 10
Section 2/4for Authori/)' 10 Pro.id. Dommie LandMobil. Stroiou Using IhI /nnronol LId.
841.1111. Sysl."" File No. SES-MSC-20010Z:ZD-00349.ApplieolionsjOr BlanklUeenseslo
Op.rate Mobil. Eorlh Terminals wlfh Non-U.S. Ucensed Sat.llltes, File Nos. SES-LIC· .
20010221·00360; SES-LIC-20010221·00361; SES-LIC·20010221·00362; SFS·L!C·20010221·
00363, Applieol/onforSectlol/.2U AUlhority to ProvidelrrmarJa' M-I Services, Fde No. SES·
MSC-20000426·00861, ardApp/lCDllonlor BlanatAwhority 10 OperOl' Mobil. Eath
Terminals. File No. SE8-UC-20000426-00630);

WHEREAS, MarineSaI Commllnications Netwodc, Inc. dIbIa Slratos Communications is 100
percent owned by Slratos Holdings, Inc., a Delaware holding cotpOration, which is in turn 100
per...nl owned by Slralos Global Corp., which h.. its principal place ofbusiness in TolOoto.
Ontario. Canada and is 65 poreeot inditeCtly owned by Ali:mt, Inc., a Canadian holding compllJly
with lis principal place of buslness in Saint John, New Brunswick, Canada;

WHEREAS, StrlItos Mobile Nctwoiks (USA) LLC is a Dclaware-lCgis1erecl limited liability
corporalion 91 percent owned by 'I'll Aeronautical Corp. ("rnA") and 9 pereent owned by lOB
Mobil. Communications, Inc, which is in tum 100 percent owned by1'IIA. TIIA is 100 percent
own.d by Sl1'Otos Wireless, [nc., which h:1s its principal place ofbusin= in Saini John"So
NewfoundlllJld. CllJlada and is in tum 100 pereent owned by StrlIlOS Global Corp. which has ils
principal place of business in Toronlo, Ontario. ClllL1do:

- I -

66

DA09-117



Federal Communications Commission

..

WHEREAS. Stratos has met with the FBI and 001 to discuss the proposed services:md the
govemmem's respomibUiti= concerning national security, law enfom:mcnt and public safety.
In these meetings, Stralosadvised: (a) thai some oftho Dome:llic COlDDlunications Infrastructure
Stmlos would employ (e.g, satellite gateWll)' earth SllltiODS) to route Dom..nc Communications
are located outsidelho United Sla~; (b) thaI the DomOSlie CommuniClllioll5lofinstructwe thaI
is located oUlSide tho United SllIes is located for bonojide commcn:ial reasons; (c) thai Stratos
plAns to roUle all Domestic Communications tbmugha Point ofPresenoe physically loealed in
the United Sl2les, from wh\ch Ibe government CIII conduct Elc:etronic Surveillance pursuant 10
U.S. Lawful Process; and (d) that Str,rtos' Dom~e Communications Infillstmctwe within the
United Slates cunently cOllSlsta ofthe Nonel MMCS swili:h (and related trunklng equipment)
la<:aIcd in the Slilltos facility atS Telepert Drive, SlaleD bland. New Yorl<, which is also SualOS'
currentPoint qfPresence within the United States;

NOW lHEREFORE, tho Parties are entcriDg into this Agrecma>tlo addr<ss national security,
law enforcement, and publie safety ..Deems.

ARTICLE I: INFORMATION SIORAGE AND ACCESS

1.1 Point ofPrcscnce: Pursuant 10 the StrIIO, Implementation Plan, Domestic
Communicatioll5 ,ball be rouled through a Pointof!'Iesenoe, which is a DClWot!< .witch
under the control ofStraIns and is physically located in the United Slates, from MUch
Electronic SurveillIDce can be conducted pursuanllo Lawful U.S. Process. Stralos will
provide technical or other assistlJlcc 10facilitate such E1e:ttronic SurveiUaoce.

1.2 Sttatos Implemenlatlqn Plan: Cenaln ofthe rights and obligal1ons ofthe PlIl1es are sel
forth in further dellli in an JmplcmcntatioD Plan dated Augustl. 2001, which is
consistenl with Ibis AgrecmcuL SlllllOS shall comply with rhe Implementation Plan,
which lUIy be amended from time to time pWSU2lll11o Section 7.7.

'.
1.3 CPNI: Strolos .holl comply with all npplienblo FCC rules and regulations tovemiog

access 10 and storage ofCustomer Propriotal)' NetwoJk Infonnation ("CPNl"). IS defined
in 47 U.S.C. ~ 222(1)(1).

1.4 Compliance with Lawful U.S. PIOC:CSS: StralOS shall take nil practicable steps to
conliaure ilS Domestic Communications Infrastructure such that Stralos is capable of
complying, and StralOS employees in the United SIDles will have unconstrained authority
to comply, in an effective, efficiont, and unimpeded flShion, with Lawful U.S. Process.
the orders ofthe PlCSidenl,in the c:<erclse of hisJher authority UDder § 706 ofthe
Commuaieatio", I\ctof1934, os omend¢ (47 U.S.C. § 606). and under § 302(e) ofthe
Aviation Att of 1958 (49 U.S.C. § 40107(b» and E.~..utive Order 11161 (ns amended by
E~ecutive Order 11382), and Nalional Security and Emergency Preparedness IUles.
regulations and orders issued pursuanllo the Communic:llions Act of 1934, as amended
(47 U.S.C. § 151 <I Jtq.).

.. :!.
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. 1.5 Infonnlllion SloIngs and Ace...: Slrnlos shll1llDl11ce available in 1hc United Slat..,

(i) stOle<! Domestic Communicati""", ifsuclt communications are stored by or on behalf
of~os fur any reason;

(Ii) any Wire Communicatioll3 or Electronic CommunicatiollS (including lilly odicr type
ofwire, voice or electronic communitalioQ not covered by the definitions ofW'lfe
Communication or Electronic Communiclllion) received by, intended to be....ived
by, or stored in the a=unl ofa SIroI..U.S••Lice""d MET, or rouled III S_s'
Point ofPJese.nce in the United Stales ond stored by or on'behalfOfSlnIIosfor any
r=son;

(lii)Transactional Data 8Dd CalJ AssOOoted Dala mating 10 DomCSlic ColllJIiUllications.
if SIll:h infolJDation is stored by or onbel1alfofStratos for any =n(although all

. -- Parties recoguizc that Stra10s =nIly d0C3 not stoIC such infolJDation Cll<:qlt as part
ofbilling lCCords);

(iv)billing recolds relating to Sltalos custoJlJCJS or subscribers for its U.S. Licensed
METs, Stratos customers and $IIbscnom domiciled in the United Slates, or Stratos
cUS!omers and subscribers who hold themselves out as being domiciled in1be Uniled
Swcs, as well as billing records related 10 any caJJ routed through StraIo!' Point of
Presence In the Unlled Sillies, ifsuch infolDlation is stored byor on bcllalfofStralOs
for any reason, for so long as such rc<ords llIC kept pursuant to applicable U.S. law or
this All"ccmenl; and

. , (v) SUbscriberInfonnation eoncetllinB Slt2Ios custome...or subscn'bets for ilS U.S.-
Licensed MErs, Stratos customCJS orsubscribers domiciled in the Uniled Stales, or
Slratos cu'tomm or subscribm who hold themselves out IS being domiciled in the
United St2tcs, as well as Subscriber Tnfonnatlon related to any c:all routed tlttough
Stratos' Point ofPresence in the United Slates, ifsuch informatioll is SlOrCd by or on
behalfDr Stratos for'my reason.

1.6 Storage Pursuant to 18 U.S.C. § 2103(1): Upona request made putsUant to 18 U.S.C. §
2703(1) bY a govemmenll! enlity within the United Slllt.. to preserve any ofthe
infonnotion enumerated in Sec1ion 1.5, Slr.ltos .bnII stole such preserved .....tds or other
evidencc in 1hc United Stales.

1.7 .MandatOry Dcs1ruction: Stralosshall take all practicable,steps to stOIC the dataand
communicatiDIIS described in sectlon I.S In 0 manner not subject to mmdatol)'
dcstruction under any fOlCign lows, ifsuch data and communications are stored by or on
behalfofStllltos for any reason. E.~ccpt for strictly bonafide commrn:ial =05, such
dalll and communications .holl be stored in 1hc Unitcd Sllltes.

1.8 Billing Records: Slratos shon Slore for atlcosteighleen (I S) months nil billing records
mainlained for. U.S-licensed MET.

• 3-
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1.9 Communications ofa U.S.·Licensed MET: No communications ofa U.S.-Licemed MET
sboll be tOuted outside the United Sill... except for Strictly bOllDfid< commercial reosens.

1,10 Communicalions ofa Non·U.S.-Lioensed MET: Eleoaonic Survellilmee pursuant 10
lawful U.S. Process ofaNon·U.S.-Ucenscd MET sbaIl be conducted putsUallt 10 the
Strotos Implementation Plan.

1.11 Domestic Communications Inftastructure: Except fer strieUy bonaJlde commercial
.reasons, Domestic Communications InfrostrocbJre shall be loca1ed in the Uni1ed States
and sboll be dillOcted, controlled, supmiSed and managed by Stlatos.

1.12 Compliance whh U.S. Law: Nothing In this Agreement sball excuse SUitos from any
obligation it may have 10 comply with u.S. legal rcquir=cnts forthe relenUOD,
pnoservatiOD, or production ofsucb infonnation or data. Similarly, in any actiOD to
enforce Lawful U.S. Process, Saotos bas DOt'>fti'ledany legal right it JDight have 10 resist
such process.

ARTICLE U: NON.QBJECl1Ol'l BYDOJ AND FBI TO GRANT
OF LICENSES TO STRATOS

2.1 Non.Objection 10,C=1 Application: Upon thecxewtion ofthis AJ!lCCmCOl by all the
Parties, the FBI and DOl .ball prompUy notify the FCC that, IKOvided the PCC lIdopts a
condition substQlltiaJly the some as set fonh in ExIu'bit Aatlached h.,eto, the PBllIld
DOl bave DO objection to the FCC's groat or approval ofSlrItos' Ipplicalioos
(Application Pursuantla &ction 214fo' AUlhority10 Provide Domestic LandMobile
Sorvi<%S Using tho lnmarsat LId. Satollite S)I$/em, FileNo. SES-MSC-200l022lJ.00349,

.Applications/or Blank., Licenses 10 Opfrate Mobile Emlh Terminals wllh Non-US.
l.lcensedSaJeIlUes, File Nos. SES·LIC"ZOOl0221-OO360; SE5-LIC-ZO01022I-00361;
SES-L1C-200I0221·003~2; SES·L1C·20010221-OO36~,AppilCQ/lonforSeetlan 214
Authority 10 Provide Inmarsal M4 &rvices, FileNo. SES-MSC·20000426-00861.
ApplieD/ionfor BlanketAuihority 10 Operal' Mobile Emlh Tormin.ls. File No. SES-LIC­
20000426-00630, andApp/lCQ/ion Pursuanlto Seclion 214for Authority10 Provide
Domeslic Aeronautical Mobile Salollite Services Yia the InmQl'S(lI Syslem, File No. ITC­
214-19981214-00859).

2,2 Non-Objection to FulUllO Applications: The FBI and DOJagree not to object, forml1ly or
informally. 10 the grant ofmy otbtr FCC application ofStrlIlos for a license under Titles
11 and III ofthe CommunicaJioDS Act of 1934, os nmended, to provide service 10 and
opernle METs in tlle Uniled SillIes for communiC.1liOfls vill the 1nm0iSll1 Space Segment,
provided thai such applicnlion makes c1cor that'the terms and conditions of Uus
Agreement and the ImplemenlOlion PlllII sholl apply 10 any license wued pummnioo thot
applicotion. NOlhing in Ihis Asroemeot .,",11 preclude the DO} or the FBI from opposing,

.~-
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fonnally or infol7l1aJly, aFCC app);CRIion by StnlDs to transfer ilJ Jic.nst(s) /0 a third
pany.

ARTICLE III: SECUIUTY OFFICI:

DA 09-117

l. • 3.1 Location ofSecurity Office: Stratos shall maintain within the United Stales a se¢urity
offic.. Slmtcs shall within 1he security office:

(i) take appropriate measuzes to preveoi unauthorized access to <!ala or flK:ilities that
might conlain Classified lnfomJation or Sensitive Infonnalion;

(ii) lIMign U.S. citizens, who meet high ~tandluds oflruslworthiDess for maintaining the
confidentiolity ofSensitive Information, to positions thot handle or thot regularly deal
with information identifiable to suchperson as Sensitive Information;

(iii)upon request from !be DO] or FBI, prOVide the lIOIl1e, social security number, and
date ofbirth ofeach person who rcguIarly handles or deals with Sensitive
InfomJation;

(iv)requirc that per.;onnel handling Classified Information s!laIl baye been zr,mled
appropriate security clearances;

(v) provide thai tlic points ofeontact described in Section 3.6 shall haYe sufficient
authority over any ofStratos' employe.. who may handle Cl....ified Infonnation Or
Sensitive Information to maintain the confidenliality and security ofsuch information
in accordance with applicable U.S. legal authority IDd the lenDS ofthis Agreement;
and

(Yi)maiDt&n appropriately =ure facilities (e.g., offices) for the handling and storage of
OIly Classified Information and Sensitive InformatiOlL

.. 3.2 Me....... to Prevent Improper U.e Dr Ace...: Strot05.haIl take rensollllbio m=urcs 10

prevent1he use ofor access to Stratos' equipment or facilities to cooduct Electronic
Surveillance in violation ofany u.s. federal, stal~ orlocallaw or the tCllJlS oflhis
AgreemenL These measure; sballlalce the fonn of technical, organi:zational, personnel­
relaled policies and writlen procedun:s, necessary implemenlation plans, and physieal
security measures.

3.3 Access by Forcilm Oovenunenl AuthorWes: Slratos shall nol provide access to Domestic
Communications, Call Associllled Oilla, TfIUl3<lClional Oalll, or Subscriber lnfonnalion
stored in the United Slates 10 My person. iflbe PUlpOSC ofsuch access is 10 respond 10

the leg.1 process or the request ofor on behalfof. foreisn government, identified
represenflltive, oro. eomponenl or subdivision thereo~ wilhoullhe express written
consent oflhe 001or Ihe "ulhori7nJion of. court ofcompelenrj_risdie';.n in lh. Uni,ed

- 5·
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Slates. Any telJllrSls orsubmis.sion onega)PlO~ desJ:ribed in this Section sbalJ bo
reporrod to tho DO] as SOOn as possible and in 00 ..enl/ator than live (j) busiDess days
after suth request or legal process is retoived by Stmtos, unless the disclosure ofth.
request or lege! process would be jn viQlDlion of11\ order ofa court ofcompetent
jurisdiction within the United Slnles. Slratos sbalilakc reasonable lIlClISUIeS 10 ensure
thai it willi""", ofall such requests or submission oflagal pre<:eSS described in this
Soctiou.

3.4 Disclosure 10 ForeIgn Government AUIhorities: SIralOS shan no~ direo:tly or indiJectly,
distlose or pennll disclosure of, or pro"!do access to:

(i) Classified or Sensitive Informalion, or

(ii) Subs<:riber Infonnation, TronsactionaJ Data, Call Assotiated Data, or a copy oflilly
Wire Communi..tion or Electronic Communi..tiou intercepted oracquired purslJ2l1t
to lIwfid U.S. Process

to any foreign government or acomponcut or subdivision thereofWithout satisfying nil
applicable U.S. fcdetal. stale and locallcgal requiremcots pcnincnltheteto, and obtaining
the express wtillcn consent ofthe DOJ or tile authorization ofa court ofcompetent
jurisdiction in tile UnitedStales. Strates sball notilY the DOl ofany requClits ot any lega!
process submillcd 10 Stratus by a foreign governmcot oracompo~ orsubdivision
thereof for communicatioos, data or infonuation idcutified in,this pcungrnph. StnlIos
shall provide such notice to the DOJ as soon as possible and in DO event Inter than five (5)
business days after such request or legal JXOCCSS is receivedby Slr.Ito$, unless tho
disclosure of the request or legal process WDuld be in violation ofan order ofacolUl of

. competenJ.jurlsdiction Within the UnItcd States. StraIOS shall take reasonable measures 10
ensure thaI il willieam ofnil such requestS or Sllbmission oflegal process desaibed in
tills Seclion.

3.5 Notification ofAccessor Disclosure RCQUCllI5: Stratos shal1 notify DOl in writing of
legal process orreqUCSlS'by forciPl non-govemmcntalentities for atccssto ordisclosure
ofDomestie Communications unI.ss lbe dIsclosure ofthe legal proem or rcq1lClllS would

'. he in viol.tion ofan order of" tolUl of compelent jurisdiction within tho United States.
Slr.Ilns sball provide such uotice to the DOJ no later tbau ninety (90) days aftersuch
request ur legnl process is =cived by Slr.Itos, unless the disclosure orthe request or legal
process would be iu viol.tinn ofan orderofa court ofcompetentjurlsdiclion within lbe
United States.

3.6 Points ofContDtl: Wilhln sixty (60) days after execution of IbisAgreement by all
panics, Slraws shall designale point.s ofc:ontaetwithin the United States with the
nuthority nod rcoponsibililY for OCtepling nod overseeing compliance with Lawful U.s.
Process. The point.s of contool ,viII bc ovailoble 24 hours per day. 7 dnys per .....k nod
shall be responsible for accepling ..",ice nnd mailllaining the security ofClassified
Infonnation and nov Lo,,11Jl U.S. Process for EJoclronic Surveillllllce in lICcordance Wilh
the requirements nrU.s. law. SlralOS will immcdintcly notify in'wtiling Ihe ooJ and the
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FBIofsuch desigDBtion,lJJd thereatlcrshall plOmprly 401ify rbc FBI and DOl ofany
change in !hat dcslgnadon. The points ofeonllet sball be tcSidcnt U.s. citi2cns wbo are
eligible for IppropriateU.S. scturity 01==. IfnCCCS$lJ)' to ..eeive or handle
Sensitive or Classified Imonnat;OD, StratO$ .bnll cooperate with llIly request by I
govemmeDteDlity within the United Stales !bat I background c:hcck lIDdior security
clearance process be completed for a designated point ofconlae~

3.7 SecurilV ofLawful Process: Strains shall protect the confidcnti~lity and security of ~II

Lawful U.S. Process served upon it and lbc confidentiality and security ofClossified
information andEensilive Infonnatinn in accotdance with U.S. federal and state lawor
regulations. '

3.8 Notice ofOblh:.uons: Stnltos shall inslnIctllJlPropriate officiols, employees, contrnctor.
and agents as to theirobJigllioDS under this Agreement and issue periodic rcrni.ndem to
them ofsucb obligations.

3.9 Acce.. 10 Classified or Scnsilivelnfonnation: Notbing contained in Ibis Agreement sholl
limit or affect the authority of~ U.S. government 1gency to deny. limit or revoke Straros'
aCCeSS to Classifiedand Scnsitivelmonnation under \bat agency'sjwlsdiction.

3.10 Reporting oflncidcnts: Stratos 3ball take prac6cablesteps to C1U1llC tha~ ifaD.y Stratos
officw, employ... contractor or .g.nt.cq~ any infOIlllOliOD that I<ISODlbly indicate.:
(i) a b..ncb oftbis Agreement; (ii) Electronic Surveillance conduclcd in vioJDlion ofU.S.
federal, stale or local law or regulation: (iii) ~ccss to or disclosure ofCPNI or S.bscribcr
Information in violation ofU.S. federal. state 0< locaIllw or regulation (except for
violations ofFCC regulations relating to improper usc ofCPNI); or(iv) impropcraccess
to Or disclosure ofClassified Imonnation or SensitiVe Information, Ibcll Stratosshall
notify tile FBI and DOl. This ICpoll shall be made promplly and in any event no later
than ten {I 0) calendar days afterSlralos acquires such information. SlJatos shall lawfully
cooperale in invCSligating Ibe maners described in this Section. Stratos nced not ICpoll
infonnalion where disGlosure ofsuch information wouldbe in violation ofan order ofa
courtofcompetent jurisdiction wilhin lbc United Stntcs. Thi, Section is effeclive thitty
(30) calendar day. after execution ofthi. Agreement by all Parti...

3.11 Nolice ofDccision to StoIC Information Outside the United Stales: Strato, shall provide
to the FBI and DOl thirty (30) calendar days advance notice ifStratos (or any cDlily with
wbich Stratos has contracted or made other arrangements for data or communiClitions
pnxcssing Dr storage) plans to store outside ofthe United States Domcs6c
Communications, Transactional Data, CIII Associated Dala, or Subscriber Information
that was p..viously stored wilbin the UIlilcd SInles. Such nonce shall. at a minimum, (a)
include a description ofthe type ofinfonnation to be stored outside the Uniled SUlles. (b)
identify the custodian ofthe informanon if other than Slrut",. (e) identify lite location
where the infonnotion is to be stored. and (d) identify the factors considered in decidins
to slorethe information outside ofth. United States (see S<Clion 1.7). This scelion is
etTeclive thirty (30) colendar days after e:<tOulion of thiS Agreement by' all Parties.
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3.12 loinl Vtn\1llt$; SlJlItos may enlcr into joint vcnlUIC$ uoocl\vmch \be joint venlUIe or
entity may provide Domestic Communications. To the extent StmlDs does not have d~

[acla orlkj.... control oversucbjoint venture or,enlity, Stratos sbaII in good faith
endeavor10 hawsucb entity comply wllb this Agreemcol as ifit W01ea subsidiary of
Stratos and sbIlU consult wllb Ibe FBI or the DOJ Iboulthe activities ofsuch entity. This
Seclinn is effective upon execution ofthtl Agreement by oJl the Portico. Nothing in thi.
Section relieves, nor .hall it be construcd to relieve, Slrlltos of its obliglllions under
Seelions 1.5 Md 1.7.

3.13 OutsourcingThird Parties: IfStratos oUJSOurces functions covered by this Agreement to
a Ibird party. SlrBtos shall take reasonable steps 10 ensure that Ibose third parties comply
with the applicable ICDlIS ofthis Agreemcot.

3.14 Access 10 Information: In rcspoosc to relSOlIllble requcsls mode by the FBI or Ibe DOJ,
Slmlos.baIl provide access to informationconcerning lcChnicl!, pbysical, management,
or other security measures and other msonably available information Ileeded by Ibe DOJ
or tho FBI to assess compliance with the lerms ofthis Agreement.

3.15 Visit. ana Inspections: Upon _onable notice and during reasonable botn the FBI and
the DOl may visit and inspecl any part ofStratos' Domestic Ccromunicalions
Infrastructure and security office forthe purpose ofverifying compliance wllb Ibe terms
of this Aercemenl. StralOS may have approprille Stralosemployees aocompauy u.s.
govemmen! reprcscntatives throughout any such inspection.

3.16 Access 10 Personnel: Upon reasonable notice fi'om !he FBI or !be DOJ, Strains will make
available for inte",iew officer; or employees oC Stralos, and will seek to require
contractors to make available appropriate personnel located in the United States who are
in a positlon 10 provideinfolIlllltion 10 verify compliance with this Agreement

3.17 Armual Repo\t. On or before Ibe last day ofJanUlllY ofeach year, a dcsigllated senior
corporale officerofStratos shall submit to the FBI and thc DOJ a report assessing
Stratos' complillllCC wilh:the terms oflhis Agrcement for the Ple'edlDg calendar year.
The report sIu11 include:

(i) a copy oflbe policies and procedures odopled to comply with thio Agreement;

(ii) a sununary ofthe changes, ifany,to !he policies and procedures, and the reasons for
those changes;

(iii)a SIJIJlJ1IllI}' ofany known acts o(noncompliance with the [enos of this Agreement,
whether inadvenenl or inlentlonal, with a discussion ofwbal SIeP' have been or will
be taken 10 prevent such aclS liom occurring in the future: and

(iv)identific:uion ofony olherissues IhnL 10 Strotos' knowledge, will or reasonably could
.ITecllhe effectiveness of01' compli:mce wilh Ihis Agreemeot.

-s-

73

DA 09-117



Federal Communications Commission

ARTICLEIV: DEFINITIONS

As used in this Agreement:

4.1 "Call Associated Data" means any infol1lllllion possessed by StmlOS mating to a
Domestic Communication or relating to the.endcrorrccipient ofthat Domestic
Conununication and may include wilhoutlimiUltion ,u!>senDer identification, coiled party
number, calling pllrty number, start time, end time, call duration, feature invocation and
deactivation, feature interaction, registration juonnalion, user locacion, diverted to
nwnber, conference pony numbers, duo!. tone mullifrcqucney (diaJ<d diliit extraction),
inband and outofband signaling. and party add, drop, and hold.

4.2 "Classified Information" means any information that has been detcnnined pllm1ant to
Executive Order 12958, or any predecessor or successor Executive Order, or the Atomic
Energy Act of 1954, or any :>tatute thnl succeeds or amends the Alomic Energy Act, 10
require protection against unauthorized disclo......

4.3 "D~ [aclo· and "de jure" control have !he meaning provided in 47 C.F.R. § 1.2110.

4.4 "Domestic Communications" means (i) W'tre Communications orElectronic
CommunlwiollS (whethcrstored or not) between a U.S.-Licenscd MET and anothcr U.S.
localion, and (ii) the U.S. ponion ofa Wire Communication or Electronic
Communication (whether stored or not) that originates ftom or lotminates to. U.S.­
Licensed MET.

4.5 "Domestic CommunicntioDS Infrastructure" means the facilities and equipment ofStratos
used 10 provide, process, di=~ control, supervise or manage Domestic Communicalions,
Domestic Communications InJiastrucDtre may be 10ClIIcd, for bomjide commercial
reasons, outside !he United States.

4.6 "Electronic Communication" has the meaning given il in 18 U.S.C. § 2S10(12).

4.7 "Electronic SwvciUancc' means (I) thc jnle~cption ofwiR, oral, or clectronic
conununications as defined in 18 U.S.c. §§ 2SIO(I), (2). (4) lIlId (12), rcspccIively, and
electronic swveillancc a:I defined in 5D U.S.C. § 1I0I(f); (Ii) ~css to stored wire or
electronic communications, as referred 10 in 18 U.S.C. § 27D! "seq.; (iii) acquisition of
dialing or signaling infonnation through pen register or trap and tmce devices or other
devices or f..tures capable of""'I0iriog such information purnuant to lawas defined in 18
U.S.C. § 3121 el seq. and SO U.s.C. § 1841 e/seq.; (iv) acquisilionoflocolion•..,lated
information concerning a telecommunications service subscriber; (v) preservation ofany
ofthe obove informntion purslJllIlllO 18 U.S.C. § Zi03(£);:md (vi) including access to. or
acquisilion or interprellllion or, communic;otions 01 infonnation as dcstril>:d in (i)
tluough (v) nhove llIld comp;uablc Stlte Inws.

4.3 "Foreil!no

, wbere used in this Agreement. wh~ther copir:lIized or lower .:ase. me3llS non­
U.S.
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4.9 "Intercept" or "[nlereepted" has the meaning defined in 18 U.S.C. § 2510(4).

4.10 "Lawful U.S. Process" means lawful lequcslS by U.S. federal, Slale or local law
cnfoltClDentagencics or U.S. intelUgencc agenties, tcrtiti<:ations, and tour! onlers
regording Electronic SurveUillncc lIJ1d the acquisition ofSulmriberInfoIlllllion.

4. I I "NonoU.S.oLie.mod MET" moons an !nmarsaI MI:'f'that is not covered by a Slnltos
Iicenso or authorization to plOvide service to MET~ inside Ibe United States.

4. 12 "~" bas the meaning given it in thePreamble.

4.]3 uPro fbrma assignments" or'-pro fOrma transfers ofcontrol" art: transfers or assignments
that do DO\,rlDvolvcasubstanliai change in ownership Orcontrol" ofthe licenses as
provided in 47 U.S.C. § J09(c)(2)(B).

4.14 "SonsiliveJnformatioo" mems unclassified infonnation regording (i) the persons or
facilities that are the subjects ofLawful U.S. Process, [Ii) the identity of the government
agency or agencies serving sUch Lawful U.s. Process, [Iii) the location or identity of the
line, circuit, tr.msmission path, 0' other facilities 0' equipmect used to conduct Electronic
Surveill8llce, (Iv) the nreaJJS ofcanylng outE~nic Surveillance, (v) the we(s) of
service, telephone number(s). m:or&, <:oRUDunications, or filcilities subje<:ted to Lawful
U.S. Proa:ss, and (vi) other unclassified informationdcsi~ed in writing by Wi

authori%l:d official ofa fedcrn~ state or local law enforcement ogene)' or a U.S.
intelligence agency .. "Sensitive Informlllion."

4.15 "Subscriber Infonnation" means Wonnation ofthe type rofmed 10 and accessible
subj..lto pmccdores specified in 18 U.S.C. § 2703(c) or (d) or 18 U.S.C. §2709. Such
infonnation shall a1sn be considered Subscriber Inronnation when ills sought pursuanllIl
the provisions ofother Lawful U.S. Process.

'.
4.t6 "TtWlSactionn! Dala" me:ws:

a) any"cal1 identifying infonnalion," as defined in 47 U,S.C. § 1001(2). possessed by
Stratos. including withoutlimilltion the telephone number 0' simil.. identifying
designator nssocialed wilh nDomestic Communication;

b) Internet address Dr similar identifying designato, associaled wilh a Domestic
CommLJlli~ioD;

0) the time. date. size ODd durMinn ofa Domestic Communlcatlon;

d) any infonnaUon possessed by Slrolos rolating spccifiCl1ly to Ih. idenlity ODd physical
address ofa Strains U.S. subscriber. user, 0' nceount poyer.
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