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Inmarsat shall ensure that kmowledpe of the existence of any Lawful U.S. Process served upon
Inmarsat’s Cutsourcing Contractor is limited to those individuals who are authorized to know and
whose assistance is strictly necessary to ensuye compliznes. Inmarsat’s Quisourcing Contractor
shall maintain a list of the names, dates and places of birth and corrent addresses of each such
individual and the fist shall include but not be limited to any technicians assisting in the
implementation of Electronic Surveillance. Inmarsat’s Qutsonrcing Contractor shall make the list

available upon request to any law enforcement agency or officer seeking compliance with Lawful
1.8, Process.

3.6 Infdmnation Security Plan. Inmarsat shall form 2nd implement an Information Security Plan, ,
which shall include provisions for the following:

(@)  Takeappropriate measures to prevent nnapthorized access fo data or facifites that
might contain Classified or Sensitive Information;

{b)  AssipnU.S. citizens, who meet bigh standards of trustworthiness for maintaining the
confidentiality of Sensitive Information, to positions that handle or regularly deal with
fmfommation identifiable to such person as Sensitive Information;

(©  Upon request from the Govemnment Parties, provide the name and any otier
identifying informationrequested for each person who handles or repularly deals with
Sensitive Information;

(@  Requir that personnel handling Classified Information, if any, shall have been
pranted appropriate U.S. secusly clearances; and

{e). Provide that the points of contact described In Section 3 4 shall have sufficient
suthority over any of Inmarsat’s employees who may handte Classified or Sensitive
Infoemation to maintain the confidentiality and security of such information in
accordance with applicable TS, legal anthority and the terms of this Agreement;

3.7  Nondisclosure of Protected Data. Inmarsat shall not directly or indirectly disclose
informaticn concemning Lawful U.S. Pracess, Classified Infonmation, or Sensitive Information to
any third party, orofficer, director, sharcholder, employee, agent, or Contractor of Inmarsat (other
than the Outsourcing Contractor when authorized and there is a oeed to know), including those
‘who serve in a Supervisory, managerial or officer role with respect to the employees working with
the information, unless disclosure has been approved by prior written consent obfained from the
Govemment Parties, or there is an official need for disclosure of the information in order to folfill
an oblipation consistent with the purpose for which the information is collected or maintained and
the disclosure has been approved by the entity that provided the information to Inmarsat, Any
such disclosure shall be in strict compliance with Section 3.5 of this Agresment.

3.8  Written Notice of Oblipations By a wriiten statement, Inmarsat shall instruct all appropriate
officials, employees, contractors, and agents of Inmarsat as fo the obligations of this Agreement,
ineluding the individuals™ doty to repartany violation of this Agreement and the reporhing
requirements in Sections 5.2, 5.5, and 5.8 of this Agrecment, and shall issne periodic reminders to
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them of such obligations, The written statement shall set forih in a clear and prominent manner the

contact information for a senior manager to whom such information may be reported, and shall
also state that Inmarsat will not discriminate against, or otherwise take adverse action against,
anyone who reports such information to management or the United States govermnment.

3.9  Access to Classified or Sensitive Inforation. Nothing contnined in this Agreement shall
limit or affect the autherity of a U.S. Government Anthority to deny, limit, or revoke whatever access
Inmarsat might have to Classified or Semsitive Information imder that Government Authority’s
jurisdiction.

ARTICLE 4: DISPUTES

4.1  Informal Resolution, The Parties shall use their best efforts 1o resolve any disagreements
that may arise under this Agreeinent. Disagreaments shall be addressed, in ihe first instance, at the
staff level by the Parties® designated representatives. Any disagreement {hat has not been resolved
at that level shall be submitted promptly to higher authorized officials, unless any of the
Government Parties believes that important national interests can be protected, or Inmarsat
believes that its paramonnt commercial interests can be resolved, only by resorting to the measures
set forth in Section 4.2. Tf, after meeting with higher authorized officials, any of the Parties
determines that further negotintion would be fruitless, then that Party may resort to the remedies
set forth in Section 4.2. If resolution of a disagresment raquires access to Classified Information,
the Parties shall designate a person or persons possessing the appropriate security clearances for
the purpose of resolving that disagreement.

42  Enforcement of Agreement. Subject to Section 4.1 of this Agreement, if any Party believes
that any other Party has breached or is about to breach this Agreement, that Party may bring an action

against the other Party for appropriate judicial relief, Nothing in this Agreement shall lmit or affect
the right of a U.S, Govermment Authority to:

{a)  require that the Party or Parties believed to have breached, or about to breach, this
Agreement cure such breach within thirty (30) days, or whatever shorter time
period is appropriate under the circumstances, upon receiving wrilten notice o
such breach; !

(B)  request that the FCC modify, condition, revoke, cancel, or render null and-void any
license, permit, or other authérization granted or piven by the FCC {o Inmarsat,
request that the FCC take other action, or request that the FCC impose any other
apprapriate sancfion, including but not limited to a forfeiture or other monetary
penalty, against Inmarsat;

(c) seek civil sanctions for any violation of any 17.8. law or regulation or tenn of this
Agreement; or '

(d) pursue criminal sanctions against Inmarsat or any of their respective directors, officers,
employees, representatives or agents, or against any other person or enfity, for
violations of the criminal laws of the United States; or
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()  seek suspension or debarment of Imarsat from eligibility for contracting with the U.S.

Govermment.

43  -Trrepnrable Injury. ITnmarsat agrees that the United States would suffer irreparable injury if
for any reason Inmarsat failed to perform any of its obligations under this Agreement, and that
monetary relief would not be an adequate remedy. Accordingly, Inmarsat agrees that, in seeking
to enforce this Agreement, the U.S. Parties shall be entitled, in addition to any other remedy
available at law or equity, to specific performanct: and injuiictive or other equitable relief,

44  Waiver. The availability of any civil remedy under this Agreement shall not prejudice the
exetcise of any ofher civil remedy under this Agreement or under any provision of Iaw, nor shall any
action taken by a Parfy in the exercise of any remedy be considered a waiver by that Party of any other '

- rights or remiedies. The failure of any Party to insist on strict performance of any of the provisions of
this Agreement, or to exercise any right they graat, shall not be construed as a relinquishment or fisture
waiver; rather, the provision or right shall continue in full force. No waiver by any Party of any
provision or right shall be valid unless it is in writing and signed by the Party.

4.5  Waiver of Immunity, Tiunarsat agrees that, to the extent that it or any of its property
(including FCC licenses and authorizations and intangible property) is or becomes entitled at any
time to any immunity on the ground of sovereignty or otherwise based npon a status as an agency
or instrumentality of government from any legal action, suit, or proceeding or from setoff or
counterclaim relating to this Agreement, from the jurisdiction of any competent coust or the FCC,
from service of process, from attachment prior to judgment, from attachment in aid of execution
of a judgment, from execution pursuant to a judgment or arbitral award, or from any other legal
process in any jurisdiction, it, for itself and its property expressly, irrevocably and unconditionally
waives, and ogrees not to plead or claim, any such immunity with 1espect to matters arising with
respect to this Apreement or thé obligations herein (including any obligation for the payment of
money) in any proceeding brought by a U.S. federal, state or [ocal Government Aunthority.
Inmnrsat aprees that the waiver in this provision is irrevocable and is not subject to withdrawal in
any jurisdiction or under any statute, jucluding the Foreign Sovereign Immunifies Act, 28 U.5.C.
§ 1602 et seq. The foregoing waiver shall constitute a present waiver of immunity at any time any
action is inifiated by o U.S. federal, state or local Government Authority against Inmarsat with
respect fo compliance with this Agresment,

4.6  Fomm Selection. Any civil action among the Parties for judicial relief with respect to any
dispute or matter whatsoever arising under, in connection with, or incident to, this Agreement shall be
brought, if at all, in the United States District Courf for the District of Colmbia,

4.7  Effectiveness of Article 4. This Article 4, and the obligations imposed and rights conferred
herein, shall become effective upon the execution of this Agreement by all the Parties.

ARTICLE 5: REPORTING AND NOTICE

5.1  Filines Conceming de jure or de facto control of Inmarsat, If Tumarsat makes auy filing with
the FCC or any other U.S. Governmeat Authority relating to the de fure ar de facto conirol of Inmarsat,
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except for filings with the FCC for assignments or transfers of control that are pro forma, Inmarsat
shall prompily provide to the Govemment Parties written niotice and copies of such filing. This
Section 5.1 shall become effective upon execution of this Agreement by all the Parties.

52  Change in Control. If any member of the management of Inmarsat (including officers and
memmbers of the Board of Directors) acquires any infonnation that reasonably indicates that any
single Foreign entity or individual, Foreign Governmental Authority, or Foreign Governmental
Authority-controlled entity — other than those already identified to the Govenunent Parties — has
or will likely obtain an ownership inferest (direct or indirect) in hunarsat of more than 10 percent,
as determined in accordauce with 47 C.F.R. § 63.09, or if any Foreign entity or individual, Foreign
Govemnental Authority, or Foreign Governmental Authority-controlled entity singly or in
combination with other Foreign entities or individuals, Foreign Governmental Authority(ies), or
Foreign Govemmental Authority-controlled entities has or will likely otherwise gain either (1)
Control or (2} de facio or de jure control of Inmarsat, then such Director, officer or manager shall
prompily cause Inmnrsat to notify the Govermnent Parties in writing within ten (10) calendar days.
Notice under this Section 5.2 shall, at a minimum, if such information is known or reasouably
available:

()  identify the Foreign entity or individual{s), Foreigu Governmental Authority, or
Foreign Governmental Authority-controlled entity (specifying the name, addresses
and telephone nunbers);

(b)  identify the beneficial owners of the increased or prospective increased interest in
Inmarsat by the Foreign entity or individual(s), Foreign Governmental Authority,
or Foreign Governmental Authority-controlled enfity (specifying the name,
addresses and felephone numbers of each beneficial owner); and

()  quantify the amount of ownership interest that the Foreign entity or individual(s),
Foreign Governmental Anthority, or Foreign Governmental Authority-controlled
entity has or will likely obtain in Inmarsat and, if applicable, the basis for its
prospective Control of Inmarsat.

53  Joint Ventures. In the event that Inmarsat enfers iutojoint ventures or other arrangements
under which the joint venture or another entity may provide Domestic Commugications:

(r)  if Inmnrsat has the power or authority to exercise de facto ot de jure control over
such joint venture or entity, then Inmarsat will require the entity to fully comply with the
tenms of this Agreement; or

(b}  if Imoarsat does not have de facto or de jure control over such joint venture or
entity, the provisions of Section 5.4, Qutsourcing Contracts, shall apply as if the joint
venture ar other arrangement was an Qulsourcing Contract.

54  Outsowrcing Contracts. Inmarsat shall ensure the following with regard to any
Outsourcing Contracts, including any contracts for the resale or distribution of BGAN Service:

Irrarsat NSA - CLEAN AND FINAL - Z0040K25 14

35




Federal Communications Commission DA 09-117

(@)  lumarsat shall include written provisions in any Outsourcing Contract that require
the contractor to comply with all applicable terms of this Agreement and the
Implementation Plan, or shall take otlier reasonable, pood-faith measures to ensure that the
contractor is aware of, agrees to, and is bound to comply with all sucl: terms,

()  Inmarsat shall not enter into any Cuisourcing Contract that affords the contractor
access to Sensitive Information, nnless such access has been Inwfully approved by the
entity that provided the informafion.

(c)  Inmarsat shall not indnce the contractor either to violate its obligations to Junarsat

related {o this Agreement or the Tinplementation Plan, or to take any action that, if takea by
Inmarsat, would violate this Agreement.

(d)  If Tnmarsat receives any information that a contractor or any of its employees or
agents has taken an action that, had it been taken by Inmarsat, would violate a provision of
this Agreament or the Iinplementation Plan, or has violated ifs obligations fo Inmarsat
related to this Agreement or the Implementation Plan, Inmarsat (1) will notify the
Gavernment Parties promptly, and (2) in consultation and cooperation with them, will take
all reasonable steps necessary 1o rectify promptly the situation, including terminating the
Qutsourcing Contract (with or without notice and opportunity for eure) or initiating and
pursuing litigation or other remedies at law and equity.

{&}  Neither an Outsourcing Contract nor any provision of this Section 5.4 does nor
shall it be construed to relieve Inmarsat of any of its obligations under this Agreement or
the Implementation Plan.

5.5 Notice of Foreipn Inflyence. If Inmarsat or its agents (iucluding officers and members of
the Board of Direciors) acquires any information that reasonably indicates that any Foreign entity
or individual, Foreign Governmental Authority, or Foreign Governmental Authority-controlled
entity plans to participate or has participated in any aspect of the day-to-dny management of
Tmnarsat or to exercise any Control of Inmarsat in such a way that (1) interferes with or ilnpedes
the perfonnance by Inmarsat of its dufies and obligations under the termns of his Agreement; (2)
interferes with or impedes the exercise by Inmarsat of its rights under the Apreemeant; or (3) raises
a concern with respect to the fulfillinent by Imnarsat of its cbligations under this Agreement, then
such manager shall promptly notify the Govermment Parties in writing of the timing and fhe fature
of the Foreign enlity’s or individual’s, Foreign Govemmental Authority’s, or Foreign
Goverumental Authority-controlled entity’s plans or actions.

5.6  Procedure and Process on Reporting. Within thirty (30) days of the Effective Date,
Tmuarsat shall adopt and distribute {o all officers and directors, a written procedure or process for
the reporting by officers and directors of noncompliance with this Agreement or the
Implementation Flan, which shall incorporate the notice of reporting obligations by officials,
eniployees, ngents and contractors required under Section 3.8 of this Agreement. Any violation by
Inmarsat of any material term of such comporate policy shall constitute a breach of thiz Agreerment.
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5.7  Non-relaliation. Within thirty (30) dnys of the Effective Date, Inmarsat shall, by duly
authorized action of its Board of Directors, adopt and distribute to all officers and directors an

- official cosporate policy that strictly prohibits Inmarsat from diseriminating or taking any adverse
action against any officer, director, employee, contractor, or agent becanse Le or she has in good
faith initinted or altempted to initinte a notice or report undsr Sections 5.2, 5.5, or 5.8 of this
Agreement, or has notified or attempted to notify the management to report information that he or
she believes in pocd faith is required to be reported to the Government Parlies under either
Sections 5.2, 5.5, or 5.8 of this Agreement or under Inmarsat’s written notice to employees on the
reporting of any such information. Any violation by Inmnrsat of any materal term of such
corparate policy shall constitute a breach of this Agreement.

5.8  Reporting of Incidents. Inmarsat shall report to the Government Parties any information
acquired by Inmarsat or any of its officers, directors, employees, contractors, or agents that
reasonably indicates:

(a)  abreach of this Agreement;

(b)  access to or disclosure of Domestic Camnmunications, or the conduct of Electionic
Surveillance, in violation of federal, state or local law or regulation;

(c) access fo or disclosure of CPNI, Call-Associated Data, Transactional Data, or
Subscriber Information, in vielation of federal, state or local law or regulation; or

fd)  improper access to or disclosure of Classified or Sensitive Information.

This report shall be made in writing by 1he appropriate Iunarsat officer to the Governnient Parties
0o later thon ten (10) calendar days after Inmarsat acquires information indicating a matter
described in this Section. Inmersat shall lawfully cooperate in investigating the matters described
in this Section. Imnarsat need ntot report information where disclosure of such information would
be in violation of an order of a court of competent jurisdiction in the United States.

59  Notice of Decision to Store Information Outside of the Unifed States. Inmarsat shall
provide to fhe Government Parties thirty (30) days advanced notice if it plans to store or have stored
on its behalf outside the United States any of the information specified in Section 2.4 herein  Such
notice shall, at a minimum:

(n)  include a description of the type of information to be stored outside the United States;
(b)  identify the custodian of the information, if other an Inmarsat;
+(e)  identify the location where the information is fo be located; and

{(d) identify the factors considered, pursuant to Section 2.5 of this Agreement, in
deciding to store the information outside of the United States.

5.10 Access io Information and Facilities.
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(@)  The Government Parties or their designees may visit any part of Inmarsat's
Domestic Communications Infrastructure to conduet on-site reviews concerning the

implementation of the terms of this Agreement, and Inmarsat will provide unimpeded access for
such on-site reviews.

()  Inmarsat will voluntarily provide prompt and unimpeded access to and disclosure
of all records and information concerning technical, physical, management, or other security
measures, as needed by the Governmient Parties or their designees to verify compliance wifls the
tenns of this Agreement including the hnplementation Plan, f

T
5.11  Access to Personnel. Upon repsonable notice from the Governnient Parties or theig
designees, Inmarsat shall make available for interview any officers or employees of Tnmargat and
any confractors located in the United States, who are in a position to provide information t(ﬁ' ify
compliance with the terins of this Agresment. T

5.12 Annual Report. On or before the last day of January of each year, a designated senior
corporate officer of Inmarsat shall submit to the Government Parties a repost assessing Inniersat’s
compliance with the teris of this Agreement for the preceding calendar year (or since the
Effective Date in the case of the first auch report). The report shall include:

(a) a copy of the then-current policies and procedurss adopted fo conply with this
Agresment;

{b)  asummary of the changes, if any, to the policies or procedures, and the reasons for
those changes;

(¢©)  asummary of any known rets of noncompliance with the terns of this Agreement,
whether inadvertent or infentional, with a discussion of what steps have been or
will be taken to prevent such acts from occurring in the future; and

(d) identification of any other issues that, fo Inmarsat’s kuowledge, will or reasonably
could affect the effectiveness of or its compliance with this Agreement.

513 Nofices, Effecfive upon execution of this Agreement by all the Parties, all notices and
other communications relating to this Agreement, such as a proposed modification, shall be in
writing and shall be deemied given as of the date of receipt and shall be sent by electronic mail (if
an email is spacified below or in a subsequent notice) and one of the following methods:

() delivered personally, (b) sent by facsimnile, (¢) sent by documented ovemnight courier service,
or (d) sent by registered or certified mail, postage prepaid, addressed to the Parties designated
representatives al the addresses shown below, unless provided otherwise iu this Agreement;
provided, however, that upon written nolification to the Parlies, a Party may umilaterally amend or

modify its designated representative information, notwithstanding any provision to the contrary in
Section 8.6 of this Agreement:

Department of Justice
Assistaut Attorney General for National Security
National Sscurity Division
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950 Pennsylvania Avenue, NW , :
Washington, DC 20530 |
. |

Depantinent of Homeland Security ‘
Assistant Secretary for Policy !
3801 Nebraska Avegue, N.W, ' |
‘Washington, D.€. 20528 ‘

* Note: All notices and other communications shall, in addition to the foregoing methods of
delivery, be sent by emmnil to ip-fee@dhs.gov and/or such otlier email account as DHS may
designate in the fixture.

Diane Comell |
Vice President, Government Affairs ‘
Inmarsat ’
1101 Connecticut Avenue, NNW.
Suite 1200 ‘
Washington, D.C.20036

ARTICLE 6: CONFIDENTIALITY; USE OF INFORMATION

from public disclosuxe all information submitted by Ininarsat (or other enfities in accordance with

the terms of this Agreement including the Implementation Plan) to them in connection with this

Agreement and clearly marked with the legend “Business Confidential; subject to protection under

5U.5.C. § 553(b)” or similar designation. Such markings shall signify that it is the company’s

position that the information so marked constitutes “trade secrets” and/or “commercial or financial

information obtained from a person and privileged or confidential,” or othenvise warrants

protection within the meaning of § U.S.C. § 552(b}(4). For the purposes of 5 U.S.C. § 552(b)(4),

the Parties agree that information so marked is volunlarily submitted. If a request is made under !
5U.8.C. §552(a)(3) for information so marked, and disclosure of any information (including
disclosure in redacted form) is contemplated, Inmarsat shall ba provided with the notices and
procedures required by law, including those specified in Fxecutive Order 12600, 52 Fed. Reg,
23781 (Juue 25, 1987)).

\

. |

6.1  Confidentiality, The Government Parties shall take all measures required by law to protect }
|

|

6.2  Use of Information by U.8. Government for Any Lawful Pumose. Nothing in this ‘
Agreement shall prevent the Government Parties or any other U,S. Governmental Authority from |
lawfully disseminating this Agreement or using any information produced under or otherwise !
related to this Agreement {o seek enforcement of this Agresment, or for any other lawfuil purpose. 1:

|

ARTICLE 7: FCC CONDITION

7.1  FCC Approval. Upon the execution of this Agreement, including the Implementation Plan,
by all of the Parties, Inmarsat shall request that the FCC adopt a condition fo Inmarsat’s existing
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or pending FCC authorizatious, substantially the same as set forth iu Exhibit A attached hereto (the
“Condition to FCC Authorization™).

7.2 Right fo Object to Future FCC Filings. Inmarsat agrees that in any application or petition
by Iinarsat, filed with or pranted by the FCC afier the execution of this Agresment by all the
Parties, for a license or other authority under Titles IT and ITT of the Communications Act of 1934,
as amended, to provide service to or operate MESs in the United States for communications
utilizing the Innarsat system, or to offer, distribute, or resell Domestic Communications in the
‘United States for communications utilizing the Innarsat sysiem, Inmarsat shall réquest thet the
FCC condition the grant of such licensing or other authority on compliance with the terms of this
Agreewent, as amended if necessary. Notwithstanding Section 8.9, nothing in this Agreement
shall preclude the Government Parties or any other U.S. Governmental Authorily from opposing;
formally or informally, any FCC application or petition by Inmarsat for other authority, or fo
transfer its license(s) to a third party (except with respect to pro forma assigmnents or pro forma
transfers of control), and to seek additional or different terms that wonld, consistent with the public
interest, address any concerns reparding the ability of the United States to enforce the laws,
preserve the nafional security, and protect the public safety, raised by the services and transactions
underlying any such application or pelition,

ARTICLE 8: OTHER

8.1  Rightto Make and Perform Agresment, Inmarsai represents that it has and shall continue to
have throughout the term of this Agreement the full right to enter into this Agreement and perform
its obligations hereunder and that this Ageement is 2 legal, valid, and binding obligation of
Inmarsat enforceable in accordance with its terms.

8.2  Headings. The arficle and section headings and nunibering in this Agreement are inseited for
convenience only and shall not affect the meaning or interpretation of the fenns of this Agreement,

8.3  OtherLaws. Nothing in this Agreement is intended fo limit or constitute a waiver of () any
obligations imposed by any U.S. federal, state, or local law or regulation on Inmarsat, (b) any
enforcement auwhority available moder any U.S, federal, state, or local law or'regulation, (c) the
sovereign imemumity of the United States, or (d) any authority the U.S. Government may possess over
the activities or facilities if Inmarsat located within or outside the United States (including authority
pursuant to the International Emergency Economic Powers Act). Nothing in this Agreement is
intended to or is to be interpreted to require the Parties to violate any applicable U.S. law.

84  Statutory References. All references in this Agreement to statutory provisions and executive
orders shall include any future aznendinents to such statutory provisions and executive orders.

8.5  Non-Parties. Nothing iu this Agreement is intended to confer or does confer any rights on any
person other than the Parties and-any Government Authorities entitled fo effect Electronic
Swrveillance pursuant to Lawful U.S. Process.

8.6  Modification. This Agreement may only be modified by written agresment signed by all of
the Parties, provided that the Government Parties may, by a written notice to Inmarsat signed by all of
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them, waive any provision of this Agreement intended for their benefit unless such waiver is objected L
to by Inmarsat. The Government Parties agree to consicler promptly and in good £aith possible ]
modifications to this Agreement if Inmarsat believes that the obligations imposed on it under this ‘
‘Agreement are substantially more restrictive than those imposed on other U.S. and foreign licensed

service providers in like circumstances in order to profect U.S. national security, law enforcement, and
public safety concems, Any substantial modification to this Agreement shall be reported to the FCC 1
within thirty (30) days after approval in writing by the Parties. |

87  Saversbility. The provisions of this Agreement shall be severable and if any provision

thereof or the application of such provision nnder any ciccumstances is held invalid by a court of
comnpetent jurisdiction, it shall not affect any other provision of this Agreement or the application
of any provision tkereof. [

8.8  Chongesin Circunstances for Inmarsat. The Government Parties agree to negotiate in good

faith and promptly with respect to any request by Inmarsat for relief from application of specific ;
provisions of this Agreement if those provisions become unduly burdensome or have an adverse

affect on Inunamat’s competitive position.

89  Changesin Circumstances for the Government Parlies. If after the date that all the Parties {
have exccuted this Agreement, the Govemment Parties find that the terms of this Agreement are '
inadequate to address national security, law euforcement, or public safety concems, then Inmarsat

will negotiate in good faith to modify this Agreement to address those concerns.

| 8.10 Counferparts. This Agreement may be execuled in one or more counterparts, including by
| facsiinile, ench of which shall together constitute one and the same instnument.

8.11  Successors and Assigns: This Agreement shall inure to the benefit of, and shall be binding !
upon, the Parties, and their respactive successors and assigns, This Agreement shall also be binding ‘
on all subsidiaries, divisions, departinents, branches, and other components or agents of Inmiarsat, and
on all Affiliates of Tnmarsat.

8.12 Effectiveness of Article 8. This Article 8, and the obligations imposed and rights conferred
herein, shall be effective npon execution of this Agreement by all the Parties.

8.13 Effectiveness of Agreement. Except as oiherwise specifically provided elsewhere in this
Agreement, the obligations impased and rights conferred by this Agreement shall take effect upon
tlie Effective Date.

8.14 [NOTUSED]

8.15 Suspsnsion of Agreement and Obligations Hereunder. This Agresment shall be suspended |
upon thirty (30) days notice to the Government Parties that neither Inmarsat, nor any transferee or

assignee of the FCC licenses or authorizations held by Inmarsat, provides or facilitates Domestic
Communications in the United States, unless any of the Government Parties, within that 30-day
period, seeks additional infonnation or objects to the suspension.
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816 Temmination of Aprerrnent Thiy Agreementshall ke tepminaled.in jis entivety upon fi
written detesthination ¢fthe Government Parfies that Inlantsat has-provided notice snd reasonably
satlsfuciory dogutnehtation thaio farelgn entity preoptination of forelgn entities {ineluding ane
or morepersotis drider sommon Conirdl) either Controls Inmarsit or holds, directly or indirectly,
aiten (10) pereent or grearey intereytin Innmnsal, ard tint this Agresthentinno Jongernerensary to
inordento protedt I1.S. notional security, law enforcement, or public safety-concerns. Ttis
expressly neknowJodged dus (i Apresmbut sl moLbe terzminuited with tespect 1y [nmargit
during-such inmerad BGAN Serviceds provlded or facilitated within the United Stalcs by Inmarsat
Vin anyfatlitics o equiptient, iacliidmps butotTimiled to aiiTund el station, Jocsted ontside
ofithe U8, TEthis Agreementiznotterminated pursunnt.to this provision, the Government Porties
ngree Yo qonkider proctptly and.in oot fhith possible madifieationy to this Agreament:

817 Notice bf Addititfiel Servicss, Inmaigat shalt provide- xmiimun nfdﬂrrg {30) days
advanced nofice Tothe Government Parfiesin ihe evantthat Inmarsator any Aftilinic changes or
Intends 1 chihget prestntsanveswith resitet tiDomestic Camminications, sxzet fofthin the
Recitals o tbis Agretinent, such that the:maleriat represeniations made therein arenb longer flly
scenrate, trus aiid complete, Inns everitwill such fivtce relinys iy Party to this Agreement of
ghligations under this Agreement or be-constnued as-a waiverof any Party’s righis under this

ABreRmieNt,
Thix Agteement i executed on hehalfof the Particy:

Tomareat

. - W ; LY ¢ .
Date: QJQS/UE’ ) By: Wi w
i Printed Nartie; Diane Comell
Title: Wice Bresident, Jovemment Affairs

United Stales Department of Justice

Ditle: ‘ By i
Printed Name: J. Datrick Rowan )
Title: Actiig Assistant Atornty Generdl for Mational Sevirity

Départasnt of Homikling, Secnylty

Date; = = By - ‘
Printed Nrie; Stawart A. Baker
Tifle; Asaislant Seerchuy for Policy

brrare MEA - CLESHAND FINL ZTI00E 2l
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816 Temination of Agreement. This Agreement shall be terminated in its entirety upon the
wiltten determination of the Government Parties that Inmarsat has provided notice and reasonebly
satisfactory documentation that no forelgn entity or combination of foreign entities (Including one
or morc persons tnder commoen Control) either Controls Inmarsat or holds, directly or indirectly,
aten (10) percent or greater interest in Inmarsat, and that this Agreement is no longer necessary to
in order to protect U.S. national security, Iaw enforcement, or public safety concerns. It is
expressiy aoknowledged that this Agreement shall not be terminated with respect to Inmarsat
during such time as BGAN Service Is provided or facilltated within the United States by Inmarsat
vin any facilities or equipment, including but not limited to any land earth station, located outside
of tho U.S. Ifthis Agreement is not terminated pursuant to this provision, the Govemment Parties
agree 1o consider promptly and in good fhith possible modifications to this Agreement,

8,17  Notice of Additignal Serviees. Inmarsat shall provide a minimum of thirty (30) days
advanced notice to the Government Parties in the event that Inmarsat or any Afftiiate changes or
intends to change its present services with respect to Domestic Communications, as set forth in the
Recitals to this Agreement, such that the material represenéations made therein are no longer fully
accurate, true and complete, In no event will such notice relieve any Party to this Agreement of
obligations under this Agrecment or be construed as a waiver of any Party’s rights under this
Agreement,

‘This Agreement is executed on behalf of the Pacties:

Inmarsat

+ Date: By:
. Printed Name: Diane Comell
Title: Vice Presldent, Government AfTairs

Unifed States Department of Justice

Date: C{- ‘1:"08 BYW/C.S"F@LJ@W

Printed Name; J, Patrick Rowan

Title: Acting Assistant Aftorey General for National Security

Depariment of Homeland Securlty

Date: By:
Printed Name: Stewart A, Baker
Title: Asslstant Secretary for Policy

Tmmcwet KA CLEAN BUT FENDURG COMPANY SIGH OFF - 20080811 21
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8.16 Temminatiop of Agreement. This Agreement shail be terminated in its entirety upon the
written determination of the Government Partles that Inmarsat has provided notice and roasonably
satisfattory documentation that no foreign entity or combination of foreign entitles (including one
or more persons under common Contrel} either Controls Inmassat or holds, directly or indirectly,
aten {10} percent or greater interest in Inmarsat, and that this Agresment is no longer necessary to
in order to protect U.S. national security, law enforcement, or public safety concerns, Itis
expressly acknowledged that this Agreement shall not be terminated with respect to Inmarsat
during such time as BGAN Service is provided or factlitated within the United States by Inmarsat
viaumy facilities or equipment, including but not limited to mny Iand earth station, located outside
of the U.S. Ifthis Agreement is not terminated pursuant to this provision, the Government Parties
agree to consider promptly and in good faith possible modifications to this Agreement.

8,17 Notice of Additions} Services, Inmarsat shall pravide a minimum of thirty (30) days
advanced notice to the Government Parties in the event that Inmarsat or any Affillate changes or
intends to change lts present services with respect to Domestic Communications, us set forth in the
Recitals to this Agreement, such that the materinl representations made therein are no longer fully
accurate, true and complete. In no event will such notice relieva any Party to this Agreement of
obligations under this Agreement or be construed as a waiver of any Party’s rights under this
Agrecment,

This Agrecment is executed on behalf of the Partiss:
Inmarsat

Date; By:
Printed Name: Diane Comall
Title: Vice President, Government Affairs

United States Department of Justice

Date: By:
Printed Name:; J. Paotrick Rowan

Title; Acling Assistant Attorney General for National Seourity

Department of Homeland Security

Date: By
Printed Name: Stewart A, Baker
Title: Assistant Secretary for Policy

Iyt NEA « CLIEAN BYT PENDING COVPANY IRIGH OPF - 0008811 21
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This Agreement is made tiﬁs_jf_ day of Augusi, 2001 by and between: MarineSat
Communications Network, Inc, and Stratos Mobile Networks (USA) LLC (collectively,
*Stratos™), and the U.S, Department of Justice (“DOJ) and the Federal Bureau of Investigation
(“FBI') (collectively with all other parties hereto, “the Padies”). This Agreement is effective as
of the date of last signature affixed hercto,

RECITALS

WHER.EAS, the U.S. telecommunications system is essential to te U.S. economy and tn 1.8,
national security, law enforcement, and public safety;

WHEREAS, the U.S. govcmmént considers it critical to maintain the viability, integrity and
security of the U.S, telecommunications system {see, g, Presidential Decision Direstive 63 on
Critical Infrastructure Protection);

WHEREAS, the U.S. government considers it critical to ensure the confidentiality of its lawfully
authorizad surveillance and related zctivities, and to ensure the confidentiality of Classified,
Controlled Unclassified, and Sensitlve Information;

WHEREAS, Stratos currenily provides service to Inmarsat mobile earih tetminals (“METs™)
outside of the United States, and has filed with the Faderal Communications Commission
(“FCC") license applications under Sections 214 and 310(b) of the Communications Act of 1934,
as amended, to provide service to METs inside the United States (see dpplication Pursuant to
Section 214 for Awthority to Provide Domestic Land Mobile Services Using the Inmarsat Lid.
Sgtellite System, File No. SES-MSC-20010220-00349, Applicaiions for Blanket Licenses ta
Operate Mobile Earth Terminals with Non-U.8 Licensed Satellites, File Nos, SES-LIC- *
20010221-00560; SES-LIC-20010221-00361; SES-LIC-20010221-00362; SES-LIC-20010221-
00363, Application for Section 214 Authority to Provide Imnarsat M4 Services, Filc No, SES-
MS(C-20000426-00861, and Application for Blanket Authority to Operate Mobile Earth

_ Terminals, File No. SES-LIC-20000426-00630);

WHEREAS, MarineSat Communications Network, Inc. d/b/a Stratos Communications is 100
percent owned by Stratos Holdings, Inc., a Delaware holding corporation, which is in tumn 100
percent owned by Siratos Global Corp., which has its principal place of business in Toronto,
Ontario, Canada and is 65 percent indirectly owned by Aliant, Inc., 2 Canadian holding company
with its principal place of business in Saint John, New Brunswick, Canada;

WHEREAS, Stratos Mobile Networks (USA) LLC is a Delaware-tegistered limited liability
corporation 91 percent owned by TII Aeronautical Corp. (*TTIA™) and 9 percent owned by DB
Mobile Communications, Inc., which is in tum 100 percent owned by TIIA, TIIA is 100 percent
owned by Stratos Wireless, Ine., which has its principal place of businegs in Saint John's.
Newfoundland. Canada and is in tum 100 percent owned by Stratos Global Corp.. which has its
principal place of business in Toronto, Ontario. Canada;
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WHEREAS, Stratos has met with the FBI and DOJ w discuss the proposed setvices and the
govemment’s responsibilities concerning national security, law enforcement and public safety.
In these meztings, Stratos advised: (a) thal some of the Domestic Communications Infrastructure
Stratos would employ (c.g., satellitc gateway carth stations) to route Domestic Communications
are located outside the United States; (b) that the Domestic Communications Infrnstructure that
is located outside the United States is located for bona fide commercial reasons; (c) that Stratos
plans to route all Domestic Communications through a Point of Presence physically located in
the United States, from which the govemment can conduct Electronic Surveillance pursuant to
U.S. Lawful Process; and (d) that Stratos Domestic Communications Infrastructure within the
United States cunemtly consists of the Nortel MMCS switch (and refated inmking equipment)
located in the Stratos facility at 5 Teleport Drive, Staten Island, New York, which is also Stratgs’
current Point of Presence within the United States; |

NOW THEREFORE, the Parties are entering into this Agreement to add.tf.ss national security,
law enforcement, and public safety concems,

ARTICLE1: INFORMATION STORAGE AND ACCESS

1,1  Point of Presence; Pussuant to the Stratos Implementation Plan, Domestic
Communications shall be routed through a Point of Presence, which is a network switch
under the contre! of Stratos and is physically located in the United States, from which
Electronic Surveillance can be conducted pursuant to Lawful U.S. Process. Stratos will
provide tachnica or other assistance to facilitale such Electronic Surveillance,

1.2 Stratos Implementation Plan: Certain of the rights and oblipations of the Parties are set
forth in further detail in an Implementation Plan dated August T, 2001, which is
consistent with this Agreement. Stratos shall comply with the Implementation Plan,
which may be amended from time to time pursuant to Section 7.7.

13 CPNI: Stratos sholl comply with all applicable FCC rules and regulations governing
N mecess to and storage of Customer Proprietary Network Information (“CENI™), as defined
in47 U.S.C. § 222(1)(1).

1.4  Compliance with Lawful U.S. Process: Stratos shall take all practicable stepsto
configure its Domestic Communications Infrastructure such that Stralos is capable of
complying, and Stratos employees in the United States will kave unconstrained authority
to comply, in an effective, efficient, and unimpeded fashion, with Lawful .5, Process,
the orders of the Presidentin the exercise of his/her autherity under § 706 of the
Communications Act of 1934, as amended (47 U.8.C. § 606), and under § 302(e) of the
Aviation Act of 1958 (49 U.S.C. § 10107(b)) and Executive Order 11161 (as amended by
Executive Order 11382), and National Security and Emergency Preparedness rules.
regulations and orders issued pursuant to the Communications Act of 1934, a3 amended
(47 US.C. § 151 et 5eq.).

12
[ ]
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1.7

1.8

Information Stompe and Access: Stratos shall male available in the United Stntes:

(i) stored Domestic Communicatioas, if such communications are stored by or on behalf
of Stratos for any reason;

(i) any Wire Communications or Electronic Communications (including any other type
of wire, voice or electronic cormmunication not covered by the definitions of Wire
Communication or Electronic Communication) received by, intended to be reccived
by, or stored in the account of a Stratos U.S.-Licensed MET, or routed to Siratos’
Point of Presence in the United States and stored by or on behalf of Stratos for any
reason;

({ii)Transactional Data and Cali Associated Data relating to Domestic Convmmications,
if such information is stored by or on behalf of Stratos for any reason (lthough all
Parties recognize that Stratos cumently does not store such information except as part
of billing records);

{(iv)billing records relating to Stratos customers or subscribers for its U.S. Licensed
METs, Stratos customers and subscribers domiciled in the United States, or Stratos
customers and subscribers wha hold themselves out as being domiciled in the United
States, as well as billing records related to any call ronted through Stratos® Point of
Presence In the United States, if such information is stored by or on behalf of Stratos
for any reason, for so Jong as such records are kept pursuiant to applicable U.S. faw or
this Agreement; and

(v} Subacriber Information conceming Stratos customers or subscribers for its U.5.-
Licensed METs, Stratos customers orsubscribers domiciled in the United States, or
Stratos customers or subseribers who hold themsalves out as being domiciled in the
United Stafes, as well as Subscriber Information related to any eall routed through
Stratos’ Point of Presence in the United States, if such information is stored by or on
behalf of Strates for'any reason.

Storage Pursuant to 18 U.5.C. § 2703(f): Upona request made pursvant to 13 US.C. §
2703(f) by a governmental entity within the United Stotes to preserve any of the

information enumerated in Section 1.5, Stratos shall store such preserved records or other
evidence in the United States.

-Mandatory Destraction: Stratos shall 1ake all practicable steps to store the data and

communications described in Section 1.5 In a manner not subject to mandatory
destruction under any foreign laws, if such data and communications are stored by or on
behalf of Stratos for any reason. Eicept for stricily bona fide comymercial reasons, such
data and communications shall be stored in the United Siates.

Billing Records: Stratos shall store for at [east eighteen (13) months all billing records
maintained for 2 U.S-Licensed MET.
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1.9

1.10

112

2.1

22

Communications of a [1.§.-Licensed MET: No communications of a U,S.-Licensed MET
shall be routed outside the United States except for strictly bona fide commercial reasons.

Communications of a Non-U.S.-Licensed MET: Electronic Surveillance pursuant to
Lawful U.S. Process of a Non-U.S.«Licensed MET shall be conducted pursuant 1o the
Stratos Implerentation Plan,

Domestic Communications Infrastructure: Except for stricily bona fide commezcial
reasons, Domestic Communications Infrastructure shall be located in the United States
and shall be directed, controlled, supervised and managed by Stratos.

Compliance with U.S. Law: Nothing in this Agreement shall excuse Stratos from any
obligation it may have to comply with U.8S. legal requirements for the relention,
preservation, or production of such information or data. Similarly, in any action to
enforce Lawful U.S. Process, Stratos has not walved any legal right it might have 1o resist
such process,

ARTICLE lIs NON-OBJECTION BY DOJ AND FBI TO GRANT
OF LICENSES TO STRATOS '

Non-Objection to Current Application: Upon the excoution of this Agreement by all the
Parties, the FBI and DOJ shall promptly notify the FCC that, provided the FCC adopts a
condition substantially the same a5 sat forth in Exhibit A atiached hereto, the FBI and
DOJ have no objection to the FCC's grant or approval of Stratos® applications
{(Application Pursuant to Section 214 for Authority to Provide Domestic Land Mobila
Services Using the Inmarsat Ltd. Satelfite System, File No. SES-MSC-200)0220-00349,

' Applications for Blanket Licenses to Operate Mobtle Earth Terminals with Non-LLS.

Licensed Satellites, File Nos. SES-LIC-20010221-00360; SES-L1C-20010221-00361;
SES-LIC-200£0221-00362; SES-LIC-20010221-00363, Application for Section 214
Authority to Provide Inmarsat M4 Services, File No. SES-MSC-20000426-00361,
Application for Blanket Authority to Operate Mobile Earth Terminals, File No. SES-LIC-
20000426-00630, and Application Pursuant 1o Section 214 for Authortly to Provide
Domestic Aeronautical Mobile Satellite Services via the Inmarsat System, File No. ITC-
214-19981214-00859).

Non-Objection to Future Applications: The FBI and DOJ agree not to object, formally or
informally, to the grant of any other FCC application of Stratos for alicense under Tittes
11 and 111 of the Communicaitons Act of 1934, as amended, to provide service 1o and
operale METs in the United States for communications via the Inmarsat Space Segment,
provided that such application makes clcar that-ths terms and conditions of this
Agreement and the Implementation Plan shall apply to any license issued pursvant to that
application. Nothing in this Agreement shall preclude the DOJ or the FBI from opposing,

od
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3.1

"3.2

33

Tormally or informally, 2 FCC application by Steatos to transfer its license(s) to a third
party.

ARTICLE 1lI: SECURITY OFFICE

Location of Security OFfics: Stratos shall maintain within the United States a security
office. Stratos shall within the security office:

(i) take appropriate measures to preveni unauthorized access o dam or facilities that
might contain Classified Information or Sensitive Information;

(ii) asaign U.5, citizens, who meet high standards of trustworthiness for maintaining the
confidentiality of Seusitive Information, to positians that handle or that regularly deal
with information identifiable to such person as Sensitive Information;

(iit)upon request from the DOJ or FBI, provide the name, social sseurity mumber, and
date of birth of each person who reguiarly handles or deals with Sensitive
Information;

" (iv)require that pessonnel handling Classified Information sball have been granted

appropriate security clearances;

(v) provide that the points of contact described in Section 3.6 shall have sufficient
authenity over any of Stratos’ employess who may handle Classified Information or
Sensitive Information to maintain the confidentiality and security of such information
in accordance with applicable U.S. legal anthority and the terms of this Agreement;
and

(vi)maintain appropriately securc fucilitics (.., offices) for the handling and storage of
any Classified Inforination and Sensitive Information.

Measures to Prevent Improper Use or Access: Stratos shall tnake reasonable measuzes to
prevent ths use of or aceess to Stratos’ equipment or facilities to conduct Electronic
Surveillance jn violation of any U.S. federal, state, or local law or the terms of this
Agreement. These measures shall take the form of technical, organizational, personnel-
related policies and writien procedures, necessary implementation plans, and physical
security measures.

Access by Foreign Government Authorilies: Stratos shal] not provide aceess to Domestic
Communications, Call Associated Data, Transectional Data, or Subscriber Information
stored in the United States to any person. if the purpose of such access is 0 respond to
the legal process or the request of or on behalf of a foreign government, idenified
representative, or a component or subdivision thereof, without the express written
conzent of the DOJ or ihe authorizalion of a court of competent jurisdiction in the United
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States. Any requests or submission of Jegal process described in this Saction shall be
reported 1o the DOJ as soon as poesslble and in no cvent later than five (5) business days
after such request or legal process is received by Stratos, unless the disclosure of the
request or legal process would be in violation of an order of a court of competent
Jjurisdiction within the United States, Stratos shall 1ake reasonsable measures (o ensure
that it will leam of all such requests or submission of legal process described in this
Section.

Disclosure to Forelan Government Authorities: Stratos shall not, directly or indirectly,
disclose or permit disclosure of, or provide access 10:

(i) Classificd or Sensitive Information, or

(i1) Subscriber Information, Transactional Data, Call Associated Data, or a copy of any
Wire Communication or Electronic Communication intercepted or acquired pursuant
to Lawful U.S. Process

{0 any foreign government o1 2 componeat o subdivision thereof without satisfying all
applicable U.S, federal, state and local legal requirements pertinent thereto, and obaining
the express written consent of the DOJ or the authorization of' a court of competent
jurisdiction in the United States. Stratos shall notify the DOJ of any requests or any lepal
process submitted to Stratos by a foreign government or a component or subdivision
thereof for communications, data or information identified in this pamgraph. Stratos
shall provide such notice to the DOYJ as coon as possibile and in no event later than five (5)
business days after such request or legal process is received by Stratos, unless the
disclosure of the sequest or legal process would be in violation of an order of a court of

. competent jurisdietion within the United States, Stratos shall take reasonable measures to

ensure that it will learn of all such requests or submission of legal proesss described in
this Section.

Notification of Access or Disclosure Requests: Stratos shall notify DOJ in writing of
legal process or requests'by foreign non-governmental entitics for access to ordisclosure
of Domestic Communications unless the disclosure of thé legal process or xequests would
be in violation of an order of a court of compatent jurisdiction within the United States,
Stratos shall provide such notice (o the DOJ no later than ninety (90) days after such
request or legal process is received by Stratos, uniess the disclosure of the request or legal
process would be in violation of an order of a court of competent jurisdiction within the
United States.

Points of Contact: 'Within sixty (60) days after execution of this Agreement by all
parties, Stratos shall designate points of contact within the United States with the
authority and responsibility for accepting and overseeing compliance with Lawful U.S.
Process. The points of cantact will be available 24 hours per day, 7 days per week and
shall be responsible for accepting service and maintaining the security of Classified
Information and any Lawtul U.S. Process for Electronic Surveillance in accordance with
the requirements of U.S, law, Stratos wili immedimtely notify in-writing the DOJ and the

-6-
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3.7

3.8

i.1o

3.11

3.9

FBI of such designation, and thereafter shall promptly notify the FBI and DOJ of any
change in that designatlon. The points of contact shall be resident U.S. citizens who are
eligible for appropriate U.S. security clearances. If necessary to receive or handle
Sensitive or Classified Information, Stratos shall cooperate with roy request by a
government entity within the United States that & background check and/or security
clearance process be completed for a designated point of contact.

Security of Lawfut Process: Strates shalf protect the confidentiality and security of all
Lawfui 11.S. Process served upon it and the confidendality and security of Classified
Information and Feusitive Information in accordance with U.S. federal and state law or
regulations.

Notice of Oblipations: Stratos shall instruct appropriate officials, employees, contractors
and agents as to their obligations under this Agreement and issus pericdic reminders to
them of such obligations,

Access to Classified or Sensitive Information: Nothing conlained in this Agreement shail
limit or affect the authority of a U.S. government sgency 1o deny, limit or revoke Stratos’
access to Classified and Sensitive Information under that agency's judsdiction.

Reporting of Incidents: Stratos shall take practicable steps to casure that, if any Stratos
official, employce, contractor or agent acquirey any information that reasonably indicates:
(i) a breach of this Agreerent; (i} Electronic Surveillance conducted in violation of U.S.
feders), state or local law or regulation; (iii) aceess to or diselosure of CENI or Subscriber
Information in viclation of U.S. federal, siate oc local Iaw or regulation (except for
violations of FCC regulations relating to improper use of CPNI); or (iv) improper access
to or disclosure of Classified Information or Sensitive Information, then Stratos shall
notify the FBI and DOJ. This report shall be made prompily and in any event o later
than ten (10) calendar days after Stralos acquires such information, Stratos shall lawfully
cooperate in invesiigating the maners described in this Section. Stratos need net report
information where disclosure of such information would be in violation of an order of 3
court of competent jurisdiction wilhin the United States. This Seclion is effective thirty
(30) calendar days after execution of this Agreement by all Parties.

Notice of Decision to Store Information Cuiside the United States: Stratos shall provide
to the FBI and DO thirty {30) calendar days advance notice if Stratos (or any enfity with
which Stratos has contracted or made other amangements for data or communications
processing of stotage) plans to store outside of the United States Domestic
Communicalions, Transactional Data, Call Associated Data, or Subscriber Information
that was previously stored within the United Siates. Such notice shall, 2t a minimum, {a)
include 2 description of the type of informatien to be stored outside the United States. (b)
identify the custodion of the information if other than Stratos, (¢) identify the location
where the information is to be stored. and (d) identify the factors considered in deciding
to store the information outside of the United States (see Section L.7). This section is
affective thirty (30) calendar days after exscution of this Agreement by al] Parties.
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312

213

3.14

3.15

316

.17

Joini Ventures: Stratos may enter into joink ventuses under which the joint venture or
entity may provide Domestic Communications. To the extent Stratos does not have de
Jacto or de jure contro] over such joint venture or entity, Stratos shall in good faith
endeavor to have such entity comply with this Agreement as if it were 8 subsidiary of
Siratos and shall coasult with the FBI or the DOJ about the activities of such enlity. This
Section is sfective upon execution of this Agreement by all the Partics. Nothing in this
Section relieves, nor shall it be construed to relieve, Stratos of its obligations under
Sections 1.5 and 1.7,

Outsourcing Third Pasties: If Stratos outsources functions covered by this Agreement to
a third party, Strates shall take reasonable steps to ensure that those third parties comply
with the applicable terms of this Agreement.

Access to Information; In response to reasoneble requests made by the FBI or the DOJ,
Stratos shall provide access to information concerning technical, physical, management,
or other security measures and other reasonably available information needed by the DOJ
or the FBI to assess compliance with the terms of this Agreement.

Visits and Inspections: Upon reasonable notice and during reasonable hours, the FBI and
the DOJ may visit and inspect any part of Stratos’ Domestic Communications
Infrastructure and security office for the purpose of verifying compliance with the terms
of this Apreement. Stratos may have appropriate Stratos employees accompany U.S.
government representatives throughout any such inspection,

Access to Personnel: Upon reasonable notice from the FBI or the DOJ, Stratos will make
available for interview officers or employees of Stratos, and will seek to require
contractors to make available appropriate personne] located in the United States who are
in a position to provide information to verify compliance with this Agreement.

Armual Report: On or before the last day of January of each year, a desigoated senior
corporate officer of Stratos shall submit to the FB] and the DOJ a report assessing
Stratos’ compliance witly the terms of this Agreement for the preceding calendar year.
The report shall include:

(i) 2 copy of the policies and procedures adopted to comply with this Agreement;

(ii) a summary of the changes, if any, to the policies and procedures, and the reasons for
those changes;

{iii)a summary of any known acts of noncompllance with the terms of this Agreement,
whether inadverient or intentional, with n discussion of what steps have been or will
be taken to prevent such acts fom occurring in the future; and

(iv)identification of any other issues that, to Stratos” knowledge, will or reasonnbly could
affuct the effectiveness of or compliance with this Agreement.
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ARTICLE }V: DEFINITIONS

As used in this Agreement:

4.1

4.2

43

4.4

4.6

47

4.8

“Call Associated Dara™ means any information possessed by Stratos relating to a
Domestic Communication or refaling to the sender or recipient of that Domestic
Communication and may include without limition subscriber identification, called party
number, calling party number, stant time, end time, call duration, feature invocation and
deactivation, feature interaction, registration information, user location, diverted to
number, conference party numbers, dual tone multifrequency (dialed digit extraction),
inband and outofband signating, znd party add, drop, and hold.

“Classified information” means any information that has been determined pursuant to
Executive Order 12958, or any predecessor or successor Executive Order, or the Atomic
Encrgy Act of 1954, or any statute thot succeeds or amendy the Atomic Energy Act, to
requize profection against unauthorized disclosure,

“De facto” and “‘de jure” control have the meaning provided in 47 CF.R. § 1.2110.

“Domestic Communications™ means (i) Wire Communications or Electronic
Communications (whether stored or nof) between o U.S.~Licensed MET and another U.S.
location, and (ii) the U.S, ponion of a Wire Communication or Electronic ‘
Communicalion (whether stored or not) that originates from or tezminates to a (. 5.-
Licensed MET.

“Domestic Communications Infrastructure™ means the facilities and equipment of Stratos
used to provide, procass, direct, control, supervise or manage Domestic Communications,
Domestic Commmunications Infrastruciire may be located, for bona fide commencial
reasons, outside the United States,

“Electronic Communication” has the meaning pivenit in 18 U.8.C. § 2510{12).

“Elcctronic Surveillance™ means (1) the interception of wire, oral, or electronic
communications as defined in 18 U.S.C. §§ 2510(1), (2), (4) and {12}, respectively, end
electronic surveillance as defined in 50 U.8.C. § 1301(f); (if) access to stored wire or
electronic communications, as referred to in 18 U.S.C. § 2701 er seq.; (iii) acquisition of
dialing or signaling information through pen register or trap and trace devices or other
devices or features capable of acquiring such information pursuant 10 law as defined in 13
U.8.C, § 3121 ef s29. and 50 US.C. § 1841 et s2q.; (iv) acquisition of location-related
information conceming a telecommunications service subscriber; (v) preservation of any
of the above information pursuant to 13 U.S5.C. § 2703(f); and (vi) including nccess to. or
acquisition or interpretation of, communications ot information as described in (i)
through (v) above and camparable State laws.

“Foreign™ where used in this Agreement. whether eapitdlized oe lower case. means non-
US.
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4.9

4.10

4.1

4,12

4,13

4.14

4.15

4.16

“Intercept™ or “[ntercepted” has the meaning defined in 18 U.S.C. § 2510(4).

“Lawiul U1.8. Process™ means lawful requests by U.S. federal, state or local law
enforccment agencies or U.S. intelligence agencics, certifications, and court orders
regarding Electronic Surveillance and the acquisition of Subscriber Information,

“Non-U.S.-Licensed MET” means an Inmarsat MET that is not covered by a Stratos
license or authorization to provide service to METS inside the United States.
“Paties™ has the meaning given it in the Preamble.

“Pro forma assignments” or “‘pro forma transfers of control” are transfers or assignments
that do not “involve a substantial change in ownership or control” of the licenses as
provided in 47 11.5.C. § 309(c)(2)(B).

“Sensitive Information™ means unclassified information regarding (i) the persons or
facilities that are the subjects of Lawfiil U.S. Procass, (i) the identity of the government
agency or agencies serving sich Lawful U.S. Process, {iii) the location or identity of the
line, cirevit, transmission path, or other facilities or equipment usad to conduct Electronic
Surveillance, (iv) the means of carrying out Electronic Surveillance, (v) the type(s) of
service, telephone pumber(s), records, comnunications, or facilities subjected 10 Lawful
V.5, Process, and (vi) other unclassified informaticn designated in writing by an
authorized official of a fedeml, state or local law enforcement agency ora U.S,
intelligence agency as “Sensitive Information.”

“Subscriber Information” means information of the type referred to and accessible
subject to procedures specified in 18 U.S.C. § 2703(c) or (dy or 18 U.5.C. §2709. Such
information shall also be considered Subscriber Information when it Is sought pursuant m
the provisions of other Lawful U.S, Process.

“Teansactional Data” meas:
a) any “call identifying information,” as defined in 47 U.S.C. § 1001(2), possessed by

Stratos, including without fimitation the telephone number or similar identifying
designator associated with 2 Domestic Communication;

b) Internet address or similar identifying designator associated with a Domestic
Communication;

c) the time, date, size and duration of a Domestic Communication;

d) any information possessed by Stratos relating specifically to the identity and physical
address of a Stratos U.S. subscriber. user, or account payer;
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