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Date filed: February 26, 2008

Name of company covered by this certification: Grande Communications Networks, Inc.

Form 499 Filer ill: 0004257614

Name of signatory: Michael 1. Wilfley

Title of signatory: Chief Financial Officer

I, Michael 1. Wilfley, certifY that I am an officer of the company named above, and acting as an agent of
the company, that I have personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the Commission's CPNI rules. See 47 C.F.R. § 64.2001 et seq.

Attached to this certification is an accompanying statement explaining how the company's procedures
ensure that the company is in compliance with the requirements set forth in section 64.2001 et seq. of the
Commission's rules.

The company has not taken any actions (proceedings instituted or petitions filed by a company at either
state commissions, the court system, or at the Commission against data brokers) against data brokers in the past
year. Companies must report on any information that they have with respect to the processes pretexters are using to
attempt to access CPNI , and what steps companies are taking to protect CPNI.
If affirmative: [provide explanation of any actions taken against data brokers] n/a

The company has not received any customer complaints in the past year concerning the unauthorized release of
CPNI (number of customer complaints a company has received related to unauthorized access to CPNI, or
unauthorized disclosure of CPNI, broken down by category or complaint, e.g., instances of improper access by
employees, instances of improper disclosure to individuals not authorized to receive the information, or instances of
improper access to online information by individuals not authorized to view the information).
If affirmative: [Provide summary of all customer complaints received in the past year concerning the unauthorized
release of CPNI.] nla

Signed --1-~~~:'::lr4~~,d~'I:-::{.)electronicsignature]
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CPNI Policy and Procedures

INTRODUCTION

The protection of our customers' privacy is of utmost concern to Grande

Communications Networks, Inc. d/b/a! Grande Communications (the Company) and its

employees. The proper handling of our customers' confidential infonnation is not only

the responsible and right thing to do - it is a requirement under federal law. This

docunlent describes Grande Communications' current policy and procedures regarding

Customer Proprietary Network Infonnation (CPNI). It includes training material for

employees and other infonnation concerning the Company's current and on-going efforts

regarding compliance with applicable Federal CPNI standards. Employees are feqllifed

to read, understand and comply with all provisions described in the following pages.

The Company may have the need from time-to-time to modify its policy and procedures

regarding CPNl in order to maintain compliance with applicable Federal standards.

Employees will be notified of such changes as they occur.
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101 Definition of CPNI

CPNI is defined as "(A) infonnation that relates to the quantity, technical configuration,

type, destination, location, and amount of use of a telecommunications service subscribed

to by any customer of a teleconummications carrier, and that is made available to the

carrier by the customer solely by virtue of the carrier-customer relationship; and (B)

infonnation contained in the bills pertaining to telephone exchange service or telephone

toll service received by a customer of a carrier."

From a practical perspective, CPNI includes a customer's personally identifiable

infonnation such as the phone munbers called by a consumer; the frequency, duration,

and timing of such calls (call detail infonnation), and any services purchased by the

customer (non-call detail infonnation), such as call waiting. CPNI is any customer

infonnation that is obtained by Grande Communications because ofthe customer/carrier

relationship. CPNI should be considered by employees as highly-sensitive personal

infonnation. The CPNI regulations apply to infonnation of customers obtained by

wireline, wireless, long distance, and Intercollilected Voice over Internet Protocol (VoIP)

service providers. By contrast, infonnation that is available in a telephone directory is

called "subscriber list infonnation," and is not considered CPNI.
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102 Categories of Customer Informatiou

Federal law and regulations describe three general categories of cllstomer information to

which different levels of privacy protection and carrier obligations apply: (1)

individually identifiable CPNI, (2) aggregate customer information, and (3) subscriber

list information.

1. Individually identifiable "CPNI" was described in Section 101 of this

doclilllent.

2. "Aggregate customer information" is collective data that relates to a group

or category of services or cllstomers from which ilidividllal clistomer

identities and characteristics have been removed. Certain Federal

regulations govern treatment ofthis information, and requests for such

infOlwation shall be forwarded to the Company Director for CPNI

Compliance.

3. "Subscriber list information" is any information identifying the listed

names of a carrier's subscribers' telephone numbers, addresses, or primary

advertising classifications (as such classifications are assigned at the time

of the establishment of such service), or any combination of such listed

names, numbers, addresses, or classifications, and that the carrier or an

affiliate has published, caused to be published, or accepted for publishing

in any directory format. Certain Federal Communications Connnission

(FCC) regulations govern treatment of this infornmtion.
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"Aggregate customer information" and "subscriber list information" are not considered

CPNI. The Company may from time-to-time use subscriber list information for

marketing.

Requests for aggregate customer infomlation and subscriber list information shall be

forwarded to the Company's Director for CPNI Compliance.

(Refer to Section 108 for information regarding the Director for CPNI Compliance.)
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103 Company Policv Regarding CPNI

As described above, CPNI is information that relates to the quantity, technical

configuration, type, destination, and amount ofuse of a telecommunications service

subscribed to by any customer ofthe Company, and that is available to the Company

solely by virtue ofthe carrier-customer relationship with our subscribers. CPNI includes

information contained in the bills pertaining to telephone exchange service or telephone

toll service received by our customers.

Telecommunications carriers have a federal legal duty to protect the confidentiality of

their customers' CPNI.

It is the policy of the Company to have security systems and procedures designed to

protect CPNI from unauthorized disclosure and to comply with all Federal statutes and

regulations regarding the use of CPNI.

The Company may use, disclose or pemlit access to CPNI for marketing purposes within

the Company or its affiliates (subject to Federal statutes and regulations) ; however, it is

the Company's policy to avoid providing CPNI to any third party (including any Joint

Venture Partners) except where such disclosure is, in the Company's view, necessary to

protect the rights or property of the Company or to protect users of those services and

other carriers from fraudulent, abusive, or unlawful use of, or subscription to, such

services, or to perform billing and collections services. The Company notes that when

disclosing CPNI for billing and collection services, the Company has entered into
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appropriate confidentiality agreements with the entities with which the Company has

contracted for such billing and collection services. Additionally, the Company may use,

disclose, or pennit access to CPNI to provide certain telemarketing, referral, or

administrative services to a customer for the duration of a call that was initiated by the

customer, if the customer approves of the use oftlle infonnation to provide such services.

(See Section 104 for additional explanation.)
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104 Authorized Use of CPNI

According to federal law, the Company has a general duty to protect the confidentiality

of CPNI. In addition, federal law provides that a carrier may only use, disclose, or pennit

access to customers' CPNI in limited circumstances as explained below, unless the

carrier has gone through the process described in the FCC's rules of obtaining customer

approval to use or disclose their records through either the "opt-in" or "opt-out" approval

method as prescribed by the FCC I
. (In general, under the opt-in or opt-out rules, the

carrier provides notice to the customer of his/her right to restrict access to, use of, or

disclosure of CPNI. Under the opt-in method, the customer must provide affinnative

approval to the carrier. Under the opt-out method, a customer's lack ofresponse is

considered approval.)

Under federal regulations, the Company can pennit access to and use of CPNI without

going through the opt-in or opt-out customer approval process under the following

circumstances:

• to provide or market service offerings that are among the categories of service
to which the customer already subscribes (for example, the Company could
use local service CPNI to market local service offerings, but could not use
local service CPNI to market long distance offerings without customer
approval unless the customer also subscribed to long distance service from the
Company);

• to bill and collect for telecommunications services (subject to a confidentiality
agreement when such billing and collection services are provided under
contract between a third party and the Company);

I The FCC rules are included iu Appeudix A. See Sec. 64.2003 for defmitions of the opt-in and opt-ant
methods of customers' approval. For further infonnation on the customer approval process, please see Sec.
64.2007(b) on Use ofOpt-Out and Opt-In Approval Processes.
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• to protect the rights or property of the Company, or to protect users ofthose
services and other carriers from fraudulent, abusive, or unlawful use of, or
subscription to, such services;

• to provide any telemarketing of services, referrals, or administrative services
for the duration of the call in response to an inbound call initiated by the
customer, if the customer approves of the use ofthe CPNI for that purpose.
In these instances a customer can give oral approval (which is effectively a
fOlm of opt-in approval) subject to the requirements provided for in Section
64.2008(f) ofthe FCC's rules.

• to report violations of specific federal statutes relating to child pornography
(42 U.S.C. §13032 reqnires providers of electronic communication service or
remote computing service to repOli apparent violations of certain federal
statutes involving child pornography to the CyberTipLine operated by the
National Center for Missing and Exploited Children).

The Company can use CPNI derived from its provision oflocal exchange service or

interexchange service to market CPE and certain infoTInation services which are call

answering, voice mail or messaging, voice storage and retrieval services, inside wire

maintenance, fax store and forward, and protocol conversion. The Company can also use

infonnation derived from the provision of non-telecommunications service, such as CPE

or infoTInation services, to provide or market any telecommunications service. However,

it is the Company's policy that CPNI rules will apply to all non-telecommunication

services that are provided by the Company (i.e., Internet and cable TV).

It is the Company's policy to obtain approval to use, disclose or pennit access to a

customer's CPNI through the opt-out method, in accordance with FCC rules.2 When a

customer denies approval for the use of their CPNI, the customer's records are noted.

, See Appendix A, Sec. 64.2008 for notice requirements

Grande Communications Page 8 Confidential and Proprietary



CPNI Policy aud Procedures

Customer Requests for CPNI

Federal law also guarantees customers the right to obtain access to, and compel

disclosure of, their CPNI. A telecommunications carrier is required to release the CPNI

to any person designated by the customer upon an "affirmative written request by the

customer."

Section 105 desclibes the Company's procedures when a customer calls the Company to

gain access to their CPNI.
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105 Procedures to Prevent Unauthorized Disclosure of CPNI

In order to prevent the unauthorized or unlawful disclosure of CPNI, the Company has

institllted the following procedures in accordance with Federal regulations.

CUSTOMER AUTHENTICATION

For customer-initiated incomIng calls, CPNI is not discussed with a customer until the

customer has been properly authenticated to ensure that the calling party is an authorized

person on the account.

Call detail information is not discussed with a customer on a customer-initiated call

JJriless the ClIst611ier can provide their Pfe~established fOIIT digit Security Code Of the

customer has sufficient details about the call(s) in question (i.e., the telephone number

called, the date of the call, and, if applicable the amount charged for the call) to address

the customer service issue. If the customer is lmable to provide a Security Code or

sufficient information about the call in question, call detail information can by shared

only by (1) calling the customer back at the telephone nunlber of record (the telephone

number associated with the underlying service - not a contact nunlber); (2) mailing the

information to the address ofrecord (an address- postal or electronic- associated with the

customer's account for at least 30 days); or (3) the customer coming to the office with a

valid photo LD.

It is the Company's policy to use four digit Security Codes for authentication of

customers. For new customers, Security Codes are determined when the customer places

an order to establish service. Also, a Letter ofAuthorization may be obtained at this time

from the new customer if there is a person(s) other than the biIIing party who has been

given permission to inquire about or make changes to the account. Existing customers
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will be notified ofthe new authentication procedure through the use offour digit Security

Codes and mailed their randomly-assigned Security Code with instructions for

exchanging it for another, if they choose. Security Codes should not be based on readily­

available biographical or account information. Readily available biographical

information is information drawn from the customer's life history such as social security

number, home address, or birth date. Account information includes the aCCOlll1t number,

telephone number, or amount of the last bill.

In cases where a customer has forgotten or lost their Security Code, it is the policy of the

Company to attempt to establish a new Secllrity Code when the cllstomer calls or comes

into the business office. Prior to establishing a new Security Code, the customer service

representative shall authenticate the customer. Authentication can be accomplished by

calling the customer back at their telephone nwnber of record or reviewing a valid, photo

ill ifthe customer is in the office. Authentication can also be through information that

does not include readily available biographical or accOlmt information. For example, a

series of questions for authentication could be: Can you tell me how long you have had

service with the Company? What is your billing address? What is your service address

(ifthe address is different from the billing address)? What are the features and services

you receive from us?

Non-call detail information, such as billing or services provided, can be discussed after

the customer is authenticated through the Security Code or verifying personally­

identifiable information noted on the account records.
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BUSINESS CUSTOMER EXEMPTION

A business customer that has a designated service representative as the primary contact

and whose service agreement addresses the protection of CPNl, is exempt from the

customer authentication process described above.

CUSTOMER NOTIFICATION OF ACCOUNT CHANGES

As an additional precaution to protect customers in the event that authentication

protections may have been circumvented by unauthorized persons, customers are notified

of certain account changes. Whenever a Security Code, online accmmt or address of

record is created or changed, it is the Company's policy to mail or email a letter to the

customer's address ofrecord notifying the customer that a change has been made. If the

change is to the address ofrecord, the notification ofthe change is mailed to the old

address.

JOINT VENTURE PARTNERIINDEPENDENT CONTRACTOR RELATIONSHIPS

It is the Company's policy not to disclose or provide access to CPNI to Joint Venture

Partners or Independent Contractors for marketing purposes. Currently the Company has

no Joint Venture Partners; however, ifthat changes and the Company decides to share

customers' CPNl for marketing purposes, CPNl of only those customers who have given

express consent (opt-in approval) to do so will be shared, in accordance with FCC rules.
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It is the Company's policy to enter into Non-Disclosure and Confidentiality Agreements

with Independent Contractors such as billing vendors and equipment contractors that may

have access to CPNI.

A standard Confidentiality Agreement is included in Appendix B.

REQUESTS FOR CPNI FROM PERSONS OTHER THAN THE CUSTOMER

The following guidelines govern employee responses to requests for CPNI from persons

other than the customer (such as a billing company or. law enforcement representative).

• A Company employee that receives a request for CPNI from a person

other than the customer ("Requesting Entity") shall obtain the name of the

requester's employer, employer's contact information (including address

and telephone number), and business purpose.

• The employee shall refer the request to the Company Director for CPNI

Compliance for review and authorization.

• The Company Director for CPNI Compliance shall determine whether the

customer whose CPNI is contemplated by the request has consented to use

or disclosure ofthe CPNI. It is the policy of the Company not to use or

disclose CPNI to Joint Venture partners or Independent Contractors for

marketing. If in the future the Company decides to share CPNI with Joint

Venture partners or Independent Contractors for marketing purposes, it

will only be done when opt-in consent is received from the customer

whose CPNI would be shared.
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If the customer has not consented to release of the CPNI, then CPNl may not

be released unless the Requesting Entity has requested the CPNl pursuant to

one ofthe following circumstances, subject to the conditions described below,

which shall be evaluated by the Company Director for CPNl Compliance:

I. The Requesting Entity has requested the CPNl in order to initiate,
render, bill, and collect for telecommunications services. In such
instances, the CPNl may be released only if the Company has entered
into a Non-Disclosure and Confidentiality Agreement with that
Requesting Entity.

2. The Requesting Entity has requested the CPNI in order to protect the
rights or property of the Company, or to protect users of those services
arid other cairiers frolll fraudulerit, abusive, or lUlhiwfiil use of,
subscription to, such services. In this instance, the Company may use,
disclose, or permit access to CPNl, either directly or indirectly through
its agents. In such instances, the Company Director of CPNI
Compliance shall ensure that a release and warranty is executed with the
Requesting Entity before the Company uses, discloses, or pemlits access
to the CPNl.

3. In the case of requests from law enforcement agencies, it must be
determined that the proper subpoenas or other legal documents are in
effect.

If the Requesting Entity's request for CPNl does not confonn to the

circumstances and conditions described above, then the CPNI shall not be

released.
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106 Record-Keeping Reqnirements

The Company shall maintain a record, electronically or in some other manner, of all

instances where CPN1 was disclosed or provided to third parties, or where third parties

were allowed access to CPN1. This record shall be retained for a minimum of one year.

In the event that the Company uses, discloses, or permits access to CPNI for its own or an

affiliate's sales and marketing campaign, the Company shall maintain a record,

electronically or otherwise, ofthe following: a description of each sales or marketing

campaign; the specific CPN1 that was used in the campaign, and; the products and

services that were offered as part of the campaign. The record must be maintained for a

minimum of one year.

Records ofnotification of a customer's right to restrict the use of, disclosure of, and

access to that customer's CPN1, whether oral, written, or electronic, shall be maintained

for at least one year. (Note that if the opt-out mechanism is used, notice must be

provided to customers every two years.)

Records of a customer's approval to use, disclose, and access that customer's CPNI,

whether oral, written, or electronic, shall be maintained for at least one year

In the event that the Company engages in outbound marketing situations where customer

one-time approval is solicited, sales personnel must first obtain supervisory approval.

Records of compliance must be maintained for a minimum of one year.

Grande Communications Page 15 Confidential and Proprietary



CPNI Policy and Procedures

Records of notification of a customer's right to restrict the use of, disclosure of, and

access to that customer's CPNI, whether oral, written, or electronic, shall be maintained

for at least one year.

Records of a customer's approval to use, disclose, and access that customer's CPNI,

whether oral, written, or electronic, shall be maintained for at least one year.

In the event of a breach (an occurrence when a person without authorization has

intenltiOllally g,lim:d access to, used, or disclosed, CPNJ), for a minimum of two years the

Company shall maintain a record of any breaches discovered, notifications made to law

enforcement agencies (U.S. Secret Service and Federal Bureau ofInvestigation), and

notifications made to customers. The record must include, if available, dates of discovery

and notifications, a detailed description ofthe CPNI that was the subject ofthe breach,

and the circumstances of the breach.
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107 Security Systems To Protect CPNI

The Company employs the following security measures to protect its data, including

customer CPNI:

Unattended Computers:

It is the Company's policy that when a computer or other device from which CPNI can be

accessed is unattended, employees must shut down or otherwise log off ofthe system so

access by an unauthorized person(s) is prevented.

Customer Paper Records:

It is the Company's policy that paper records containing confidential information be

secured at all times when not in use by an authorized person, such as a customer service

representative using paper records to discuss the account with the customer.

In the event that a customer's record is no longer to be retained, it is the Company's

policy that the record be shredded. Under no circumstances should customer records or

CPNI of a customer be discarded in the trash without shredding.

On-Line Access to Customer Accounts:

It is the Company's policy that its online systems be designed to protect customers'

telecommunications service accounts from unauthorized access. FCC rules require that

online access to all CPNI be password protected. A customer can only access hislher

account online through the use of a password. However, prior to establishing a password,

the customer must be authenticated. Authentication cannot be through readily available

biographical information or account information. The Company does not have to
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reinitialize existing passwords; however, online access cannot be based solely on readily

available biographical or account infonnation. The Company can create back-up

authentication methods for lost or forgotten passwords (not based on readily available

biographical infoffilation or account infonnation). If a customer cannot provide a

password, the customer must be reauthenticated.

As a further precautionary method, the system is set up to log off a party who has

attempted to access the account by typing an invalid password after three attempts.
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108 Safeguards For Use of CPNI

Federal regulations require the Company to implement safeguards for the use of CPNI.

The Company has appointed a Director for CPNI Compliance to serve as the central point

of contact for employees, agents (contractors, vendors, consultants, attorneys) and

customers regarding the Company's CPNI responsibilities and questions related to CPNI

policy. The Director for CPNI Compliance has the responsibility to investigate

complaints of unauthorized release ofCPNI, report any breaches to the appropriate law

enforcement agencies; and maintain CPNI records in accordance with FCC rules. The

Director for CPNI Compliance ensures that processes are in place to track customer

complaints of unauthorized release ofCPNI for each year, maintains records ofCPNI

breaches for at least two years, and supervises the training of all Company employees

with access to CPNI. In any instance where the opt-out approval mechanism does not

work properly to such a degree that consumers' inability to opt-out is more than an

anomaly, the Director for CPNI Compliance will provide written notice to the FCC

within five business days in accordance with the FCC rule Sec. 64.2009 (0(1) and (2).

Arumal FCC Certification

All carriers are required by the FCC to have an officer, on an annual basis and as an agent

of the carrier, sign and file with the FCC a compliance Certification stating that the

officer has personal knowledge that the Company has adequate operating procedures to

ensure compliance with the FCC CPNI Rules. An explanation of any actions taken

against data brokers and a summary of all customer complaints received in the past year
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concerning the unauthorized release of CPNI must also be included with this

Certification. A sample Certification is included in Appendix C to this document. In

addition, the carrier must provide a statement accompanying the Certification explaining

how its operating procedures ensure that the carrier is or is not in compliance with the

applicable Federal Rules. A sample accompanying statement is included in Appendix D

to this document.

The compliance Certification and associated accompanying statement must be filed

annually with the FCC's Enforcement Bureau by March 1 iri EB Docket No. 06~36 for

data pertaining to the previous calendar year. Copies of the Company's annual

certifications are maintained by the Company in compliance with its record-keeping

policies.

Problem With Opt-Out Mechanism Notification

The Company must provide written notice within five business days to the FCC of any

instance where the opt-out mechanisms do not work properly, to such a degree that

consumers' inability to opt-out is more than an anomaly. This notice, if ever necessary,

is described in Sec. 64.2009(f)(1) and (2) ofthe FCC's rules.
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109 Disciplinary Process for Employee Misuse of CPNI

The FCC requires that telecommunications carriers train their employees regarding when

they are or are not authorized to use CPNI, and have an express disciplinary process in

place. Although the FCC does not differentiate whether a violation of the CPNI rules is

intentional or unintentional, they also do not prescribe specific disciplinary actions. The

Company reserves the right to undertake disciplinary measures consistent with Company

policy to address employee misuse of CPNI.

Disciplinary l11easllfes may call for any of four steps - verbal warning, written warning,

suspension with or without pay, or termination of employment - depending upon the

severity of the problem and number of occurrences. There may be circumstances when

one or more of the steps are bypassed. For instance, an unintentional violation ofthe

CPNI rules may result in the employee being reprimanded and retrained. For repeated

unintentional violations, the employee may be suspended or terminated. In the case of an

intentional violation, such as providing CPNI to third parties for financial gain or to harm

the customer or the Company, the employee should be terminated.

The Company will ensure fair treatment of all employees and malce certain that

disciplinary actions are prompt, uniform, and impartial. The major purpose of any

disciplinary action is to correct the problem, prevent reClllTence, and prepare the

employee for satisfactory service in the future.
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110 Documentation of CPNI Training

This is to aclmowledge that the Company employee named below has undergone

Company-sponsored training regarding when CPNI use is authorized, and when CPNI is

not authorized. The Company employee named below has read and understands the

Company's policy and procedures regarding CPNI.

Documentation ofCPNI Training

As an employee ofGrande Communications (the Company), I have c(}lllpleted

CPNI training, and have read and understand the Company's CPNI Policy and

Procedures. I acknowledge that violations ofthe Company's Policy and

Procedures regarding the use ofCPNI and violations ofFCC rules will be

cause for disciplinary action by the Company andpossible termination of

employment.

Employee

Date
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III Notification of CPNI Security Breaches

Federal regulations require that the Company notify law enforcement of any breach of its

customers' CPNI. As defined by federal regulations, "a "breach" has occurred when a

person, without authorization or exceeding authorization, has intentionally gained access

to, used, or disclosed CPNI."

An employee who has lmowledge of or suspects that a breach has occurred shall

immediately notify his or her supervisor, whose responsibility it is to notify the Director

of CPNI C0111plial1ce. Within seven (7) business days after reasonable determination of a

breach, the Company is required to electronically notify the United States Secret Service

(USSS) and the Federal Bureau of Investigation (FBI) through the FCC central reporting

facility. Because some breaches might merit criminal investigation and require that the

investigation remain confidential, customers are not to be notified or the breach disclosed

to the public until seven (7) full business days after notification was made to the USSS

and FBI. The investigating agency may delay public disclosure or customer notice of the

breach for 30 days or longer if it determines that such notice would impede or

compromise a criminal investigation or national security.

After notifying the law enforcement agencies and without any requests for delays from

them, the Company is required to notify customers of a breach in their CPNI.
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Circumstances may require that the Company notify customers or the public earlier in

order to avoid immediate and irreparable harm; however, it will do so only after

consultation with the relevant law enforcement agency.

See Section 106 - Record - Keeping Requirements pertaining to maintaining records of

the breach.
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112 Federal Communications Commission CPNI Rnles

The FCC's rules on CPNI are included in Appendix A ofthis document.
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113 Privacy Policy

The Company's Privacy Policy is attached as Appendix E to this document.
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Appendix A FCC Rules on CPNI

TITLE 47--TELECOMMUNICATION

CHAPTER I--FEDERAL COMMUNICATIONS COMMISSION

PART 64 MISCELLANEOUS RULES RELATING TO COMMON CARRIERS

Subpart U Customer Proprietary Network Information

Sec. 64. 2001 Basis and purpose.

(a) Basis. The rules in this subpart are issued pursuant to the Communications
Act of 1934, as amended.

(b) Purpose. The purpose of the mles in this subpart is to implement section 222
of the Communications Act of 1934, as amended, 47 U.S.C. 222.

Sec. 64.2003 Definitions

Tenns in this subpart have the following meanings:
(a) Account Information. "Account information" is infoffilation that is

specifically cOlmected to the customer's service relationship with the carrier, including
such things as an account number or any component thereof, the telephone number
associated with the account, or the bill's amount.

(b) Address ofrecord. An "address of record," whether postal or electronic, is an
address that the carrier has associated with the customer's accmmt for at least 30 days.

(c) Affiliate. The term "affiliate" has the same meaning given such term in
section 3(1) ofthe Communications Act of 1934, as amended, 47 U.S.C. 153(1).

(d) Call detail infonnation. Any information that pertains to the transmission of
specific telephone calls, including, for outbound calls, the number called, and the time,
location, or duration of any call and, for inbound calls, the number from which the call
was placed, and the time, location or duration of any call.

(e) Communications-related services. The term "communications- related
services" means telecommunications services, information services typically provided by
telecommlmications carriers, and services related to the provision or maintenance of
customer premises equipment.

(1) Customer. A customer of a telecommunications carrier is a person or entity to
which the telecommunications carrier is currently providing service.

(g) Customer proprietary network information (CPNI). The term "customer
proprietary network information (CPNI)" has the same meaning given to such tenn in
section 222(h)(1) ofthe Communications Act of 1934, as amended, 47 U.S.C. 222(h)(I).

(h) Customer premises equipment (CPE). The term "customer premises
equipment (CPE)" has the same meaning given to such term in section 3(14) of the
Communications Act of 1934, as anlended, 47 U.S.c. 153(14).
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(i) Infonnation services typically provided by telecommunications caniers. The
phrase "infonnation services typically provided by telecommunications carners" means
only those infonnation services (as defined in section 3(20) ofthe Communications Act
of 1934, as amended, 47 U.S.C. 153(2)) that are typically provided by
telecommunications carners, such as Internet access or voice mail services. Such phrase
"infonnation services typically provided by telecommunications carners," as used in tins
subpart, shall not include retail consumer services provided using Internet websites (such
as travel reservation services or mortgage lending services), whetller or not such services
may otherwise be considered to be infonnation services.

G) Local exchange carner (LEC). The tenn "local exchange carner (LEC)" has
the sanle meaning given to such tenn in section 3(26) ofthe Conununications Act of
1934, as amended, 47 U.S.C. 153(26).

(Ie) Opt-in approval. The tenn "opt-in approval" refers to a method for obtaining
customer consent to use, disclose, or pennit access to the customer's CPNI. Tins approval
method requires that the carrieI' obtairi from the customer affinnative, express consent
allowing the requested CPNI usage, disclosure, or access after the customer is provided
appropriate notification of the carner's request consistent with the requirements set forth
in this subpart.

(I) Opt-out approval. The tenn "opt-out approval" refers to a method for obtaining
customer consent to use, disclose, or pennit access to the customer's CPNI. Under this
approval method, a customer is deemed to have consented to the use, disclosure, or
access to the customer's CPNI if the customer has failed to object thereto witlnn the
waiting period described in Sec. 64.2009(d)(l) after the customer is provided appropriate
notification ofthe carrier's request for consent consistent with the rules in this subpart.

(m) Readily available biograplncal infonnation. "Readily available biographical
infonnation" is infonnation drawn from the customer's life history and includes such
things as the customer's social security number, or the last four digits of that munber;
mother's maiden name; home address; or date ofbirth.

(n) Subscriber list infonnation (SLI). The telm "subscriber list infonnation (SLI)"
has tile same meaning given to such tenn in section 222(h)(3) ofthe Communications Act
of 1934, as amended, 47 U.S.c. 222(h)(3).

(0) Telecommunications carner or carrier. The tenns "telecommunications
carner" or "carner" shall have the same meaning as set forth in section 3(44) ofthe
Communications Act of 1934,as amended, 47 U.S.C. 153(44). For the purposes of this
Subpart, the tenn "telecommUlncations carrier" or "carner" shall include an entity tllat
provides "intercollilected VoIP service" as that tenn is defined in section 9.3 ofthese
rules.

(P) Telecommunications service. The tenn "telecommunications Service" has the
same meaning given to such tenn in section 3(46) of the Conllllunications Act of 1934, as
amended, 47 U.S.C. 153(46).

(q) Telephone number of record. The telephone number associated with the
underlying service, not the telephone number supplied as a customer's "contact
infonnation."
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(r) Valid photo ill. A "valid photo ill" is a government-issued means ofpersonal
identification with a photograph such as a driver's license, passport, or comparable ill
that is not expired.

Sec. 64.2005 Use of customer proprietary network information without customer
approval.

(a) Any telecommunications carrier may use, disclose, or permit access to CPNI
for the purpose ofproviding or marketing service offerings among the categories of
service (i.e., local, interexchange, and CMRS) to which the customer already subscribes
from the same carrier, without customer approval.

(1) If a telecommunications carrier provides different categories of service, and a
customer subscribes to more than one category of service offered by the carrier, the
carrier is permitted to share CPNI among the carrier's affiliated entities that provide a
service offering to the custOIner.

(2) If a telecommunications carrier provides different categories of service, but a
customer does not subscribe to more than one offering by the carrier, the carrier is not
permitted to share CPNI with its affiliates, except as provided in Sec. 64.2007(b).

(b) A telecommunications carrier may not use, disclose, or pernlit access to CPNI
to market to a customer service offerings that are within a category of service to which
the subscriber does not already subscribe from that carrier, unless that carrier has
customer approval to do so, except as described in paragraph (c) ofthis section.

(1) A wireless provider may use, disclose, or permit access to CPNI derived from
its provision of CMRS, without customer approval, for the provision of CPE and
information service(s). A wireline carrier may use, disclose or permit access to CPNI
derived from its provision of local exchange service or interexchange service, without
customer approval, for the provision of CPE and call answering, voice mail or messaging,
voice storage and retrieval services, fax store and forward, and protocol conversion.

(2) A telecommunications carrier may not use, disclose or permit access to CPNI
to identify or track customers that call competing service providers. For example, a local
exchange carrier may not use local service CPNI to track all customers that call local
service competitors.

(c) A teleconnnunications carrier may use, disclose, or permit access to CPNI,
without customer approval, as described in this paragraph (c).

(1) A telecommunications carrier may use, disclose, or permit access to CPNI,
without customer approval, in its provision of inside wiring installation, maintenance, and. .
repau serviCes.

(2) CMRS providers may use, disclose, or permit access to CPNI for the purpose
of conducting research on the health effects of CMRS.

(3) LECs, CMRS providers, and entities that provide interconnected VoIP
services as that term is defined in section 9.3 of these rules, may use CPNI, without
customer approval, to market services formerly lmown as adjunct-to-basic services, such
as, but not limited to, speed dialing, computer-provided directory assistance, call
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monitoring, call tracing, call blocking, call return, repeat dialing, call tracking, call
waiting, caller LD., call forwarding, and certain centrex features.

(d) A telecommunications carrier may use, disclose, or permit access to CPNI to
protect the rights or property ofthe carrier, or to protect users of those services and other
carriers from fraudulent, abusive, or unlawful use of, or subscription to, such services.

Sec. 64.2007 Approval required for use of customer proprietary network information.

(a) A telecommunications carrier may obtain approval through written, oral or
electronic methods.

(1) A telecommunications carrier relying on oral approval shall bear the burden of
demonstrating that such approval has been given in compliance with the Commission's
rules in tins part.

(2) Approval or disapproval to use, disclose, or permit access to a customer's
CPNI obtained by a telecommunications carrier must remain in effect until the customer
revokes or limits such approval or disapproval.

(3) A telecommunications cmrier must maintain records of approval, whether
oral, written or electronic, for at least one year.

(b) Use of Opt-Out and Opt-In Approval Processes. (1) A telecommunications
carrier may, subject to opt-out approval or opt-in approval, use its customer's
individually identifiable CPNI for the purpose of marketing communications-related
services to that customer. A telecommunications carrier may, subject to opt-out approval
or opt-in approval, disclose its customer's individually identifiable CPNI, for the purpose
of marketing conmlunications-related services to that customer, to its agents and its
affiliates tllat provide communications-related services. A telecommunications carrier
may also permit such persons or entities to obtain access to such CPNI for such purposes.
Except for use and disclosure of CPNI tllat is permitted without customer approval under
section § 64.2005, or that is described in tllis paragraph, or as otherwise provided in
section 222 of the Communications Act of 1934, as illllended, a telecommunications
carrier may only use, disclose, or permit access to its customer's individually identifiable
CPNI subject to opt-in approval.

Sec. 64.2008 Notice required for use of customer proprietary network information.

(a) Notification, Generally. (1) Prior to any solicitation for customer approval, a
telecommunications carrier must provide notification to the customer ofthe customer's
right to restrict use of, disclosure of, and access to that customer's CPNI.

(2) A telecommunications carrier must maintain records of notification, whether
oral, written or electronic, for at least one year.

(b) Individual notice to customers must be provided when soliciting approval to
use, disclose, or permit access to customers' CPNI.
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(c) Content ofNotice. Customer notification must provide sufficient information
to enable the customer to make an informed decision as to whether to permit a carrier to
use, disclose, or permit access to, the customer's CPNI,

(I) The notification must state that the customer has a right, and the carrier has a
duty, under federal law, to protect the confidentiality of CPN!.

(2) The notification must specify the types of information that constitute CPNI
and the specific entities that will receive the epN!, describe the purposes for which CPN!
will be used, and inform the customer of his or her right to disapprove those uses, and
deny or withdraw access to CPN! at any time.

(3) The notification must advise the customer of the precise steps the customer
must take in order to grant or deny access to CPN!, and must clearly state that a denial of
approval will not affect the provision of any services to which the customer subscribes.
However, carriers may provide a brief statement, in clear and neutral language,
describing consequences directly resulting from the lack of access to CPN!.

(4) The notification mllst be comprehensible and mllst not be misleading.
(5) Ifwritten notification is provided, the notice must be clearly legible, use

sufficiently large type, and be placed in an area so as to be readily apparent to a customer.
(6) If any portion of a notification is translated into another language, then all

portions ofthe notification must be translated into that language.
(7) A carrier may state in the notification that the customer's approval to use

CPN! may ellhance the carrier's ability to offer products and services tailored to tlle
customer's needs. A carrier also may state in the notification that it may be compelled to
disclose CPN! to any person upon affirmative written request by the customer.

(8) A carrier may not include in the notification any statement attempting to
encourage a customer to freeze third-party access to CPN!.

(9) The notification must state that any approval, or denial of approval for the use
of CPNI outside ofthe service to which the customer already subscribes from that carrier
is valid until the customer affirmatively revokes or limits such approval or denial.

(I D) A telecommlmications carrier's solicitation for approval must be proximate
to the notification of a customer's CPNI rights.

(d) Notice Requirements Specific to Opt-Out. A telecommunications carrier must
provide notification to obtain opt-out approval through electronic or written methods, but
not by oral communication (except as provided in paragraph (1) of this section). The
contents of any such notification must comply with the requirements ofparagraph (c) of
tlns section.

(1) Carriers must wait a 3D-day minimum period oftime after giving customers
notice and an Opportlmity to opt-out before assmning customer approval to use, disclose,
or permit access to CPN!. A carrier may, in its discretion, provide for a longer period.
Carriers must notify customers as to the applicable waiting period for a response before
approval is assmned.

(i) In the case of an electronic form of notification, the waiting period shall begin
to run from the date on which the notification was sent; and

(ii) In the case ofnotification by mail, the waiting period shall begin to run on the
third day following the date that the notification was mailed.
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(2) Carriers using the opt-out mechanism must provide notices to their customers
every two years.

(3) Telecommunications carriers that use e-mail to provide opt-out notices must
comply with the following requirements in addition to the requirements generally
applicable to notification:

(i) Carriers must obtain express, verifiable, prior approval from consumers to send
notices via e-mail regarding their service in general, or CPNI in particular;

(ii) Carriers must allow customers to reply directly to e-mails containing CPNI
notices in order to opt-out;

(iii) Opt-out e-mail notices that are returned to the carrier as undeliverable must
be sent to the customer in another fonn before carriers may consider the customer to have
received notice;

(iv) Carriers that use e-mail to send CPNI notices must ensure that the subject line
of the message clearly and accurately identifies the subject matter ofthe e-mail; and

(V) TelecoIi1ihunicatioIis carriers must }hake available to every customer a Iileth6d
to opt-out that is of no additional cost to the customer and that is available 24 hours a
day, seven days a week. Carriers may satisfy this requirement through a combination of
methods, so long as all customers have the ability to opt-out at no cost and are able to
effectuate that choice whenever they choose.

(e) Notice Requirements Specific to Opt-In. A telecommunications carrier may
provide notification to obtain opt-in approval through oral, written, or electronic methods.
The contents of any such notification must comply with the requirements ofparagraph (c)
ofthis section.

(f) Notice Requirements Specific to One-Time Use of CPNI. (1)
Carriers may use oral notice to obtain limited, one-time use of CPNI for inbound and
outbound customer telephone contacts for the duration ofthe call, regardless of whether
carriers use opt-out or opt-in approval based on the nature of the contact.

(2) The contents of any such notification must comply with the requirements of
paragraph (c) of this section, except that telecommunications carriers may omit any of the
following notice provisions if not relevant to the limited use for which the carrier seeks
CPNI:

(i) Carriers need not advise customers that ifthey have opted-out previously, no
action is needed to maintain the opt-out election; (ii) Carriers need not advise customers
that they may share CPNI with their affiliates or third parties and need not name those
entities, ifthe limited CPNI usage will not result in use by, or disclosure to, an affiliate or
tlurd party;

(iii) Carriers need not disclose the means by which a customer can deny or
withdraw future access to CPNI, so long as carriers explain to customers that the scope of
the approval the carrier seeks is limited to one-time use; and

(iv) Carriers may omit disclosure ofthe precise steps a customer must talee in
order to grant or deny access to CPNI, as long as the carrier clearly communicates that
the customer can deny access to his CPNI for the call.
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Sec, 64,2009 Safeguards required for use of customer proprietary network infomlation.

(a) Telecommunications carriers must implement a system by which the status of
a customer's CPNI approval can be clearly established prior to the use ofCPNI.

(b) Telecommunications carriers must train their personnel as to when they are
and are not authorized to use CPNI, and carriers must have an express disciplinary
process in place.

(c) All carriers shall maintain a record, electronically or in some other manner, of
their own and their affiliates' sales and marketing campaigns that use their customers'
CPNI. All carriers shall maintain a record of all instances where CPNI was disclosed or
provided to third parties, or where third parties were allowed access to CPNI. The record
must include a description of each campaign, the specific CPNI that was used in the
campaign, and what products and services were offered as a part ofthe campaign.
Carriers shall retain the record for a minimum of one year.

(d) Telecbriiniunicatibris carriers IIlllst establish a supervisory review process
regarding carrier compliance with the rules in tlus subpart for outbound marketing
situations and maintain records of carrier compliance for a minimum period of one year.
Specifically, sales personnel must obtain supervisory approval of any proposed outbound
marketing request for customer approval.

(e) A telecommunications carrier must have an officer, as an agent of the carrier,
sign and file with the Commission a compliance certificate on an annual basis. The
officer must state in the certification that he or she has personal knowledge that the
Company has established operating procedures that are adequate to ensure compliance
with the rules in tlus subpart. The carrier must provide a statement accompanying the
certificate explaiIung how its operating procedures ensure that it is or is not in
compliance with tile rules in this subpart. III addition, the carrier must include an
explanation of any actions taken against data brokers and a surmnary of all customer
complaints received in tile past year concerning the unauthorized release of CPNI. This
filing must be made annually with the Enforcement Bureau on or before March 1 in EB
Docket No. 06-36, for data pertaining to the previous calendar year.

(f) Carriers must provide written notice within five business days to tile
Commission of any instance where the opt-out mechanisms do not work properly, to such
a degree that consumers' inability to opt-out is more than an anomaly.

(1) The notice shall be in the form of a letter, and shall include the canier's name,
a description ofthe opt-out mechanism(s) used, the problem(s) experienced, the remedy
proposed and when it will be/was iInplemented, whether the relevant state commission(s)
has been notified and whether it has taken any action, a copy ofthe notice provided to
customers, and contact information.

(2) Such notice must be submitted even if the carrier offers other methods by
wluch consumers may opt-out.
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§ 64.2010 Safeguards on the disclosure of customer proprietary network information

(a) Safeguarding CPNI. Telecommunications carriers must take reasonable
measures to discover and protect against attempts to gain unauthorized access to CPNI.
Telecommunications carriers must properly authenticate a customer prior to disclosing
CPNI based on customer-initiated telephone contact, online account access, or an in-store
visit.

(b) Telephone access to CPNI. Telecommunications carriers may only disclose
call detail information over the telephone, based on customer-initiated telephone contact,
ifthe customer first provides the carrier with a password, as described in paragraph (e) of
this section, that is not prompted by the carrier asking for readily available biographical
information, or account infoDl1ation. If the customer does not provide a password, the
teleconnmmications carrier may only disclose call detail information by sending it to the
customer's address of record, or, by calling the customer at the telephone number of
record. Ifthe customer is able to provide call detail irifriririaIion
telecoll11mmications carrier during a customer-initiated call without the
telecommunications carrier's assistance, then the telecoll1111unications carrier is permitted
to discuss the call detail information provided by the customer.

(c) Online access to CPNI. A telecommunications carrier must authenticate a
customer without the use ofreadily available biographical information, or account
information, prior to allowing the customer online access to CPNI related to a
telecommunications service account. Once authenticated, the customer may only obtain
online access to CPNI related to a telecommunications service account through a
password, as described in paragraph (e) of this section, that is not prompted by the carrier
asking for readily available biographical information, or account information.

(d) ill-store access to CPNI. A telecommunications carrier may disclose CPNI to
a customer who, at a carrier's retail location, .first presents to the telecommunications
carrier or its agent a valid photo ill matching the customer's account information.

(e) Establisl11llent of a Password and Back-up Authentication Methods for Lost or
Forgotten Passwords. To establish a password, a telecommunications carrier must
authenticate the customer without the use of readily available biographical information,
or account information. Telecommunications carriers may create a back-up customer
authentication method in the event of a lost or forgotten password, but such back-up
customer authentication method may not prompt the customer for readily available
biographical information, or account information. If a customer carmot provide the
correct password or the correct response for the back-up customer authentication method,
the customer must establish a new password as described in this paragraph.

(f) Notification of account changes. Telecommunications carriers must notify
customers immediately whenever a password, customer response to a back-up means of
authentication for lost or forgotten passwords, online account, or address of record is
created or changed. This notification is not required when the customer initiates service,
including the selection of a password at service initiation. This notification may be
through a carrier-originated voicemail or text message to the telephone number of
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record, or by mail to the address ofrecord, and must not reveal the changed infonnation
or be sent to the new account infonnation.

(g) Business Customer Exemption. Telecommunications carriers may bind
themselves contractually to authentication regimes other than those described in this
section for services they provide to their business customers that have both a dedicated
account representative and a contract that specifically addresses the carriers' protection of
CPNI.

§ 64.2011 Notification of customer proprietary network infonnation security breaches

(a) A telecommunications carrier shall notify law enforcement ofa breach of its
customers' CPNI as provided in this section. The carrier shall not notiJY its customers or
disclose the breach publicly, whether voluntarily or under state or local law or these rules,
until it has completed the process ofnotifying law enforcement pursuant to paragraph (b).

(b) As soon as praCtiCable, arid in no event later than seven (7) biisiness days,
after reasonable detennination of the breach, the telecommunications carrier shall
electronically notify the United States Secret Service (USSS) and the Federal Bureau of
lrivestigation (FBI) through a central reporting facility. The Commission will maintain a
link to the reporting facility at htto://www.fcc.gov/eb/cpni.

(1) Notwithstanding any state law to the contrary, the carrier shall not notify
customers or disclose the breach to the public until 7 full business days have passed after
notification to the USSS and the FBI except as provided in paragraphs (2) and (3).

(2) Ifthe carrier believes that there is an extraordinarily urgent need to notiJY any
class of affected customers sooner than otherwise allowed under paragraph (I), in order
to avoid immediate and irreparable harm, it shall so indicate in its notification and may
proceed to immediately notiJY its affected customers only after consultation with the
relevant investigating agency. The carrier shall cooperate with the relevant investigating
agency's request to minimize any adverse effects of such customer notification.

(3) If the relevant investigating agency detennines that public disclosure or notice
to customers would impede or compromise an ongoing or potential criminal investigation
or national security, such agency may direct the carrier not to so disclose or notify for an
initial period of up to 30 days. Such period may be extended by the agency as reasonably
necessary in the judgment of the agency. If such direction is given, the agency shall
notiJY the carrier when it appears that public disclosure or notice to affected customers
will no longer impede or compromise a criminal investigation or national security. The
agency shall provide in writing its initial direction to the carrier, any subsequent
extension, and any notification that notice will no longer impede or compromise a
criminal investigation or national security and such writings shall be contemporaneously
logged on the same reporting facility that contains records of notifications filed by
carners.
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(c) Customer Notification. After a telecommunications carrier has completed the
process of notifying law enforcement pursuant to paragraph (b), it shall notifY its
customers of a breach of those customers' CPNI.

(d) Recordkeeping. All carriers shall maintain a record, electronically or in some
other manner, of any breaches discovered, notifications made to the USSS and the FBI
pursuant to paragraph (b), and notifications made to customers. The record must include,
if available, dates of discovery and notification, a detailed description ofthe CPNI that
was the subject of the breach, and the circumstances of the breach. Carriers shall retain
the record for a minimum of 2 years.

(e) Definitions. As used in this section, a "breach" has occurred when a person,
without authorization or exceeding authorization, has intentionally gained access to, used,
or disclosed CPNI.

(f) This section does not supersede any statute, regulation, order, or interpretation
in any State, except to the extent that such statute, regulation, order, or interpretation is
inconsistent with the proVisions ofthis section, arid then only to the ex.tent ofthe
inconsistency.
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Customer Proprietary Network information (CPNI)
Non-Disclosure Agreement

This Customer Proprietary Network Information (CPNI) Non-Disclosure
Agreement (tins "Agreement") is entered into and is effective as of , 2008
(the "Effective Date"), by and between Grande Communications Networks, Inc. d/b/a!
Grande Communications, a Corporation whose address is
_________,and (Insert Recipient Company
Name) (" ") (Insert Abbreviated Recipient Company Name) a _
(Insert State Name) Corporation whose address is _
(Insert Recipient Company Address) (collectively, the "Parties").

WHEREAS, Grande Communications plans to provide (Insert
Abbreviated Recipient Company Name) access to certain CPNl records of its customers,
solely for the iriterided purposes as established herein;

WHEREAS, the CPNI records of Grande Communications customers must be
treated as highly confidential information, subject to the provisions of applicable federal
statutes and regulations (collectively, "Confidential Information"); and

WHEREAS, both parties desire to reach an agreement whereby any CPNl of
Grande Communications customers that (Insert Abbreviated Recipient
Company Name) may be provided by Grande Communications for the linlited purposes
established in this agreement shall be protected by (Insert Abbreviated
Recipient Company Name) from any disclosure or use, both internal and external to
____ (Insert Abbreviated Recipient Company Name) and its affiliates, which is
not specifically autilOrized as Approved Use under the terms ofthis Agreement.

NOW, THEREFORE, in consideration ofthe mutual promises and covenants
contained herein, Grande Communications and (Insert Abbreviated
Recipient Company Name) agree as follows:

1. Confidential Information; Means ofDisclosure: Exclusions.
(a) Grande Communications, as "Disclosing Party," plans to provide access to

____ (Insert Abbreviated Recipient Company Name), as "Recipient," certain
Confidential Information in the form of CPNI records of its customers. This agreement is
for the sole purpose ofprotecting data where Disclosing Party, in its sole discretion,
elects to provide such data.

(b) All disclosures of information by the Disclosing Party to tile Recipient
pursuant to this Agreement shall be made by or under the supervision of the "Principal
Contact(s)." The Principal Contacts for tile parties are identified at the end ofthis
Agreement. Each party may change its Principal Contact at any time and from time to
time during the teml of this Agreement by notifying the Principal Contact ofthe other
party in writing at the designated address.
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(c) CPNJ is considered to be Confidential Information and shall only be disclosed
in accordance with this agreement.

(d) Recipient agrees to indemnify, defend and hold harmless the Disclosing Party
from and against all losses, claims, demands, damages, costs, expenses, suits or other
actions, or any liability whatsoever related to the disclosure by the Recipient of the CPNJ
provided to it by the Disclosing Party, including, but not limited to, settlements, fines,
penalties, forfeitures, costs, expenses of investigation and defense and attorneys' fees
arising from such disclosure. The indemnification, defense and hold harmless obligation
as provided for herein shall be conditioned upon the Disclosing Party notifying the
Recipient of any action taken against the Disclosing Party. Once such notification is
made, the Recipient shall agree to work with the Disclosing Party's chosen counsel in
defending any such action, and the Recipient may engage separate legal counsel only at
its sole cost and expense. The Disclosing Party and Recipient shall work cooperatively at
all time in the defense of such action; provided, however, that the Disclosing Party shall
retain the sole decision as to whether to settle or consent to any judgment pertaining to
any such action.

2. Confidentiality Obligations.
(a) Recipient shall use commercially reasonable efforts to protect the

confidentiality of the Confidential Information it receives from the Disclosing Party, at
least equivalent to the degree of care that (Insert Abbreviated Recipient
Company Name) uses in its own business to protect its own similar Confidential
Information, but in no event shall the degree of care be less than is reasonably required to
effectuate the purpose of this Agreement. In particular, these efforts include restricting
access to the Confidential Information to those individuals within 's (Insert
Abbreviated Recipient Company Name) organization directly involved in performing the
authorized use(s) of the Confidential Information, implementing procedures for
safekeeping ofwritings, docmnents, and other media containing such Confidential
Information, systematic use and enforcement of confidentiality agreements with all
personnel who may have access to the Confidential Information, and implementing
procedures for shredding or similar controlled disposal ofmaterials that may contain such
Confidential Information.

(b) Recipient may use the Confidential Information only for tlle Approved Use set
forth herein. Recipient expressly agrees and aclrnowledges that the Confidential
Information shall not be used for any other purpose, including but not limited to:
marketing and marketing-related purposes, sales purposes, information gathering
purposes, and strategic planning purposes.

(c) Recipient may provide the Confidential Information it receives from the
Disclosing Party only to persons who (1) have a "need to know" such Confidential
Information in order to enable Recipient to use such Confidential Information for such
purposes and (2) are legally bound to use and disclose such Confidential Information for
no other purpose. Recipient may provide the Confidential Information it receives from
the Disclosing Party only to employees, contractors, or consultants ofRecipient who (1)
are directly assigned to participate in the projects or tasks for which the Confidential
Information is authorized by Disclosing Party, (2) have a "need to Imow" such
Confidential Information to enable them to perform their responsibilities relating to such
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projects or tasks, and (3) are subject to legally binding confidentiality obligations relating
to the use and disclosure of such Confidential Infonnation at least as restrictive as those
herein.

(d) Recipient may, in addition, use or disclose Confidential Infonnation if: (1)
required by any request or order of any government authority, provided that Recipient
shall first attempt to notify Disclosing Party of such requirement and, to the extent
reasonable, pennit the Disclosing Party to contest such requirement; (2) otherwise
required by law.

(e) Recipient shall notify Disclosing Party immediately in the event ofloss or
compromise of any Confidential Infornlation received from the Disclosing Party.

3. Approved Use of Confidential Infonnation. The Recipient agrees that it intends to
use the CPNI records provided by Disclosing Party only for the purpose of

Any other use of the CPNI records provided by Disclosing Party by Recipient is not in
accorda11Ce with this agreement and is considered a breach of this agreement.

4. Destruction of Confidential Infonnation. Recipient agrees to destroy all copies of any
media or materials containing Confidential Infonnation ofDisclosing Party, including but
not limited to all computer progra111S, documentation, notes, plans, drawings, and copies
thereof immediately after such Confidential Infonnation has been used for its authorized
purpose. Notwithstanding the above, Recipient may, if it so notifies Disclosing Party,
retain a limited number of copies for a maximum of two years from the date provided for
archival purposes only for reference with respect to the prior dealings between the
parties. Additionally, a Party may retain such infonnation as required to comply with
court or regulatory agency imposed retention obligations.

5. Tenn and Tennination. The tenn of this Agreement shall commence on the date of
this Agreement and shall end three (3) years after such date (the "Initial Ternl").
Thereafter, this Agreement shall be automatically renewed on a month-to-month basis
(the "Renewal Periods"). At any time during the initial Tenn or the Renewal Periods,
either party may tenninate this Agreement with thirty (30) days prior written notice to the
other party. However, tennination will not relieve (Insert Abbreviated
Recipient Company Na111e) of its obligations of confidentiality and non-use arising under
this Agreement.

6. No Implied License. No rights or licenses under copyright, patent or trademark of the
Disclosing Party are granted or implied by either a confidential or non-confidential
disclosure, except that Recipient may make a reasonable number of copies of documents
in order to carry out an Approved Use of the Confidential hlfonnation as authorized by
this Agreement.

7. Relief. The Parties agree that if Recipient were to breach any provisions of this
Agreement, Disclosing Party or the affected customers of Grand Communications, whose
CPNI records were provided under this Agreement, may be irreparably injured by a
disclosure in breach of this Agreement. The parties further agree that Grande
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Communications or the affected customers of Grande Communications will be entitled to
seek equitable relief, including, but not limited to, injunctive and other equitable relief
and specific performance, in the event of any breach or threatened breach of the
confidentiality provisions ofthis Agreement. Such remedies will not be deemed to be the
exclusive remedies for a breach oftlns Agreement, but will be in addition to all other
remedies available at law or in equity.

8. Affiliates. References to Grande Communications and to (Insert
Abbreviated Recipient Company Name) include each party's applicable Affiliates. An
"Affiliate" means any business organization, foreign or domestic, at least 35% of whose
capital, assets, voting stock, profits interests or similar participation rights is owned or
controlled, directly or indirectly, by a party.

9. No Assignment. Except as expressly permitted otherwise by this Agreement, the
rights and benefits of this Agreement may not be assigned by (Insert
Abbreviated Recipient Company Name).

10. Miscellaneous. This Agreement constitutes the entire agreement with respect to the
Confidential Information disclosed herein and supersedes all prior or contemporaneous
oral or written agreements conceming such Confidential Information. This Agreement
may not be amended except by the written agreement signed by authorized
representatives ofbotll parties. This Agreement will be governed by and construed in
accordance with the laws of the State of Texas.

Understood and Agreed:

Grande Communications
(Recipient Company Name)

By:

Name: _
Title:

Date

PRINCIPAL CONTACT INFO:

Name: _
Title:
Email: _
Voice: _
Fax:
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Name: _
Title:

Date

PRINCIPAL CONTACT INFO:

Name: _
Title:
Email: _
Voice: _
Fax:
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Appendix C Certification of CPNI Filing to FCC

Annual 47 C.F.R. § 64.2009(e) CPNI Certification

EB Docket 06-36

Annual 64.2009(e) CPNI Certification for [year]

Date filed: [date]

Name of company covered by this certification: Grande Communications Networks, Inc. d/b/a
Grande Communications

Form 499 Filer ill:

Name of signatory: [name]

Title of signatory: [title]

I, [name ofofficer signing certification], certifY that I am an officer of the company
named above, and acting as an agent of the company, that I have personal knowledge that the
company has established operating procedures that are adequate to ensure compliance with the
Commission's CPNI rules. See 47 C.F.R. § 64.2001 et seq.

Attached to this certification is an accompanying statement explaining how the
company's procedures ensure that the company [is/ is not] in compliance with the requirements
set forth in section 64.200 I et seq. of the Commission's rules [attach accompanying statemelll].

The company [has/has not] taken any actions (proceedings instituted or petitions filed by
a company at either state commissions, the court system, or at the Commission against data
brokers) against data brokers in the past year. (Companies must report on any information that
they have with respect to the processes pretexters are using to attempt to access CPNI, and what
steps companies are taldng to protect CPNI)
If affirmative: [Provide explanation ofany actions taken against data brokers]

The company [has/has not] received any customer complaints in the past year concerning the
unauthorized release of CPNI (number of customer complaints a company has received related to
unauthorized access to CPNI, or unauthorized disclosure of CPNI, broken down by category or
complaint, e.g., instances of improper access by employees, instances of improper disclosure to
individuals not authorized to receive the information, or instances of improper access to online
information by individuals not authorized to view the information).
If affirmative: [Provide summwy ofall customer complaints received in the past year concerning
the unauthorized release ofCPNI]

Signed [signature]
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Appendix D Statement of Compliance with CPNI Rules

ACCOMPANYING STATEMENT

To the best of my knowledge, Grande Communications Networks, Inc. d/b/a
Grande Communications (the Company) is in full compliance with the FCC rules on
CPNI and its requirements for the safeguarding of such customer information. The
Company's operating procedures ensure that it is in compliance with the FCC's CPNI
Rules because disclosure of, or permitting access to, our customers' CPNI is not
allowed without obtaining the requisite customer approval, except as required by law,
or the exceptions set forth in 47 U.S.C. §222, and Subpart U of Title 47 of tile Code
of Federal Regulations; 47 C.F.R §64.200l through §64.2011.

Appropriate safeguards on the disclosure of CPNI have been implemented in
accordance with C.F. R. §64.2010.

The Company has internal procedures in place to educate our employees about
CPNI and the disclosure of CPNI. Employees with access to this information are
aware of the FCC's rules and are prohibited from disclosing or permitting access to
CPNI without the appropriate customer consent or as allowed by law and the FCC
rules. In accordance with Company policy, any employee that uses, discloses, or
permits access to CPNI in violation of federal regulations is subject to disciplinary
action, and possible termination.
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AppendixE Privacy Policy

PRIVACY POLICY OF GRANDE COMMUNICATIONS

OUR COMMITMENT: RESPECT AND PR.OTECT OUR CUSTOMER'S PRIVACY

Your privacy is important to us. Grande Communications (the Company) respects and
protects the privacy of our customers. We carefully ensure the confidentiality of each
customer's telephone account and calling information. Our employees are educated
about their obligation to safeguard customer information and telephone calls, and are held
accountable for any failure to meet their obligations.

The Information We Obtain and How We Use It

Grande Communications obtains information about customers that helps us provide
service. This infonnation is used for business purposes only. For example, we need to
know your name, address, and the services you buy from us for billing purposes and to
better serve you when you contact our service representatives about your account. It may
also be beneficial for us to know about your telephone bill, your calling patterns, and
whether you have special needs, so that we can offer you the most effective services for
your needs when you contact us.

We publish and distribute directories in print. Customer names, addresses and telephone
numbers are included in these directories without restriction to their use. Grande
Communications is required by law to provide customer names, addresses and telephone
numbers to unaffiliated directory publishers and directory assistance providers for their
use in creating directories and offering directory assistance.

Information typically available from details on a customer's monthly telephone bill that
has been obtained in the normal course ofproviding telephone service is known as
Customer Proprietary Network Information (CPNI). CPNI might include the type ofline,
technical characteristics, class of service, current telephone charges, local and long
distance billing records, directory assistance charges, usage data and calling patterns.
Grande Communications does not sell CPNI in any form, including billing records, types
of service, and calling habits to third parties. Grande Communications may provide
CPNI as required by law or in certain normal courses ofbusiness, as explained below.

• When you dial 911, infornlation about your location may be automatically
transmitted to a public safety agency.

• Certain information about your long distance calls is transmitted to your billing
company for billing purposes.

• As necessary, Grande Communications must disclose information to comply with
court orders or subpoenas. We will also share information to protect our rights or
property and to protect use of our services and other carriers from fraudulent,
abusive or unlawful use of services.

• Grande Communications may also use third parties or contractors to do work for
the Company, such as billing services. These third party contractors have the
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same obligations as our regular employees concerning the confidentiality of our
customer information. In cases where it is necessary to provide CPNI to a third
party or affiliate, Grande Communications requires that those parties sign an
agreement that they will protect the confidentiality of our customers' CPNI.

• We may, where permitted by law, provide personal information to credit bureaus,
or provide information and/or sell receivables to collection agencies, to obtain
payment for our products and services. We will enter into with the Company or
companies with whom we deal in this regard appropriate confidentiality
agreements.

Your Telephone Account Information Rights

Under Federal Law, you have the right to, and we have the duty to protect the
confidentiality of your telecommunications service information. Under Federal
Communication Commission rules, without further authorization from you, we can use
CPNI to offer you services of the type you already purchase from us, or we may share
CPNI with aliI' affiliates that offer differerit ca.tegories of serviCe, ifthey a.lready have an
existing service relationship with you. Grande Communications offers local and long
distance exchange service as well as cable TV and Internet services.

If Grande Communications wants to use or share CPNI with our affiliate to offer you
services that may be different from the type of services you currently buy from us, you
will be notified in advance. You will then have the opportunity to tell us you do not want
us to use your CPNI for that purpose.

Services to Enhance Your Privacy

You may choose to have a non-published number that will eliminate your telephone
number from Grande Communications' printed directory or directory assistance. The
non-published number will not be provided to other directory publishers or directory
assistance providers.

You may choose to have a non-listed number. Non-listed numbers are not available in
Grande Communications' printed directory, but are publicly available through directory
assistance. These numbers may be provided to other directory assistance providers.

You may also choose to exclude partial or all address information from your listings.

Privacy management services, such as Caller ill and Caller ill blocking, are available to
customers.

Contact Us: Questions, Comments, Concerns

If you have questions or concerns regarding tlus statement you may contact us by calling
our business office at [INSERT TELEPHONE NUMBER] or write to us at [INSERT
ADDRESS]
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