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Dear Ms. Dortch:

Telephone: (770) 232-9200
Facsimile: (770) 232-9208

Email: Isteinhart@telecomcounseLcom

Pursuant to 47 C.F.R. § 64.2009(e), Business Network Long Distance, Inc. hereby
submits its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thanl, you for your
attention to this matter.

itted,

Lance . . Steinhart
Attor for
Busir ss Network Long Distance, Inc.

Enclosures
cc: Brian H. Curtiss
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AlIlIual47 e.F.R. § 64.2009(e) erN! Certification
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I, Brian H. CUltiss, President ofBusiness Network Long Distance, Inc., certify that I am
an officer of the company named above, and acting as an agent of the company, that I
have personal knowledge that the company has established operating procedures that are

. adequate to ensure compliance with the Commission's CPNI rules. See 47 C.P.R §
64.2001 et seq.

Attached to this celtification as Exhibit "A" is an accompanying statement explaining
how Business Network Long Distance, Inc.'s procedures ensure that the company is in
compliance with the requirements set forth in Section 64.2001 et seq. of the
Commission's rules.

Name: Brian H. Curtiss
Title: President

rcc Annual Filing
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Annusl47 C.F.R. § 64.2009(e) crNI Certification,

EB Docket 06·36

Business Network Long Distance, Inc. has not taken any actions (proceedings
instituted or petitions filed by a company at either state commissions, the cOUli system, or
at the Commission against data brolq:rrs) against data brokers in the past year. Companies
must report on any information that they have with respect to the processes pretexters are
using to attempt to access CPNI , and what steps companies are taking to protect CPN!.

Business Network Long Distance, Inc. has not received any customer complaints
in the past year concerning the unauthorized release ofCPNI (number of customer
complaints a company has received related to unauthorized access to ePN!, 01'

unauthorized disclosure ofCPNI, broken down by category or complaint, e.g., instances
of improper access by employees, instances of improper disclosure to individuals not
authorized to receive the information, or instances of improper aecess to online
infOlU1ation by individuals not authorized to view the infOJU1ation).

FCC ~nnual Filing
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Exhibit A

Business Network Long Distance, Inc.

Compliance Requirements



Business Network Long Distance, Inc.
1400 Sixteenth Street, Suite 400

Denver, Colorado 80202

Compliance Requirements

Business Network Long Distance, Inc. ("Company") maintains the following operating procedures to ensure
compliance with the requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Section 64,2005 Usc of customer proprietary network Information without cnstomer
approval

(a) AIry teleconunwllcations carrier may usej disclose~ 01' permit access to CPNI for the purpose of
providing or marketing service offerings among the categories of service (i.e" local, interexchange, and
CMRS) to which the customer already subscribes from. the same carrier, without customer approval.

(1) If a telecommunications carrier provides different categories of service. and a customer
subscribes to more than one category of service offered by the carrler1 the carrier is permitted to share
CPNI among the carrier's affiliated entities that provide a service offering to Ule ?ustomer.

(2) If a telecommunications carrier provides different categcries of service, but a customer does
not subscribe to more than one offering by the cartIer, the carrier is not permitted to share CPN1 with its
affiliates, except as provided in §64.2007(b). .

(b) Atelecommunications carrier may not use~ disclose, or pennit access tD COO to market to a
'customer service offerings that are within a category of service to which the subscriber does not already
subsoribe u"Om that carrier, unless that carrier has customer approval to do so, ex.cept as descnoed in
paragraph(c) of this section.

(1) A wireless provider may use, disclose, or permit access to CPNl derived from its provision of
C:MRS} without customer appl'oval~ for the provision ofCPE and information service(s). A wireline carrier
may use, disclose or permit access to CPNl derived from its provision of local exchange servicl;l, or
interexchange service, Without customer approval, for the provision of CPE and -call answering, voice mail
or messaging:, voice storage and re~·jeval services, fax store and forward, and protocol conversion.

(2) A telecommunications carrier may not use, disclose, or permit access: to CPNI t'O identify or
track customers that call competing service providers. For examplel a local exchange carrier may not use
local service CPNl to track all cUstomers that ea111oca1 service competitors.

(0) A telecommunications carrier may use, disclose, or permit access to ePNI, without customer
approval, as described in fuis paragraph (c).

(1) A teleconununica:tions cartier may US61 disclose) or permit access to CJ.>Nl, without customer
appl'oval, in. its provision of inside- wiring Installation, maintenance, and repair services.

(2) CMRS providers may use, disclose} or permit access to CPNI for the purpose of oonducting
research on the heallh effects ofCMRS.



(3) LECs, CMRS providers, aod interconnected VolP providers may use CPNI, without customer
approval, to m.arket services formerly known as adjlU1ct~to-basic services, such as, but not limited to, speed
dialing, computer"provided directory assistance j call monitoring, can tracing, call blocking, call return,
repeat dialing, call tracking, cal! waiting, caller 1.D" call fOlwarding j and certain Centrex features.

The Company Itas adopted specific CPN! policies to ensure fltat, in tile absence of c'Momer approval,
CPN! Is only used by tlte Company to provide or I110rket service offerings among tI,e categories of
service (i.e., local, iltterexchange, and CMRS) to which the customer already SUbscribes. The
Company's CPN! policies prollibit tire sharing of crNI witll affiliated companies, except as permllled
under Rule 64.2005(a)(l) or witit customer approval pursuunt to Rule 64.2007(b). The only exceptiolls
to these policies are as permitted ullder 47 U.S.C. § Z22(d) alld Rule 64.2005.

Section 64.2007 Approval required for use of customer proprietary network information.

(a) A telecommunications carrier may obtain approval through written, oral or electronic
methods,

(1) A telecommunications carrier relying on oral approval shaJJ bear the burden of demonstrating
that such approval has been given in compliance with the Commission's rules in this part

(2) Approval or disapproval to use, disclose, or permit access to a customer's CPNT obtalned hy a
telecomm~ications carrier must remain in effect until the customer revokes or limits such approval or
disapproval.

(3) A telecommunications carrier must maintain records of approval, whether oral, written or
electronic, for at least one year.

In all circumstances where customer approval is reqUired to use, disclose or permit access to CPNl, the
Compmty's CPN! policies reqllire tltat tlte Company obtain cllstOmer approval tltrollgh writtell, oral or
electronic methods in compliance with Rule 64.2007. A customer's approval Of disapproval remains ill

effect until the customer revokes or limits the approval or disapproval. The Company mailltains records
ofcustomer approval (wlte/her written, oral or electronic) for a minimum ofoneyear.

(b) Use o/Opt-Out and Opt-In Approval Proce",scs. A teleconununlcations carrier may, subject
to opt-ont approval or opHn approval, use its customer's individually identifiable CPNI for the purpose of
marketing communications¥related services to that customer. A telecommunications carrier may) SUbject to
opt-out approval or opt~in approval, disclose its customer's individually identifiable CPNI, for the pmpose
of marketing communications~related services to that customer, to its agents and its afflJiates that provide
cOll1munications~related services. A teleconununications carrier may also permit such person or entities to
obtain access to such CPNl for such purposes. Except for use and disclosure of CPNI that is pennitted
without customer approval under section §64.2005, or that is described in this paragraph, or as oti'erwis.
provided in section 222 of the Communications Act of 1934, as amended, a telecommunications carrier
may only use, disclose, or permit access to its customer's individually identifiable CPNf subject to opt-in
approvaL

Tlte Company does not use CPNI for any purpose (including marketing communications--related
services) ami does IlOt disclose or grallt access to CPNI to any party (inclUding (0 agents or affililltes that
prOVide commullicatinnswrelated services), except as permitted under 47 U.S.C. § 222(d) and Rule
64.2005.
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Section 64.2008 Notice required for use of customer pl'oprietary network information.

(a) Notification, Generally. (1) Prior to any solicitation for customer approval, a
telecominunications carrier must provide notification to the customer of the customees right to restrict use
of, disclose of, and access to that customer's CPNI

(2) A telecommunications carrier must maintain records of notificatioll, whether oral, written or
.. _om•• , m '''-'''-ereetroni6:rol: at leasfoneyear. ·_·_.__"_."__~_· . ~ m."._

(b) Individual notice to customers must be provided when soliciting approval to use, disclose, or
permit access to customers' CPN1.

(0) Content ofNotice. Customer notification must provide sufficient infonnation to enable tile
customer to make an informed decision as to whether to permit a carrier to use, disclose, or permit access
to, the customer's CPNI.

(1) The notification must state that the customer has a right, and the can-I", has a duty, under
federal law, to protect the confidentiality ofCPNl,

(2) The notification must specify the types of information that constitute CPNI and the specific
entities that will receive the CPN1, describe the purposes for which CPNl will be used, and inform the
customer of his or her right to disapprove those uses, and deny or withdraw access to ePNl at any time,

(3) The notification must advise the customer of the precise steps the customer must take in order
to grant or deny access to CPNI, and must clearly state that a denial of approval will not affect the
provision of any services to which the customer subscribes. However, carriers may provide a brief
statement, in a clear and neutral language, describing consequences directly resulting from the tack of
access to Cl'NI.

(4) The notification must be comprehensIble and must not be misleading.

(5) lf wrttten notification is provided, the notice must be clearly legible, use snfficiently large
\type, and be placed in an area so as to be readily apparent to a customer.

(6) If any portion of a notification is tninslated into another language, then all portions of the
notification must be translated into that languag~,

(7) A carrier may state in the notification that the enstomer's approv.l to use CPNl may enhance
the carrierls ability to offer products and services tailored to the customer's needs. A carrier also may state
in the notification that it may he compelled to disclose Cl'Nl to any person upon affirmative written request
by the customer,

(8) A carrier may not include in the notification any statement attempting to encourage a customer
to freeze tilird-party access to CPNI.

(9) The notification must state that any approval, or denial of approval for the use of CPNI
outside of the service to which the customer already subscribes from that carrier is valid until the customer
affirmatively revokes or limits such approval or denial,

(10) A telecommunications carrier's solicitation for approval must be proximate to the
notification of a custom.er's CPNI rights,

The CQmpanyls CPNI policies require that customers be notified Of thelT rights, and the Company's
obligations, with respect to CPNI prwr to any solicitatlonjor customer approval. All required customer
notices (wltether wtltten, oral or electronic) comply with tlte requirements of Rule 64.2008. The
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Company maintains records of all required customer notices (whether written, oral or electronic) for a
minimum ofone year.

(d) Notice Requirements Specific to Opt-Out. A telecommunications carrier must provide
notification to obtain opt-out approval through electronic or written methods, but not by oral
communication (except as provided in paragraph (f) of this section). The contents of any such notification
must comply with the requirements of paragraph (c) of this section.

.. _.._--_._~---..__.._ _-_._._--_._..__......•...._ _ - __ _._--.._.._-
(1) Carriers must wait a 30 w day minimum period of time after giving customers notice and an

opportunity to opt-out before assuming customer approval to use, disclose, or permit access to CPNI. A
carrier may, in its discretion, provide for a longer period. Caniers must notify customers as to the
applicable waiting period for a response before approval is assumed.

(i) In the case of an electronic form of notification, the waiting period shaU hegin to rml from the
date on which the notification was sent; and

(li) In the case of notification by mail, the waiting period sllaU begin to run on the third day
following the date that thenotification was mailed.

(2) Carriers using the opt~0U:t mechanism must provide notices to their customers every two
years.

(3) Telecommunications carriers tilat use e-mail to prOVide opt·out notices must comply with the
following requirements in addition to the requirements generally applicable to notification:

(i) Carriers must obtain express, verifiable, prior approval from consumers to send notices via e
mail regarding their service in general, or CPNI in particular;

(ii) Carriers must anow customers to reply directly to ewmails conta.ining CPNI notices ill order to
opt-out;

(iii) Opt-out e~mail notices that are'retumed to the carrier as undeliverable must be sent to the
,customer in another form before carriers may consider the customer to have received notice;

(iv) Carriers that use e·mail to send ePNl notices must eosure that the subject line ofthe message
clearly and accurately identifies the sUbject matter ofthe e-mail; and

(v) Telecommunications carriers must make available to every customer a method to opt~out that
is of no additional cost to the customer and that is available 24 hours a day, seven days a week. Carriers
may satisfy this requirement through acombination of methods, so long as all customers have the ability to
opt~out at no cost and are able to effectuate that choice whenever they choose.

The Company does not currmlly solldt "oplout" customer approval for tile use or disclosure Of CPNJ.
The Company does not use CPNI for any purpose (Inch/ding marketing col1UltllJ'icatlons-reiated
services) and does not disclose or grant access to CPNI to any party (Including to agents or affiliates that
provide communications-related services), except as permitted under 47 U.S.C. .§ 222(11) and Rule
64.2005.

(e) Notice ReqUirements Specifio to Opt-In, A telecommunica~ions carrier may provide
notification to obtain opt-in approval through oral, written, or electronic methods. The contents of any such
notification must comply with the requirements of paragraph (c) of this section.

Tire Company does not currently solicit "opt In" customer approval/of the use or disclosure ojCPNI.
The Company does no! lise, disclose or gral1t access to CPNI fur any purpose, to any party Of in allY
manner that would require a customer's "opt ill" approval under the Commlssionls CPNI Rules.
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(f) Notice Requirements Specific to One-Time Use ofCPNl. (1) Carriers may use oral notice to
obtain limited, one--time use of CPNI for inbound and outbound customer telephone contacts for the
duration'ofllie call, regardless ofwhether carriers USe opt~oot or opt..in approval based on the nature of the
contact.

(2) The content, of any such notification must comply with the requirements of paragraph (c) of
this secti01~ except that telecorrununications carriers may omit any ofthe following notice provisions if not·--·rerevant tOtllel1iiilieauselOr wn1cfil!ie camer se.kSCl'm:····__·__·__··__········__·_-····_········_-_·.._ _ _ _ _ _ _ __ .

(i) Carriers need not advise customers that if they have optedMQut previously, no action is needed
to maintain the opt>-out election;

(ii) Carriers need not advise customers that they may share ePNI with their affiliates or third
parties and need not name those entities, if the limited CPNI usage will not result in Use by. or disclosure
to, an affiliate or third party;

(iii) Carders need not disclose the means by which a customer can deny or withdraw future access
to CPNl, so long as carriers expl'lll to customers that the scope ofthe approval the carrier seeks is limited
to one-time use; and

(iv) Carriers may omit disclosure of the precise steps a customer must take in order to grant or
deny access to CPNI, as long as the carrier clearly communicates that the customer can deny access to his
CPNI for the call.

In instances where the Company seeks one-time customer approval for tlle lise or disclosure of CPNI,
tlte Company obtains such approval tit accordance with the disclosures, methods aud requirements
"olltailled in Rule 2008(f).

Section 64.2009 Safeguards required for use of customer proprietary network information.

(a) Telecommunications carriers must implement a system by which the stai'US of a customer's
.CPN! approval can be clearly established prior to the use ofCPN!.

The Company rs billing system allows authorized compaIty personnel to easily determine tlte status Of a
customer's CPNI approval on the clIstomer account screen prwr to the U,fe or disclosure ofCPNI.

(b) Telecommunications carriers must train their personnel as to when they are and are not
authorized to use erNI, and carriers must have an express disciplinary process in place.

TIle Company has establlsilecl CPNI compliance policies Ihallnclude employee Irallllirg Olr restrlcllolrs
Olr the use and dlscloSlrre of CPNI aJld required safeguards 10 protect agaillsl IInaulltorized use or
disclosure ofCPNL Employees ilave siglled tltat they ulluerstaltd tlJe CPNI policies and a vlolatloll oj
those policies will result in disciplinary action.

(c) All carriers shall maintain a record. electronically or in some other manner, of their own and
their affiliates' sales and marketing campaigns that use their customers' CPNI. All carriers shall maintain a
record of all instances where CPNI was disclosed or provided to third parties) or where third parties were
allowed access to ePN1. The rocord must include a description of each campaign, the specific CPNI that
was used in the campaign) and what products and services were offered as a part ofthe campaign. Carriers
shall retain the record for a minimum of one year.

Tlte Compally's CPNl policies require llta/ all sales alld markeliltg campalglrs Illcludlllg tltose ullllzlllg
CPNI be recorded aIId kept ollfllefor alleasl one year. Records are also malnlallredjor disclosure or
access 10 CPNI by thirdparties. The records Illclude /lle required iltjormallolltis/ed III Rule 64.2009(c).
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Cd) TelecOllliUlmications carriers must establish a supervisory review process regarding carrier
compliance with the rules in this subpart for out~bQund marketing situations and maintain records of carrier
compliance for a minimum period of one year. Specifically, sales persolUtel must obtain supervisory
approval of any proposed out~bound marketing request for customer approval.

The Company's CPNl policies reqaire empioyees to obMn approval fram the Company's CPNl
~,Co!!!lll!!!lJJiJtJ)ff'S.!!Lft!Lall mJlrketi1JC,~oampalffl1§"Jl1£!JJJ!ilJ1Ll!J2§eIt!H!1!!1&.C!!l'lJ. prlorlfll11!@!JIiJL!lHlL"""""" ....".",.,.,.", ;

campaign. RecQrd of the marketing campaign..:;, along wUIt the appropriate supervisory approval is
maifltail1edfor at least QIte year.

(e) A telecommunications carriel' must have an officer, as an agent of the carrier, sign and file
with the Commission a compliance celtificate on an annual basis. The officer must state in the certification
that he or she has personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the rules in this subpart. The carrier must provide a statement
accompanying the certificate explaining how its operating procedures ensure that it is Or is not in
compliance with the rules in this subpart. In addition, the carrier must include nn explanation of any
actions taken against data brokers and a summary of all customer complaints received in the past year
concerning the unauthorized release of ePN!. This filing must be made annually with the Enforcement
Bureau on or before March 1 in BB Docket No, 06w 361 for data pertaining to the previous calendar year.

Tlte required officer certification, actions takelt against data brokers and ,fummary Of customer
complaint documents are incladed wlJi! tltis uccompanying stalement. Tit. Company will file these
documents on an annual basis on or before March 1for data pertaining to the previous calendar year.

(t) CalTiers must provide written notice witbin five business days to the Commission of any
insttmce where the opt-out mechanisms do not work properly, to such a degree that consumers' inability to
optwout is more than an anomaly.

(1) The notice shall be in the fom ofa letter, and shall include the carrier's name, a description of
tbe opt-out mechanism(s) used, the problems(s) experienced, the remedy proposed and when it will be/was
implementedt whether the relevant state commission(s) has' been notified ~md whether it has taken any
action, a copy ofthe notice provided to customers, and contact information.

(2) Such notice must be submitted even if the carrier offers other methods by which consumers
may opt-out.

Vte Company does not currently solicit Uopt out" customer approval/or tlJe use or disclosure ofCPNl.

Section 64.2010 Safeguards on tile disclosure of customer proprietary network information.

(a) Safeguarding ePNl. Telecommunications caJTiel's must take reasonable measures to discover
and protect against attempts to gain unauthorized access to CPNI. Telecommunications carriers must
properly authenticate a customer prior to disclosing CPUI based on customer-initiated telephone contact,
online account access, or an in~store visit.

The Company's CPNI policies altd employee trainillg include reasonable measures to discover and
protect against activity tllat is btdlcatlve ofpretexting ant! employees are illstructed to notify the CPNJ
Compliance Officer ifany such activlty is suspected.

(b) Telephone access to CPNI. Telecommunications carriers may only disclose cail detan
information over the telephone, based on customer~initiated telephone contact, if the customer flrst
provides the carrier with a password, as described in paragraph (e) of this section, that is not prompted by
the carrier asking for readily available biographi.cal information, or account information. If the customer
does not provide a password, the telecommunications carrier may only disclose call detail information by
sending it to the customer's address of record, Of, by calling the customer at the telephone number of
record. If the customer is able to provide call detail information to the telecorrununications carrier dtu'ing a

6



customer-initiated call without the telecommunications carrier's assistance, then the telecommunications
c81tier is pennitted to discuss the call detail infonnation provided by tIle customer,

The Company's CRNI policies ensure Ihat a customer is only able to access cali detail Information over
the telephone ill olle of the ways listed in Rule 64.2010(b). If the cuslomer cannot remember their
passwortl, Ihey aTe prompted to answer a security questioll. Neither the passJjlord !lor tlte security

... .."_.qJ:f!.~~~'!!..~".f!!~,"£~.f!,.i!_f!!..LT:f!.q!,'£.!E': ..~!!!!_~,~~~~!!!G.t~p!!!~'!L!!!lf!!.~!f!:fion .!!!.f!:£EEH,!!L!!!1..<?lf!J!!tJ!!.!~_9!!!.f!!,!~r ~,_,_.__" "_~"
service representatives are i1lstructed to authenticate customers over the telephone in all instances except
in the case where the customer ptovldes tlte call detail ht/ormation without the assistance of the
Company. .

(c) Online access to CPNI. A telecommunications caITier must authenticate a customer without
the use of readily available biographical infonnation, or acco1Ult infonnation, prior to allowing the
customer online access to COO related to a telecommunicati.ons se.rvice account. Once authenticated, the
customer may only obtain online access to ePNl related to a telecomtntmicatiol1s service account through a
passwordl as described in paragraph (e) of this section, that is not prompted by the catTier asking for readily
available biographical information, or account information.

The Company '$ customers do not currently have access to t!zeir account onll/le.

(d) Ill-Store access to CPNI. A telecommunications carrier may disclose CPNI to a customer
who, at a carrier's retail location, first present'S to the telecommunications croTicr or its agent a valid pl)oto
ID matching the customer's account information.

There are no retail locations.

(e) Establishmellt of a Password and Back-up Authentication Methods for Lost Or Forgotten
Passwords. To establish a password, 'a telccorrununications carrier must authenticate the customer without
the use ofreadily available biographical information, or account informatlon, Telecommunications carriers
may create a back~up customer authentication method in the event ofa lost or forgotten password, but such
;back~up customer authentication method may not prompt the customer for readily available biographical
:information, or accmmt information. ]f a customer cannot provide the COl1'eet password or the correct
response for the back~up customer authentication method, the customer must establish a new password as
described in this paragraph.

The Company's CRNI polioles aIlo.. for a few ..ays 10 establisl' a password, all af which ensure
compliance with the above paragraph. Each method also allows the customer to estabUsh a back-up or
security qttestioll In tlte evenlllla, tiley forget tlteir possword. In 110 event does Ihe Company use readily
available biographi£.·ul information or account information as a back-up question or as a means to
establish apassword or authenticate the customer.

(1) Notification of account changes, Telecommunications carriers m.ust notify customers
immediately whenever a password, customer response to a back~up means of authentication for lost or
forgotten passwords, online account, or address of record is created or changed. This notification is not
required when the customer initiates serVice, including the selection of a password at service initiation.
This notification may be through a catTier-originated voicemail or text message to the telephon.e number of
record, or by mail to the address of record, and must not reveal the changed information or be sent to the
new account information.

The CampallY's bllllllg syslem geMrates a Ilot!ficatioll letter IVllell allY ~f tlte fieills lisled in Rule
64.201O(f) is created or changed. Tile Company hnmedlately mails out tite Ilot!ficatlon to the address of
record (never a lie.. address) ..hell required by Rule 64.2010(f). Tlte content ofthe Itot!ficallolt complies
with the requiremenls ofRule 64.2010(f).
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(g) Business Customer Exemption. Telecommunications carriers may bind themselves
contractually to authentication regimes other than those described in this section for services they provide
to their business customer that have both a dedicated account representative and a contract that specifically
addresses the carriers' protection of CPNL

Tlte Company does nat utilize the busilless customer exception at this time.

Section 64.2011 Notification of customer proprietary network information security
breaches.

(a) A telecommunications carrier shall notify law enforcement of a breach ofits customers' CPNI
as provided in this section. The carrier shall not notify its customers or disclose the breach publicly>
whether voluntarily or under state or local law or these rules, until it has completed the process of notifying
law enforcement pnrsuant to paragraph (b).

(b) As soon as practicahJe, and in no event later tban seven (7) business days, after reasonabie
determination of the breach, the telecommunications carrier shall electronically notify the United States
Secret Service (USSS) and tl,e Federal Bureau of Investigation (FBI) tlrrough a centralrepolting facility.
The Commission will maintain a link to the reporting facility at http://www,fcc.gov/eb/cW.

(1) Notwitllstanding any state law to the contrary, the carrier shall not notify customers or
disclose the breach to the 'public until 7 full business days have passed after notification to the USSS and
the FBI except as provided in paragraphs (2) and (3).

(2) If the carrier believes that there is an extraordinarily urgent need to notify any class of affected
customers sooner than otherwise allowed under paragraph (1), in order to avoid immediate and irreparable
harm, it shall so indicate in its notification and my proceed to immediately notify its affected customers
only after consultation with the relevant investigating agency. The carrier shall cooperate with the relevant
investigating agencis request to minimize any adverse effects of such customer notification,

(3) If the relevant investigating agency determines that the pUblic disclosure 01' notice to
:customers would impede or compromise an ongoing or potential criminal investigation or national security,
such .gency may direct the carrier not to so disclose or notify for an initial period of up to 30 days. Such
period Illay be extended by the agency as reasonable necessary in the judgment of the agency. If such
direction is given, the agency shan notify the carrier when it appears that public disclosure or notice to
affected customers will no longer impede or compromise a criminal investigation or national security. The
agency shall provide in writing its initial direction to the carrier, any subsequent extension, and any
notiflcation that notice wiil no longer impede or compromise n criminal investigation or national security
and such writings shall be cOlltemporaneously logged on the- same reporting facility that contains records of
notifications flied by carriers.

(0) Recordkeeping. All carriers shall maintain a record> electronically or in some other manner, of
any breaches discovered, notification made to tl,e USSS and the FBI pursuant to paragraph (b), and
notification made to customers. The record must include> if available) dates ofdiscovery and notification, a
detailed description of the CPNI that was the subject of the breach l and the circumstances of the breach.
Carriers shall retain the record for a minimum of2 years.

The Company has policies and procedures in place to ensUre compliance witl, Rule 64.2011. When it is
reasonably delermilled tI,at a breaclt Itas occurted, tlte CPNI Compliance Officer will notIfY law
enforcement and its customer in the required time/rames. A record oftlte breach will be maintained/or
a mlllimum of two years alld will include ali Illformatioll required by Rule 64.2011.
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