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provide their Annual Customer Proprietary Network Information Compliance Certification.
Please feel free to contact me if you have any questions regarding this filing.

0:"~
Devin L. Crock

DCOI/CROCDE/369236.1



Annual Customer Proprietary Network Information CertificMion
Pursuant to 47 C.F.R. § 64.2009(e)

EB Docket No. 06~36
February 27. 2009

Nllma! 64.2009(e) ePNl Certificatiollfor Calendar Year 2008

Company: NobelBiz. Jnc.

499 Filer ID: 827076

Name of Signatory: Richard LMahfouz

Title: President

I, Richard L Mahfouz, certify that I am an omcer of NobelBiz, Inc. ("Company"),and
acting as an agent of Company, that I have personal knowledge that COlupany has established
operating procedures that ate adequate to ensure compliance witl1theCommission's CPNI rules.
See 47Cf.R. § 64.2001. et seq.

Attached to this cCl1ification is an accol11panying sfatementexplaining how Company's
proceQures ensure the company is in compliance with the requirements set fOltlJ in sectiOl1s
64.2001 el seq. of the Commission's rules.

Company has nQt taken any actionS (instituted pro(;'~edi.l.1gs or filed petitions at either
$tate commissions, courts, or at the FCqagaillst data bl'okers in the past year. .Cotnpany has no
infonmitionoutside of Commission Docket No. 96~lJ5, or that is not otherwisepnbticiy
avaHaple{e.g., through news media), regarding the.processes pretexters ale llsing to attempt to
aCcess CPNl.

Company has not received any customer c0l11plablts ..in the past year concerning thG
unauthorized release of CPNI

Richard L. Mahfouz
President
NobeIBiz, Inc.



-------_._~---------------------- -_..._..------_..._----------------------

Customer Proprietary Netwark Information Certification
Attachment A

NobelBiz, Inc_ ("Company") has established practices and proct:dures adequate to ensure compliance with
Section 222 ofthe COlnmunicanons Act of 1934, as amended, and the Federal Communications
Commission's ("FCC") rules pc!taining to customer proprietary network infonnation ("CPNI") sctforth
in sectionsM.2001- 642011 of the Commission's rules_ This attachmcntsummarizes those practices
and procedures.

Safeguarding against pretextillg

• Company takes reasonable measures to discover and protectagainst attempts to gain unauthorized
access to CPNI, including the authentication of customers prior to disclosing CPNIbascd on
customer-initiated contacts. Company is cornmitted tonoHfyingthe FCCofaoy llovel or new
_methods ofpretexting itdiscovers <lnd ofany actions it tak~sagalnst pretexters and datll brokers;

Trjtining and discipline

•

•

Company traius its supervisory and non-supervisory personnel in an effort to ensure that its
employees, in 3ccordancewithFCCrcgulations: (a) understand whatCP!'!I is. (b)join ill and carry­
outCornpaJiy's obligation to ptotcct CPN!, and (c) understand when they are and when they arc not
<uithorizcd to usc ordisclose CPNI.

Comp~l1yhasan.cx~rcsscliscipnnary·ptoccss in place for violation of the CompallY's pra<:tices and
procedures; The careless or intentional failure to comply with lhesepractices and procedures may
result in qisciplinmy action. up to ana including discharge.

• Company may lise C?Nl for the following purposes:

)- To initiate, render, maintain, repair, hill and c{)lIect for $crvkcs;
}-. To protect its property rights; or to protect its subscribers or othercan'ieis from fraudulent,

abusive, or the unlawfuIuse ot:or subscription to, sudnervkes~
J;> To provide inbound telemarketing, referral or udministrativeservices to the. c;ustorncr during a

Ct!stomerinitiutcdcall.and w!tnthe customer's infbnncd consent
y To marketadditinnal services to customers that arc within the same catcgoriesof service to which

the customer already subscribes;
)- TOlllurket serviCes fomlorl)' known tiS adjunct-to-basic services~ and
);;. To market additional seryic~s to customers with fhe receipt ofinj<mned consemvia the lise <lop:­

in or ow-out, as applicable.

• Company docs not disclose or pennit access to (PNI totrack customers that call competing sendee
providers.

• Comparty discloses and permits access to CPNI where required by law {e.g. , under a lawfullY issued
subpoena).



Customer approval liInd informed consent

• C()mp,my does l1o.t use (fiNI tor any purpose that requires prioccusromer approvaL For example,
Company does nor usc (PNI to market additional services (0 customers that arc not \vithiu the same
categories ofservice to which the subscriber aJrv.;ady subscribes. If this polley changes, Company 'NiH
institute policies and procedures to ensure that its usc of CPNlisin compliance with the FCC's
regulations, including obtaining priorcustol11er approval to use CPNl and keeping a record of all
marketiI'lg campaigns that USC CPNI.

Additional safeguards

• Coulpan)' has cstnblished a supervisQry review process designed to ensure compliance with the FCC's
CPNI rules.

• Company designates one Of more qfficers, as an agent or agents of the company, to sign and me a
ePNI compliance ecrtitlcatc on an annual basis. The eertificateconfomts to the requirements set
forth in fCC rule 64.2009(c).

• Company does not provide cai! detal1intormationovcr the phone based 011 customer-initiated
inquiries. Company wiH only providecalJ detail infonmltion by calling the customer tit the telephone
number of record or by sending the illformatiol1 to the address of record.

• Illthe eve/lt ofu breach ofCPNI, Company wiJI notify law enforcement as soon as praetieablc:mdno
!tUer than seven (7) business daysfromdiscovcrillg the hread1, Customers will hCl10riHed after the
seven (7) day period, unless tne relevant investigatoryparty directs CoulparlY to delay notitication,or
Company and the investigatnrypartyagree to <lIlcadier notification. Company will maintnin a rccQrd
ofall CPNI security breaches, including a description. of thebremch and the CPNI inv(}lvecl, along
with notifications sent to law enfQfCCl1.lcnt and afrcc{{..'dclIstomers.



Annual Customer Proprietary Network Information Certification
Pursuant to 47 C.F.R. § 64.2009(e)

EB Docket No. 06-36
Febmary 27, 2009

Annual 64.2009(e) CPNI Certification tbrCalendar Year 2008

Company: NobelTel, LLC

499 Filer ID: 823026

Name of Signatory: Richard L. Mahtbuz

Title: President

1, Richard LMahfbuz, certify that I am an officer of NobelTel, LLC ("Company"), and
acting as an agent of CQmpany, that 1 have personal knowledge that Company has establishe.d
operating procedures thatare adequate to ensure compliance with the Commission'sCPNI rules,
See47 CF .R. § 64.200 It!! seq.

Attached tt) this certHicatiQn is an accompanying stat<:ment explaining how Company's
procedures ensure the company is itl compliance with the requirements set forth in sections
64,2001(:1 seq. of the Commission's rules.

Company has not taker! any actions (instituted proceedings or filed petitiQllsat either
state cOlnmissions, courts., or at the FCC) against data brokersinthe past year. Company has no
intbnnatiol1 outsideofCo111H1ission Docket No. 96-115, or that i$ not otherwise publicly
available (e.g., through news media), regarding the processes pretexters are using to attempt to
access CPNL

Company has not received any cllstorner complaints in the past year cOflcerning the
unauthorized release ofCPNl

fiLLjf;J!yfY~~/
Richard L. Mahtbuz jfor
President
NobetTel, LLC



Customer Proprietary Network Information Certification
Attaclunent A

NobclHt LLC ("Company") has establishcdpractices und procedures adequate to ensure compliance
with Section 212 of the Cot11munications Act of 1934, as amcllded, and the Federal Communications
Commission's CfCC') rules pertaining to customer proprietary network infonnation ("CPNf') set forth
in secdonsMJOO! ~ M.20 I I of the Comntisslon's ndes, This attachment summarizes those practices
and procedures.

Safeguarding against prete~ting

• Company takes rCtlsonaoJe mqasun::s to di$coverand protect against attempts to gain unauthorized
access to CPNI, inchtdingthe authentication ofcustomers prior to~isdosing CPNI based Olt
customcf-iinitiated contacts. Company is committed to notifying the FCC ofany novel or new
methods ofpretextingit.d.iscovets and ofanyuctioTIs it takes against pretextcrsand data brokers,

Traiuingand disciplille

- Company trains its rmperv1sqryand t1on~supcrvisolypersonnel in an effort to ensure that its
employees, in accordance with FCC rC&,lUlations: (a) understand what (PNl is, (b) join in and carry~

out Company's obligation to protectCPNt and (c) undcrst'lnd when they are and whcntbcy atC not
authorized to use or disclose CPNL

" Compal1Y has an express disciplinary prooeS$ in phlcctbrvlolatiol1 of the Company's practices and
procedufCs, Thecardess or intenticmal failure to compiy with these practices and procedures may
result In disciplinaryactiQQ; HI) tl) tttldincluding discharge.

Company's lIseofCPNI

• Company may use CPNHgf the following purposes:

.» To initiate, render, maintain,tepair, bin and coHect for services;
).- Toproteot itspropC;rry rights; or to protect its s:qbscribers or other carriers from thruou1ent,

abusive, or the unlawfltlusc of, orsllpscription to. such services;
, Toprovide inbonudtclemarketing, refcrraloraqnlinistratiY\;'servicesw the customer during a

customer initiated cal. I and with the customer's intQnned consent
.~ To market additional services to customers thutare within the same categories of service to which

the custom~ralready silbsctibes; ~.
;,. To market seD/ices formerly known as adjl1l1CHo-busic services~ Elld
;.. To market additional services to customerS~l/ith thc.reeeipf.o/inj<>r!ned consent via the use t?t"O{Jf­

in or out-out, as applicq1Jlc,

-Company does not disdosc or permit access to ('PNI to track customers that call competing service
Providers,

• Company discloses and permits UI';CCSS [0 CPNI where required by law (e,g" under a lawfully issllcd
subpoena).



Customer approval and illfotmed consent

• Company does not use CPNI fOt any purpose that requires prior customer approv<ll. For example,
Company does not use ePNI to market additional services to customers tIlature not within the same
categories ofservice to which the subscriber already subscribes, Ifthis policy changes, Company vo/iiI
institute policies andprocednres to ensure that its usc of CPNI is in compliance with the fCCs
regulations, including obtaining prior customer approval to tlse CPNI andkeepil'ig a record afaH
rmlrketing campaigns that usc ePNI.

Additiomdsafeguards

•

•

•

•

..
•

•

Company has established a supervisory review process designed to ensure compliancQ' with the fCC's
CPNI fules.

Cornpany designates one ormorc officers, as an agent or agents ofthe company. to sign and flle a
CPNI eOl1'lpliance certificate on an annual basis. The certificate conforms to the rcquirementsset
forth in fCC ruie M.2009(e).

for customer-initiated tclepholie inquiries regarding Of requiringacc.ess to CPNI Company
authenticates the· customer (or its authorized representative), through a pre-established password,
without prompting throtlgh the use of rengily available biographical oraccolmtinformation. Wthe
customer cannot provide a password, then Company only discloses caB detallinfonnationby sending:
it to the Cll.StOl'Ilcr'S Ilddrcss ofrecord, or byctlll ing the customer at the telephone nunibcr of rec~)r(t

for online Cus[olUcracccss, to CPNI, customers must utilize a J?rc~established password tq authorize
account accC$s. Companycstahlishespasswordsand has employed hack-up authentication tor lost or
fOrgotten passwordscotlslsterit with thcrcquirements of FCCrulc 64..2010(e).

Company notifies customers immediately ofany account chahgcs, including address of record,
authentication, cntline account und. password related changcs.

(:ompanym:ay negotiate alternativcaurhenticatiol1 procedures for scrvlcestl1at Company provides to
businesscustol11crsthathave both a dedicated account representative uuda contnlctthat specifically
addresses Company's protection·ofCPNI.

fnthe .event of a breach ofCPNI, Company Will. notify la\v enforcement as SOOUfiS practicable and no
later than seven (7) business days from discovering the breach. CustornerswiH be notified after the
seven (7) day period, 1l1l1<;:ssJhe relevant itlVcstigatoryparty directs Company to delay n.otification. or
Company and the investigatory party agree to an earlier notification. CompanywiH maintain a rccord
ofaU CPNlsecority brcaches,iric1udillg a description of the breach and the CPNl involved, along
with notifications· scnn:o Irtw enforcemcnt and affected customers.
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