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Dear Ms. Dortch:

Pursuant to 47 C.F.R. § 64.2009(e), Velocity The Greatest Phone Company Ever,
Inc. hereby submits its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter,

Lancé J.M. Steinhart
ttorney for
Velocity The Greatest Phone Company Ever, Inc.

Enclosures
cC: Chip Werner
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I, Gregory Kiley, President and CEO of Velocity The Greatest Phone Company Ever,
Inc., certify that I am an officer of the company named above, and acting as an agent of
the company, that I have personal knowledge that the company has established operating
procedures that are adequate to ensure compliance with the Commission’s CPNI rules.
See 47 C.ER § 64.2001 ef seq.

Afttached to this certification as Exhibit “A” is an accompanying statement explaining
how Velocity The Greatest Phone Company Ever, Inc.’s procedures ensure that the
company Is in compliance with the requirements set forth in Section 64.2001 et seq. of
the Commmission’s rules.

Name: Gy&gory Kiley
Title: Président and CEO
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Velocity The Greatest Phone Company Ever, Inc. has not taken any actions
(proceedings instituted or petitions filed by a company at either state commissions, the
court system, or al the Conumission against data brokers) against data brokers in the past
year. Companies must report on any information that they have with respect to the
processes pretexters are using to attempt to access CPNI , and what steps companies are
taking to protect CPNI.

Velocity The Greatest Phone Company Ever, Inc. has not received any cusiomer
complaints in the past year concemning the unauthorized release of CPNI (number of
customer complaints a company has received related to unauthorized access to CPNI, or
unauthorized disclosure of CPNI, broken down by category or complaint, e.g., instances
of improper access by employees, instances of improper disclosure to individuals not
authorized to receive the information, or instances of improper access to online
information by individuals not authorized to view the information).

Signed

Gregary Kiley, President and CEO

FCC Annual Filing
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Exhibit A

Velocity The Greatest Phone Company Ever, Inc.

Compliance Requirements



Velocity The Greatest Phone Company Ever, Inc.
7130 Spring Meadows West Drive
Holland, Ohio 43528

Compliance Requirements

Velotity The Greatest Phone Company Ever, Inc. ("Compeny") maintains the foliowing operating procedures to
ensure compliance with the reqguirements set forth In Section 64,2001 of seq. of the Commission's rules.

Seetion 64,2008 Use of costomer proprietary network Iaformation withoul costomer
approval

(%) Any teleconmunications cardvr mey wse, disclobe, or permit 2ccess to CPIT for e purposs of
providing or rerketing service offarings among the atagories of service (L6, locel, interexchunge, and
CIMRS) tw which the customer olready subseribes Hom the same carrisr, without castomer approval,

(1} I a welecommuniontions carrter provides diffiyent cntegories of service, and a oustomer
sobscribes to suove than one category of service offered by the carder, the carrier is permitied to share
CPRY among the carrier’s rifiliated entities that provide a service offering to the eustomer.

(2} Wz welecomipuniostions oscrier provides diffetent catepmnies of sorvice, bus 2 custoner doss
not subgeribe fo more thay. oae offering by the carrler, the cuzcler Is not perltted fo shary CPME with its
affilistes, excopt oy provided in §64.2007¢), :

() Alecormmunications carrisr may not ve, discioss, o perit socess to CPY to market o a
custones service offings that are within a cptegory of sexvice o which the subseriber docs ot whready
sobsoribe fom that crmier, unfess that carrier bas oustoiner spproval to do go, exoept as described In
paragraph(c) of this section.

{1 A wireless provider may use. discloss, or permit gocess to CPNL deplved Town s provision of
CMRS, withow customer approval, for the provision of CPE and information serviee(s). A wireling carrier
may use, disclose or permil sccess fo CPMI derlved from its provision of local exchange serviee.or
intersxchangs service, without customer approval, for the provision of CPB and call auswering, voiss mail
or messaging, volee storage and tetrisval services, fax store snd forward, and protosol conversion.

(2) A wlecommmpiocativng carmior may oot wse, disclose, of permit aceess v CPNI to identify or
track custorners that cell comgeting service providers. Por example a local exchange carrier miy not vse
Tooad sorvive CPIE &0 track all customers et cal) Incal service competitors,

) A tlecommunications corrter may e, disclose, or permit access to CPNY, without customer
approvel, as described in this paragraph (&)

(1} A welecommunioations carrier may use, disclose, or pemnil acoess 1o CPNI, without cusiomet
approval, in its provision of fnside wirlng instalistion, teintenance, and repair services.

(2) TMRES providers may use, disclose, or pevmit access to CFI for the pumpose of conducting
researsh on the heoalth ¢ffscts of CMRS.



(3 LECs, CMRS providors, and interconnested VoiP providers may use CPNI, without customer
approval, to aarket secvices formerly known as adjunctto-bosic services, such as, but not limited to, spsed
dialing, compatec-provided divectory assistance, call monfioring, cell tracing, call blocking, call return,
repest diading, call tracking, coll waiting, caller 1.0, cell forwarding, and vertain Centrex features,

{d) Atslecommunications carrier may use, disclose, or peymit aceess to CPNI to protect the rights
or property of the carrier, or to prolect psers of those services and other carricns from fraudulont, abusive, or

untaw o] use of, or subscriplion to, suck services.

The Company hus adopled spectfic CPNY policies 10 ensure Hirat, n the absence of customer approval,
CPNI Iy only used by the Company o provide or marker service offerings nmong e cutegories of
service (Le., focal, Interexchange, and CMRS} (o which fhe csslomer already subscribey.  The
Compary's CPNI pollcies prokidbit the sharing of CPNI with affifipted companies, exvept 4§ pespitied
wnder Rule 64.2005(a3 (1) or with customer approvel prrsuant lo Rule 64.2007¢), The only exceptions
1w these poticles are as permitied under 47 US.C, § 23200 and Rule 64.2005.

Sevtion 64,2007 Approval requived for use of customer proprictary netwoerk information,

() A telecommunications cavrfer may obtain approval through written, oral or electronic
mithods.

(1) A tlecommunications carrer relying on oral approval shall bear the burden of demonstrating
that such. approval hias been given in compliznce with the Commission’s vules in this part.

(2) Approval or disapproval 16 use, disclose, or parmit sccess to a custemer’s CPN obtained by &
telocomumunications carrier must remain in effect until the customer rovokes or limits such spproval or
disapproval.

(3) A telecommunications carrier must maintain records of spproval, whether oral, wiitten or
slectronic, for at least one yeas.

B alf ctrenmstances where customer approval is regiived (v use, disclose or permtit access to CPNI, the
Comnpany's CPNT policies require that the Commpany obtain eusteter approvel theeugh writen, oral or
elecironic metheds In compliance with Rule 64,2007, 4 cuvivmer’s approvel or Jisapproval reviaing i
effect until the cusiomer revokes ar Uity e approval or divapproval, The Campany maelvanins records
of customer approval (wkether written, oval or electroaic) for a minimum af vie year.

by Use of Opt-Out omd Opt-In Approvel Processes. A telecommanications carvler magy, subject
to opt-oul approval or opt«in approval, we its customer’s Mdividuslly identifinble CFNI for the purpose of
inazketag communications-related services to that customner. A telecommunications carrier mey, subfeet 1o
apl-out appraval or opt-in approval, disclose its customer’s ndividwally identificble CPNI, for the purpose
of marketing communications-refated services to that customer, o ils agents and s affiliates that provide
cormmunications-related services. A telecommunications carrier roay also pernit sech persen or sotitdes o
obtain access to such CPNI for such purpeses. Hxcept for nse and disclosure of CPNI that is permitted
without customer apyproval undey seclion §64.2005, o that is described in this paragraph, or as otherwiss
provided in section 222 of the Comxpunivations Act of 1934, as amended, a elecommunieations carrier
may only use, disclese, or permit access to #s costomer”™s individuaily identifinble CPNI subject to opt-in
approval.

The Company does snot s CPNI for any purpose (including marheiing commuanicotions-celoted
services) and does not disclose or grant access to CPNY to any party (Including to agenits or affiiiates that
provide conymunications-related services), exeapt as permiiled under 47 (8.0 § 222(d) and Rule
64,2003,



Bection 64.2008 Notiee required for use of custorner proprietary network information.

{8)  Notifieation, Generally. {IY Prior w0 any solicitalion for cuslomer approval, a
relecommunications carvier must provide notification o the customer of the customer's right fo restrist use
of, disclose of, and access to that customer”s CPNIL

{Z) A telecommunications carrier must maintain rscords of novdfication, whether oral, written or

sleefronic, fOr at least one y&ar,

{b) Individual notice to oustomners must B¢ provided when soleiling approval 10 wse, disclose, or
permit access w0 customers’ CPIL

() Comtent of Notfee, Custorer notilication mugl provide sulliolent informalion to ensble the
customer 1 maks an informed decision as o whetbier fo permit a cardier ts use, disclose, or peimit acoess
to, the customer's CPNL

(1} The potification roust state that the cusiomer has a right, end the carrier has a duty, onder
fiederal aw, to protoct the confidentiality of CENIL

(Z)y The netifieation must spesify the types of information that constinge CPNI and the specific
ontities that will reesive the CPNI, degoribe the purposes for which CPNI wiil be used, and inform the
customer of his or her right to disapprove those uses, and dexny or withdraw access to CPNI at any time.

{3) The notification must advise the cusiomer of the precise steps the cuslomer must take in order
o grant or deny access to CPNI, end must ciearly state that a denial of approval will not affset the
provision of any services to which the customer subscribes. However, camiers may provide a briefl
stasement, in a clear and neutal luaguage, deseribing consequences direcily resuliing fraw: the Jack of
acoess 1o CPNI.

(&) 'Fhe potification must be comprebensible and must not be misleading,

(5) H written nolificetion is provided, (e notics must be clsarly Jegible, vse suffisiently large

type, and be plaved in an area so 23 to be readily apgarent (o a customor,

(6) I any vafion of @ notification s ténslated into ancther lahguage, then all portions of the
notification must be translated into that langpage,

{7y A carrier may state 31 the notification that fiie customer's approval to use CPNI may enhztice
the earyler's ebility to offer products and serviees taifored to the customer’s needs, A cartier also may state
in the netiflention that it may be compelled o disciose CPNI 1 aty person upon affirmative written request
by the cosromer.

{8) A carrier may not include in the nolification any statement alttempting to encourage a custoser
to freeze third-party access to CPNL

{9y The notification must stete that any approvel, or denial of approval for the uge of CPNL
outside of the service o which the customer already subscribes fiom that catrier ts valid unth: the customer
affirmatively revokes or limits such approval or denfal.

(i) A telecommumigations carec’s solicitation for approval must be proximate t the
notification of g customer’s CPNI rights,

The Company’s CPNF pelicies require that cusiomers be notifiod of thelr rights, and the Company's
obligetions, with respect to CPNT prior to any solicitation for customer appraval, AN required cusratiter
aotices (whether written, orgl or clectronde) comply with the requirements of Rile 642008, The



Compuny maintaing records of all required customer tolices Ovhetfier written, ovaf or electronic} for o
minivam f one year.

(&) Notice Reguirements Specific to Opt-Cht. A tekecommunications carrier must provide
notificaiion o obtain opt-out approval throvgh clectonle or writlen methods, bt not by oral
conmyrunication (except as provided in paragraph (f) of this section), The sontents of any such notification
mist comply with the requiremends of paragraph () of this section.

(¥ Carriers must wail 2 30-day minimun period of times after giving sustemers notice and an
vpportunity fo opt-out before assuming customsr approval (o use, disclose, or perrait sccess (o CTPNL A
vamier may, i ifs diserefion, provide for a longer poriod.  Carriers must notify customers as o e
applicable waitdng period for a response before approval is assumed.

(D) In Lhe case of an electronic form of notification, the walting period shail begin to van from the
date on which the notification was senf; avd

G In the case of notification by mail, the wailing perfod shall begin to run on the third day
fallowing the date thut the notification was matlsd.

(2) Carrers using the opt-out mechanism must provide notives to fhely Crstomers every two
YeRs, '

{3} Telecommunications caxriers that wse e-mail to provide opt-oul notices must comply with the
following requirsments in addition (o the reguiremenis generally applicabls (o notification:

() Carriers must pbtain express, verifiable, prier approval from consumers to send notices vid ¢«
mall reganding their service in general, ur CPNY in particuiar

(i) Carriers must allow customery to roply divectly to e-mails contafoing CPNI notices by order to
apt-out;

(it} Opt-out e-mail notices that are returned to the carrier as wndeliverable must be sent (o the
Custoraer i 2nather form before carrisrs may consider the costomer to have received natice;

{iv) Carrizrs then we e-tngil 1o send CPR notiees must ensure that the subject Hus of the message
clearty and accurately identiffes the subjeet matter of the g-mail; and

{) Felecommunications carriers must make avaiiable to every customer 3 method o opt-out that
is of no additional cosr to the customer and that is available 24 hows a day, seven days a weck, Carviess
may satisfy this requireroent through & combination of methods, so long as all customers have the ability
opt-out at no cost and are able to effevtunte that cholee whenever they chisose.

The Company does wot enrrently solicit "opt o™ customer approved for the use or disclosure of CPNIL
The Company dves not wse CPNI for gnp purgese (inchiding murketing comtmmunicationy-reluced
servicey) end docs rot disclose or grant nccess fo CPNI o any party (inclnding to agengs or gffillates thal
provide commantications-related services), except gy permitted under 47 US.C § 222(d) and Rule
54,2005, ‘

(&} Motice Reguivememz Speciic fo Opi-fm. A telecommunications carrier may provide
nertification 1o obtain opt-in approval trough oral, written, or slectronic metheds, The contents of any such
notification must comiply with the reqnivements of paragraph (e) of this seetion.

The Comprarzy does rot enrvently solickt "opt " customer approval for the use or disclosure of CENL,
The Company does wot use, disclove or grantl qecess (o CPNT for any purpese, to any parly or in any
recerzer that world requdre o customer’s opt in" approvel under the Coinmnission's CPNF Rules,



{fy Notice Reguirements Specific to One-Time Use of CENL. (1) Carriers may use oral notice to
obigin limitwed, one-tine use of CPNI for mbound and outbound sustomer telephone contaets for the

durationruf the call, regardicss of whethey carriors use op-out or opt-in approval based oz the nature of fe
condact,

{2) The contents of ey guch notiffcation ust comply with the reguiroments of parsgraph {cof
1his gection, except that iclacc:mmumcatmns carvicrs may omit any of the following nolice provisions if ot

FEICVAIT 1o Ehe 1Ticd 250 Tor WhiGh F1E CRTTIGT SOOKS 1PN,

(i) Catriers nesd not advise custemners that if they have opted-out previousiy, no action is nesded
o maintain the opt-out eleciion;

(i} Carriers noed nol advise cestomers thal They may shars CPNI with thelr affiiiates o third
prties and need not name these entities, i the Himited CPMI usage will not Texult in nse ly, o disclosuie
to, an affiliate or thivd party;

(ifl) Carriers need not disciose the means by which a customer can dewy or withdraw future access
to CPNI, co long g carrlers explain to customers that the seope of the approval the carrier seeks is Hmited
to one-time use; and

(ivy Carriers may omit disclosure of the precise steps & custormer must take in order to grant or
deny access to UPNI, as long as the cawrier clearly conumunicates that the custoroer can deny aceess o his
CPM for the call,

In Instances where the Company secks one-time cusiomer approval for the use or disclosure of CPNI,
the Company vbigins suck approval i gccordance with fhe dlsclosures, metheds and reguirements
contuined in Rele 2008¢8).

Seetion 64.2009 Safeguards required for use of customer propristary vetwock information.

(a) Telecommunications carrfers wast implement a system by which the status of 2 customer’s
(PN approval can be clemly established prior to the use of CENL

The Company’s billing systems allows authorized cowpany personnel fo easily determine the siuns of a
customer’s CPNI ppproval on the customer accounl sereen prier to the uie or diselosare of CPNI,

() Telecomunonications carriers mngl twain thelr personpel as o when they e and are not
authorized to use CPNI, and carrlors must have an express diseiplinaty pracess in place.

The Cowpary hay established CPNI complinnuce policies fal Include emplopee trafaiig on restrietions
on the wye and disclosere of CENT and required safeprards to profect agebust unanthoried use or
disclosure of CPNL  Emplopecs have signed that they andersiand the CPNF pollcier and 2 violation of
thase policies will result in discipiinary action.

(&) Al carriers shall maintain a recerd, elestrorically or in some other msoner, of thejr own and
thelr affiliates’ sales and marketing campaigns that use their custorers” CPNIL Al corriers shall raintam o
recird of all instances wherc CPNI was disclosed or provided to third parties, or where third parties were
ailowed ascess o CPN). The recond must inglude o deseription: of each canqpaign, the spec;ﬁc CPNI that

was need i the campaign, and what products and services were offered as a part of the campaign. Carriers .

shall vetain the record for a minimum of one year.

The Company’s CENI pelicies reqirire that all sales and wmarkeling campalgns inctuding fose stilliing
CPNT be recorded and kept on file for at least one year, Records are also wieintained for disclosure or
accgss to CENE by thivd pardes. The records include the required information Hsted in Rule 64.2009(c},



(@} Telecommunications carrlers nst establish a supervisory review process regarding carrier
copphance with the rules in this subpart for out-bound marketing sivuations and malutain records of carrier
compliance for a minimom period of one year. Speeifically, sales personnel must obizin supervisory
approval of any proposed owt-boumd marketing request for customer approval.

The Compamy’s CPNI polleles requedre emplopecs to obiain approval from the Company’s CPNY
Conmlinaee Qffcer for gif mavketing corepalens, Inclnding thove nilifying CPNI, prigr 1o initinting thet

eqimpaigrn Record of the mavketing campaighs, afong with the approprivte supersisory approval is
mainianed for af least one peay.

() A ielecommuipications carvier must have an officer, a8 an agent of the carries, sign and file
with the Commission & compliance certificate on an annugl basis, The offfear roust state in the certificntion
that he or she has personal knowledge that the company as established operating procedures that ars
tdequate to ensure compliance with the rules in this subpart. The caxrier mwst provide a slaterment
accompanying the cerificate explaining how its operating procedures ensure that it is or i not in
compliance with the roles in this subpart. In addition, the carrier musy cinde an explavation of any
actions taken against data brokers and & summary of all customer complainis received in the past year
concerning the wnasthorized retease of CPNL. This [Hing must be mede annually with fie Enforcemen
Bureau on or befors Maxch 1 in BB Diocket No. 08-36, for dniz pertrining to the previous caloadar veor.

The reguired offfcer cerdification, acffens wken against date brokers and summiary of cusiomer
complaini docpmends are included with his accompanying statement,  The Company will file these
docrrments on e e basis on or before Marek I for data periaining to the previous calendar year.

(f) Carriess must provide written notice within five bosiness days to the Contmission of any
instance where the opi-out mechasisms do net work progerly, to such a dogree that vonsumers” ability 1o
opb-out is more than an anomaly.

(1) The notice shall be in the form of 2 letter, and shall include the carrker's name, a description of
the opi-out mechanism(s) used, the problems(s) experlenced, the remedy proposed and when it will befwas
implemented, whether the relevant state sommission(s) has been notifled and whether &t hes tsken any
action, 3 copy of the notice provided to customers, and coniact information.

{2} Such notice must be submitted even iff the carrier offers other methods by which consumers
may Gpt-out

The Cormpuiy dves rof cureently solicit “opi ont” customer approval for the use or disclosure of CPNY,
Seetion 64.2018 Safeguards on the disclosure of customer propoietary retwork ieformation.

{a) Safeguarding CPNI. Telecoramunications carriers must take reasonable weasores o discover
and project against attempls o gain opavthortzed gocess to CPNLE  Telecommuonications carrlers st
properly uuthenticate a cusiemer prior ko disclosiay CPNI based on customer-initiated telephone contact,
oniing acouunt access, or an in-store visit,

The Compony’s CPNT policies and employee training include reasonable measures fo diseover and
protect against aotivily that i indicative of pretexting and employess wre Instrucied fo noilfy the CPNI
Cormpliatece Officer if any such activliy Is suspecied,

{b) Telephone access to CPNL  Telscommunications earriers may onfy disclose call deail
information over the teleplions, bassd on customer-initisted telephone comtact, i the customner first
provides the carrler with & prasword, as deseribed in petegraph (e) of this seclion, that fs nut prompted by
the corrier apking Tor readily available blographieal inforroation, or account information. If the customer
does not provide s passward, the telecommunications carrier may only disclose call detall inlormation by
sending it to the customer’s address of record, or, by salling the customer at the telephone number of
racord, 1 the customer is able to provide call detail information to the telecommunications cartler during a




custorner-initiated call without the kjecommunications camier’s assistance, then the telecommunications
cerrier is permitted to discuss the call detall information provided by the customer.

The Company’s CPNI policier ensare that a customer is ouly able fo ccess calf derall informarion over
the teleghone in one 0f the ways listed {n Rule 64.201000), X fhe customer connof remember heir
peassword, they qre prompled jo auswer ¢ Secnvily gquestion. Nelther the password nor the security
questlon are based on readily available bingraphical information or aecpin] [nforimation.  Custoner

service representatives are irsiracied fo authenticale custamery over the felephone in oll Instances excep!
i the case where the customer provides the coll detell fuformetion withort the assistence of the
M Cornpany. '

(&) Online veesss to CPNL A welonommunications carrier most awhenticate a customer withont
the use of readily available biographical information, or accownt infoxmation, prior to allowing the
custoier ooling avcess to CPNT related 1o a {clecommaonications servive accuunl. Oade authenticsted, the
customar may onby obfain ouline acccss o CPNI related 1o 4 teloconumunisations service accovat through &
passward, ng deseribed in paragraph () of this scotion, that is not prampeed by the carvier asking for readily
available blographical iuformation, or secount information. ‘

The company althernticates customers Without the use of readily avallable biographical ar account information prior to
aifowing on access to CPNf related to an accourt, Once suthenticated, the customer may only obtain access to CPNI
through a password, that is not prompted by readily available biographical or account information,

ID matching the customer’s account information.

The Company does not have retall locations,

o (&) Establishmert of @ Password and Backup duthentication 8ethods for Lost op Forgotien
Passwords. To esteblish & passwond, a teleconmmuvications cmrier must sutheativate the costomer without
the uge of readily available biographical information, or account information. Telecommunications carriers
may creaie & back-up custorer authentication method in the event of a lost or forgotten password, but such
‘back-up customer awshentication method may not prompt the custower for readily svailable biographical
sinformation, or accownt information. I & customer canpel provide the porrett password or the comect
response foe the byok-up customer authentication method, the customer must establish a new password as
deserived in diis paragraph,

The Company's CPNT policies effow for « few waps to esizblisht o prgsword, all of wihich ansars
compliance with the abuve puragraph, Eacl methed afve aflows the cusfonier (0 esinbfish o back-up or
security guestion in the eveid ffat they forpet their passsword. i Mo event does the Company se reaiily
avaiichle Diogrephical Informution or accound nfarmation a8 « bach-up guestion pr as n mequs 1o
estublish u password or authentficale e cusfomer,

() Notification of accouwnt changes. Telecommunicaiions cerriers must nofify customers
immedigtely whensver 3 password, customer response to a back-up means of autheptication for lost or
forgotten passwords, orline aceous, of address of record is created or changed. This notification is nat
rerprired when Eie customer initisles service, inclading the selection of & password at service initiation.
This nolificalion way be through & cargler-origineted volcemail ot text message to fhe telaphone number of
eecord, or by mail 1 the address of record, and must oot revesd the changed information or be sent to the
new account information.

The company Wil notity & customer immediately when accourt changes oocur, including a passweord, a response fo a
back-up means of authentication, or address of record.  The notification will be through a carrier-originated voicemail or
fext message 1o the telephone number of record, or by mail 1o the address of record, and will not cortain the charnged
information or be serit 10 the new account information.

.t



(g} PBusinesy Customer Exemption, Telecompounications carlers may bind themselves
contractually lo authentication regimes ofher than those deseribed in this stction for services they provide
1o their business customsr that bave both & dedicated acoount representative and & contract that specifically
addresses the carriers’ protection of CFNL

The Company does not wtilize the businoss customer exception @t s thue.

Section 64,2011 Notifteation  of customer proprietary network information security
breaches.

{a) A telecomunications carrier shall notify law enforcement of 4 breach of its customers’ CPNI
as provided in this section. The carricr shiall aot notify its customers or disclose the breach pubicly,
whether volunarity or under stete or Tocal Tew or these rules, until i hag cotnpleted the provess ol nofifying
law enforcement prasuont to paragraph ().

{b) As soon as practicable, and in no event later than seven (7) business days, after reasonable
doterminaticn of the breach, the wlscommunications carrier shall electronically notify the United States
Secret Service (UJSSS) and the Foderal Bureau of lovestigation (FBI) Grovgh o central reporting facility,
The Conunission will joaintale a lnk to the reporting ficitity at hilp/Awww. fog roviebleond,

(1) Norwithstanding any stetc law to the contrary, the carrder shell ot notify customers or
disclose the breach to the public until 7 full business days have passed after netifioation to the USS8 and
the ¥B1 except as provided in paragraphs (2) end (3).

{2y 1f the carrier believas that there is an extraprdinarily urgent need t6 notify auy class of afiected
customers sooner shar otherwise aliowed under paragraph (1), in order to avoid immediate and irreparable
harm, it shall so indicate In its notification and my proceed fo immediately notify its affected customers
only alter consuliation with the relevant Investigating agency. The carrior shall cooperate with the relevam
investigating agency’s request to minimize any adverse effects of such enstumer notification.

(3) K the relevant lnvestigating agency detsrmines that the public disgloswe or notice fo
cusomers woukd impede of conpromise an engolng or potentis] oriminal investipation or nationsl security,
wach agency may direct the cavrier not to so disclose or notify for an mitial period of up to 30 days. Such
perlod may be oxtended by the agency us reasonable necessaty in the judgment of the sgency. If such
direction is given, the agency shall notify the varier when It appears tat public discloswre or notice o
affected customers will no longer impede of compromise a criminal investigatiou or national security. The
agency shall provide In writing its initial ditection to the cerrier, any subsequent extension, and any
notification that notice will no longer iropede or compromise a crintinal investigation or natienal security
and such writings shatl be confemporaneovsly logged on the same reporting facility thai contains recards of
noiifications filed by carlers,

(8) Recordreeping. AN carriers shall maintain a recard, electoroniozlly or Insome ofher manner, of
any breaches discovercd, notification made to the U888 and the FBI pursuent to paregraph (b), and
notification made to customers. The record must dnckade, if available, dates of discovery sod notification, &
detaijed description of the CPNI that was the stbieet of the breach, and the circumstances of the breach.
Carriers shal retain the record for s minfzaum of 2 years.

The Coppany has policies und procedures in place to ensure compilance witht Rule 64,2013, When it is
reasonably deterreined thatl a breach hos eccwrred, the CENI Complionce Officer will notify law
enforcement and its crustomoer i fhe reguived timeframes, A record of (he breack witl be muintained for
g grinhtre of Dve years end will include wil Information required by Rule 642011




