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Dear Ms. Dortch:

Pursuant to 47 C.F.R. § 64.2009(e), Velocity The Greatest Phone Company Ever,
Inc. hereby submits its Annual 64.2009(e) CPNI Certification.

If you have any questions or if 1 may provide you with additional information,
please contact me at the above address, e-mail or telephone nWllber. Thank you for your
attention to this matter.

ubmitted,

L c J.M. Steinhart
ttorneyfor

Velocity The Greatest Phone Company Ever, inc.

Enclosures
cc: Chip Wemer
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Annual 47 C.F.R. § 64.2009(e) CrN! Certification

EB Docket 06-36

I, Gregory Kiley, President and CEO ofVelocity The Greatest Phone Company Ever,
Inc., celtifY that I am an officer of the company named above, and acting as an agent of
the company, that I have personal knowledge that thc company has established operating
procedures that are adequate to ensure compliance with the Commission's CPNI rules.
See 47 C.F.R § 64.2001 et seq.

Attached to this certification as Exhibit "A" is an accompanying statement explaining
how Ve!ocity The Greatest Phone Company Ever, Inc.'s procedures ensure that the
company is in compliance with the requirements set forth in Section 64.2001 et seq. of
the COlmnission' s rules.

Name: G ory Kiley
Title: Pr sident and CEO

FCC Annual Filing

TOTAL P.002
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Annnal47 C.F.R. § 64.2009(e) CPN! Certification
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Velocity The Greatest Phone Company Ever, Inc. has not taken any actions
(proceedings instituted or petitions filed by a company at eitber state commissions, the
court system, or at the Commission against data brokers) against data brokers in the past
year. Companies must report on any information that they have witb respect to the
processes pretexters are using to attempt to access CPNI , and what steps companies are
taking to protect CPNJ.

Velocity The Greatest Phone Company Ever, Inc. has not received any customer
complaints in the past year concerning the unauthorized release of CPNI (number of
customer complaints a company has received related to unauthorized access to CPNI, or
unauthorized disclosure ofCPNI, broken down by category or complaint, e.g., instances
of improper access by employees, instances of improper disclosure to individuals not
authorized to receive the information, or instances of improper access to online
information by individuals not authorized to view the infonnation).

Signed -,----jPl''--c:-----c-c--,-----­
Greg ry Kiley, President and CEO

fCC Annual Filing
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Exhibit A

Velocity The Greatest Phone Company Ever, Inc.

Compliance Requirements



Velocity The Greatest Phone Company Ever, Inc.
7130 Spring Meadows West Drive

Holland, Ohio 43528

Compliance Requirements

Velocity The Greatest Phone Company Ever, Inc. ("Company") maintains the following operating procedures to
ensure compliance with the requirements set forth in Section 64 .2001 et seq. of the Commission's rules

Section 64.Z00$ Use Qf <;.nstcteer proprietary network Information without customer
oWI·oval.

(a) AJ:(y telecQuunllllicatiQPS: c~rdor mp.y US(>., disclose) or permit access to COO fur t.le purpos~ of
providing or rn.arkoting se~'Vice oft'el'ings am.on~ the categoriea of service (i'(:'l local) intarexch(U~e, and
ClvID.S) ~o llr'hich the Ol1s1:omer already subscrlbes from ful;; saroe carrIer, witbout cu3tomer approval.

(1) Ii' a telecommunications earrlt;;r p.ro'Vidt~ diffux611t categmics of service,. and Q customer
subscribes to more than. DnC cexegmy of service offered by the c,arner, the carrier is p~itred to share
CPNI lllTwng tte cmtier's affiliated entiUe,~ that provide: a servltXJ offu.ring to the: ~UlitOrtler.

fJ) If a telecQrUrounlofllion, o",riet provides difterent eateg:orleo of "",lee, but a oustom<l does
not wbscribe to more 1hroJ. 0;:1.1} off~rjD.g by the eanier, the carder 1s not permitted to sh.afe; CPNl v.'ith its
llffiBare.s, "",ept '" provided in §64.2007(b).

(b) Atelecommunications carrier may not tll5~, disclos~. or pcnrtit access to Cpm to market to a
CU,:tlOi,ncr service offodngs that: ll.re with.in a category of serviC{l to which the subscriber does nQt ~lrfXUly
sobsQJ:iw from that IOmler? unless tbat <;amet has c:\lstomer sPPJ:ov111 1:0 do 00, except as desoribed in
po.ragraph(c) oftllis sectIOl'.

(I) A \vlre1ess provider may use: disclose, or JH::rndt access 10 CPNl derIved fi'tnI1 lis pwvision of
ClYIRS, Witbolll custom",· approval. for tbe provision of CJ'B anrl inforroatlon servicc(s). A wlreline carrier
may USe} disclose or permit access to CPNl derived from its provision of local exchange service .or
Jnterox:ch~ service, without customer approva-l~ for the provision ofern Md .call enswering~ Yoloo mail
or messaging, voIce storage and T~B-Vat service£, fax store and forwlU'd, !Iud p1lJoocol (;oHvel'sioll.

(2) A wle.c:-onununicatil)os eatTi~r may not use, dilldose, or permit acce~s to CPNf to identify or
tra<::k cnstomcn; that call competing servIoe providers. For exarnpl~ a local exch!mge c~ln'ier may not use
loOt'll service CPNl to track all customers tllat call1aca! service competitors.

(c) A tele(:omrnunications: c!lJl'i.er may use., disclose, or permit ~ooss to cpr..TJ, without customer
approval, as deS<.:nbed in. fbi::; p1U'agraph (c),

(1) A teieoomm.unkations cartier mey use, disclo&e~ or permit actte.SS to CPNlt witllout cu..Mm.er
approval, in its provhdouof inside .......iring instailation~ maintenanter and repair services.

(2) CMRS pr~\1d~... may use, dlsclo.., or permit ac= to CPl'U for tile purpose of oollductlns
""",,,cn on the nelitth cff>.cI:s ofCMRS.



(3) LECs, CMRS providers, and intcroonneeted VolP providers may usc ePNl, without customer
appt"ov1l1, to mf;ll'ket sctVices formerly knOVJIl as ndjunct~to-ba"}lc services, such as. but not limited to, speed
dialiJJ,& computer-provided directory assistant,e,_ call rnonitoring, call tracbg, call blocking., can return,
repeat dialing., calJ tracking, call 'waiting, caller l.D., call forwarding, and certain Centrex features,

11... Company has adopled specific CPNI policlc. 10 e/lsllre t!tal, in IJ,e absence ofc«stomer approval,
CPlYI Is anly /lSOiI vy tl,e ("mpall)! ta provide or marka service offeri"lIs .",ollg (Ire cilielfories of
seJ'vice (ie'j /oca!~ IJlterexclwngo, fwd CJl1J1S) to whidl the customer ulready subs{:rihe~. The
Company's CPNI polJcle., prohibit Ole .iJaring ~f Cl'NI willr ~ffiliated comp."ies, '''«pt oS permiUed
lwder Rille M.20Q5(a)(1) or wilh cl/sUJmer .pprlnlal putsuant (0 Rule 64.2007(1;), The 011/y exceptio"s
t" illeS' p.lIcies are aspermilled IIlItler 47 U.S.c. § 222«1) "",I Rille 64.2005.

Soetion 64.2007 Appr'ov~! required for usc of eustOn\el' proprieta.rY network information.

(a) A telecommunicatkms carner may obtain approval through wr~~ oral or eleclronic
mcthods,

(I) A teJecommanication, C.rTiOT rclying on oral approval shall boar the barden of demonstrating
that tlUch approval has be-en given in compli8nce with Hili; Commls!>joll's rulea in this palt,

(2) Approval or disapprov~l1 to lIse. disclose. ox p'3rmit <lecess to a custome.r's CPNf obtained by a
teleconunuuicatkms carrier must remain in effect until the customer revokes or limits such approval or
disapproval,

(3) A telecommunications carrier must maintain records of approvn\, wbetnel' ofal\ written or
electronic, for at least one year.

In all ('!l'cumsfmrces where cusfomet approvall& required to use) disclose orJuwntit atce'~L\' to CPNl, the
ComptmJfs CPNIpolicies require that the Comprmy fJbtaJll customer approl'ul tltrrmgh written, Qralor
electronic met/was ill complialloe with lUI/e 64,2007. A c/lYwmer's approval or disapproval remains In
effect unlit ti,e customer revoker or limits Pte ~rpprov«l 07 d;SflppruvM. The Company mai.rtt(li}l.~ recordf
ofcustomer app,'oval (whether written, oral or electr(lfIic) for a minimum vIn11e year,

(b) U,. oJOpt-OIlI and Opt-I" Approval Proce""..,. A telecommunications carrier may. su1:rj~c't

to opt-oul approval OJ; opt"in approval, usc iH: cu.~tomer!s illdividually identifiable (''PNI for the p1JJ:posv of
marketbg curnmllnjcfltions~rf',lated services to that customer, A t:c}ecomm\U1icat:ons carrbr may, sUbject to
o)'t-out approval or opt-in approval, disclose its customer's individually identifiable Cl'Nl, for the p'~posc

of mf.l'k~tjng col1ununicatiol'ls-related services to that customer, to its agent~ and its affl,Hatc6 that provide
communica.tions-related services. A telecommunications v~ier may also penuit such persoll or entities to
obtain .xesS to such CPNI for such purposes. Except fur use ami di"cJ,,"ure of CPNI that is pennitted
WiOKlut customer approval under section §64,200S) ot" tb.at is dcscdbed in this paragraph, Or as otherwise
provided OJ section 222 of the Com.-nunications Act of 1934$ us atnende4 a telecommunications carrier
may only use) disclose. or permit access to it':\ (lutttomer's individually identifiable CPNI subject to opt~in

approva1.

The Company doer flot liSt! CPNI tor allY purpose (including marketing comI'11unicatial1S-t'elaied
9f'.Jliices) and does flot disclose or grant access to CPNl (0 any petny (includiNg 10 agents or affiliates that
prol'ide comm1l1ttcati()ns~related services), e;:(.(~l~pt (is permilieil under 47 V.S.C § Z12(d) and Rule
64.2005.
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Stction ('4.200~ Notice required for use- of customer pt·()prietary network information.

(a) Notification, OeneYo!i)'. (1) Prior to any soUcillilioH fo' c~slom"r approv"l, a
toleCOI)}tnUlllcations can'ler must provide notificati011 to the customer oftltc cufrtotner'~ right to restrict use
ot: disclose ot~ and acce::s to that cu~tomer'5 CPNI.

(2) A telecommunication' carrier must maintain ,,",ords ,,[notification, whether oral, written or
'~"~-'~~'~~~-'~--~~--~----'ele""CtrCnrc:-fc}r-aflcast one year,

(b) r.r~dividual noliw ';0 ~'Ustomt..'IS muot tte pro\lidcd when soliclting approval to uscl disclose, or
per:tnLtacce5i:: to customers~ CP'N],

(G) Content ofNotic.e, Cu~tomcr notiiicalion mllf~t provide suffici.ent informaljon to e:lJl.lblc the
customt:-f to make an informed decision as to whether to pe-rmit a cani,er to usc, disclose, or pelmlt access
to, the custom~t s CPNI,

(1) TIle no~iftcation must state that the Cilstomer has a dglrt, and the (:aJl'f(;f ha'i e dUty~ under
ibdcrallnw> to protect the confidentiality ofCPNl.

(2) The notificati.on must specify the L;1H::S of'iufmmntion that constitute CPNT and the specific
entities that 'wiH rec~ive the CPNI1 de-s{ll'ibe th.e purposes for which CPNI wlH be used, and inform the
customer of his or herrig,ht to disapprove those uses, and deny or wifudraw access to erNl .t any time.

(3) The notifi~adO'.1 must advise the customer of the pred,. steps lb. cu,lomer mu,t take in orde'
10 gront or deny .ccess to CPNI, and mnst cle.orly state that a denil11 of approval will oot affuct tbe
provisior. of any services to which the custom~r subscribes, However>(;an:icr.~ may provide a brief
statement, in a clear and neutral1anguage, describing c:or~scqu,ences directly resulting fmm the lack of
access to CPNI.

(4) '1'he norifi.cation must be comprehen~.lbl(l) and mu~t not be misleading.

(5) If written notification ~s pwvided, l100 notice mugt be l)lt~ar1y legible, usc sufficiently large
Jype, and be placed ill ;;m area so as to be readlly apparent to a customer,

(6) [I' any pOltion of a nolification i$ tran,lat<:d into another longuage, Loon all portions of ti,e
rcotification must be translated into tbr.t langnagc,

(7) A canier may stat, jn Ute ItOtinc.tiQ" that tile cllstomer's approval to use epN!: may enhance
the canier's abiELy to offer prodllCts and serv~ce& tailored 10 the customer's needs, A carrier also may state
in the notltlcarjo-.\l that jt may be compelled tfJ disclose ePNI to any person upon affirmative written r-equest
by the C'OS!Omilf.

(8) A carrier may not include in the notification any statement attempting to encourage a custOItl-ef
to freeze U,ird-parly access to CP!'i1.

(9) The notific.tion mll,t ,toto that any npprov,l, or d,ni.1 of apPI'oval for tne nse of CPNl
outside ofthe service to which the GUslum~r already subscribes iiulP that currier is valid untE the customer
affirmatlv<:-ly revokes or limits such apV!Ova1 or denial,

(i 0) A tekcr;nnmunications carr1el":~ solicitation for approvill :n:mS't be proximate to the,
notificadon of ~ cU3tome:r's CPNI dghts,

The COmpfjny's CPNI PQlicie:. require tllat customers be nOfified of thei, rights, and the Company's
obligfltions, with respect io CPA7 prior to ally solicitation for J;u~'(omer npPT{JVIlJ. AU Tf!{Juirea c.usfome,
notices (whether written, Qral Of ~lectronfc) wmply with the requirements uf Ettie 64.'2fJ08. 11M
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Compwzy matntain.,fi reCOfas of aU required customer notices (whether wrUle14 omIor electronic) JOt a
minifntml ofone year.

(d) A'otice Requirements Spec;iflc to Opt~Out, A tclecomml.Jnie:atiomJ carrier mU$t provide.
notification to obtain opt-Dut approval through CICCtJ.'Ol)1c or wrjtten method'), but not by OI'al
communication (except as provided in paragraph (f) of this section), The contents of allY such notification
must oomply wltlJ the requireJ.11.cnts:: ofparagl'aph (c) ofthis section,

--
(1) Carriers must wait a 30~day minimwI!. period of tirn~ after giving customers notice and au

opportunity to opt-out before aSfan:ning customer approval ('0 use, <liscl()s~1 or permit aCt:l::~1> to ePN!. A
carrier may) ir~ its dit3cn..1.tO!1) provide fur n longc.-r poriod, Ca:rrlers must notify C\lBtolm..'IS as to the
applicable walling period for a response before appro'v"al is assumed,

(1) In Ih0 ca':lC ofan electronic form of notificntioll:. the waiting period shall begin to run frolH the
date on which the notificatJon was s1)nt; and

(ii) 1n the ca,. of nOliftc·.tion by mail. the waiting period shall begin 1:0 run on tile third day
foUowing the datel:ha't the notific·ation was In.wled.

(2) Carriers using the opt-out mechanism must provide notices to their customers every two
years.

(3) Telecommunications carriers that us~ e-mail. to provide opt-out notices must comply with the
following requimluellts in addition to the requirements generally applicable to notification:

(i) Carriers mnst ontain expre$.s~ veriftable, prim' approval from con:mmors to seud nou(\es via 1$­

Ulail regarding iheir ~ervice in genera{~ or ePNl in particular;

(li) CarrIers must aUow customers to !\.)'}\y directly to e~miiils containing CPNIllotic.es ill order to
opt-out;

(iii) Opt-out e-mail notices tbat are ret\U'ned to the carrier as \UJ,oelivc!@lc mu.t be sent to tbe
'CllstQID~r in another form before carrier~ may cousider tlt* (41Storner to have received notice.;

(lV) Carrit:J(1) tba, use e-m«illo SBud CPNl notices must ensUre thErt the l:mbjeet line ofthe message
clearly and accure.tcty idcntiiie" UH'.: ilubjcct matter of the e~maj(; and

(v) Telooornmunkatiolls carriers must make ava!1@I. to every customer a method to opt-oulthat
is of no additional cost to the customer and that is available 24 homs a day. seven days a week, Can'iers
may satisfy this requirement through a combination of methods> !)o long as an cut;toruersltave the ability to
opt-out at no cost and are able to effectuate:;hat choiec wh<.mever they cOO090.

The Company doer 1Iot currently .solidt rlopt out" clistomer approvalfOl (he use or disclQi)'ufe ojCPNL
The Comp4t~y ilrMS flat uSe CPNI for (Illy pUrpO!li! (frn'I1#lIng lnfJJ'keti'ng coIttntUniC(f.IIQ/UI-related
s~rvtce.v) ami tlae$ not disc1fJse or grout access to ePNI Ii> fmJ party (irullllding to agen1S Of ajfiUate,-y that
provide (,'l)J1l11IU'ticarioHs-reJatd ~'et1Jice$), except «~' permiUed under 47 1l.S.C § 222(dj awi Rule
64.2005.

(e) Notic!t Requirements Specific (0 Op;....!n. A telecommunications carrier may provide
notitlcutiQI1 io obtain opt~in approval I:hrough oral, written~ Qr electl:Qnic methods. The contents orany such
ootiDe.tion mu!lt compiy with the requu..ments ofparngraph (e) oflhis section.

11,. Compa"y dOe/! not cufJ'enlly solicit "opt 11," ""SWiller approval for the u~. or tIllic/asure of CPNI.
'the Complmy does nut flU1 disclose or gnul( nCCeM 10 CPNI jor IWy purpose, tff auy pllfty Of in any
manner that 19Qu{d require a cU#Qmer's "apt 1111/ appi'Owd under the Cmnmisswn's CPNI Rules,



(I) NOfice Reqlli"emenfs SP'Xtflc to On,,·TIme Use ofCPNI. (1) Carriers lllily use oral notice to
obt?in limited, une"ihne use of CPNI for inbound and outbound customer telephone contacts for '\he
dUl,"ation'of the call, regardless ofwhether Catrilv'!S use opt'"Out or opt-in approval ·oo.s:ed on the naturt.! offue
contact.

(2) The comeols of eny s1wl, nolification must comply with til<: requil'omenw of paragraph (0) of
this 8cctioll~ CX("A3"pt that telecommunications can',icfs may omit any oftJw following nOlice provisions. ifnot

,,~-._~-,~.~_."~-'~revalltto ~limltca\loo for whid1BiecmTIer seeks CtSffF~' --.--------

(;) Carr",rs neod oot advise customers that if t!ley have opt'''''out previously, no action is needed
to maintain the opt"OUt election;

(ij) Carriers Il~ed not sdvit{e l}ustomers that they may shar,;;) ePNl vl-'ith their affiUate8 ()t" third
pilrties and need not narne those entitieg, if the limited epNI usage will not TC5l.1lt in use by, or dlsc]o,'mre
to, an affiliate or third party;

(iii) Carriers need not disclose the means by which a customer can deny or withdraw future. access
to CPNJ. 50 long a~ carriers explain to customers that the scope of the approval the carrier seek!': if; limited
to one-time use; and

(iv) Carriers may omit disclosure of the precise steps a Gustomer mum: take in order to grant or
denyacc-sss to CPNI. as long as the carrier clearly conununkates that the cu~tomer can deny actess to his
CPN] for tilO calL

In lus/tII1ccs w/tere the CQ/1IJ1a"y seeks Olle41me Cllstorner approval for tlie usa or disclosura of CPNI,
the COfnprmy vhlaitrs such approval in accordance with the dist.-'losures/ metJwtls and requIrements
c{)nt(l/rred in Rule 2008(jj.

Section 64.2009 Safeguards rt-'quired fur use ofcustomerprupdetary networ'k information.

(a) Telecomn:tllnic~lTlons ca.rriers l11Usi impJ~mcnt 'it system by which the status of ~ customer' ~
DPNJ approval Can be clearly e>tJablisl1ed prior to tbe \)$' ofCPNI.

The C(impatly~~ hilling system allow,i aUihori~ed company per.ionne.l W eccslly determine the sta/us of a
ellStomer's CPNI llpproval on /lle cIIstomer account serMnprlor /0 the lise ar dtselos:ure oj'CPNl.

(b) TclecOIWUllnicatiotls cartiets: lfi'Ust h'ain their personnel. as to when they art And are not
authOJi7...ed to use CPNI, and canlers must have all e:l>Ipre,'ls disciplinary proce$.':;: in pli:fce.

.The Company ha,~ e..-.tablished CPNJ compliance polkies t/Jat lJ.e[utle employee training on restrlc.tiOJJS
on the m'e. anti dl'c]osure Of CPNI and requfted sa{egllartl.'f to protect agaim;t ullall(lu:rfl:l;.ed lise or
disclos,,," of CPNl. Hmp/oYee.5 Ioave .<fglled that they umlerstalld the CPNf policies alld " vlolalio" oj
those policies will result in disciplinary action.

(c) AJl carriers ShltH maintain a record, clectrrmk:lllly or in some o(h~r mmmtr~ of their own and
their afJJlbtes l sales. and marhting campaigns that U$t:': thejr C\!sf.omel"S' CPNL AU carriers shall maintain a
record ofaH insmnces where CPNI was disdosocl 01' provided to third pattles, 01' where third parties \\refe
aHow{~d ac\::t':ss to CPNL The memO. mUll:( include El description of each cmnpllign. the specific CPNI that
)vas used In the campaign, and w.ha.t products and services were offered as a part of the campai.gIl. Carriers.
shan retain the record for a minimum ofODe year.

The Company's CPNl policies requiTe that lIU sales aad marketing cumplligt1s ind#<ling those utilfr,lttg
eRNl be rc!corded and kept on ,file for at lea.'!t one year. Rec()rd;..; are a{so muilffaim~d for djsdl)~ura or
access 10 CPNI by IhI"dparties. TM records hwluda tile "gll/retl ["fQrmalion listed in Rille 64.2009«).



(d) T.eIecOlnmunk.atloJl~ carriers nmst establish a supentisoty review process regarding carrier
compliance v.!i6 the rules in this ~ubpart foc out~boUl)d marketing si!uations and maintain records of carrier
compliance for a minimum period of one yenr. Spccifl.caJly~ sales personnel must obtain supervisory
appxoval of any proposed out-bound marketing reque$t for cnstomer approval

Th. CompallY's CPNJ policies r.quire employee.• to obtain upproval from tile Company's CPNJ
"'~~~~~"~W_~ ••_~. ,~9pmplulfJ..QeOfficer t'9r ail marke'ilJli (~(lml!!1Jgns, if!cJudiJ;g tiwsif It/mung Cr!J1J!!lor to iUJtial/1tfL.l1u~ ._~~_

campaign. Record of the maJ'keting campaigns, aUmg with the appropriate supervisory apprlJval fs
fflaimabJed/or at least Qne year.

(0) A lclecommlloicati(}fis carrier mlist hf.l.vc an OmCl.'Jr, as an agent of the carrier~ sign and file
v'Iilh the Commissioll a compliance certificate OJ! a,") an..1uaJ btlsis. The ofilcer Inust state in the certification.
that he or she hail personal knowledge th?t the compauy ha~ established operating procedures that are
adequate to ensure cornplillnce with the rules itl. this ,ubpat~. The carrier must provlde a sta~ment

accompanying the certificate explaining how its operating ptOc~<hlfe::: ensure that it is or is. not in
compliance with the rules in this subpart In additiou, the carrier must inch"lde l:lt! explanation of rory
actions taken against data brok~rs and a summary of aU customer CO01plninti; received in the P!18t Y~Br
concerning the unau1.horit:~d release of CPN!. Th.is tHing must be JntJ.de ml.lluaUy Witll the Enforcement
Bureau on or before March 1 in BE DocketNo. 06~36, for dfrm. pel1aining to the previous calendar yenr.

The required vJflcer cerlijiCtltion, {{((ions taken agai1rst data brokers and :mrnmalY of Cll{~toma

c()mp{.rJint (IOCUmeniS are included willt this accomp(l,llylng ,yta(lUnent. The. Company wilt file these
documents on an (lJlflUfI1 basis on or before March i/o, data pef(ailuug to Jlle previous calendaryear.

(f) Carriers must provide written notice within five businoss days to the Cummission of any
instance \",'nere the opt-out mechanisms do not work properly, to such a degree that oon~umers' h'J.abiHty to
opt-out is more than an anomaly.

(1) The notice sh.ll be in the fcon of a letter, and shall includc the carrier's name, " dcscrlptlon of
the opt-out mechanism(s) used, the pmblems(s) experien-ccd, the remedy proposed (1I"),d when it '.vill belwfl$
implemented, whether the relevant state commission(s) has been notilJeu Hnd whether it has taken any
action, a copy of the no1ice 'Provided to customers. and contact information.

(2) Su<:n notice must be submitted even if the cttlTkr offer.." other rnculOds by which comumers
may opt-out.

The Comp1mJ (Ioes m)t <'urrrmtry $iJlidt I'opt out" customer approval for the lise or disclosure o/CPNI.

Scotion 64.201H Safeguards on the disclosure of customer proprietary n~tworkinformation,

(;;;,) Safeguarding ePNl. Telecommunicationa calTiers must take rcasor.abk~ nleaSUTes to discover
and protet,'t against attempts to gflin uDiHlfuorized access to CPNI. Tclecommunicatiofl_<; carriers must
properly al,lthemkate· a customer prior to disclosing; CPNI b!1sed on customer-initiated telephone contact,
onUne accnunt aCCC$~, or un in~gtore visit.

1'I:e Company'8 CPNI policies and ~.mpWyee ttainlng Include reasonable measures to d/swver amI
pr()teci agaullit (J£til1ity that is t'lullcafive Ofpl11texfing and empJoyee5 ttro Instructed to nQt?!y the CPNI
Compfta"ce Officer IfallY such ac/lvlty I, suspoetell.

(b) Telepho". access to CPNI. Telecommunications catriers rna;' only disclose call detai;
information over the tclcphonc~ ba:Jcd on customer~jnitiated telephone contact, If the customer fu:st
provides the carrie!' with a pRgSWQr<i~ as described in paragraph (e) of this section. that is not prompted by
the carrier asking for readily avnHable biographiettl information. or account information. If the customer
does not provide n posswMd~ the telecommunications carrie>r may only disclose call detail inH)!'mntion by
s~nd"ing it to the customer's addre-.'i5 of record, Ofl by calling the- customer at tite: telephone number of
record. lfthe customer is able to provide call detail infonn~tton to the telecommunications catrie:r during a
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customcr~:iI)lti1ltcd can without tile telecommmlications c~rrier's assist~nce, then the telecommunications
cmTier is permitted to discuss the call detail infonnation provided by the customer.

The C01upany's eRNl policie!f ef).Slire that a c(l.Sfomgr is Of1ry {[hie (0 (Iecess call {[etail irt!ormatlou over
the telephone in Qne of tile ways fisted in Rule 64,)fJI0(b}. If the CUS1{)1lUR' (:unnl)t relUe.mber their
p«wiWord, they are prompted io ausweJ' a security que~timl. NeUlfet the p(l.$Swcrd nor tlte security

WA"~'~'~""'''' __'~''"'~'''__'"V~W ,,_~1}!!!/!!l!!1~t;!fa.ted 0" f(!~~!!f..!lvaJlable lJifl8!!!J!hicall!!fprn!-.'!:!lo/l or..!!fCQ_~.~!.L!!!:.l2!!.13!!!!!!!!:.-.C1Jst(mt~~ ~
sc.1(vice l'epresematives atc itU:tt/ICU!.tl to amhenticate Cllstomer$ over tlta telephone in (tU ilf.Sf(JtlIJRS e.xeept
Jfl tiM case where tJte CUSt01Ni!f provltfes tite call dctiail ilifonti.lItlou witlwut the a,,;sistallce {)I the
Campany. "

(c) OnJine (x'(,'{~ss 1.0 CPNI A telecommunications carrier must tiuthe·nticat~ a customer without
tile use of readily available biographical information, or acc(nu!t information, prior to allowing the
custorner Onlin0 nccess to CPNI related to a tole-commonications l:ll;!,tvil:\;1: account. Once authenticated, thl,!.
customer J.nllY only obtain online acccs.~ to ePNI related to a telcconllnunh;~tions service account througb a
PUSS\\'orrl, M described in paragrnph (e) OftJlis section, tbat j$ nat prompted hy the carrier asking for l'cadily
available biographical il1fol1nation~ or accOUnt tnfcmnatian.

The company authenticates customers Without the use of readily available biographical or account information prior to
allowing on access to CPNI related to an account. Once authenticated, the customer may only obtain access to CPNi
through a password, that is not prompted by readily available biographica' or account information.

JD matchi,ng the customer's account information.

The Company does not have retai/locations,

(e) bta/)/I.,hmenl of a Pa"sword and Back-up AuthenticatioN M,zthod.. far Lost or Forgotten
Passwords, To e..::tablish a pasSWOl'd, "8 telecollnmmlcatiollS earrier must authenticate the customer withont
the use ofreadily avail.ble biol,>raphical information, or account information, Telecommunications cal7iers
may create a hack¥up customer authentication method in the event ofa lost or forgotten password, but such
.ba.;k"UJ' customer authentication method may not prompt tho customer for readily available biographical
:information~ or account information. If a oUS10mer 0&1l10t provide the correct password or the com.x;t
response [Ot the b<:lck¥up oustomer authenticaliorl method, the <:·uslom.er UlH$t esU:tbH·sh a new pi'lssword as
described in this pal'r:lg.r~pb,

Tioe Company's CPNI polide$ a((ow for a few WI(YS /Q esl.bUsl, a P"gSfiJOrt~ "II of whiclo ensure
c.omp!irUfC(f wi/It t!fa t~b.Qve purugraph. Btu:l, flI4t1U)1! "(80 allows the CIlstamer tl) (!Y(ffblisll a hack-up VI
security question in 110, event Ih.t they forget Iheir pUS/iworiL In ItO e""ut does Ihe an"pany use reaaily
a~(dlClble lJiognJP!licl1.( inform(J(lcm or DeeQunl in./onHQ!Wn a:;. a bacJv.up questIon f)f as a meCtH.$ 10
establiSh It passWfJ!fl or autltenlicaie the I;y"f!(omer.

(f) N()t~f[oation of account changes, TelecOlr.munic:ations carriers mU.·~t notify customers
immediately whene-ver a password, customer response to a back-up means of authentication for lost or
forgotten Pl'l3s\vords, odioe account, or address of record is created or changed. This notjijc~tjon is nOL

reqnired when the (illl5tomer initiates ::service, including the selection of a password at service britiation.
1'l)iH notUical-ion may be through a currler-originnted voicemaH or text message tl) tile. telephone number of
record, or by mail to the address of record, and must not reveal the changed information or be oont to the
new account fntonnatiol1.

The company will notify a customer immediately when account changes occur, including a password, a response to a
baCK*UP means of authentication, or address of record, The notification WiU be through a carrier-originated voicemaif or
text message to the telephone number of record, or by mail to the address of record, and will not contain the changed
information or be sent to the new account information.
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(g) Bu.iines.1f Cl1S(OIJUU' Exemption. Telecommunications carriers may bind. thelhselves
contractually 10 authentication regimes other than those described in this sectioJ\ for se.rv1ces they provide
to their business cus10mer that have both a. dedicated account fe})Iooentntivc and a COl1t!.llct that specifics.!!y
addresses lhe ca.rricr~l protection ofOPNl.

Tile Compa"y dtJes "0/ t,Iil;", tile bus/ness <us/Qmer excepl1ol1 a/tills 1/111£.

Notifieation of ,usiomer proprietary network information security
brcacltl'S.

(n) A relecoOl,rnunicmions carrier shalt notify law cnfon.:ement of a brcllch ants customers' CPNl
S~ provided in this Sccti01L The <:anicr shall not notity its Cllstomers 01' disclose the breach pubUcly~

whether voluntarily Ol' undet' state or local law or thf,.';e rUles, until. it has completed the process ofnotifying
law enforcement pursuant to puragraph (b).

(b) As SOQn as practicable, and in no event later than seven (7) business day.!:) after reasonable
determination of the oreach, the telccommunications carrier ,haJl electronlc.iJy notify the United Slates
Secret Servke (USSS) and tl,. Fou...l Bureau a[ lnvostigalion (FIll) through u central reporting facility.
The Commission will Inaintain a link to the reporting fucility at http://www.f-cc,gov/eb-Icpnt

(1) Norwithsmndlng any stat<: Jaw to the contrary, tl.le corrieI' ahaD llot notlf)' ctlstomers or
disclose the hr.aeh to the pUhlic until 7 fuJI "nSlll""" dal'~ have pn",cd after notll1eation tr1 Ure USSS and
Ule fBi except as prOl'lded In paragraphs (2) and (3).

(2) If the carrier believes that there is an extraordinarily urgent need 10 notifY any cl,,, of aflected
customers sooner t~an otl,.rwise allowed under paragraph (1), in 01der to avoid immediate .nd irreparable
harm, it shull so indicate in its notification and my proceed io imm.ediately notify its affected cuafOllWrs
only after con~ultation wllh the relevant investigating agency. The carrier shall cooperate with the relevant
investigating agew;:y's l"cqucat to rniniluize any adven>e el1ectl) ofsuch cllstom~·r notification.

(3) If the relevant investigatIng ~geocy determines lllRt th, public disclosure or notice 10
:.customers would impede or compromise un OJlgoing or 1l0kmtiu) criminal investigation or national security)
"uch .geocy may dire,·t the can'i.er not to '0 dise]o.,e or notify for a" initlai period of up to 30 dey,. Such
period may be extended by the agency as rCfl5()Uable necessary in th(;,; jUdgment of tho ogCl1(:y, Jf such
dh..ctlon is given, the agency slulll llotllY the carrier when It appears that pUblic discJosll1~ or aotice to
affected custooners wil!no longer impede ot" compromise a criminal investigation or national security. The
ageJloy shall pnwide in writing its initial. direction to the catTier, any subsequent exumsl011, and any
notification that notice will no longer impede or compromls. a criminal Inve.tigation or nation.l security
and such wril~ shall be colt(emporane.ol..LSly logged on the same reporting facility thai contains recorus of
HQtifica(jous filea by carriers.

(c) R(JCorr;lk.~ping. AlllX'rriers shall llJ2IintaJn a record l o(cctmnioaUy or !.llsomc other man.'1.cr, of
Imy breaches di<j.CQvcrcd, notification made to the USSS nno the FBI PllfSU811t to parngrapll (0), and
notificatioll made to eust()m'~fS. The record must incbde, if available, dates of discovery and notiftcati~ \1

detalled description of the CPNI that V.'n-Il the SUbject of the breach, and the circumstances of the breach.
C.3n1ers ::.ball retain the record for a minimum ot'2 years.

Tile CrmrpaJ'J' h...pDlicie$ ",Iii procerIures ih place to en.'l/re campllance WWI Rule 64.2011. Wlten It Is
reasonably detcrmiJled thai II breach Ita:f occurred, tile CPNI (,1mlpliauce OffICer will fWiify law
en/arcemcllt ./la /(.. CIIS'Dmer ill/lie requireli time/ram", A record ofrl,. I!reaclllViII be malm.j"edfar
a minlmtrm Of two years and will incfude nil in/ormation required by Rule 64.2()11.
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