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Marlene H. Dortch, Commission Secretary
Office of the Secretary

Federal Communications Commission

445 12" Street, SW

Washington, DC 20554

Re:  Annual 64.2009(e) CPNI Certification
Broadband Dynamics, L.L.C.
EB Docket No, 06-36

Dear Ms. Dortch:

Pursuant to 47 C.F.R. § 64.2009(e), Broadband Dynamics, L..L.C. hereby submits
its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.
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Annual 47 C F.R, § 64.2009(e) CPNI Ceriification

EB Docket 06-36

[, Robert S. Rife, Manager of Broadband Dynamics, L.L.C., certify that [ am an officer of
the company named above, and acting as an agent of the company, that I have personal
knowledge that the company has established operating procedures that are adequate to
ensure compliance with the Commission’s CPNI rules. See 47 C.F.R § 64.2001 ef seq.

Attached to this certification as Exhibit “A” is an accompanying statfement explaining
how Broadband Dynamies, L.L.C.’s procedures ensure that the company is in compliance
with the requirements set forth in Section 64.2001 ef seq. of the Commission’s rules.

Name: Robdit 8 Kife
Title: Manager

FCC Annual Filing
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Annual 47 C.F.R. § 64.2009(e} CPNI Certification

EB Docket 06-36

Broadband Dynamics, L.L.C, has not taken any actions (proceedings instituted or
petitions filed by a company at either state commissions, the court system, or at the
Commission against data brokers) against data brokers in the past year. Companies must
repott on any information that they have with respect to the processes pretexters are using
to attempt to access CPNI , and what steps companies are taking to protect CPNI

Broadband Dynamics, L.L.C. has not received any customer complaints in the
past year concerning the unauthorized release of CPNI (number of customer complaints a
company has received related to unauthorized access to CPNI, or unauthorized disclosure
of CPNI, broken down by category or complaint, ¢.g., instances of improper access by
employees, instances of improper disclosure to individuals not authorized to receive the
information, or instances of improper access to online information by individuals not
authorized to view the information).

Signed

£
Robért 8. Rifg Manager

FCC Annval Filing
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Exhibit A

Broadband Dynamics, L.L.C.

Compliance Requirements



Broadband Dynamics, L.L.C.
8757 East Via De Commercio, First Floor
Scotisdale, Arizona 85258

Compliance Requirements

Broadband Dynamics, L.L.C.("Company™) maintains the following operating procedures to ensure compliance with
the reguirements set forth in Section 84,2001 et seq. of the Commission’s rules.

Section 642008 Use of pustomer proprietary nefwork information withoul customer
approval.

(=) Any telecommunications carzler may use, disclose, or permit access to CPNI for the purpose of
providing or marketing service offerings among the categories of service (i.6., local, nteroxchange, and
CMRS) to which the customer already subscribes from the seme carrier, without customer approval,

(1) 1f a telecommunicetions carrier provides different categories of service, and a custorser
subscribos fo miore than one category of service offered by the cardder, the cavrier is permitted to share
CPNI among the carrier’s affiliated entities that provide a service offering to the customer.

(2) If » telecommunications carrler provides different calegories of serviee, but a customer does
rot subseribe to more than one offerlug by the carrier, the carrier I not permitted to share CPNT with its
affiliates, except as provided in §64.2007(0),

(b} A telecomumunications carrier may not use, disclose, or permit sccess to CPIVY to market to a
‘customer service offerings that ave within a category of service to Which the subsariber does not sirsady
subscribe from that cmryier, unless that camier has customer approval to do so, except as described in
paragraph(c) of this secfion, ‘

(1} A wireless provider may use, disclose, or pennlt access o CPNI derived from its provision of
CMRSE, without custormer approval, for the provision of CPE and information service(s). A wireling carrier
may use, disclose or permit acoess fo CPMNI derived fom He provision of local exchange service.or
interexchange service, without customer approval, for the provision of CPE and cal! answering, voloe nai]
or megsaging, volce storsge and retrieval services, fay store and forward, and protoco] conversion,

(2} A telecommumications carrier may not use, disclose, of peymit access to CPNI to identify or
track custorners that call competing service providers. For example, a tocal exchange carrier may not use
loval service CPIT to track all customers that call local service competitors,

(o} A telecommunications carrier may vse, disclose, or permit acoess to CPNI, withont customer
approval, a5 desorbed in this paragraph (¢).

(1) A telecommuications caxrier may use, disclose, or permit access to CPNI, without customer
approval, in its provision of instde wiring instatlation, meintenance, and yepalr servives,

{2) CMRS providers may use, discloss, or permit access to CPNI for the purpose of conducting
research on the health effects of CMRS,



{(3) LECs, CMRS providers, and interconnected VoIP providers may use CPNI, without customer
approval, to market services formerly known as adjunct-to-basic services, such as, but not limited to, speed
dialing, computer-provided directory assistance, call monitoring, cali tracing, call blocking, call return,
repeat dialing, call tracking, call waiting, caller 1.0, call forwarding, and certain Centrex features,

{d) Atelecommunications carrier may use, disclose, or permit access to CPNI to protect the rights
or property of the carrler, or Lo protect users of those services and other carriers from fraudulent, abusive, or

unlawfol use of, or subseription to, such services.

The Company has adopted specific CPNI policies fo ensare that, in the absence of custorer gpproval,
CPNI iy only used by the Company ta provide or market service offerings among the categories of
service (Lo, lpcal, interexchange, and CMRS) to which fhe customer already subscribes.  The
Compaty's CPNI policies prohibit the sharing of CPNI with affiliated companies, except as permitied
under Rule 64.2005(wi(1} or with customer approval pursiant to Rule 64.2007(5), The only exceptions
to these policies are as permitied under 47 U.S.C. § 222(4) and Rule 64,2005,

Section 64.2007 Approval reguired for use of customer proprietary network information,

{g) A telecommunications carrier may obtain approval through writfen, cral or electronic
methods,

(1) A telecommunications carrier relying on oral approval shall bear the burden of demonstrating
that such approval has been given in compliance with the Commission’s rules in this part.

(2) Approval or disapproval to use, disclose, or permit access 1o a customer's CPNI obtained by a
telecommuaications carrier meust remaln in effect until the customer revokes or limits such approval or
disapproval.

(3) A telecommunications carrier must maintain records of approval, whether oral, written or
electronie, for at least one year.

In all chreumstances where customer approval is required fo use, disclose or permit access to CPNI, the
Company's CPNI pelicies reqitire that the Company oblain customer approval firough writter, oral or
electronic methods In compliance with Rule 64.2007. A customer's approvel or disapproval remains in
effect until the cusiomer revokes or Iimits the approval or disapproval. The Company mainiaing records
of customer approval (Whether written, oral or electronic) for @ minimum of one year.

(&) Use of Opt-Out and Opt-In Approval Processes. A telecommunications carrier may, subject
to opt-out approvat or opt-in approval, use its customer’s individually identifiable CPNI for the purpose of
marketing comrmumications-related services to that customer, A telecommunications carrier may, subject to
opt-out approval or opt-in approval, disclose its customer’s individually identifiable CPNI, for the putpose
of marketing communications-related services to that customer, to its agents and its affiliates that provide
communications-related services. A telecommunications carrier may also pernit such person or enfities to
obtain access fo such CPNI for such purposes. Bxcept for use and disclosure of CPNI that s permitted
without customer approval under section §64.2005, or that is described in this paragraph, or as otherwise
provided in section 222 of the Communications Act of 1934, as amended, a telecommunications carrier

may only use, disclose, or permit access to its customer’s individually ldentiffable CPNT subject 0 opt-in
approvai. :

The Company dees not use CPNI for any purpose (including markefing cominunications-related
services) and does not diselose or grant eocess to CPNEte any party (including to agents or affiliates that

provide commmunications-related services), except as permifted wnder 47 US.C. § 222(d) and Rule
64.2005,



Section 64,2008 Notlce required for use of customer proprietary network information,

{a)  Notification, Genergily. (1) Prior to any solicitation for customer approval, a
telecommunications carrier must provide notification to the customer of the customer’s right to restrict use
of, disclose of, and access to that customer’s CPNL

(2) A telecommunications carrier must maintain records of notification, whether oral, written or

ciectronic, Tor at least one year.

(1) Individual notice to customers must be provided when soliciting approval 1o use, disclose, or
permit access to customers” CPNL

{v} Content of Notice. Customer notification must provide sofficient information to enable the
customer fo make an informed decision as to whether to permit 2 carrier to use, disclose, or permit access
to, the customer’s CPNIL

(1) The notification must state that the customer has & right, and the carrier has a duty, under
federal law, to protect the confidentiality of CPNI

(2) The notification must specify the types of information that constitute CPNI and the specific
entities that will receive the CPNI, describe the purposes for which CPNI will be used, and inform the
customer of his or her right to disapprove those uses, and deny or withdraw access to CPNI at any time.

(3) The notification must advise the cusiomer of the precise steps the custorner must take in order
to grant or deny access to CPNI, and must clearly state that a denial of approval will not affect the
provision of any services fo which the customer subscribes. However, carriers may provide a brief
statement, in a clear and neutral language, describing consequences directly resulting from the lack of
access to CPNL

(4) The notification must be comprehensible and must not be misleading.

{5y If written notification is provided, the notice must be clearly legible, use sufficiently large
type, and be placed in an area so s to be readily apparent to a4 custoiner.

{6) If any portion of a notification is trenslated into another language, then all portions of the
notification must be transtated into that language.

(Ty A carrier may state in the notification that the customer’s approval to use CPNI may enhance
the carrier’s ability to offer products and services tailored to the customer’s needs. A carrier also may state
in the notification that it may be compefled to disclose CPNI fo any person upon affirmative written request
by the customaer.

(8} A carrier may not include in the notification any statement attempting to encourage a customer
t0 freeze thivd-party access to CPNL

{9 The notification must state that any approval, or denial of approval for the wse of CPNI
outside of the service to which the customer already subseribes from that carrier is valid ontl the customer
affirmatively revokes or limits such approval or denial,

(10} A telecommunications carrier’s solicitation for approval must be proximate to the
natification of a ¢nstomer’s CPNI rights.

The Company’s CPNI policies regufre that customers be notifled of their rights, and the Company's
obligations, with respect to CPNI prior to any solicliation for customer approval. All required customer
notices (whether written, oral or electronic) comply with the requirements of Rule 64.2608. The



Company makutains records of all required customer notices (whether written, oral or electronic) for a
minimum of one year.

(&) Notice Reguirements Specific to Opt-Out. A telecommmnications carrier must provide
notification 1o obtain opt-out approval throwgh electronle or written methods, but not by oral
comumnunication (except as provided in paragraph (£} of this section). The contents of any such notification
must comply with the requirements of paragraph (c) of this section.

(1) Carriers must wait a 30-day minimum period of time after giving customers notice and an
opportunity 1o opt-out before assuming customer approval to use, disclose, or permit access to CPNIL. A
carrler may, in its discretion, provide for a longer period. Carviers must notify customers as to the
applicable waiting pericd for a response before approval is assumed.

(iy In the case of an elecironic form of notification, the waiting period shall begin to rm fom the
date on which the notification was sent; and

(i) TIn the case of notification by mail, the waitng period shall begin to ran on the third day
following the date that the notification was mailed.

(2) Carriers using the opt-out mechanistn must provide notices to their customers every two
YECSKS, ‘

{3) Telecommunications carriers that nse e-mail to provide opt-out notices must comply with the
followhng requirements in addition to the requirements generally applicatile to notification:

(1) Carriers must obtain express, verifiable, prior approval from consumers to send notices via ¢-
meail regarding their service In general, or CPNI in particular;

(if) Carriers must allow customers to reply directly to e-mails containing CPII notices in order to
opt-out;

(ili) Opt-ont e-mail noticss that are returned to the varrier as undeliverable must be sent to the
-customer in another form before carriers may consider the customer to have received notice;

(iv) Carriers that use e-rail to send CPNT notices ptust easure that the subject line of the message
clearly and accurately identifies the subject matter of the e-mail; and

(v) Telecommunications carriers must make available to every customer a method o opt-out that
is of no additional cost to the customer and that is available 24 howrs a day, seven days a week. Carriers
may satisfy this requirement through a combination of methods, se long as &ll customers have the ability to
opf-out at no oost and are able to effectuate that choice whenever they choose.

The Company does not currently solicit "opt out” customer approval for tite use or disclosure of CFNI
The Company does nof use CPNI for any purpose (inclvding marketing comununications-related
services) and does not disclose or grant access to CPNI to any parly (including to agents or affiliates that

provide commnications-related services), except as permitted under 47 US.C. § 222(d} and Rule
64.2003.

(&) Notice Requirements Specific fo Opt-In. A telecommunications carrier may provide
notification to obtain opi-in approval through oral, written, or electronic methods. The coutents of any such
notification must comply with the requivemnents of paragraph (¢} of this section.

The Company does not currently solicit "opt in" customer approval for the use or disclosare of CPNL
The Company does not use, disclose or grant nccess o CPNI for any purpose, {o any party or in any
reanper that wogld require a customer's "opt in" approvel under the Coranission’s CPNI Rudes,



(fy Notice Requirements Specific to One-Time Use of CPNL {1} Carrlérs may use oral notice to
obtain limited, one-tine use of CPNI for inbound and outbound customer felephone contacts for the
duration of the call, regardless of whether carriers use opt-out or opt-in approval based on the nature of the
contact.

{2) The contents of any such notification must comply with the requirements of paragraph {c) of
this section, except that telecommunications carriers may omit any of the following notice provisions if not

relevant to The Timifed Use Tor which i cartiet seoks LPNT,

(i) Carmriers need not advise customers that if they bave opted-out previously, no action is needed
to maintain the opt-out election;

(iiy Carriers need not advise customers that they may share CPNI with their affiliates or thivd
parties and need not name those entities, if the linited CPNI usage will not result in use by, or disclosure
to, an affiliate or third party;

(jif) Carriers need not disclose the means by which a customer can deny or withdraw future access
to CPNJ, so long as carrders explain to customers that the scope of the approval the cartier seeks is limited
o one-time use; and

(iv) Carriers may omit disclosure of the precise steps 2 customer must take in order to grant or
deny access to CPNI, as long as the carrier clearly conmunicates that the customer can deny access to his
CPNI for the call.

tn instances where the Company seeks one-titne customer approval for the use or disclosure of CPNI,
the Company obtains such approval I accordance with the disclosures, methods and requirerments
contained in Ruie 2008(f).

Section 64.2009 Safeguards required for use of customer proprietary network information.

(a) Telecommmnications carriess must implement a system by which the status of a custorner’s
CPNI approval can be clearly estabiished prior to the use of CPNL

The Company's billing system allows authoriged company personnel fo easily determing the stotms of &
customer’s CPNI approval on the customer geeount sereen prior 10 the use or disclosure of CPNIL

(b) Telecommunications carriers must train their personnel as to when they are and are not
authorized to use CPNI, and carriers must have an express disciplinary process in place,

The Company has established CPNT complance policles that include employee tralning on resirictions
on the use and disclosure of CPNI and requived safeguards to protect against unanthorized use or
disclosure of CPNI  Employees have signed that they understond the CPNI policies and o violation of
those policies will result in disciplinary action,

(¢) Al carriers shall maintain a record, electronicalty or in some other manner, of their own and
their affiliates’ sales and marketing cainpaigns that use their customers” CPNI. Al carriers shall maintain a
record of all instances where CPNI was disclosed o provided to third parties, or where third parties were
atlowed access to CPNI The record must include a description of each campaign, the specific CPNY that
was used in the campaign, and what products and services were offered as a part of the campaign. Carriers
shall retain the record for a minimum of one vear.

The Company’s CPNI policies require that all sales and marketing campelgns including these wiiliing
CPNY be recorded and hept on file for at least one yeur. Records are also maintained for diselosure or
access to CPNI by third parties. The records include the required information listed in Rule 64.2009(c)



(d) Telecommunications caiers must establish a supervisory review process regarding carrier
compliance with the rules in this subpart for out-bound marketing situations and maintain records of carrier
compliance for 2 minimum period of one year. Specifically, sales personnel mwust obfain supervisory
approval of any proposed out-bound marketing request for customer approval,

The Company’s CFNI policies require employees to obtuin approval from the Compawny'’s CPNI
Compliance Officer for all marketing campaiens, including those niflizing CPNI, prior 1o initiating that

campaign.  Record of the marketing campaigns, along with the appropriafe supervisory approval is
maintained for af least onte year.

(¢) A telecommunications carrier must have an officer, as an agent of the carrier, sign and fils
with the Comumission a compliance certificate on an annual basis. The officer must state in the certification
that he or she has personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the rules in this subpmt.  The carrier must provide a statement
accompanying the certificate explaining how its operafing procedures ensure that it is or is not i
compliance with the rules in this subpart. In addition, the carier must include an explaustion of any
actions talcen against data brokers and a summary of all customer complaints received in the past year
concerning the unauthorized releage of CPNL  This filing must be made annually with the Enforcement
Burean on or before March 1 in BB Docket No. 06-36, for data perfaining to the previous calendar year.

The required officer certification, actfons taken against data brokers and summary of customer
complaint documents are included with this accompanying stetement.  The Company will file these
documents on an anunal basis ont or before March 1 for dota pertalning to the previous ealendar year,

(f) Carriers must provide written notice within five business days to the Commission of any
instance where the opt-out mechanisms do not work properly, o such a degree that consumers’ inabihity to
opt-ouf i more than an anomaly.

(1} The notice shall be In the forme of a letter, and shall include the carrier’s name, a description of
the opt-out mechanism{s) nsed, the problems(s) experienced, the remedy propesed and when it will be/was
implemented, whether the relevant state commission(s) has been notified and whether it has taken any
action, a copy of the notice provided to customers, and contact information.

(23 Such notice must be subnitted even if the carrier offers other methods by which consumers
may opt-out,

The Company does wot currently solicit "opt out” customer approval for the use or discloswre of CPNL
Seetion 64.2010 Safeguards on the disclosure of customer proprietary nebworl infermation.

(a) Safeguarding CPNI. Telecommunications carriers must take reasonable measures to discover
and protect against attempts to gain usauthorized access to CPNI  Telecommunications carriers must
properly authentioate a customer prior to disclosing CPNI based on customer-initiated telephone contact,
online accownt aceess, or an in-store visit,

The Company’s CPNI policies and employee fraining include regsonable measnres to discover and
protect against activity thar Is indicative of pretexting and employees are instructed to nofify the CPNI
Complinnee Officer if any sueh activily is suspecied.

(b) Telephone access to CPNL Telecommunications carriers may only disclose call detail
information over the telephone, based on customer-initiated telephone contact, If the customer first
provides the carfier with a password, as described in peragraph (e} of this section, that is not prompted by
the carrier asking for readily available biographical information, or account information. If the customer
does not provide a password, the telecommunications carrier may only discloge call detail information by
sending 1t to the customer’s address of vecord, or, by calling the customer at the telephone namber of
record. Ifthe customer is able to provide call detail information to the telecommunications carrfer during a



customer-igitiated call without the telecommunications carrier’s assistance, then the telecommunications
carrier is permitted to diseuss the call detail information provided by the customer.

The Company’s CPNI policies ensure that a customer iy only able to access call detail Information over
the telephone in one of the ways listed in Rule G4.2010(5). If the custvmer cannot remember their
peassword, they are prompled to answer g securily question. Nelther the password nor the security
question are based on readily aveileble blpgraphical information or account inforimation. Customer

service represeniatives ore instracted to authenticate customers over the telephone in alf instances except !

in the case where the customer provides the call detail formution withont the assistance of the i:
Compary. '

{c) Online access to CPNI. A telecommunications carrier must avthenticate & customer without
the use of readily available biographical information, or account information, prior to allowing the
customer online access to CPNI related to a telecommunications service account. Qnee authenticsted, the
customer may onky obiain online access to CPNI related 1o a telecommunications service account through a
password, as described in paragraph {€) of this section, that is not prompted by the carrier asking for readily
gvailable blographical information, or account information. '
The company authenticates customers without the use of readily available biographical or account information prior to
allowing on access to CPNI related to an account. Once authenticated, the customer may only obtain access to CPNI

- through a password, that is not prompted by readily available biographical or account information.

() In-Sfore gecess to CPNL A IeCOIMIMUNCAtIONS carrler may disclose CFNL tv a customer
who, at a carrier’s retail location, first presents to the telecommunications carrier or its agent a valid photo
I matehing the customer’s sccount information.

The Company does not have retail locations.

{¢) Establishment of a Pasyword and Back-up Authentication Methods for Lost or Forgotien
Passwords. To establish & password, a felecommunications carrier must authenticate the customer without
the use of readily available blographical information, or account information. Telecommunications carriers
may create a back-up customer authentication method in the event of 2 lost or forgotten password, but such
back-up customer authentication method may net prompt the customer for readily available biographical
:jnformation, or account information. If a customer cannot provide the cotrset password or the correct
response for the back-up customer authentication methed, the customer must establish a new password as
deseribed in this paragraph,

The Company’s CPNI policies allow for a few ways to establish a password, all of which ensure
compliunce with the above paragraph. Each method also allpws the customer fo establish a buck-up or
security question in the event that they forget their password. In Ho event dogs the Company use readily
wvalfable blographical nformation or acceunt information as a back-up qhestion or as a means 10
establisf: ¢ password or authenticate the customer,

(fy Notification of account changes. Telecommunications carrfers must notify customers
immediately whenever a password, customer response fo a back-up means of authentication for lost or
forgotten passwords, online account, or address of record is created or changed. This notification is not
required when the customer initiates service, including the selection of 2 password at service Initiation.
This notification may be through a carrier-originated voicemail or text message to the telephone number of
record, or by mai} to the address of record, and must not reveal the changed information or be sent to the
new account information.

The company will notify a customer immediately when account changes occur, including a password, a response to a
back-up means of authentication, or address of record. The nofification will be through a carrier-originated voicemail or
text message to the felephone number of recard, or by mall to the address of record, and will not contain the changed
information or be sent to the new account information.



(g) Business Customer Exemption. Telecommunications carriers may bind themselves
contractually to authentication regimes other than those described in this section for services they provide
t0 their business customer that have both a dedicated account representative and a contract that specifically
addresses the carriers’ protection of CPNL

The Company dees not uiilize fire business customer exception at this fime.

Section 64.2011 Notiication of customer proprietary network information security
breaches.

() A telecommunications carrier shall notify law enforcement of a breach of its customers® CPNI
as provided in this section. The carrier shall not notify #fs customers or diselose the breach publicly,
whether voluntarily or under state or focal law or these rules, until it has completed the process ol notifying
Jaw enforcement pursuant to paragraph (b}.

{b} As soon as practicable, and in no event later than seven (7) business days, after reasonable
determination of the breach, the telecormmunications carrier shall electronically notify the United States
Secret Service {US88) and the Federal Burean of Investigation (FBI) through a central reporting facility.
The Commission will maintain a link to the reporting facility at hitp/fwww fec goviebiconi.

(1) Notwithstanding any state law to the confrary, the carrier shall not notify customers or
disclose the breach to the public wntil 7 full business days have passed after notification o the USSS and
the FBI except as provided in paragraphs (2) and (3).

(2) Ii the carrier believes that there is an extraordinarily urgent need to notify any class of affected
customers sooner than otherwise allowed under paragreph (1), in order to avoid immediate and irreparable
harm, it shall so indicate in its notification and my proceed fo irunediately notify its affected customers
only after consuliation with the relevant investigating agency. The carrier shaill coopetate with the relevant
investigating agency’s request to minimize any adverss effects of such customer notification.

(3) If the relevant investigating agency determines that the public disclosmws or notice fo
ieustomers would impede or compromise an ongolng or potential criminal investigation or national security,
such agency may direct the carrier not (o so disclose or notify for an initial period of up to 30 days. Such
period may be extended by the agency a5 reasoneble necessary in the judpment of the agency. If such
direction is given, the agency shall notify the camder when it appears that public disclosure or notice to
affected customers will no longer impede or compromise a criminal investigation or national security. The
agency shall provide in writing its initial direction to the camier, any subsequent extepsion, and any
notification that notice will no longer lmpede or compromise a oriminal investigation or national security
and such writings shall be contemporaneously logged on the same reporting facility that contains records of
notifications filed by carriers.

(¢) Recordkeeping. All carriers shall maintain a record, electronically or in some other manner, of
any breaches discovered, netification made to the USSS and the FBI pursuant to paragraph {b), and
notification made to customers, The record must include, if available, dates of discovery and notification, a
detailed description of the CPNI that was the subject of the breach, and the circumstances of the breach.
Catriers shall retain the record for a minimum of 2 years.

The Company hias policies and procedures in place to ensure compliance with Rule 64,2011, Wien it i
reasonably determined that a breach has occurred, the CPNI Cowmplionce Officer will notify law
enforcement and Hs cusiomer in the required tineframes, A record of the breach; witl be muintained for
a minimum of two years and will include all information  required by Rule 642011

TEIEEE



Velocity The Greatest Phone Company Ever, Inc.
7130 Spring Meadows YWest Drive
Holland, Ohic 43528

Compliance Requirements

Velocty The Greatest Phone Compeny Ever, Inc. ("Compeny”) maintains the foliowing operaling procedures to
ensure compliance with the requirements set forth in Section 64.2001 ef seq. of the Commission's rules.

Seetion 64,2008 Use of enstomer proprictary wetwork Informatlon without customer
approvak

(%) Any ielecommpicstions carrfor mey use, dispiose, or permit access to CENI for the pupose of
providing or merketing service offerings among the catepories of service (Lo, locsl, Ierexchunge, and
CMRS) o which te customer slready subscribes from the same carriey, withost customer approval.

(1} U a telesomsmanications varrier provides diffient emtegories of service, and & customer
sybscribes fo move than ose cetegory of serviee offered by the cerder, the carrier is permitted to share
CPRY among the carrier”s atfiliated entities that provide a servive offering to the customer.

{2) If o welecormmunications carrier provides different catepories of servies, but a customer doss
not subsoribe to more than one offering by the casrler, the wocler I not permitted to shave CPNT wite itg
affiliates, excopt a3 provided in 564.2007(0).

(0} A wlecommunications carrier may not uss, discloss, o peroit accesd to CPNI to market to &
cuoimer serviee offerings that ae within a eategory of service to which the subseriber does not already
subsciibe from thet omyler, wnless thal cerrier has custowmer spproval 1 do so, except as desoribed in
parapraph(s) of this section,

(1} A wizelsss provider may vse, disclose, or permit access to CPNI derived frowa [ig provision of
CHRS, withow customer approval, for the provision of CPE and information service(s). A wireling carrier
may use, distlose or permit access to CFNI derived fom Hs provigion of looal exchange servieo .or
interexchange service, withowt customer approvel, for the provision of CPE and call smswaring, voloo mudl
or messaging, voice storage and retrisval servives, fax store aud forward, and profocel conversion.

{2} A teleconmumonioations cartier wny not wse, diselose, or pormit access o CPNI @ identify or
track customnoes that cell competing service providers. For example. s local exchange camvier vy not use
tooal service CPIT o track all custormars shat call fosel service competitors.

{£) A wlscommunications carcler may use, discloss, or permit aceass 1o UPNL, without customer
approval, as described in this paragraph (¢}

(13 A weleoommuniestions carsler may uge, diselose, or permit access 1o OPM, without customes
approval, in fis provigion of inside wir ng inuallation, maintenance, aind repair services.

(27 CMRSE providers may use, disclose, or permit aceess to CPN for the purpose of conducting
research on the health offects of CMRE.

Rl



(3 LECs, CMRS providers, and interconnested YoIP providers may use TP, without customer
approval, to warkes scrvices formerly known as adimict-to-busic services, such ag, but not Jimited fo, speed
dialing, computer-provided divechory assistance, call moniloring, call tracing, call blocking, call return,
repest dinking, call tracking, call waiting, caller 1.D., call forwarding, and certain Centrex foatures.

{d&) A telecommunications carrior may use, disclose, o7 purmit accesy to CPNI to prefect the rights
or property of the curtler, or to profect users of those sarvices and other carriers rom fraudulent, abushe, or

nnlaw il nse of, or SubSEription 1o, SUCK Services,

Frre Company has adapted specific CPNI policies to ensire that, In the ubsence of customer approval,
CPNI is oniy used by the Company fo provide or murket servive gfferings among the celegories of
service {Le., focal, iferexciiange, ond CMRS) o which the cusiomer already subyorihes.  The
Campany’s CPNF polictes prokibit the sharing of CPNI with affiliated companies, except us permitted
wnder Rule 64.2005(x)(1) or with cusiomer approval prrsuant to Rule 64.2007(F), The only exceptions
to ese polivies are ay pertnitied ynder 47 US.C § 22200 and Rule 64,2695,

Sewtion 64,2607 Approvalt regquived for use of customer proprictary network information,

{2} A telecommunications carler may obtain approval through written, oral or eleclronic
mathods.

(1) A tzlecommunications carrier relying on oral approval shall bear the burden of demonstrating
that such approval s been given in compliance with the Commission s rules in fhis pail.

() Approval or disapproval to wae, disclose, or permit access to a customer’s CPHNI obteined by a
telecommunications carrier must remain in effeet until the customer revokes ov Hmits such approval or
dlsapproval.

(3) A telecommunications carrier wust mainteln records of approvel, whether oral, written or
slectronic, for at least oue year,

Tt alf clyrenenstances where customer gpproval is required o use, disclose or permit access v CENI, the
Comrparny's CPNT polivies requeire that the Company obtuin custamer approval theough written, oral or
ekectronic methods in compliance with Rule 64,2007, A ruytower’s approval or disapproval revilves in
effect until the cusiomer revokes or linlis fie approval o disnpproval. The Commpany mafnieins records
of customer approval (whether written, oral or elecérauicl for @ minimem of nne year,

{b) Use of Opt-Out emd Opt-Jn dpproval Procasses. A teiscommunications carrier may, subject
to opl-out approval or optn abproval, wse its costomer’s ndividuelly identifiable C¥NI for the pupose of
marketing coumunicntions-ralated services io that customer, A felecommunications carrier may, subjeot to
opi-out approval or opt-in approvel, disclose its customer”s individually identifiable CPNL, for the pugpuse
of mmketing communications-related services {0 that custormer, (o its agents and s afliliates that provide
eommunications-related services. A telecommusications carrier may also peomit such persou or sotities to
obtsln access to such CPNI for such purposes. Except for nse and disclosure of CPNI that fs penmithed
without customer approval under section §64.2005, or that is described in this paragraph, or as oherwise
provided in section 222 of the Compnunivatfons Act of 1034, s amended, a telecommunications carrier
may only use, disclose, of permit access to iy costomer’s indEvidnally identifinhle CPNT subject fo opt-in
approval,

The Company does not ase CPNY for any purpose (inchiding markeling communications-releted
services) and does not disclose or gramt access fo CPNY to any purly (fncluding fo agents or affiliutes that
provide commpiications-related services), sxcept as permitied under 47 C8.00 § 222(d} and Rule
64.2005,



Section 642008 Notiee required for use of castorner preprietary network information,

{8y  Notfication, Gererally. (1) Prior tw sny solicllation for cuslomer wpgroval, &
wolesommunications carvier must provide notification o the customer of the customer's right fo restrict use
of, disclose of, and access to that customer’s CPNL

{2} A telecoramunications carrier must meintain reeords of notification, whether oval, written or

BIECECNIC, T 4t 185t Grie year

(M) mdividual notice (o customers must be provided when solieiting spproval 10 use, disclose, or
pernil avcess o eustormers” CPNL

(&) Comtert of Notice. Custorner notilicalion musgt provide sufficient infirmation to enable the
custorner o meke an iformed decision as to whellier to permit a camver fo use, discloge, or penmit acoess
to, the customer's CPNIL

(1) The notification mnust state that the customer has o right, and the carrier bag & duty, under
federal law, to protect the confidentiality of CPNL

{2y The notification must spseify the types of nformation that constitute CPNTE and the specific
entities that will reesive the CPNI, desoribe the puiposes for which CPNIU will be used, and inform the
cusiomer of hiz or her right to disapprove those usss, and deny or withdraw access to CPNI ot any time.

{3) The notificadon st advise the customer of the precise steps the cuslomer must take in order
te prent or deny actess to CPNI, and must clearly stafe that a denial of approval will not affect the
provision of any services to which the customer subscribes, Tloweves, carriets may provide a bilef
statement, in a clear and nevwral Janguage, describing congequences directly resuliing fromn the lack of
access 1o CPMNL

(8) The notification must be comprehensible and must not be misteading.

{5) If written nolification is provided, (e notice mest be clearly Jegitle, vee sufficietly large
1ype, and be placed i an area so 8 (0 be readily apparat to a cusiomer.

(6) U any pufion of  nofification Iz fanslated into snother language, then all portions of the
notificarion must be translated into thet langpage,

{7y A carriey may state Iy the notification that e customer’s approval to use CPNT may enhanee
the canrier’s ebilily to offer products and serviess taifored to the customer®s nzeds, A carvier also may state
in the netitication that & may bs compelled to disciose CPINY te any person upon afffrmative written reruest
oy the costomaer.

(8) A currier may not include In the notification any statement atiempting to envourage & customer
to fresze third-party access to CPNL

(%) The notification must state that any epproval, or deninl of approvel for the vse of CPNY
outgide afthe service o which the customer already subseribes from that carrier ig valid enthi the customer
affirmatively revokes or limits such approval or denial.

{10) A tetecommunications carier’s solieitation for approval must be proximate to the
notification of & customer’s CFNI righta,

The Company’s CPNI policies require they cusiomers be notified of their rights, and the Compeny's
obligations, with respect to CPINT prier to any soliciiation for cusiomer approved. AN required cusigrver
notices (whether written, orgl or elecironic) comply with the requirements of Ruie 64.2008. The



Comtpurry malntains records of alf required customer notices (ekhether writien, oral or electronicy for a
mivirmm of one year,

(&) Notice Reguirements Specific to Opr-Out, A tehecomimunications carrier must provide
notification to obtain opt-out approval thirough clectrenic or wiltken metheds, but not by orel
soniunication {exeept as provided in peragraph (f) of this section). The eonionts of any such notification
st comply with the requirements of pavagraph (5} of this section.

{1y Carriers must wail 2 30-day mininum peried of tme aflar giving custamers notice and an
opportanity to opt-out before assuming customer approval to use, disclose, or permit access o CPNI A
carrier may, i s diserefion, provide for a lonpger period.  Carrlers must notify costorers as fo the
appicable walting period for a response before approval s assumed,

(i) In Ui cose of an electronis form of notification, the walidng period shall bepin to ran from. the
date on which the notification was sont; and

(i) In the case of notification by wall, the watting period shall begin to run on the thivd day
following the date fhat the notification was matlsd.

{2) Carders using the opt-out mechanism musi provide notices to their customisrs every two
e :

{3} Teletompounicaions carriers that use e-mail to provide opt-oul notices must comply with the
following requircments in addition tn the requirements gererally applcabls (o notifiation:

(1) Carriers nust obtain express, verifisble, prior approval frem consumers {0 send notices via ¢-
mait regarding thelr service In general, or CPNI in particular;

(1) Cawiers must allow customers to reply divectly to e-matls containing C¥NI notices In order to
P,

(5 Opl-out emadl notices dhet are retned fo the careier as undefiverable must De sent to the
-custorner i ancther form before carricey may consider the customer to have received notice;

{iv) Carrizes thel use e-mail 1o sond CPRI gotices must ensire that the gobject ting of the message
clearty and accurstely identifies the subjeet matter of the e-mail; and

) lelecommunications carriers must make available to every customer a method o opt-out that
is of ne additional cost to the customer and thet is available 24 hows a day, seven days a weel, Carriers
may satisfy this requirement through u combination of methods, so long as all custonrers have the ability to
opf-out at no cost and are ablie to effortunte that tholee whenever they chivose.

The Company does not carrently solicit "opt ont" customer approval for e use or discloyure of CPNI
The Company does not use CPNY for any parpose (inchiding marketing conanunications-related
services) and dovs not disclose or grant qecess (o CPNI to any perly (incliuding to agenrs or offillaes that
provide eompumicarions-related services), except as permitted snder 47 USC § 2220d) and Rule
64,2005,

{ey  Notice Reguivemenis Specific to Opwin. A telecommunications carrier may provide
notification 10 ublain opi-in approval dirough oral, written, of slectrenic methods, The contents of any such
notification must comply with the requirements of paragraph (o) of this section,

The Conpany does ot currenily solickt “opt In" customer approval for ihe uve or disclosnre of CPNI
The Company dues not nse, discloye or gramt access fo PN for any puarpose, (o any parly or in any
manger thaé worid require a customer's "opt in" ppprovel under the Convnission’s CPNT Ruies.




{6y Nofice Reguivemaits Specific to One-Thme Use of CRNIL (1) Carriers may wse oral notice to
obtein lmited, onedime wse of CPNL for inbound end outbownd customer telephone contacts for the

duration-of the call, regardiess of whethier carricrs use opsout or apt-in approval based on the nature of the
contact.

{2) The contents of suy such notiffeation mugt comply with the requirements of paragraph. {c) of
this gection, except that telecommunicetions carricss may omit sy of the following notice provisions if not

vEfevant to the Niited Use ToT which The carrier seors GENTT

(i Carriers need not advise custorpers that if they have opted-out provicusly, no action is needed
{0 maintain the vpi-out election;

(i) Carriers need nol advise customers thel ey may shars CPNI with their afftfiates or third
parties and need not name those entities, if the hnited CPNI usage will not resulf In nse by, or disclosure
to, an attilisie or thivd party;

(iif) Carrlers need not disciose the means by which a customer can demy or withdrew future ascess
te CPMI, so long as carriers explain to costomers that the scope of the approval the cartier seeks i Hmited
to one-time uge; and

{iv} Carriers may omit disclosure of the precise steps 2 customer must take in ovder to grant or
deny access to CPNY, as long as the carrler clearly conomunicates tha the custemier can deny access to his
CPNE for the call.

In {nstences where the Company seeks one-thie cusiomer approval for fhe use or disclosure of CPNJ,

the Compnny obtnins suck approval in eccordence with Ghe disclosires, methods and requivements
contelned in Rele 2008,

Section 64.2009 Safeguards required for uge of customer proprictury vetwork information

(z) Telesomununications carders must implement a system by which the status of a customer’s

ACPNT approval can be clearly estabiished prior to the use of CPNL

The Conpany’s billing system oliows authorized company persoringl o easily deternzine the stains of a
customer’s CENI approval on the enstorter account sereen prior fo the wse or disclosure of CPNL

{t) Telecomuuonications carriers eyt ftain thelr persomnel as to when they are and are not
authorized to use CPNL, and carriers must have an express discipiinary process in place.

The Compary kas estabiished CPNI complinice policier thox Include empioyee frafing on resirictions
on the wse and disciosure of CPNI and required safeguards io prefect against unanthoried wee or
disvlosure of CPNE Fmplopess have signed fhat they understand the CPJ\’I policies and & viplafion of
thase policies will result in disciplinery action.

{¢) Al curriers shell maintain a record, clectrouically or it some olber maoner, of their own and
their aifiliates’ sales and markoting campaipas that use their customers” CPNI. Al carciers shall mafviain 8
record of all instances where CPNI was disclosed or provided to third parties, or whire third parties were
eilowed access to CPNI. The record must inglade o deseription of each cunpaign, the specific CPNI ther
was used. In the campaign, and what products and services were offered as a part of the carapaipn. Ceariars .
shalt retain the recard for a minimum of one year.

Yhe Company’s CONI poticies reguire that alf sales and wmurkeling caomprigas inclueding these atilizing
CPNT be recorded and kapt on file for af lenst one yenr. Records are also maintalned for disclesure or
access to CPNT by thivd parties. The records include the required information Hsted in Rule 64.2000(¢),



(@} Telecommunications carders wnast establiab a supervisory veview process regarding carrier
comphance with the rules fn this subpart for out-bound marketing siruations and maintain records of carrier
complisnce for a minimom period of one yenr. Speeifically, sales personnel must obtain supervisory
approval of any yroposed owt-bound matketing request Tor custorer approval.

Fhe Company’s CPNE pollcies require emplopess fo obinin approvel from the Comipany’s CPNS
Commlinncs Qfffcer for all morketing coppairns, eluding theve williuing CENY, prive zo initigring

camrpaign.  Record of e tharketing campaigns, elong with the appropriafe saperisory approval 15
minrnined for af least one peas.

(e} A telecommunications serrier must heve sn officer; a8 an agent of the carrier, sign aud file
with the Commission & compliance certificate on an anniua) basis. The officer must state i the cenification
that he or she las parsonal knowledge thet the company has established operating procedures that are
adequate to ensure compliimee with the rules in this subpact. The carrier must provide 4 statement
aceompanying the certificate explaining how its operating procedures ehsure thal it i or Is not In
compliznce with the rules v this subpat. In additivn, the carrier must elude an explanation of any
actions ieken againgt data brokers and a semmary of all castomer complaings received in the past yem
concerping the wanthorized release of CPNL  This fling must b2 mede anmatiy with the Enforcoment
Bureas on or before March 1 in BB Docket Wo. 06-36, for dniz pertaining to the previous calender year,

The required officer ceriffication, weffons taken against data brokers and summoly of customer
complalnd docaments are included with thiv sccompanying statemerd.  The Company wil file these
docimenis on an andaid basis on oF bgfore Marck 1 for duia perfcining to 1he previous calendar year.

(f) Carriers must provide written notice within five business days 1o the Commission of any
instance where the opi-out mechanisms do not work properly, to such 2 degree that consumers’ inabifity two
opt-out is more than an snomaly,

(1) The notice shall be in the form of a letter, snd shail include the carrier’s namne, 4 description of
the opt-out mechanism(s) used, the problems(s) experienced, the remedy proposed and when 1 will befwas
implemented, whether the relevant state commission(s) has been notified and whether &t has faken apy
attion, a copy of (he notice provided to customers, and contact information.

(2} Sach notice must be submifted even i the carrler offers other methods by which consumers
may Gpt-out,

Fhe Compuny dues pof currently sollelt “opt out” castomnes upproval for the use or disclosire of CPNIL
Seetion 64.2018 Bafeguards on the disclosure of customer propoietary networl iformatinn.

(&) Safeguording CPNT, Telecommunications camriers must take reasonabie measures to discover
and protect sgainst alterupts o gain poauthorized acoess to CPNL Telecommuonications carriers must
properly authenticate a custemer prior o disclosing CPNI based on customer initiated telephone comfact,
oRilne auoount accesy, or un in-store visit,

Fha Compuany’s CPNT policies and emplopee training incinde reasonedle measures o diseover tid
protect aguaist qotivity that s indicative of prefexiing and employecs ave instrucied v notify the CPNY
Cosmplince Officer if any such activily i suspected,

{(t) Telephone avcess to CPNIL  Telscommunications cawiers may only disclose call detail
inforination over the telephone, based on custormet-initised telephone contact, if the customer first
provides the carrier with & password, as described in paragraph () of this ssction, that is not prompted by
the cureier sking for readily available biographical liformation, or account information. I the customer
dogs not provide & password, the telecomntunications carrier may only disclose cail detall information by
sending it to the costomer’s address of vecord, or, by calling the customer at the telephone mamber of
record, Ifthe costomer is able to provide calt detail information to the telecominunications tarrier difng a

T



custorer-iitiated call without e telecommundeations carrier’s assistance, then lhe telecommmications
cprrler is permitted to discuss the call detsll information provided by the sustomer.

The Company’s CPNI policles erisure that o customar is oaly abl fo access coll detail information over
the (elephone i one of the waps listeid in Retle 64,200000). ¥ the customer cannotl reimember thelr
possword, they are prompted o answer e seciiily guestion. Neither the password nor fhe sechrily
question are based on readily available biographicel fnformation or gecosmi m,,f__rmﬁ!mﬂ. Cuswmer

service represeniafives are insiracted 1o authendicale custoniery over fhe telephone I wll instances e cept

In fhe case where the customer provides the call defadl informetion withowt the assistence of the
Curnpany.

{¢y Oniine povess 1o CPNL A welctommunications carvier mugt authenticate g custorser without
the use of readily available biographical informedion, or aceownt information, prior w allowing (he
customer online access o CPNI relsted to & lelecommunications secvive acovunt, Once authentionied, the
customer iy onky obtsin online acacss to CPNErelated to 8 telocommunieations service avecunt throngh a
passward, as desoribed in paragraph (o) of this sgotiom, that is not prampred by the carier askivg for readily
available biographical information, or accouir information.

The company authenticates custamers without the use of readily avallable biographical or account information prior to
alfowing on access to CPNI refated to an account. Once authenticated, the customer may only obfain access fo CPNI
through a password, that Is not prompted by readily available blographical or account information.

1D matehing the cugtomer’s accouat information.

The Company does not have retail focations.

(&) FEastablivhmerd of a Password and Back-up Authemtication Methods for Lost or Forgomen
Fasswords. To establish a password, a teleconmracications carvier must suthenticate the customer without
the use of readily available biographical information, or account information. Telecommmnications cattiers
may create 2 back-up customer awhentication method in the event of z lost or forgotien password, but such
‘bagk-up customer aushentication method may not prompt the customer for readily svailable biographical
dnformation, oz account informution. I a customer caymet provide the correst password or the comect
response for the back-up customer authenlication method, the customesr must establish a new password as
deseribed in this paragraph,

The Company’s CPNI poficies aflaw for u fow ways fo establish o password, ofl of which ensure
complionce with the abeve puragraph. Foch method alse uffows the cuvtomer v esighltivh o boch-tp or
securlty question in the event (Rt they forpet their pessward. In so evert does the Company asg redily
availobie bogrephical Information or accewn! information 48 o buck-up qieston pr as 4 megny fo
estublish & password or anthenticate e casfomer,

(£ Notffication af accownt changes.  Telecommunicalions cariers must notify customers
imnedistely whenever a passwond, customer response to a back-up means of authentication for ost or
Torgotten passwords, orline accouni, or address of record 5 created or chenged. This nouification s not
requrired when the customer iniiiates service, including the selection of & password et service initiation.
This notification may be through a carrier-originated voicemrail or lext message to fhe telephone number of
record, or by mail to the addeess of recard, and must not reveal the changed information or be sent to the
new account ixfornation,

The company will notify a customer immediately when account changes occur, Including a password, a responseto g
back-up means of suthentication, or aduress of record.  The notification will be through & carrigr-originated voicemail or
text message to the telephone number of record, or by mail to the address of record, and wilt not cortain the charged
information or be sent to the new aecount information,

~d



(g} Business Customer Exemption. Telccommunications carriers may bind themselves
contractually to authentication regimes other than those deseribed in this section for services they provide
1o their buginess customer that bave both a dedicated account representntive and a contract hat specifically
addresses the carriers’ protection of CPNIL

The Company docs not wtlize the brsimass customer exception at this Hme.

Section 64,2011 Notifteatton of ecusiomer proprietary network infermation secwrlty
breaches,

{8 A wleconmurunications cerrier shall nolity Jaw enforcement of @ breach of its customers’ CPNI
a5 provided i this section. The carrer shall not notify its customers or disclose the breach publicly,
whethat voluntarily or under state or Igeal law or these roles, until i has comiplered the pracess of notifying
law enforcement pursuant to paragraph ().

{by As soum as practicable, and in no svent later than seven (7) business days, after reasonable
determination of the breach, the eleconpnunications camrier shall electroaieally notify the United Siates
Searet Service (I388) znd the Fodera! Bureayw of Javestigation (FBI) Gwough o central reporting acihity,
The Comunission will maintair: » Jink to the reporting Scility &t hilp/Awww.fee.saviebicpnd,

(1) Notwithstanding auy stete law fo the contrary, the carrier shall not notify customers or
disclose the breach fo the public until 7 full business dayy heve passed after notification to the USSS and
the ¥FB1 except as provided by paragraphs (2) md (3).

(Z) If the carcier believes that there is an extraordinarily urgent need to notify any class of affected
customers sooner than otharwise allowed nnder paragraph (1), n order to avoid immediate and irreparable
harm, it shall so indicate in its notification and my proveed to Immediately notify its affscted oustomers
only alter consuliativn with the relevant investigating agency. The casrier shall cooperate with the refevan
investigaling sgency’s reguest 10 minimnive wy adverse effects of such eostemer notificativs.

(37 I the relovant lovestigaling apency determiznes that ths publle disclosure or notice fo
eustomers would impede of compromise an ongolng or potentisl criminal investigation or natjons! security,
such agency may direet the catvier not to so disclose of notify for an initial perod of up to 30 days. Such
pertod inay be oxtended by the agency as reasonable necessaty in the judgment of the agency. If soch
directlon is given, the agency shall notify the carrier when It appears tat public discloswre or notice to
affected customers will so longer impede of compromise a criminal investigation or nationsl security. The
agency shall provide in writing its initial direction fo the carrier, any subsequent extension, and any
notification that notice will no longer impede or comrpramise & criminal investigation or national security
and such weitings shall be contemporaneousty logged on the same reporting facility that contalns records of
nuiifications filed by cayriers.

() Reverdkeeping., All carriers shall mainiain a record, electronically or i some ofher manmer, of
mny breaches dizpoversd, notification made to the 17588 and the FBI puesuaut to paragraph (), and
notification made to customers. The record must Inclads, if available, dates of discovery and notification, o
detailed deseviption of the CPNI that was the subleet of the breach, and the clroumstances of the breach.
Cariers shall retain the record for e miniimom of 2 vears,

The Cownpanly has policles gnd procedures in place [o ensure complicies willh Rule §4.201 1. When it Is
reasonably determined thet « breuch has occurred, the CPNY Cempliance Officer will notify law
enforcement and s customer i the required thneframes, A record of the breack wit] be muintained for
g Brthwum of fwe years end will include alfl inforveetion  required by Rule (42011



