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Dear Ms. Dorich:

Pursuant to 47 C.F.R. § 64,.2009(e), Pulse Telecom LLC hereby submits its
Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

Respectfully submitted

‘M. Steinhart
Attomney for
Pulse Telecom LLC
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St 47 CFR. § 64000%e) PN Cortifisation

EB Dovkel 06-36

Pulse Velocom LLC has not tken any actions {proceedings nstinted or petitions
filed by & conpany at either siate commissions, the coust sysiem, or ol the Comupission
against data brokers) susinet deta brokers invthe past vear. Companies must report on any
informaation et they have with vespuel to the procusses pratésiens are uslng W atlempt Lo
aceass CPNE | and what steps companies ave takiing 1o protoct CPNL

Pules Telecomn LLC has net recebved ay costomer somplaiats in the past year
someerning the wnauthorized release of CEME {munber of custosner complaius & company
Mas received related fo unmuthovized agooss 1o CINL, or usautherizad disclosure of CPN,
brokuen down by category or somplainl, o, owees of fmmoper ancess by employees,
istanees of irmproper discloswre 1 individeals not enthorized to reeeive the information.
or instances of improper soeesy o onfise information by individuals oot authorized to
view the nformationl

N Arsas ]l P9 Loy



Annual 47 C.F.R. § 64.2009(e) CPNI Certification
EB Docket 66-36

Exhibit A

Pulse Telecom LLC

Compliance Requirements



PULSE TELECOM LLC
1451 W. CYPRESS CREEK ROAD
SUITE 300
FT. LAUDERDALE, FL 33309

Exhibit A

Compliance Requirements

Pulse Telecom LLC {"Company"} maintains the following operating procedures 10 ensure compliance with the
requirements set Torth in Section 64.2001 et seq. of the Commission’s rulas.

Section 64,2003 Use of cusiomer proprietary wvetwork miovmation withow! wustomer
approval

(5} Any telecommunications carrier may wse, disclose, or permit acosss to CPNI for the pwposs of
providing or marketing service pfferlugs among the categordes of sarvive (e, local, interexchange, and
CMRS) to which the customer already subscribes fom the same carrer, without costomer approval,

(1) i o telecommunitations carier provides diffexent categories of service, and a customer
subscribes fo move than one category of service offered by the carrler, the eacrier is pormitted to share
CPRI among the carrier’s affiliated entities that provide a service offering 1o the customer.

) Ka telecommunivations surrier provides different categorics of service, but a custorer does
1ot subscribe o more thae one offerieg by the carrier, the cardier Is not permitied to share CPNI with its
affiliates, except as provided in §64.2007(k),

() Adclecommagications candder roay not use, disclose, o permit access to CPNI fo maket to 2
customer servies offerings that are within a category of service to which the subseiiber does not already
sobsoribe from that cerrler, wnless that carrfer has customer spproval to do so, excopt as deseribed in
pavagraph(c) of this seetion,

{1 A wixeless provider may use, disolose, or permit acoess o CPNI derived fom §is provision of

- CMRS, withowt custorner approval, for the provision of CPB and Informetion service(s). A wireline carrier

may use, disclose or penmit sccess to CPNIL derlved from its provision of Jocal exchange service.or

interexchange servive, withont customer approval, for the provision of CPEB and call answerlng, voloe mail
or messaging, voice storage and retrievel services, fax stoxe and forward, and protocol conversion,

{2y A telecommunioations catrier may not use, dlsclose, or permit access to CPNI to identify or
fzack custorners that eall competing service providers. For example, a lecal exchange carcler may not use
Toeal service CPINT fo track all custorners that cel) local serviee competitors.

©) A telecommunications carrler roay use, disclose, ox penmit socass to TP, withowt estomer
approval, as described in this paragraph (¢).

{1) A teleconnnuniostions carrier may use, disclose, or permit aceess to CPNI, without cestomer
approval, in fis provision of inside wiring Installation, maintenance, and repair services.

€2) CMRS providers may use, disclose, or permait access to CPNI for the purpose of conducting
research on the health effects of CIMRS,



(3) LECs, CIMRS providers, and interconnected VoIP providers may use CPNI, withount customer
approval, to market services formerly known as adjunet-to-basic services, suoh as, but not limted to, speed
dialing, computer-provided directory assistance, call monitoring, cell tracing, call blocking, call return,
repoet diating, call tracking, call waiting, calfer LD, ¢l forwarding, and certain Centrex features.

{4} A telecommunications carrier may use, disclose, or permit access to CPN] to protect the rights
or propesty of the carrier, or fo protect ugers of those services and other caxrders Fom fraudulent, abusive, or

unlawful use of, or subscription to, such services.

The Compuny has adopied specific CPNI policies to entsare that, It the absence of custonier upproval,
CPNY is ouly used by the Company fo provide or warket service afferings among the cafegories gf
service (he, Ioeal, interexchange, and CMRS) ro which the custowmer already sebseribes.  The
Company's CPNY policies prohibit the shuring of CPNE with offilftated companies, except as permitied
under Rule 64.2005(@)(1) or with cuystomer approval parsiant 20 Rule 64.2007(8). The only exceptions
to these pokicies are as permitted under 47 U.S.C. § 222(3) and Rule 64,2005,

Section 64.2607 Approval required for use of customer propriefary network information.

(@ A telecommunications cerrier may obtain approval through wreitten, oral or elecironic
methods.

(1y A telscommunications carrier relying on oral approval shiall beay the burden of demonsivesing
that such approval has been given in compliance with the Commission's rules in this part.

(2} Approval or disapproval to use, disclose, or permit access to 3 customer’s CPINI obtained by &
telecommunications carrier must remain in effect wntil the customer revokes or limits sueh approval or
disapproval.

(3) A telecommunications carrier must mainiein records of spproval, whether oral, written or
slectranit, for at least one vear.

Iir all ciroumstances where customer approval Is required fo use, disclose or permit access to CPNI, the
Company's CPNI policies require that the Company obfain customer approvel through written, oral or
electronie methods In conmplipnee with Rule 64.2007. A customer's approval or disapproval remains in
effect until the customer revokes or limits the approval or disapprovel, The Company maintuins records
of custosner approval (whether written, oral or electronic) for o minimam of one pear,

(b) Use of Opt-Out and Opi-In dpproval Processes. A telecommumnications cartier may, subject
to apt-out approval or opt:in approval, use its customer’s individually identifieble CPNI for the purpose of
marketing communications-related services to that customer. A telecommunications sarrier may, subject to
opt-out approval or opt-in approvel, disclose its customer’s individually identifiable CPNJ, for the purpose
of marketing communications-related services fo that customer, to its agents and its afffifates that provide
eoramunications-related services, A felecommunientions carrier may alse permit such person or entities to
obtain access to such CPNY for such purposes, Bxcept for use and disclosure of CPNI fhat is permitted
without customer approval under section §64.2005, or that is described in this paragraph, or as otherwise
provided In section 222 of the Communications Act of 1934, as amended, a telecommunications carrler

may only use, disclose, or permit access to s customer’s individually identifiable CPNI subject to opt-in
approval.

The Company dees not use CPNI for any puipose {including marketing communications-related
services) and does not disclose or grant access to CPNI to eny party (including to agents or affiliates that

provide communications-related serviees), excepl as persitted wnder 47 US.C. § 222(d) and Rule
64.2005.



Section 64.2008 Notice required for use of cusiomey proprietary vetwork information.

(@)  Notification, Generally. (1) Ptior to any solicilation for customer approval, a
telecommunications carrler most provide notification to the oustomer of the customer’s right to restrict use
of, disclose of and access to that customer™s CPNL

{2) A telecommunications carzier must maintain records of notification, whether oral, written or

electronic, Tor at feast one yeat.

(b} Individual notice to customers must be provided when soliciting approval 10 use, disclosge, or
permit access to customers’ CPNL

{¢) Content of Notice. Custormer notification must provide sufficient information to enable the
customer to make an informed decision as to whether fo permit @ carrier to use, disclose, or permit access
to, the customer’s CPNL,

{1} The notification must sate that the customer has a right, and the camier has a dudy, under
federal law, to protect the confidentiality of CPNL

{2} The notification must specify the types of information that constituie CPNY and the specific
entities that will receive the CPNIL, describe the purposes for which CPNI will be used, and inform the
customer of his or her 13ght jo disapprove those uses, and deny or withdraw access to CPNY af any time.

(3) The notification tmust advise the customer of the precise steps the customer must take in order
to grant or deny access to CPNI, and must clearly siate that 2 denial of approval will not affect the
provision of any services to which the custorser subscribes. However, cartiers may provide z brief

statement, in a cfear and neutral language, describing consequences directly resuliing from the lack of
acoess to CPNL

@) The noﬁﬁuaﬁon wust be comprehensible and ranst not be misleading.

{5) If written notification Is provided, the notice must be cleasly legible, use sufficiently large
fype, and be plased in an ares s as to be readily apparent t & costomer.

(6 If any portion of a notification is translated info another fangoege, then all portions of the
notification must be translated into that language.

(7). A cartier may state n the notification that the customer’s approval to use CPNI may erhance
the carrier’s ability to offer produsts and services tatlored to fhe customer™s needs, A cartier also may state

in the notification that it may be compelled to disclose CENI 10 anyperson upon affinmuative writton request
by the customer.

{8) A carriermay not inelude in the notification any statement attempting to encourage a customer
o freeze third-party access io CPNI.

(%) The uotification must state that any approval, or demial of approval for the use of CPNI
outside of the service to which the customer alveady subscribes from that carrier is valid until the customer
affirmatively revokes or limits such approval or denial.

{10} A telecommnnications carrier’s solicitation for approval must be proximate to the
notification of a customer’s CPNI rights.

The Company's CPNI policies reguive thai customers be notified of fhetr vights, and the Compony's
obligations, with respect to CPNI prior to any solicliation for customer approvel. All required custorner
notlces (whether written, oral or electronic) comply with the regquivements of Rule 64.2608. The



Comnpany wmiintains records of all required customer notices (whether writien, oral or etecironic) for «
yirdesum of one year.

(d) Notice Requirements Specific fo Opt-Out. A telecommunications carrier must provide
notification to obiain opt-vat approval through electonic or written methods, but not by oral
communication (except as provided in patagraph (f) of this section). The contents of any such notification
meast comply with the requirements of paregraph (o) of this sectlon.

(1) Carriers must wait a 30-dey minimum pesiod of time after giving customers notice and an
opportunity to opt-out before assuming customer approval fo use, disclose, or permit aeosss to CPNL A
camier may, in its discretion, provide for a longer period. Carrfers must notify customers as 10 the
applicable waiting period for a response before approval is assumed,

(i) In the case of an electronic form of potification, the walting period shall begin to yon from the
date on which the notification was senf; and

(i} In the cuse of notification by mail, the waiting period shall begin to run on the third day
following the date that the notiffcation was mailed.

(2} Carriers using the opt-out mechanism must provide notices to thely customers every two
years, :

{3) Telecommuaications carriers that use c-mail to provide opt-out notices mwst comply with the
following requirernents in addition 1o the vequirements generally applicable to notification:

(i} Cerriers must obtaln express, verifiable, prior approvel from consumers to send notices via e-
mall regarding their service in gemeral, or CPNI in particuiar;

(i) Carriers must allow eustomers to reply directly to e-mails containing CPNI notices ln order to
opt-out;

(i) Opt-out e-amail notices that are returned to the carrier as undeflverable raust be sent to the
-custamer in anather forms before carriers may consider the cosfomer to have received notice,

{iv) Carriers that use e-mai} to send CPNI notices must ensure that the subject line of the message
clearly and aceurately identifies the subject matter of the e-mail; and

(v) Telecommunications carriers avst make available 1o every customer a method to opt~out that
is of no additional cost to the customer and that is available 24 houss 2 day, seven days & woek, Carriers
may satisfy this requirement through 2 combination of methods, 5o long a9 all customers have the ability to
opt-cut at no cost and are able to effectuate that choice whenever they choose.

The Compuany does not curremly solicit "opt out™ customer approval for the use or disclosure of CPNI
The Company does not use CPNI for any purpose (including marketing cowmumications-vetuted
services) and does not disclose or grant aceess fo CPNI to any party (including 10 agewts or affiliates that
provide communleations-related services), except as permitted under 47 US.C, § 222(d) and Rule
64.2005,

{e) Notice Requirements Specific to Opt-In. A telecommuniocations carrier may provide
notiffcation to obtain opt-in approval through oral, weltten, or elecironie methods, The contents of any such
noilfication must comply with the requivements of paragraph () of this section.

The Compuny daes not currently solicit "opt in® customer approval for the use or disclosure of CPNL
The Company does not use, disclose or grant access to CPNI for any purpese, fo axty parly or in any
mminer that would regquire a customier’s "opt in® approvel under the Cononission's CPNI Rules.



{fy Notice Reguirements Specific to One-Time Use of CPNI. (1) Catrisrs may nse oral notice to
obtain Limited, one-time use of CPNI for inbound and outbound custorner telephone contacts for the
duration-of the call, regardiess of whether catrders use opt-out or opt-in approval based on Yhe natire of the
contact.

{2) The contents of any such notification raust comply with the requirersents of paragraph (c) of
this section, except that telecommunications carriers may omit any of the following notice provisions if not

Televant fo the Hmiled 156 107 WILIGH the Carrier Seeks GEME

iy Carriers need not advise customers that if they have opted-gut previousty, no action is needed
to malntain the opt-out election;

(i) Cariers need not advise customers that they mey share CPNI with their affiliates or third
parties and need not name those entities, If the Hmited CPNI usage will not tesult in use by, or disclosure
to, an affiliate or third party;

(iif) Carrlers need not disclose the means by which 2 customer ¢an deny or withdraw fihwe access
to CPNJ, so long as carriers explain to customers that the scope of the approval the carrier seeks is Hmited
to one-time use; and

(iv) Carriers may omit disclosure of the precise stops 4 cwstomer must take In order to grant or
deny access to CPNI, as long as the carrier cleaxly communicates that the customer can deny access to his
CPNI for the oall,

In instances where fie Company seehs one-thne casionmer approval for the use ov disclosure of CPNI,
the Compuny eltalns such approval in accordance with the disclosures, methods and reguirements
contuined n Rule 2060800,

Section 64,2009 Safegnards required for use of customer proprietary network information.

{a} Telecommumications carriers must implement a system by which the stetus of a customer’s
PN approvel can be clearly established prior to the use of CPNL

The Company’s billing systews allows anthorized conpany personnel o easily deterrivine the status of @
cusiomer’s CPNI approval on the customer aocoun sereen prior 1o the use or disclosure af CPNL

{b) Telecommunications carriers mugt fran thelr persomnel as to when they are and are not
authorfzed to use CPNI, and carriers must have au express dissiplinaty pracess in place,

The Compary has established CPNI complinnce policles that include employee traiming on restrictions
on the use and disclosure of CPNT and required safeguards 1o protect apainst unauthorized use or

disclosnre of CPNL  Emplopees understand the CPNI policies and a violation of those policies will
result in disciplinary action.

(c) Al carciers shall maintain a record, electronically or b some other manwer, of their own and
thelr affiliates’ sales and marketing campaigns that use thelr customers’ CPNI, All carriers shall maintain a
record of all instances where CFN{ was disclosed or provided to third parites, or where third parties were
allowed access to CPNL The record must include & description of each campalgn, the specifle CPNI that
was used in the canopaign, and what products and serviess were offered as a part of the campaign. Carriers |
shall retain the record for a minirount of one year,

The Compary’s CPNI policies require that all seles and marketing compnigns Including those ntitizing
CPNY be recorded and kept on file for at least one pear. Becords are also maintained for disclosure or
aecess to CPNI by thivd parties. The records include the required fformeation Hsted in Ruke 64.2009(c).



(d) Telecomumnications carriers must establish a supervisory review process regarding canrier
compliance with the rales in this subpart for out-bound marketing situations and maintain records of carrler
compliance for a minimum peried of one vear. Specifically, sales persomnel must obtain supervisory
approval of any proposed out-bound marketing request for oustomer approval.

The Company’s CPNI policies require employecs to obtain approvel from the Company’s CPNI
Caompllance Officer for all marketing compaions, icluding those nlifiziug CPNE, prioy 1o initieting that

campalgn.  Record of the markeiing campaigns, along with the appropricie supervisory approval is
maintained for at leasy one year.

(&) A telecommunications carrier must have an officer, as an agent of the carrier, sign and file
with the Commission a compliance certificate on an annual basls. The officer must state in the certification
that he or she has personal knowledge that the company has esteblished operating procedures that are
adequate 1o ensure compliance with the rules in this subpart. The carrier must provide a statement
accompanying the cortificate explaining how ifs operating procedures enswre that it is or I8 not in
compliance with the rules in this subpart: To addition, the camler must include an explasation of any
actiony teken against data brokers and o swmmary of 811 customer complatnis received in the past year
concerning the utiauthorized releage of CPNL This filing must be made annvally with the Enforcement
Bureay on of before March 1 in BB Docleet Wo. 06-38, for data pertaining 1o the previous calendar year.

The reguired offiver ce}lgﬁcation, acilons taken agalnst datn brokers and summory of customer
complnint documents are included with this aceompanying statement, The Conpany will filz these
dpcaments on axt weal basis on or before March 1 for datu pertaining to the previous ealendur year.

{f) Carrlers must provide written notice within five business days fo the Commission of any
instance where the opt-out mechanisms do not work properly, to such a degres that consumers” inability to
opt-out is more than an anomaly.

(1) The notice shall be in the form of a letier, and shall Mclude the carier’s name, & description of
the opt-out mechanism(s) used, the problems(s} experienced, the remedy proposed and when it will befwas
implemented, whother the relevant stafe commission(s) has boen notified and whether it has taken any
action, & copy of the notice provided to customers, and contact information.

(2) Such notice must be submitted even if the carrier offers other methods by which consurers
ragy opt-out.

The Campany does not currently soliclf "opt out” castomer approvel for the use or disclosure of CPNIL
Scetion 64.2010 Bafeguards on the disclosure of custemer proprietary network information,

(2) Safeguording CPNI. ‘Telecommunications carriers must take reasonable mezsures to discover
and profect epainst aftempts o gain voanthorlzed sccess to CPNL Telecomumunications camiers must

properly suthentioate a costomer prior to diselosing CPNI based on customer-initiated telephone contact
online account aceess, or an in-store visit,

Fhe Company’s CENI policies and employee training include reasonable measuves to discover and
protecy against aotivily that is indicative of pretexting and empioyees are lustencied to nofify the CPNI
Compliance Qfficer if any such activity Is suspected.

{by Telephone access to CPNL  Telecommunications catriers may only disclose call detail
information over the telephome, besed on customerinitiated telephone consact, if the customer first
provides the carrier with a password, as described in paragraph. (2) of this section, that is not prompted by
the carrier asking for readily available biographical information, or zecount information, If the customer
doss not provide a password, the telecomnpinications carrier naay only discloze call detail information by
sending it to the customer’s address of record, or, by calling the customer at the telephone number of
record, If the customer I3 able to provide call detall information to the felecommumrications carrler dting a




costomer-initiated call without the telecommunications carrier’s assisfance, then the telecommunications
carrier is permitted to discuss the call detatl information provided by the customer. §

The Company’s CPNI policvies ensire that o crstomer is only able to accesy call detll information over
the telephone in one of the waps listed in Ruale 64.2010(b), If the casiomer tannot remember fheir
pussword, they are prompied fo answer ¢ security gquestion. Nelther the password nor the securify
quesiion qre based on veadily available blograpkical nformation or account information, Customer

service represeniatives are instructed Yo anthenticate customers over fha telephone in ot instances except

in the case wihere the customer provides the call detail Inforination withont the assistence of the i
Compeany. ’

(¢} Oniine access to CPNI, A telecornmunicstions carrler must authenticate g customer without
the use of readily availeble biographical information, or account information, prior to allowing the
custorner online accass to CPNI related to a telecommunications servics acoount, Oncs authenticated, the
customer mmay ordy obtain online access to CPNI related to & telecommunications service aocount through a
password, as deseribed in paragraph {6} of this section, that is not prompted by the carrier asking for readily
available biographical nformation, or aceount information.

The Company’s customers have aceess t¢ thelr account online upon entry of an access code which is not
linked to readily availoble account information.
{d) I-Store access to CPNL A telecommunications carrier may disclose CPNI to @ customer
whoe, at a carrier’s retall location, first presents to the telecormmunications carrier or ifs agent a valid photo
11> matching the customer’s aceount information,

The Company does not have a retail location,

(¢) Establishment of @ Password and Back-up Authentication Methods for Lost or Forgotten
Passwords. To establish a password, a telecompunications catrier tmust suthenticate the customer without
the use of readily avallable blographical information, or account information. Teleconsmunications carriers
may create a back-up customer authentieation method in the svent of a lost or forgotien password, but such
back-up customer anthentication method may not prompt the customer for readily available biographical
rinformation, or ascount information. If a customer carmot provide the corvert password or the correst

response for the back-up customer anthentication method, the oustomer must establish 2 new password ag
described in this paragraph.

The Company's CPNI policies allow for a few waps fo establish a password, all of which ensyre
compliance with the above paragraph. Each method alse allows the custorer to establisha ~
secardly queston In the every that thep forget their password, n o event does the Company use readtly
available Blographical Miformation 6v aecount information as « back-up question or ay @ means 1o
establisf @ pussword or anthenticate the custoner.

(f) Notifieation of account changes. Telecommunications carriers must notify customers
immediately whenever a password, customer response to a back-up means of authentication for lost or
forgotten passwords, online account, or address of record is created or chenged. This notification is not
required when the customer Initiates service, including the selection of a password af service Initiation.
This notification may be through a cartier-originated voicemail or text message to the telephone number of
record, or by mail to the address of record, and must not reveel the changed information or be sent to the
new accpunt information.

The Cowmpany’s billing syster generates « nodification letter wihen any of the fields Hsted in Rule
64,2010} is created or changed. The Company inonedintely meils out the notification to the address of

record (rever a new address) when required by Rule 64.2010(). The content of the notification complies
with the reguirements of Rule 64,2010(.



{g) Business Customer Exemption. Telecorsmumicatlons cmwriers may bind themselves
eontractually fo authentication regimes other than those described in this section for services they provide
te thejr business customer that have hoth a dedicated account representetive and a contract that specifically
addresses the carrlers’ protection of CPNL

The Company does itet utilize the bustness custonter exception at this thne.

Section 64.2011 Nofifieation of customer proprietary setwork information securify
breaches.

(2) A telecommunications carrier shall notify law enforcement of a breach of its cnstomers® CPNI
as provided in this seetion. The carrier shall not notify its customters or disclose the breach publicly,

whether voluntarily or under state or local Iaw or these rules, until it has completed the process of notifying
law enforcement pursuant to paragraph (b).

(&) As soon as practicable, and in no event later than seven (7) business days, afler ressonable
determination of the breach, the telecornmunications carrier shall electronically notify the Tnited States
Sectet Service {USSS) and the Federal Burean of Iuvestigation (RBI) through a central reporting facility.
"The Comunission will maintaln a ink to the reporting facility at hito://www.feo.gov/eblopn.

(1) Notwithstanding any state law to the confrary, the carrier shall not notify customers or
disolose the breach (o the publc until 7 full business days have passed after notification to the USSS and
the FBI except as provided in paragraphs (2) and (3).

(2) I the carrier believes that there is an extraordinarily urgent need to notify any class of affected
pustormers sooner than otherwise allowed wader patagraph {1}, in order to avoid immediate and irreparable
haem, it sheil so indicate in its nofification, and mwy proceed to immediately notify its affected oustomers
only after consultation with the relevant Investigating agency, The carrier shall cooperate with the relevant
investigating agency’s request to minimize any adverse effects of such customer notification,

{3) If the relevant Investigating spency determines thet he public disclosure or notice to
icustomers would impede or compromise an ongolng or potential ariminal investigation or netional gecurity,
such sgency may direct the carrier not to so disclose or notify for an initial perdod of up to 30 deys. Such
period may be extended by the agency as reasonable necessary in the judgment of the agency. If such
directlon is given, the agenoy shall notify the camer when it appears that public discloswre or notice to
affected customers will 1o longer impede or compromise a criminal investigation or national security. The
ageacy shall provide In writing its initial direction to the camder, any subsequent extension, and any
nctification that notice wili no longer fmpede or compromise a criminal investigation or national secwrity

and such writings shall be cotfemporaneounsly logged on the same raporting facility that containg records of
notificatlons filed by carriers. ’

(©) Recordheeping. All carriers shall maintain a record, slecironically or in some other manner, of
any breaches disvoverod, nofiffcation made to the USSS and the FBI porsuant to paragraph (b), and
notification made to oustomers. The record must include, if available, dates of discovery and netificstion, &
detailed desoription of the CPNI that was the subject of the breach, and the eircumstances of the breach.
Carriers shall retain the record for a minimum of 2 years.

The Compuny has policies and procedures ii: place to ensure complinnce with Rule §4.2011, Whern it is
reasonably determined that @ breach has occurred, the CPNI Complience Officer will notlfy faw
enforcement and is custorner It the required timeframes, A record of ihe breacl will be muintained for
g minbnum  of two years and will Ineinde Rl information reguired by Rule 64.2011



