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PULSE TELECOM LLC
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Exhibit A

Compliance Requirements

Pulse Telecom LLC ("Company") maintains the following operating procedures to ensure compliance with the
requirements set forth In Section 64~2001 et seq. of the Commission's rutes.

Us<:: of customer pl'Clprletary netw~1::k lnfQnlIStiOD without ~ustomel'

approvaL

(a) Any leIeoommUllicEltloJ::!r; carrier may use, disclose, or pernUt access wCPNI for th~ purpose of
pl'o-viding or marketing service. offerings am.Qn~ to.l> eategorl~ of service (i.e., loca~ iQtert\xch!Ul$e. and
CMRS) to whi<::h file oustomer already sUbscribes from the same carrier, withollt customer approval.

(1) If [l telecommunications~ provIdes dlfferem ~ories l)f service, and a customer
subscribes to more than one category of service offered by thl) oatrier, the oarrler is pennltted to sha:re
CPNI among the- oarrier's affiliated entities that provide a sli'rvice offuring to !he ?UstomeT.

(2) If a t-eleconUnunieations cattier provides diff'ete:nt categories ofservice, but a clIstomer does
not subscribe to more than O~ offering by tJu~ carrier, tbB carrier fs not permitted to share CPNI with its
affiliates, \}xccpt as provided in §64.20Q7(b).

(1:1) A teleoommunieations carrler ma:y not use. disclose, or penoit aooess to CPNI to market to a
'customer service of'furlngs that are v.1th.ln a cat~ory or service to which the subscxit1er does not 1:llready
sUbswibB from that carrler, unless that carrier has customer approval to do 00, exoept as descn'bed in
plmigraph(c) ofthls s~cli()n.

(1) Awireless provider may USe, disolose, orpenni.t Ilcoess to CPNl derived from lts prov1slon of
CMRS, wilhout customer approval, fur tbe provision ofCPE lltld !.nfox,llurtlon servtce(s). A wireline carrier
may mle, disclosB or permit access to CPNt derived from its provision of looal exchange servIce. or
intBroli.cbang~ servioe, without cu5t<lmer approval, for me pTc>vieion of CPE and<;all answering, voice Illlil1
or messaging, voice storllge andre~eval 8m-ices, fax store and furward. and pooWcDl e(mvel'slon.

(2) A i~leootorilunicalions oarrier may not 'USe. dIsclose, or P(}nnit acooss to CPNI to identify or
track customers tb~t oaU competing service providers. For example, a local exchange carrier may ll()t use
local service COO to track atl customers that ea111ocal. service oDmpetitOl.'s.

(0) Ate!ecOmtl1Uniclltionll canie~ may use, dtsel.ose, or pelmit lICC{\SS to CPNI, without customer
approval, as described in 1his paragraph (c).

(1) A telecc>nununlcations carrIer may use, disclose, or petmit access to Cl?Nl, wltll.Out customer
approval, hi its pro'Vistou of inside wlrlng installation, maintenance, and repair services.

(2) CMRS providers may use, disclose, or penntt access to CPNI fur the purpose of conducting
re$earcll on the health effects ofCMRS.



(3) LECs~ eM-RS providers, and interconnected VolP providers may use CPNI, without customer
approval, to market services formerly known as adjunct~to·basic services, such as, but not limited 1:0, speed
dialJ.ng~ oomputer-provided directory assistance, can monitoring, call (ra~ing, call blocking, caU return,
repeat dialing, call tracking, call waiting, caller J.D., can forwarding, and certain Centrex features,

(d) A telecommunications carrier may use, disclose, or pelmit access to COO to protect ilie rights
_____-:.o.r;.,El':'r;.;;.o~Ee~rty~.oftlleCltrrier~ or to protect users ofthose services and other carriers from fraudulent, abusivl;;, or

uiuawfui use of, or sUbscription to, sucb services.

The CcmplmY /tas adopted specific CPNI poliefes tv ensure tlUlt, ill the absence ofcuswmer appr(lVa~

CPNI is only u$~d by tfte Comptnty to provide or market serviCe offerings amoltg tlte categorfes (Jj
service (I.e., local. imerexchange, aJld CMJJS) to wbfdt the· customer already sUbscribes. The
Company's CPNIpolicies prohibit tIte sharing of CPNJ with affiliated companies, except as permitted
mtder Rule 64.2005(a)(1) Of wiih Cltstomet appr(JvalpUTS1umt tQ Rule 64.2001(b). TIutOl1.ly exceptiQm:
to thesepolicies are a!; permittedunder 47 U.S.c. § Z22(d) andRule 64.2,!(}5.

Section 64.2007 Approval required for use of customer proprietary network Information.

(a) A telecommunications oarrier may obtain approyai through written,. oral or electronic
methods.

(1) A telecommunications carrier relying on oral approval shall bear the burden of demonstrating
tbatsuch approval has been given in compliance with t1le Commission's rules in this part,

(2) Approval or disapproval to use, disclose, or permit access to a customer's CPN! obtained by a
telecomm)lllications carrier must remain in effect until the customer revokes or limits such approval or
disapproval,

(.3) A telecomnl\lJlicatiolls carrier must maintain records of approval, whether oral, written or
electronic, for at least one year.

he all circumsta/teM where customer Qpprova! is requirecl to use, disclose (It permit access to CPNl, the
Company's CPNlpolicies require d~at tlte Company obtain CllnQlner approval t!trough wrtttell; oral or
electronIc methods In compliance with Pule 64.2007. A customerts approval 01' disapproval remaim in
effect until the cuwmet revokes or limits the approval or disappTOJ'al. The Company maJ11talns recrmls
ofCU$lomer approval (wllether written, oral or electronic) for a minimum ofoneye«T.

(b) Use ofOpt-Out and Opt-ln Approval Prooesses. A telecommunicaili:ms: carrier may, sUbject
to opt-out approval or opt:-in approval, use its customer's individually iden.tifiable CPNI for the purpose of
marketing communications-related services to filM customer. Atelecommunications carrier may, subject to
optrout approvalo:r opt-in approval, dlsolose its customer's individually identifiable CPNI. for the purpose
of marketing communicattQns~related services to that customer, to its agents and its affilIates that provide
oommunicati()ns-related services. A telecommunications oarrier may also permit such person or entities to
obtain access to such CPNI for such purposes, E:;-<cept for use and disclosure of CPNI that is pennitted
witltout customer approval under section §64.2005, of that is described in this paragraph, or as otherwise
prOVided in section 222 of the Communications Act of 1934, as amended, a teleco:m.munications carrier
may only use, disclose, or permit access to its customer's individually identifiable CPNI subject tu opt-in
approval.

The Company tkJe$ not use CPNI for any putpose (includillg marketing C(lmntUnications-telated
services) ami does not disclose I)r gf{Ult acceS$ tf) CPNI let anyparty (inclUding to agents OF affiliates tltat
provide. commullicatwns.-related setvices), except as permitted under 47 U.S.c. § 221(tl) and Rule
64.2005.
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Section 64.2008 Notice required for use of customer proprietary network information.

(a) Notification, Generally. (1) Prior to any solicitatlon for customer approval, a
telecominunications carrier must pro'l'ide notifioation to the Clt'ltOlll.er uffue customer's right to restrict use
of, disclose of; and access to that customer's CPNI.

(2) A teleooromumcatimlS canter must maintain :records of notification, whether oral, written Of
------::e'-r::[ec~ttlZ;o;;;:::ill::'r.c, for afleasf one year.

(b) Individual notice to customers must be provided when soliciting approval to use, disclose, or
permit access to customers' CPNl.

(c) Content ofNotice. Customer notifioation must prOVide sufficient information to enable the
customer to make an informed decision as to whether to permit a camer to use, disclose, or permit access
to, the customer's CPNI.

(1) nll~ notification must state that the customer has a right, and the can'jer has a duty, under
federal law, to protect the confidentialiLy of CPNl.

(2) The notification must specify the types of information that constitute CPNI and the specific
entities that will reoeive the ePN!, describe the purposes for which CPNf will be used, and inform Ule
customer orms or her right to disappro'l'e those uses, and deny or withdraw access to CPNI a.t any time.

(3) The notification must advise the customer of the precise steps the customer must take in order
to grunt or deny access: to CPNl, and must <llea.rly state that a denial of approval will not affect ilie
provision of any services to which the customer subscribes. However, carriers may provide a brief
statement, in a cleo.ar and neutral language, describing consequences directly resulting fl:om the lack of
access: to CPNI.

(4) The notification must be comprehensible and must not be misleading.

(5) If written notification is provided, the notice must be clearly legible, use sufficiently large
Itype. and be placed in an area so as to be. readily apparent to a customer.

(6) If any portion of a notification is trinslated into another language, then aU portions of the
notification must be translated into tbat language,

(7) A camer may state in the notification that the customer's approval to use CPNI may enhance
the carrier's ability to offer products an<.1.s11tyices tailored to tne custower's lleeds. A carrier also may state
in·the notification .tb.atit may be compelled to disclose CPNI to any·persoll upon affiul1lttive written request
by the customer.

(8) A camel.' may not include in the notification any statement attempting to encourage a customer
to freeze third-party access to CPNL

(9) The notification must slate that any approval, or denial of approval for the lIse of CPNI
outside of the service to which tl1e customer already subscribes from t:hat oarrier is valid until the customer
affirmatively revokes or limits such approval or denial.

(10) A telecommunications carrier's solicitation for approval must be proximate to the
notification ofa customer's CPNI rignts,

The Company's CPN! pelides reqUire that customers be notlfled of tlfeu rlg1lts, and ti,e Company's
obligations, with respect to CPNlpritJr to My solkitation for custcmer (rfprQval. All reqUired custG1tler
Itotlces (wltether written, ora! or eketnmic) comp{v Wit/I flut requil'8Jnelzts Of Rule 64.'2008. The
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CompfWY maintains records ojaU requirml customer Mikes (whether written, oral or eleetronlc) for a
minimum of{me year.

(d) Notice Requirements Speoiflc to Opt~OU1. A telecommunications carrier must provide
notification to obtain opt-o'Ut approval thrQugh electronic or written methods, but not by oral
conununication (ex.cept as )ll'Ovided in paragraph(f) oftbis section). Tbe contents of any such notification
must oomply with the requirements ofp~ragraph (0) of this section.

(1) Carriers must wait a :loU-day minimum period of time after giving customers notice and an
opportunity to opt-out before assuming customer approval to use, disclose, or permit access to CPNI. A
carrier may, in its discretion, provide for a longer period. Carriers must notify cUStomers as to the
applicable waiting period for a response before approval is assumed.

(i) In the case oflln electronIc f,(lnn ofnotification, the waiting period shall begin to run from the
d!lte on which the notification was sent, and

(li) In the case of notifiolltion by majl~ the waiting petiod shall begin to run on the third day
follOWing the date that the,notification was mailed.

(2) Carriers using the opt.ou.t mechanism must provide notioes to their cllstomers every two
yeats.

(3) Telecommunications carriers that use e--mail to provide opt-out notices must comply with the
followmg requil'Clnents in addition tc> the requirements generally applicable to notification:

(1) Carriers must obtain express. verifiable, prior approval from consumers to send notices via e·
luaU regarding their serv~ce in general. or CPNlln particular;

(n) Carriers must allow customers to reply directly to e-mails containing CPNI notices In order to
opt-out;

(iiI) Opt-out e-mail notices that are'retumed to the carrier as undeliverable must be sent to the
.customer in another form before carriers may oonsider the customer to have received notice;

(iv) Carriers that use- e--mail to send CPNI notices must ensure that the subject line ofthe message
clearly and accurately identifies the subject matter ofthe e-mail; and

(v) Telecommunications carriers must IDal<6 available to every customer a method to opt-out that
is of no add~tlonal cost to the customer and that is available 24 hours a day, seven days a week. Carriers
ma.y satisfy this requirement through a combination ofmethods, so long as all oustomers have the ability to
opt·()ut at no cost and are able to effectuate that choice whenever they choose.

The Company does nQt currelltly $o{/cit "opt outli customer approval/or the use or f!iM:losure ()fCPNI.
Tlte OJmpany does not use CPNI !(}r (my purpose (incllfdtng marketitlg cfJ"ummicatlonNelated
services) ani! does not disclose or grant access to CPNJ to anyparty (Incftuling to agents or afflliaus that
provide Cf)1I111umle«t./ons·related selvices). except a~ permitted under 47 U.S,c. ,§ 222(£1) aud Rule
64.2005.

(e) Notice Requirements Specific to Opt-In, A telecommunioations carrier may provide
notification to obtain opt-in approval through oral, written, or electronic methods. The cont~lIlts ofany such
notIfication must comply with the requirements Qfpamgraph (c) of this section.

Tlte COl11pa~ty does not currently SQUall Uopt btl' cu~t()merapprov«ljor the use or discwsura oj CPNL
The Company does not rise, dfscws(! or grfmt rtccess to CPNJ for any purplfse, to wty patty or in allY
/fttfi11tet that would require a customer's "opt tn II approval under the Commission rs CPNI Rules.
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({) Notice Requirements Speoific to One~1'ime Use ofCPNI. (1) Carriers lnay use oral notice to
obtain limited,. one--time use of CPNI for inbound and outbound cllstomer telephone contacts for the
duration"ofthe ca'll, regardless of whether carriers use opt-out or opt-in approval based on the nature ofilie
contact-

(2) The contents orauy suoh not!:fi.caUon must comply with the requirements of paragraph (0) of
tbis section, except that telecommunications carriers may omit any of the following notice provisions unot
relevant to ilie Dmitoo"'use lor wfiiCli"tlie~~Fm:

(i) Carriers need not advise custOmers that if they have optetHlut previously, no action is needed
to maintain the opt-out election;

(il) Carriers need not advise customers that they m~y share CPNI with their afflliates or third
parties and need not name those entities, lftlte limited CPNI usage will not result in use by, or disclosure
to, an affiliate or third party;

(iil) Qarrlers need not disclose the lnQans by which a customer can deny or withdraw futul"e access
to CPNl, so long as carriers explain to customers that the scope ofthe approval the carrier seeks is limited
to one-time use; and

(Iv) Carriers may omit dlsclO$ure of the precise steps a customer must take in order to grant or
deny access to om. as long as the oarrier clearly communicates that the mlstomer can deny access to his
CPNl for the call.

In l1lsttlltCeS wltere tlte Company seeks one-time customer approvalJOT the lISe or disclosure of CRNI,
tlte Comptmy vura/ltS such approval in accordf11'Wf! wlfh the: disclosures, metlto/'s and requirements
confallted in Rule 2008{J).

Section 64.2009 Safeguards required for use ofcllstomer proprietary network information.

(a) Telecommunications carriers must implement iii system by which the status of a customer's
,CPNI approval can be clearly established prior to the use ofCPNl.

Tlu! Companyts billing system allows authorkea comptmy persomtel to ({«sUy detennine the si4tus Ofa
CUSlvmer's CPNI approval on the customer flccoant screeftprior to the use or disclosure Of CPNJ.

(b) TelecoIDIIlunicatlons carriers must train their personnel as to when they are and ate not
authorized to use ePNJ, and carriers must have 311 express disoiplinary process in place.

'l'ile Company /ras f$tabltshed CPNI compliancepoUcies tTrat iJiclude employee training on restrictions
Ofl tile use and disclosure of Cl!NI amI reqUired safeguarth to protect aguiltst unautlwrked use or
tllsclosf1re OfCPNL Employeef understand the CPNIpolicies and a violation ofthose policies will
result in disciplinary action.

(0) All carrIers shall maintain a record, electronically ot in lSome other manner, ofthelr own <lnd
their affililltes' sales and marketing oampaigns that use their customers' CPNI. AU carriers shall maintain a
record of aU instances where ePNf was disclosed or provided to third partIes, or where third parties were
allowed access to CPNl. The record must include it description of each. campaign, the specific CPNI that
was used In the campaign, and what products and services were offered as a part ofthe oampaign. Carriers ,
shall retain the record for a minimum ofone year.

Tlte CQmpanyts CPNI polici~s reqUire that all sales alUI m(trketlng cumpaigns mcluding those utlit~fng

CPN! be recorded 1f1u! kept on file for at least une year. [{ecords are also maintainedfor disclosure or
acceS$ to CPNI by thirdpartl~. The records include the reqnired 11iform«ilon listed in Rule 64.201J9(c).



(d) Telecommunications Cll.I'tiers must establish a supervisory review process regarding carrier
compHancl;l with the rules in this: SUbpart fur O1lt~bound marketing situations and maintain records of carrier
cOll;lplim~ce for a .minimum period of one year. Specifically, sales personnel must obtain supervisory
approval of any proposed ollt-bound marketing request for customer approval.

The CompaJty's CPNl poUcies require employees to obtain approval jnml the Company's CPNI
Compliance Of[wgr tPr aU matkeiin.JJsJ!!!JJ!51!gJ!& In£ludmg those utili&!JJg_CPNI, prior t/) initiatillg)hat
campaign. Record of the marketing campaigns, along wit!t the appropriate supervisory approval is
maitftahtedfor at te(lst Olte year.

(e) A telecommunications carrier must have an officer, as an agent of the carrier, sign and me
with the Commission a compliance certificate on an annual basis. The officer must state in the certification
that he or she has personal knowledge that the oompany has established operating procedures that are
adequate to ensure compliance with the rules in this subpw't. The carrier must provide a statement
accompanying the certificate explaining how its operating procedures ensure that it is or is not in
compliance with the rules in tbis subpW1:; In addition, the carrIer m\lSt include an explanation of any
aotions taken against data brokel."S and a summary of all customer oomplaints received in the past year
concerning the unauthorized re!.ellse of CPNI. This filing must be made annually with the Enforcement
Bureau on or before Marcb 1 in EB Docket No. 06-36, for data pertaining to tbe previous calendar year.

Tlte required officer cettification, actions taken «gainst iklta 'm;kers and summary Of customer
c<Jmplamt documenf$ are included willi this accomprmying $tf1tament. The Company will.flle these
documents on an QmtUal basts on fir before March 1for dnta pertaf1dng to tile previ()UI~ ealeltdar year.

(t) Carriers must provide written notice wlthill five business days to the Commission of any
fnstanoo where the opt-out meohanisms do not work pr<>perly, to such a degree that consumers' inability to
opt-i)ut is more than an anomaly,

(1) The notice shall be in the fonn ofa letter, and shall include the carrier's name, a description of
the opt-out mechanism(s) used. the problems(s) experienced, !he remedy proposed Md when it wiIl be/was
implemented, whether the releVll.Ilt state commission(s) hafi been notified and whethel' it has taken any
action, a copy ofthe notice provided to customers, and contact infOlmation.

(2) Such notice must be submItted even if the carrier offers other methods by which consumers
may opt-out.

Tlte Company does not currently solicit ffopt out" customer fllJprovalfor the lise or disclosare OfCPNI.

Section 64.2010 Saffi.guardg on the disclosure of costomer ptoprtetary network information.

(a) Safeguarding CPNI. Telecommunications calXlers must take reasonable measures to discover
and protect against attempts to gain unauthorIzed access to CPNL Telecommunications carriers must
properly authenticate a customer prior to disclosing CPNI based on customer·initiated telephone contac~

online account access, or an in-store visit.

The Company'8 CPNI polkies and etnpwyee training inclufle reasonable me«sures to discover and
protect «gahlst activity that is imlic4tlve Ofprefexting and employees are i12structed to notifY the CPNI
Complil1nce OjJker ifany such activity is yuspected.

(b) Telephone access to CPNJ. Telecommunications c!lttiers may only disclose ()all detail
infonnation over the telephone, based on customet~initiated telephone contact, if the customer fIrst
provides the carrier with a password, as described in paragraph (e) of this section, t1,at is not prompted by
the carrier asking for readily available biographical Information, or account information. If the customer
does not provide a password, the telecommunications cart}!)! may only disclose call detail lnformation by
sending it to the customer's address of record, or, by calling the customer at the telephone number of
record. If the cUstomer is able to provide call detaillnfonnation to the telecommunioations carrier during a
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customer~initlated call without the teleconununications carrier's assistance, then the telecommunications
cmrier is pennitted to discuss the calI detail information provided by the customer.

The Company's CPNI peticles ensure that a customer is on{v o1Jle t<J access call detailln!ormat101f, over
Ure telephone in one of the ways flyted in Rule 64.201O(b), 1/ the customer cannot remember their
password, tlley are prompted to tl11$wer (1. security question. Ndtltet the paS$J!lord 1I0r the securliJr
flues/loll ure based 011 rcodifY available b!!!Gtai!hi£!!!.J!!l!rmfltlon or afcowu in!Qrmatl<l1t. . eu,stomer
service representattves are instrncted to amheniicote customers over the telephone in nil instances except
in tlte case where the customer provides tire call detail hiformatlon wit/tout tfte assisumce of the
Company. .

(c) Online access to CPNJ. A teleoom.m.unications carrIer must authenticate a custom~r without
the use of l'cadl1y available biographical infonnatiou, Gr account: infbnnation, prIor to allowing the
customer online access to epN! related to a telecommunications service account. Once authenticated, the
cU8tomer lnay only obtain online access to CPNr related to a telecommunications service account through a
password, as described in paragraph (e) oftms section. that is not prom.pted by the carrier asking for readily
available biographical information, or account information.

The Company '$ customers have access to their account online upon entry ofan access code which is not
linked to J'eadily available account informo,tion.

(d) fn-Store aocess to CPNI. A teleCQmmuntcations carrier may discloso CPNI to a customer
who, at a carder's reta!11ocat1ol1; first presents to the telecomnumicatlons carrier or its agent a valid photo
10 matching the customer's account information.

The Company does not have a retail location.

(e) Establishment of a Password and Back-up AuthentfcatlO1t Methods for Lost or Forgouen
Passwords. To establish a password, 'a telecommunications carrier must aufueuticate the customer without
the use ofreadily available biogtapbical W'ormation, or account Information. Telecommunications carriers
may create e back-up customer authentication method in the event of a lost or forgotten password, but such
,back-up customer authentication metlio4 may not prompt the oustomer ror readily available biographical
'information, or account infonuation. If a customer cannot prOVide the oorrect password or the correct
response for the back-up customer authentication method, the customer must establish a new password as
described in this paragraph.

'!1Ut Compw/y's CPNI polM.es allow for «felli ways to establish a p<lssword. aU of which ellSure
complIance with the above paragraph. Each method 4180 allows flte custIJmer to establish a:' . .,.
security question in: the event that they forget tlteir password, In lIO event d()e(; the Company use readily
av«1lable bibgraphical iii/ormation or acoount informatwn as a back~up question or «$ a means to
establisll a password or anthrmlieale the customer.

(t) Notifiaation 0/ account changes. Telecommunications carriers must notify customers
immediately whenever a pa.~SW()rd> customer rGspcmse to a back~up means of authentication for lost or
forgotten passwords, online account, or address of record is created or changed. This b.otific(ltion is not
required when the customer Initiates service, inclUding the selection of a password at service Initl.ation.
This notification may be tllrough a carrier-originated voicemail or text message to the ~lephone number of
record, or by mail to the address of record, and must not reveal the changed information or be sellt to the
new account information.

The Company's bfllil1g system gell<tr(lte& It notification letter IIIlten any Of the fie/tIs listed in Rule
64.2010(f) is created or cJumged. Tlte Company immediately mails out tlte notification to the address of
reCDr(/. (never a new address) when requited hy Ruk 64.2010(j). The content olthe notlflcatum compiles
wIth the requireme11fs ofRule 64,2010(j).
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(g) Bus:'nltSs Customer Exemption. TelecommUllioatlons carriers may bind themselves
contm.ctually to authentication regimes other than those described irl this section for services they provide
to their business customer that have both a dedicated account representative and a contract that specIfically
a<ldresses the carriers' protection QfCPN1.

The Company does not utJJlze tire busl1U~SS customer exception at tltis time.

Section 64.2011 Notificlltion of customer proprietary network information security
breaches.

(a) A telecommunications carrier shall notify law enforcement ofa breach ofits customers> COO
as provided in this section. The carrier shall not lIOtlfy its customers 01' disclose the breach publicly,
whether voluntarHy or under state or local law or these rules, until it has completed the process ofnotifying
law enforcement pursuant to paragraph (b).

(b) As soon as practicable, and in no event laM fuan seven (7) business days, after reasonable
detennilJation of the breach, the telecommunications carrier shall electronically notify lite United States
Secret Service (USSS) and the Federal Bureau of Investigation (FEl) through a central relJQrnng facility.
The Commissic.m win maintain a link to the reporting facility at htf.'p:llwww.fcc.gov/eb/c!IDi.

(1) Notwithstanding any state law to the contrary, the carrier shall not n.otify customers or
disolose the breach to the'public until 7 full business days have passed after notification to the USSS and
the FBI except as provided In paragraphs (2) and (3).

(2) IT the carrier believC5 iliat there is an extraordinarily urgent need to notify any class of affected
customers sooner than otherwise all()wed under paragrapb (1), in order to avoid immediate and in'eparable
harm, it shall so Indicate in its notification and my proceed to imm.ediately notify its affected oustomers
oply after consultation with. the relevant investigating agency. The carrier shan cooperate with the relevant
investigating agency's request to minimize any adverse effects ofsoch customer notification.

(3) If the relevant investigating agency determines that the public disclosure or notice to
~customers would impede or compromise an ongoing or potential criminal investigation or national security,
such agency may direct the carri~r not to so disclose or notify fOf an initial period of up to 30 days. Such
period may be extended by the agenoyas reasonable necessary in the judgment of t11e agency. If such
direction is given, the agency shall notiiY the carrIer when it appears that public disclosure or notice to
affected cllstomers will no longer impede or compromise a criminal investigation Of national security. The
agency shall provide in writing its initial direction to the camer, any subsequent extension, and any
notification that notice will no longer Impede {It comprQmise a criminal investigation or nat~onaJ secw'ity
and such writfugsshall be contemporaneously logged' on the same reporting facility tbat contains records of
notifications filed by carriers.

(0) Recordkeeping. All carriers shall maintain a record, electronically of in some other manner, of
any breaches d.Isoovere~ notification made to the USSS and the FBI pursuant to paragraph (b). and
notification made to oustomers. The record must include, ifavailable, dates ofdiscovery lllld notification, a
detailed description of the ePNl that was the subject of the br[lacJl, and the circumstances of the breach.
CatTiers shall retain the record for a minimum oi2 years.

The Comprmy haspolicies (tltd procedures in place tu ensure compliance witT! Rule 64.2(}11, WlIeh it is
"tea$QfI(Jbly determined titat a hreaclt /tas occurred, tke CPNl Compliance Officer will /WlljY law
enjQrcement (Ind irs customer In the required tlme!rame,l/, A rECord oj flu: breacllwlll or: mrrintainedf()r
a minimum oj two years and will btciude all informatIon requirea by Rule 64.2011.
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