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(2) "Aggrieved person" means a person whose premises. property, information, or
material is the target ofphysical search or any other person whose premises, property,
information, or material was subject to physical search.
(3) "Foreign Intelligence Surveillance Court" means the court established by section
1803 (a) of this title.
(4) "Minimization procedures" with respect to physical search, means-
(A) specific pl'Ocedures, which shall be adopted by the Attorney General, that are
reasonably designed in light ofthe purposes and technique of the particular physical
search, to minimize the acquisition and retention, and prohibit the dissemination, of
nonpublicly available information concerning unconsenting United States persons
consistent with the need of the United States to obtain, produce, and disseminate foreign
intelligence information;
(B) procedures that require that nonpublicly available information, which is not foreign
intelligence information, as defined in section 1801 (e)(I) ofthis title, shall not be
disseminated in a manner that identifies any United States person, without such person's
consent, unleS5\ such person's identity is necessary to understand such foreign intelligence
information or assess its importance;
(C) notwithstanding subparagraphs (A) and (B), procedures that allow for the retention
and dissemination of infonnation that is evidence of a crime which has been, is being, or
is about to be committed and that is to be retained or disseminated for law enforcement
purposes; and
(D) notwithstanding subparagraphs (A), (B), and (C), with respect to any physical search
approved pursuant to section 1822 (a) of this title, procedures that require that no
information, material, or property of a United States person shall be disclosed,
disseminated, or used for any purpose or retained for longer than 72 hours unless a court
order under section 1824 of this title is obtained or unless the Attorney General
determines that the information indicates a threat of death or serious bodily harm to any
person.
(5) "Physical se:arch" means any physical intrusion within the United States into premises
or property (including examination of the interior ofproperty by technical means) that is
intended to result in a seizure, reproduction, inspection, or alteration of infonnation,
material, or property, under circumstances in which a person has a reasonable expectation
of privacy and a warrant would be required for law enforcement purposes, but does not
include
(A) "electronic surveillance", as defined in section 1801 (t) of this title, or
(B) the acquisition by the United States Goverrunent offoreign intelligence information
from international or foreign communications, or foreign intelligence activities conducted
in accordance with otherwise applicable Federal law involving a foreign electronic
communications system, utilizing a means other than electronic surveillance as defined in
section 1801 (t) of this title.
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§ 1822. Authorization of physical searches for foreign intelligence purposes

(a) Presidential authorization
(I) Notwithstanding any other provision oflaw, the President, acting through the
Attorney General, may authorize physical searches without a court order under this
subchapter to a.cquire foreign intelligence information for periods of up to one year if­
(A) the Attorney General certifies in writing under oath that-
(i) the physical search is solely directed at premises, information, material, or property
used exclusively by, or under the opeJ~ and exclusive control of, a foreign power or
powers (as defined in section 1801 (a)(I), (2), or (3) of this title); (ii) thereis no
substantial likelihood that the physical search will involve the premises, information,
material, or property of a United States person; and (iii) the proposed minimization
procedures with respect to such physical search meet the definition of minimization
procedures under paragraphs (I) through (4) [I] of section 1821 (4) of this title; and (B)
thc Attorney General reports such minimization procedures and any changes thereto to
the Permanent Select Committee on Intelligence of the House of Representatives and the
Select Committee on Intclligence of the Senate at least 30 days before their effective
date, unless the Attorney General determines that immediate action is required and
notifies the committees immediately of such minimization procedures and the reason for
their becoming effective immediately.
(2) A physical search authorized by this subsection may be conducted only in accordance
with the certific:ation and minimization procedures adopted by the Attorney General. The
Attorney General shall assess compliance with such procedures and shall report such
assessments to the Permanent Select Committee on Intelligence of the House of
Representatives and the Select Committee on Intelligence of the Senate under the
provisions of section 1826 of this title.
(3) The Attorney General shall immediately transmit under seal to the Foreign
Intelligence Surveillance Court a copy of the certification. Such certification shall be
maintained und,;rr security measures established by the Chief Justice of the United States
with the concun:ence of the Attorney General, in consultation with the Director of Central
Intelligence, and shall remain sealed unless-
(A) an application for a court order with respect to the physical search is made under
section 1821 (4) of this title and section 1823 of this title; or
(D) the certification is necessary to determine the legality of the physical search under
section 1825 (g) of this title.
(4) (A) With respect to physical searches authorized by this subsection, the Attorney
General may direct a specified landlord, custodian, or other specified person to-
(i) furnish all information, facilities, or assistance necessary to accomplish the physical
search in such a manner as will protect its secrecy and produce a minimum of
interference with the services that such landlord, cu,todian, or other person is providing
the target of the physical search; and (ii) maintain under security procedures approved by
the Attorney General and the Director of Central Intelligence any records concerning the
search or the aid furnished that such person wishes 10 retain.
(8) The Government shall compensate, at the prevailing rale, such landlord, custodian, or
other person for furnishing such aid.
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(b) Application for order; authorization
Applications fix a court order under this subchapter are authorized if the President has,
by written authorization, empowered the Attorney General to approve applications to the
Foreign Intelligence Surveillance Court. Notwithstanding any other provision of law, a
judge of the court to whom application is made mav grant an order in accordance with
section I824 oHhis title approving a physical search in the United States ofthe premises,
property, infonnation, or material of a foreign power or an agent of a foreign power for
the purpose of collecting foreign intelligence infonnation.
(c) Jurisdiction of Foreign Intelligence Surveillance Court
The Foreign Intelligence Surveillance Court shall have jurisdiction to hear applications
for and grant orders approving a physical search for the purpose of obtaining foreign
intelligence information anywhere within the United States under the procedures set forth
in this subchapter, except that no judge shall hear the same application which has been
denied previously by another judge designated under section 1803 (a) of this title. If any
judge so designated denies an application for an order authorizing a physical search under
this subchapter., such judge shall provide immediately for the record a written statement
of each reason for such decision and, on motion of the United States, the record shall be
transmitted, under seal, to the court of review established under section 1803 (b) of this
title.
(d) Court of re"iew; record; transmittal to Supreme Court
The court of review established under section 1803 (b) of this title shall have jurisdiction
to review the dt:nial of any application made under this subchapter. If such court
determines that the application was properly denied, the court shall immediately provide
for the record a written statement of each reason for its decision and, on petition of the
United Statcs for a writ of certiorari, the record shall be transmitted under seal to the
Supreme Court, which shall have jurisdiction to review such decision.
(e) Expeditious conduct of proceedings; security measures for maintenance of
records
Judicial proceedings under this subchapter shall be concluded as expeditiously as
possible. The record ofproceedings under this subchapter, including applications made
and orders granted, shall be maintained under security measures established by the Chief
Justice of the United States in consultation with the Attorney General and the Director of
Central Intelligence.

§ 1823. Application for order

(a) Submission by Federal officer; approval of Attorncy Gcneral; contents. Each
application for an order approving a physical search under this subchapter shall be made
by a Federal officer in writing upon oath or affirmation to a judge of the Foreign
Intelligence Sunreillance Court. Each application shall require the approval of the
Attorney General based upon the Attorney Genera!"s finding that it satisfies the criteria
and requirements for such application as set forth in this subchapter. Each application
shall include-

(I) the identity of the Federal officer making the application:
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(2) the authority conferred on the Attorney General by the President and the approval of
the Attorney General to make the application;
(3) the identity, if known, or a description of the target of the search, and a detailed
description of the premises or property to be searched and of the information, material, or
property to be seized, reproduced, or altered;
(4) a statement of the facts and circumstances relied upon by the applicant to justify the
applicant's belief that-
(A) the target of the physical search is a foreign power or an agent of a foreign power;
(B) the premises or property to be searched contains foreign intelligence information; and
(C) the premises or property to be searched is owned, used, possessed by, or is in transit
to or from a foreign power or an agent of a foreign power;
(5) a statement of the proposed minimization procedures;
(6) a statement of the nature ofthe foreign intelligeuce sought and the manner in which
the physical search is to be conducted;
(7) a certification or certifications by the Assistant to the President for National Security
Affairs or an executive branch official or officials designated by the President from
among those executive branch officers employed in the area of national security or
defense and appointed by the President, by and with the advice and consent of the
Senate---
(A) that the cenifying official deems the information sought to be foreign intelligence
information;
(B) that a significant purpose of the search is to obtain foreign intelligence information;
(C) that such information cannot reasonably be obtained by normal investigative
techniques;
(D) that designates the type of foreign intelligence intormation being sought according to
the categories described in section 180I (e) of this title; and
(E) includes a statement explaining the basis for the certifications required by
subparagraphs (C) and (D);
(8) where the physical search involves a search of the residence of a United States person,
the Attorney General shall state what investigative techniques have previously been
utilized to obtain the foreign intelligence iuformation concerned and the degree to which
these techniques resulted in acquiring such information; and
(9) a statement of the facts concerning all previous applications that have been made to
any judge under this subchapter involving any of the persons, premises, or property
specified in the application, and the action taken on each previous application.
(b) Additional affidavits or certifications
The Attorney General may require any other affidavit or certification from any other
officer in connection with the application.
(c) Additional information
The judge may require the applicant to furnish sucb other information as may be
necessary to make the determinations required by section 1824 of this title.
(d) Personal review by Attorney General
(1) (A) Upon written request of the Director of the Federal Bureau of Investigation, the
Secretary of Defense, the Secretary of State, or the Director of Central Intelligence, the
Attorney General shall personally revicw under subsection (a) of this section an
application under that subsection for a target described in section 1801 (b)(2) of this title.
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(B) Except when disabled or otherwise unavailable to make a request referred to in
subparagraph (A), an official referred to in that subparagraph may not delegate the
authority to make a request referred to in that subparagraph.
(C) Each official referred to in subparagraph (A) with authority to make a request under
that subparagraph shal1 take appropriate actions in advance to ensure that delegation of
such authority is clearly established in the event such official is disabled or otherwise
unavailable to make such request.
(2) (A) If as a result of a request under paragraph (I) the Attorney General determines not
to approve an application under the second sentence of subsection (a) of this section for
purposes of making the application under this section, the Attorney General shall provide
written notice of the determination to the official making the request for the review of the
application under that paragraph. Except when disabled or otherwise unavailable to make
a determination under the preceding sentence, the Attorney General may not delegate the
responsibility to make a determination under that sentence. The Attorney General shal1
take appropriate actions in advance to ensure that delegation of such responsibility is
clearly established in the event the Attorney General is disabled or otherwise unavailable
to make such determination.
(B) Notice with respect to an application under subparagraph (A) shal1 set forth the
modifications, if any, of the application that are necessary in order for the Attorney
General to approve the application under the second sentence of subsection (a) ofthis
section for purposes of making the application under this section.
(C) Upon review of any modifications of an application set forth under subparagraph (B),
the official notified of the modifications under this paragraph shall modify the application
if such official determines that such modification is warranted. Such official shall
supervise the making of any modification under this subparagraph. Except when disabled
or otherwise unavailable to supervise the making of any modification under the preceding
sentence, such official may not delegate the responsibility to supervise the making of any
modification under that preceding sentence. Each such official shall take appropriate
actions in advance to ensure that delegation of such responsibility is clearly established in
the event such official is disabled or otherwise unavailable to supervise the making of
such modification.

§ 1824. Issu3m:e of order

(a) Necessary findings. Upon an application made pursuant to section 1823 of this title,
the judge shall enter an ex parte order as requested or as modified approving the physical
search ifthe judge finds that-

(1) the President has authorized the Attorney General to approve applications for physical
searches for fon:ign intel1igence purposes;
(2) the application has been made by a Federal officer and approved by the Attorney
General;
(3) on the basis of the facts submitted by the applicant there is probable cause to believe
that-
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(A) the target of the physical search is a toreign power or an agent of a foreign power,
except that no United States person may be considered an agent of a foreign power solely
upon the basis of activities protected by the first amendment to the Constitution of the
United States; and
(B) the premises or property to be searched is owned, used, possessed by, or is in transit
to or from an agent of a foreign power or a foreign power;
(4) the proposed minimization procedures meet the definition of minimization contained
in this subchapter; and
(5) the application which has been filed contains all statements and certifications required
by section 1823 of this title, and, if the target is a United States person, the certification or
certifications are not clearly erroneous on the basis ofthe statement made under section
1823 (a)(7)(E) of this title and any other information furnished under section 1823 (c) of
this title.
(b) Determination of probable cause
In determining whether or not probable cause exists for purposes of an order under
subsection (a)(3) of this section, a judge may consider past activities of the target, as well
as facts and circumstances relating to current or future activities of the target.
(c) Specifications and directions of orders
An order approving a physical search under this section shall­
(l) specify-
(A) the identity, ifknown, or a description of the target of the physical search;
(B) the nature and location of each of the premises or property to be searched;
(C) the type of information, material, or property to be seized, altered, or reproduced;
(D) a statement of the manner in which the physical search is to be conducted and,
whenever more than one physical search is authorized under the order, the authorized
scope of each search and what minimization procec.ures shall apply to the information
acquired by each search; and
(E) the period oftime during which physical searches are approved; and
(2) direct-
(A) that the minimization procedures be followed;
(B) that, upon the request of the applicant, a specified landlord, custodian, or other
specified person furnish the applicant forthwith all information, facilities, or assistance
necessary to ac(:omplish the physical search in such a manner as will protect its secrecy
and produce a minimum of interference with the services that such landlord, custodian, or
other person is providing the target of the physical search;
(C) that such landlord, custodian, or other person maintain under security procedures
approved by the Attorney General and the Director of Central Intelligence any records
concerning the search or the aid furnished that such person wishes to retain;
(D) that the applicant compensate, at the prevailing rate, such landlord, custodian, or
other person for furnishing such aid; and
(E) that the Fedt:ral officer conducting the physical search promptly report to the court
the circumstances and results of the physical search.
(d) Duration of order; extensions; assessment of compliance
(1) An order issuro under this section may approve a physical search for the period
necessary to achieve its purpose, or for 90 days, whichever is less, except that
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(A) an order under this section shall approve a physical search targeted against a foreign
power, as defined in paragraph (I), (2), or (3) of section 1801 (a) ofthis title, for the
period specified in the application or for one year, whichever is less, and
(B) an order under this section for a physical search targeted against an agent of a foreign
power as defined in section 180I (b)(1 )(A) of this title may be for the period specified in
the application or for 120 days, whichever is less.
(2) Extensions of an order issued under this subchapter may be granted on the same basis
as the original order upon an application for an extension and new findings made in the
same manner a.s required for the original order, except that an extension of an order under
this chapter for a physical search targeted against a foreign power, as defined in section
1801 (a)(5) or (6) of this title, or against a foreign power, as defined in section 1801
(a)(4) of this title, that is not a United States person, or against an agent of a foreign
power as defined in section 1801 (b)(1 )(A) of this title, may be for a period not to exceed
one year if the judge finds probable cause to believe that no property of any individual
United States person will be acquired during the period.
(3) At or bcfom the end of the period of time for which a physical search is approved by
an order or an extension, or at any tirEe after a physical search is carried out, the judge
may assess compliance with the minimization procedures by reviewing the circumstances
under which information concerning United States persons was acquired, retained, or
disseminated.
(e) Emergency orders
(1) (A) Notwithstanding any other provision of this subchapter, whenever the Attorney
General reasonably makes the determination specified in subparagraph (B), the Attorney
General may authorize the execution of an emergency physical search i£-
(i) a judge having jurisdiction under section 1803 of this title is informed by the Attorney
General or the Attorney General's designee at the time of such authorization that the
decision has be'ln made to execute an emergency search, and
(ii) an application in accordance with this subchapter is made to that judge as soon as
practicable but not more than 72 hours after the Attorney General authorizes such search.
(B) The determination referred to in subparagraph (A) is a determination that-
(i) an emergency situation exists with respect to the execution of a physical search to
obtain foreign intelligence information before an order authorizing such search can with
due diligence be obtained, and
(ii) the factual basis for issuance of an order under t'lis subchapter to approve such a
search exists.
(2) If the Attorney General authorizes an emergency search under paragraph (I), the
Attorney General shall require that the minimization procedures required by this
subchapter for the issuance of a judicial order be followed.
(3) In the absenc:e of a judicial order approving such a physical search, the search shall
terminate the earlier o£-
(A) the date on which the information sought is obtained;
(B) the date on which the application fur the order is denied; or
(C) the expiration 01'72 hours from the time ofauthorization by the Attorney General.
(4) In the event that such application for approval is denied, or in any other case where
the physical search is terminated and no order is issued approving the search, no
information obtained or evidence derived from such search shall be received in evidence
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or otherwise disclosed in any trial, hearing, or other proceeding in or before any court,
grand jury, department, office, agency, regulatory body, legislative committee, or other
authority of the United States, a State, or political subdivision thereof, and no information
concerning any United States person acquired from such search shall subsequently be
used or disclos,ed in any other manner by Federal officers or employees without the
consent of such person, except with the approval of the Attorney General, if the
information indicates a threat ofdeath or serious bodily harm to any person. A denial of
the application made under this subsection may be reviewed as provided in section 1822
of this title.
(f) Retention of applications and orders '
Applications made and orders granted under this subchapter shall be retained for a period
of at least 10 yt,ars from the date of the application.

§ 1825. Use of information

(a) Compliance with minimization procedures; lawful purposes
Information acquired from a physical search conducted pursuant to this subchapter
concerning any United States person may be used and disclosed by Federal officers and
employees without the consent of the United States person only in accordance with the
minimization procedures required by this subchapter. No information acquired from a
physical search pursuant to this subchapter may be used or disclosed by Federal officers
or employees except for lawful purposes.
(b) Notice of search and identification of property seized, altered, or reproduced
Where a physical search authorized and conducted pursuant to section 1824 of this title
involves the residence of a United States person, and, at any time after the search the
Attorney General determines there is no national security interest in continuing to
maintain the secrecy of the search, the Attorney General shall provide notice to the
United States pt:fson whose residence was searched of the fact of the search conducted
pursuant to this chapter and shall identifY any property of such person seized, altered, or
reproduced during such search.
(c) Statement for disclosure
No information acquired pursuant to this subchapter shall be disclosed for law
enforcement pUlposes unless such disclosure is accompanied by a statement that such
information, or :illY information derived therefrom, may only be used in a criminal
proceeding with the advance authorization of the Attorney General.
(d) Notification by United States
Whenever the United States intends to enter into evidence or otherwise use or disclose in
any trial, hearing, or other proceeding in or before any court, department, officer, agency,
regulatory body, or other authority ofthe United Sl<;tes, against an aggrieved person, any
information obtained or derived from a physical search pursuant to the authority of this
subchapter, the United States shall, prior to the trial, hearing, or the other proceeding or at
a reasonable time prior to an effort to so disclose or so use that information or submit it in
evidence, notifY the aggrieved person and the court or other authority in which the
information is to be disclosed or used that the United States intends to so disclose or so
use such information.
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(e) Notification by States or political subdivisions
Whenever any State or political subdivision thereof intends to enter into evidence or
otherwise use or disclose in any trial, ;1earing, or other proceeding in or before any court,
department, officer, agency, regulatory body, or other authority of a State or a political
subdivision thereof against an aggrieved person an; information obtained or derived from
a physical search pursuant to the authority of this subchapter, the State or political
subdivision thereof shall notify the aggrieved person, the court or other authority in
which the information is to be disclosed or used, and the Attorney General that the State
or political subdivision thereof intends to so disclose or so use such information.
(f) Motion to suppress
(I) Any person against whom evidence obtained or derived from a physical search to
which he is an aggrieved person is to be, or has been, introduced or otherwise used or
disclosed in any trial, hearing, or other proceeding in or before any court, department,
officer, agency, regulatory body, or other authority of the United States, a State, or a
political subdivision thereof, may move to suppress the evidence obtained or derived
from such search on the grounds that-
(A) the information was unlawfully acquired; or
(B) the physical search was not made in conformity with an order of authorization or
approval.
(2) Such a mohon shall be made before the trial, hearing, or other proceeding unless there
was no opportunity to make such a motion or the person was not aware of the grounds of
the motion.
(g) In camera and ex parte review by district court
Whenever a court or other authority is notified pursuant to subsection (d) or (e) of this
section, or whenever a motion is made pursuant to subsection (f) of this section, or
whenever any motion or request is made by an aggrieved person pursuant to any other
statute or rule of the United States or any State before any court or other authority of the
United States or any State to discover or obtain applications or orders or other materials
relating to a physical search authorized by this subchapter or to discover, obtain, or
suppress evidence or information obtained or derived from a physical search authorized
by this subchapter, the United States district court or, where the motion is made before
another authority, the United States district court in the same district as the authority
shall, notwithstanding any other provision oflaw, if the Attorney General files an
affidavit under oath that disclosure or any adversary hearing would harm the national
security of the United States, review in camera and ex parte the application, order, and
such other materials relating to the physical search as may be necessary to determine
whether the physical search of the aggrieved person was lawfully authorized and
conducted. In making this determination, the court may disclose to the aggrieved person,
under appropriate security procedures and protective orders, portions of the application,
order, or other materials relating to the physical search, or may require the Attorney
General to provide to the aggrieved person a summary of such materials, only where such
disclosure is necessary to make an accurate determination of the legality of the physical
search.
(h) Suppression of evidence; denial uf motion
If the United States district court purs1lant to subsection (g) of this section determines that
the physical search was not lawfully authorized or conducted, it shall, in accordance with

COMSPAN COMMUNICAnONS - Confidential & Proprietary Page 33



•

•

•

the requirements of law, suppress the evidence which was unlawfully obtained or derived
from the physical search of the aggrieved person or otherwise grant the motion of the
aggrieved person. If the court determines that the physical search was lawfully authorized
or conducted, it shall deny the motion of the aggrieved person except to the extent that
due process requires discovery or disclosure.
(i) Finality of orders
Orders granting motions or requests under subsection (h) of this section, decisions under
this section that a physical search was not lawfully authorized or conducted, and orders of
the United States district court requiring review or granting disclosure of applications,
orders, or other materials relating to the physical search shall be final orders and binding
upon all courts of the United States and the several States except a United States Court of
Appeals or the Supreme Court,
0) Notification of emergency execution of physical search; contents; postponement,
suspension, 01' elimination
(I) If an emerg;ency execution of a physical search is authorized under section 1824 (d)
of this title and a subsequent order approving the search is not obtained, the judge shall
cause to be served on any United States person named in the application and on such
other United States persons subject to the search as the judge may determine in his
discretion it is in the interests of justice to serve, notice of-
(A) the fact of the application;
(B) the period of the search; and
(C) the fact that during the period information was or was not obtained.
(2) On an ex parte showing of good cause to the judge, the serving of the notice required
by this subsection may be postponed or suspended for a period not to exceed 90 days.
Thereafter, on a further ex parte showing of good cause, the court shall forego ordering
the serving of the notice required under this subsection,
(k) Coordination with law enforcement on national security matters
(I) Federal officers who conduct physical searches to acquire foreign intelligence
information under this subchapter may consult with Federal law enforcement officers or
law enforcemerlt personnel of a State or political subdivision of a State (including the
chief executive officer of that State or political subdivision who has the authority to
appoint or direct the chief law enforcement officer of that State or political subdivision)
to coordinate efforts to investigate or protect against-
(A) actual or potential attack or other grave hostile acts of a foreign power or an agent of
a foreign power;
(B) sabotage or international terrorism by a foreign power or an agent of a foreign power;
or
(C) clandestine intelligence activities by an intelligence service or network of a foreign
power Or by an agent of a foreign power.
(2) Coordination authorized under paragraph (I) shall not preclude the certification
required by section 1823 (a)(7) of this title orthe ef'.lry of an order under section 1824 of
this title.
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§ 1826. Congressional oversight

On a semiannual basis the Attorney General shall fully inform the Permanent Select
Committee on Intelligence of the House of Representatives and the Select Committee on
Intelligence of the Senate concerning all physical searches conducted pursuant to this
subchapter. On a semiannual basis the Attorney General shall also provide to those
committees and the Committees on the Judiciary ofthe House of Representatives and the
Senate a report setting forth with respect to the preceding six-month period-
(I) the total number of applications made for orders approving physical searches under
this subchapter;
(2) the total number of such orders either grantfld, modified, or denied; and
(3) the number of physical searches which involved searches of the residences, offices, or
personal property ofUnited States persons, and the number of occasions, if any, where
the Attorney General provided notice pursuant to section 1825 (b) of this title.

§ 1827. Penalties

(a) Prohibited activities
A person is guilty of an offense ifhe intentionally-
(I) under color of law for the purpose of obtaining foreign intelligence information,
executes a physical search within the United States except as authorized by statute; or
(2) discloses or uses information obtained under color of law by physical search within
the United States, knowing or having reason to know that the information was obtained
through physical search not authorized by statute. for the purpose of obtaining
intelligence infilrmation.
(b) Defense
It is a defense to a prosecution under subsection (a) of this section that the defendant was
a law enforcem'ent or investigative officer engaged in the course of his official duties and
the physical search was authorized by and conducted pursuant to a search warrant or
court order of a court of competent jurisdiction.
(c) Fine or imprisonment
An offense described in this section is punishable by a fine of not more than $10,000 or
imprisonment for not more than five years, or both.
(d) Federal juriisdiction
There is Federal jurisdiction over an offense under this section if the person committing
the offense was an officer or employee of the Unitcd States at the time the offense was
committed.

§ 1828. Civil liability

An aggrieved person, other than a foreign power or an agent of a foreign power, as
defined in section 1801 (a) or (b)(l)(A), respectively, of this title, whose premises,
property, information, or material has been subjected to a physical search within the
United States or about whom information obtained by such a physical search has been
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disclosed or used in violation of section 1827 of this title shall have a cause of action
against any person who committed such violation and shall be entitled to recover-

(I) actual damages, but not less than liquidated damages of $1,000 or $100 per day for
each day of violation, whichever is greater;
(2) punitive damages; and
(3) reasonable attorney's fees and other investigative and litigation costs reasonably
incurred.

§ 1829. Authorization during time of war

Notwithstanding any other provision oflaw, the President, through thc Attorney General.
may authorize physical searches without a court order under this subchapter to acquire
foreign intelligence information for a period not to excced 15 calendar days following a
declaration of war by the Congress.

§ 1841. Defmitions

As used in this subchapter:
(I) The terms "foreign powcr", "agent of a foreign power", "international terrorism",
"foreign intelligence information", "Attorney General", "United States person", "United
States". "person". and "State" shall have the same meanings as in section 1801 ofthis
title.
(2) The tcrms "pen register" and "trap and trace device" have the meanings given such
terms in section 3127 of title 18.
(3) The term "aggrieved person" means any person-
(A) whose telephone line was subject to the installation or use of a pen register or trap
and trace devic(: authorized by this subchapter; or
(B) whose communication instrument or device was subject to the use of a pen register or
trap and trace device authorized by this subchapter to capture incoming electronic or
other communications impulses.

§ 1842. Pen registers and trap and trace devices for foreign intelligence and
international terrorism investigations

(a) Application for authorization or approval
(1) Notwithstanding any other provision of law, the Attorney General or a designated
attorney for the Government may malte an application for an order or an extension of an
order authorizing or approving the installation and use of a pen register or trap and trace
device for any investigation to obtain foreigrl intelligence information not concerning a
United States person or to protect against international terrorism or clandestine
intelligence activities, provided that such investigation of a United States person is not
conducted solely upon the basis of activities protected by the first amendment to the
Constitution which is being conducted by the Federal Bureau of Investigation under such
guidelines as the Attorney General avproves vursuant to Executive Order No. 12333. or a
successor order.
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(2) The authority under paragraph (I) is in addition to the authority under subchapter 1of
this chapter to conduct the electronic surveillance referred to in that paragraph.
(b) Form of application; recipient
Each application under this section shall he in writing under oath or affirmation to-­
(I) a judge of the court established by section 1803 (a) of this title; or
(2) a United States Magistrate Judge under chapter 43 of title 28 who is publicly
designated by the Chief Justice of the United State,; to have the power to hear
applications for and grant orders appro,~ng the installation and use of a pen register or
trap and trace device on behalfof a judge of that court.
(c) Executive approval; contents of application
Each application under this section shall require the approval of the Attorney General, or
a designated attorney for the Government, and shall include--
(I) the identity of the Federal officer seeking to use the pen register or trap and trace
device covered by the application; and
(2) a certification by the applicant that the information likely to be obtained is foreign
intelligence information not concerning a United States person or is relevant to an
ongoing investi gation to protect against international terrorism or clandestine intelligence
activities, provided that such investigation of a United States person is not conducted
solely upon the basis of activities protected by the first amendment to the Constitution.
(d) Ex parte judicial order of approval
(I) Upon an application made pursuant to this section, the judge shall enter an ex parte
order as requested, or as modified, approving the installation and use of a pen register or
trap and trace device if the judge finds that the application satisfies the requirements of
this section.
(2) An order issued under this section­
(A) shall specify-
(i) the identity, ifknown, of the person who is the subject of the investigation;
(ii) the identity, if known, ofthe person to whom is leased or in whose name is listed the
telephone line or other facility to which the pen register or trap and trace device is to be
attached or applied;
(iii) the attributl~s ofthe communications to which the order applies, such as the number
or other identifi,er, and, iflalown, the location of the telephone line or other facility to
which the pen n:gister or trap and trace device is to be attached or applied and, in the case
of a trap and tra';e device, the geographic limits of the trap and trace order.
(B) shall direct 1hat-
(i) upon request of the applicant, the provider of a wire or electronic communication
service, landlord, custodian, or other person shall furnish any information, facilities, or
technical assistance necessary to accomplish the installation and operation of the pen
register or trap and trace device in such a manner as will protect its secrecy and produce a
minimum amount of interference with the services that such provider, landlord,
custodian, or otber person is providing the person concerned;
(ii) such provider, landlord, custodian, or other person-
(I) shall not disclose the existence of the investigation or of the pen register or trap and
trace device to any person unless or until ordered by the court; and
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(II) shall maintain, under security procedures approved by the Attorney General and the
Director of Central Intelligence pursuant to section 1805 (b)(2)(C) of this title, any
records concerning the pen register or trap and trace device or the aid furnished; and
(iii) the applicant shall compensate such provider, landlord, custodian, or other person for
reasonable expenses incurred by such provider, landlord, custodian, or other person in
providing such information, facilities, or technical assistance.
(e) Time limitation
An order issued under this section shall authorize the installation and use of a pen register
or trap and trace device for a period not to exceed 90 days. Extensions of such an order
may be granted, but only upon an appJication for an order under this section and upon the
judicial finding required by subsection (d) of this section. The period of extension shall
be for a period not to exceed 90 days.
(f) Cause of action barred
No cause of action shall lie in any court against any provider of a wire or electronic
communication service, landlord, custodian, or othtO!' person (including any officer,
employee, agent, or other specified person thereof) that furnishes any information,
facilities, or technical assistance under subsection (d) of this section in accordance with
the terms of an order issued under this section.
(g) Furnishing of results
Unless otherwise ordered by the judge, the results of a pen register or trap and trace
device shall be furnished at reasonable intervals during regular business hours for the
duration of the order to the authorized Government official or officials.

§ 1843. Authorization during emergencies

(a) Requirements for authorization
Notwithstanding any other provision of this subchapter, when the Attorney General
makes a determination described in subsection (b) of this section, the Attorney General
may authorize the installation and use of a pen register or trap and trace device on an
emergency basis to gather foreign intelligence information not concerning a United States
person or infornlation to protect against international terrorism or clandestine intelligence
activities, provided that such investigation of a United States person is not conducted
solely upon the basis of activities protected by the tirst amendment to the Constitution
if-
0) a judge referred to in section 1842 (b) of this title is informed by the Attorney General
or his designee at the time of such authorization that the decision has been made to install
and use the pen register or trap and trace device, as the case may be, on an emergency
basis; and
(2) an application in accordance with section 1842 ( f this title is made to such judge as
soon as practicable, but not more than 48 hours, after the Attorney General authorizes the
installation and use of the pen register or trap and trace device, as the case may be, under
this section.
(b) Determination of emergency and factual basis
A determination under this subsection is a reasonable determination by the Attorney
General that-
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(I) an emergency requires the installation and use of a pen register or trap and trace
device to obtain foreign intelligence information not concerning a United States person or
information to protect against international terrorism or clandestine intelligence activities,
provided that such investigation of a United States person is not conducted solely upon
the basis of activities protected by thc first amendment to the Constitution before an order
authorizing th(: installation and use of the pen register or trap and trace device, as the case
may be, can with due diligence be obtained under section 1842 of this title: and
(2) the factual basis for issuance of an order under such section 1842 of this title to
approve the installation and use of the pen register or trap and trace device, as the case
may be, exists.
(c) Effect of absence of order
(1) In the absence of an order applied for under subsection (a)(2) of this section
approving the installation and use of a pen register or trap and trace device authorized
under this section, the installation and use of the pen register or trap and trace device, as
the case may be, shall terminate at the earlier o£-
(A) when the information sought is obtained;
(B) when the application for the order is denied under section 1842 of this title; or
(C) 48 hours after the time of the authorization by the Attorney General.
(2) In the event that an application for an order applied for under subsection (a)(2) of this
section is denied, or in any other case where the installation and use of a pen register or
trap and trace device under this section is terminatt,d and no order under section 1842 of
this title is isswed approving the installation and use of the pen register or trap and trace
device, as the case may be, no information obtained or evidence derived from the use of
the pen register or trap and trace device, as the case may be, shall be received in evidence
or otherwise disclosed in any trial, hearing, or other proceeding in or before any court,
grand jury, department, office, agency, regulatory body, legislative committee, or other
authority of the United States, a State, or political subdivision thereof, and no information
concerning any United States person acquired from the use of the pen register or trap and
trace device, as the case may be, shall subsequently be used or disclosed in any other
manner by Fedmal officers or employees without the consent ofsuch person, except with
the approval of the Attorney General if the information indicates a threat of death or
serious bodily harm to any person.

§ 1844. Authorization during time of war

Notwithstanding any other provision oflaw, the President, through the Attorney General,
may authorize the use of a pen register or trap and trace device without a court order
under this subchapter to acquire foreign intelligence information for a period not to
exceed 15 calendar days following a declaration of war by Congress.

§ 1846. Congressional oversight

(a) On a semiannual basis, the Attorney General shall fully inform the Permanent Select
Committee on Intelligence of the House of Representatives and the Select Committee on
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Intelligence of the Senate concerning all uses of pen registers and trap and trace devices
pursuant to this subchapter.
(b) On a semiannual basis, the Attorney General shall also provide to the committees
referred to in subsection (a) of this section and to the Committees on thc judiciary of the
House of Representatives and the Senate a report setting forth with respect to the
preceding 6-month period-
(I) the total number of applications made for orders approving the use of pen registers or
trap and trace devices under this subchapter; and
(2) the total number of such orders either granted, modified, or denied.

§ \86\. Access to certain business records for fo;oeign intelligence and international
terrorism investigations

(a) Application for order; conduct of investigation generally
(I) The Director of the Federal Bureau of Investigation or a designee of the Director
(whose rank shall be no lower than Assistant Special Agent in Charge) may make an
application for an order requiring the production of any tangible things (including books,
records, papers, documents, and other items) for an investigation to obtain foreign
intelligence information not concerning a United States person or to protect against
international terrorism or clandestine intelligence activities, provided that such
investigation of a United States person is not conducted solely upon the basis of activities
protected by the first amendment to the Constitution.
(2) An investigation conducted under this section shall-
(A) be conducted under guidelines approved by the Attorney General under Executive
Order 12333 (or a successor order); and
(B) not be conducted of a United States person solely upon the basis of activities
protected by the first amendment to the Constitution ofthe United States.
(b) Recipient and contents of application
Each application under this section-
(I) shall be made to--
(A) a judge of the court established by section 1803 (a) ofthis title; or
(B) a United States Magistrate Judge under chapter 43 of title 28, who is publicly
designated by the ChiefJustice of the United States to have the power to hear
applications and grant orders for the production of tangible things under this section on
behalf of a judge of that court; and
(2) shall specify that the records conctrned are sought for an authorized investigation
conducted in accordance with subsection (a)(2) of this scction to obtain foreign
intelligence information not concerning a United States person or to protect against
international terrorism or clandestine intelligence activities.
(c) Ex parte judicial order of approval
(I) Upon an application made pursuant to this section, the judge shall enter an ex parte
order as requested, or as modified, approving the release ofrecords if the judge finds that
the application meets the requirements of this section.
(2) An order unGer this subsection shall not disclose that it is issued for purposes of an
investigation described in subsection (a) of this section.
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(d) Nondisclosure
No person shall disclose to any other person (other than those persons necessary to
produce the tangible things under this section) that the Federal Bureau of Investigation
has sought or obtained tangible things under this section.
(e) Liability for good faith disclosure; waiver
A person who, in good faith, produces tangible things under an order pursuant to this
section shall not be liable to any other person for such production. Such production shall
not be deemed to constitute a waiver of any privilege in any other proceeding or context.

§ 1862. Congressional oversight

(a) On a semiannual basis, the Attorney General shall fully inform the Permanent Select
Committee on lntelligence of the House ofRepresentatives and the Select Committee on
Intelligence of the Senate concerning all requests for the production of tangible things
under section 1861 ofthis title.
(b) On a semiatmual basis, the Attorney General shall provide to the Committees on the
Judiciary of th~, House of Representatives and the Senate a report setting forth with
respect to the preceding 6-month period--
(1) the total number of applications made for orders approving requests for the
production oftlUlgible things under section 1861 of this title; and
(2) the total number of such orders either granted, modified, or denied.

§ 1863. Repealed. Pub. L. 107-56, title II, § 215, Oct. 26, 2001,115 Stat. 287

Section, Pub. L. 95-511, title V, § 503, as added Pub. L. 105-272, title VI, § 602, Oct.
20, 1998, 112 Stat. 2412, related to congressional oversight. See section 1862 of this title.

§ 2510. Def'mitions

As used in this I~hapter-

(l) "wire communication" means any aural transfer made in whole or in part through the
use of facilities for the transmission of communications by the aid of wire, cable, or other
like connection between the point of origin and the )oint of reception (including the use
of such connection in a switching station) furnished or operated by any person engaged in
providing or operating such facilities for the transmission of interstate or foreign
communications or communications affecting interstate or foreign commerce;
(2) "oral commtmication" means any oral communication uttered by a person exhibiting
an expectation that such communication is not subject to interception under
circumstances justifying such expectation. but such term does not include any electronic
communication;
(3) "State" means any State of the United States, the District of Columbia, the
Commonwealth of Puerto Rico, and any territory or possession of the United States;
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(4) "intercept" means the aural or other acquisition of the contents of any wire, electronic,
or oral communication through the use of any electronic, mechanical, or other device
(5) "electronic, mechanical, or other device" means any device or apparatus which can be
used to intercept a wire, oral, or electronic communication other than-
(a) any telephone or telegraph instrument, equipment or facility, or any component
thereof,
(i) furnished to the subscriber or user by a provider of wire or electronic communication
service in the ordinary course of its business and being used by the subscriber or user in
the ordinary course of its business or furnished by such subscriber or user for connection
to the facilities of such service and used in the ordinary course of its business; or
(ii) being used by a provider of wire or electronic communication service in the ordinary
course of its business, or by an investigative or law enforcement officer in the ordinary
course of his duties;
(b) a hearing aid or similar device being used to correct subnormal hearing to not better
than normal;
(6) "person" means any employee, or agent of the United States or any State or political
subdivision thereof, and any individual, partnership, association, joint stock company,
trust, or corporation;
(7) "Investigative or law enforcement officer" means any officer of the United States or
of a State or political subdivision thereof, who is empowered by law to conduct
investigations of or to make arrests for offenses enumerated in this chapter, and any
attorney authorized by law to prosecute or participate in the prosecution of such offenses:
(8) "contents", when used with respect to any wire, oral, or electronic communication,
includes any information concerning the substance, purport, or meaning of that
communication;
(9) "Judge of competent jurisdiction" means-
(a) a judge of a United States district court or a United States court of appeals; and
(b) a judge of any court of general criminal jurisdiction of a State who is authorized by a
statute of that State to enter orders authorizing interceptions of wire, oral, or electronic
communications;
(10) "communication common carrier" has the meaning given that term in section 3 of
the Communications Act of 1934;
(II) "aggrieved person" means a person who was a party to any intercepted wire, oral, or
electronic communication or a person against whom the interception was directed;
(12) "electronic communication" means any transter of signs, signals, writing, images,
sounds, data, or intelligence of any nature transmitted in whole or in part by a wire, radio,
electromagnetic:, photoelectronic or photooptical system that affects interstate or foreign
commerce, but does not include-
(A) any wire or oral communication;
(B) any communication made through a tone-only paging device;
(C) any communication from a tracking device (as defined in section 3117 of this title);
or
(D) electronic fhnds transfer information stored by " financial institution in a
communications system used for the electronic storage and transfer offunds;
(13) "user" means any person or entity who---
(A) uses an electronic communication service; and
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(B) is duly authorized by the provider of such service to engage in such use;
(14) "electronic communications system" means any wire, radio, electromagnetic,
photooptical or photoelectronic facilities for the transmission of wire or electronic
communications, and any computer facilities or related electronic equipment for the
electronic storage of such communications;
(15) "electronic communication service" means any service which provides to users
thereof the ability to send or receive wire or electronic communications;
(16) "readily accessible to the general public" means, with respect to a radio
communication, that such communicatior; is not-
(A) scrambled or encrypted;
(B) transmitted using modulation techniques whose essential parameters have been
withheld from the public with the intention of preserving the privacy of such
communication;
(C) carried on a subcarrier or other signal subsidiary to a radio transmission;
(D) transmitted over a communication system provided by a common carrier, unless the
communication is a tone only paging ~ystem communication; or
(E) transmitted on frequencies allocat-,:d under part 25, subpart D, E, or F of part 74, or
part 94 of the Rules of the Federal Communications Commission, unless, in the case of a
communication transmitted on a frequency allocated under part 74 that is not exclusively
allocated to broadcast auxiliary services, the communication is a two-way voice
communication by radio;
(17) "electronic storage" means-
(A) any temporary, intermediate storage of a wire or electronic communication incidental
to the electronic transmission thereof; and
(B) any storage of such communication by an electronic communication service for
purposes of badrup protection of such communication;
(18) "aural transfer" means a transfer containing the human voice at any point between
and including the point of origin and the point of reception;
(19) "foreign intelligence information", for purposes of section 2517 (6) of this title,
means-
(A) information, whether or not concerning a United States person, that relates to the
ability of the United States to protect against-
(i) actual or potential attack or other grave hostile r cts of a foreign power or an agent of a
foreign power;
(ii) sabotage or international terrorism by a foreign power or an agent of a foreign power;
or
(iii) clandestine intelligence activities by an intelligence service or network of a foreign
power or by an agent of a foreign power: or
(B) information, whether or not concerning a United States person, with respect to a
foreign power or foreign territory that relates to-
(i) the national defense or the security ofthe United States; or
(ii) the conduct ofthe foreign affairs of the United States;
(20) "protected computer" has the meaning set forth in section 1030; and
(21) "computer trespasser"-
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(A) means a person who accesses a protected computer without authorization and thus
has no reasonable expectation of privacy in any commumcation transmitted to, through,
or from the protected computer; and
(B) does not include a person known by the owner or operator of the protected computer
to have an existing contractual relationship with the owner or operator ofthe protected
computer for access to all or part of the protected computer.

§ 2511. Intercl,ption and disclosure of wire, oral, or electronic communications
prohibited

(I) Except as otherwise specifically provided in this chapter any person wh(}­
(a) intentionally intercepts, endeavors to intercept, or procures any other person to
intercept or endeavor to intercept, any wire, oral, 01 electronic communication;
(b) intentionally uses, endeavors to use, or procures any other person to use or endeavor
to use any electronic, mechanical, or other device to intercept any oral commumcation
when-
(i) such device is affixed to, or otherwise transmits a signal through, a wire, cable, or
other like connc:ction used in wire communication; or
(ii) such device transmits communications by radio, or interferes with the transmission of
such communication; or
(iii) such person knows, or has reason to know, that such device or any component
thereof has been sent through the mail or transported in interstate or foreign commerce;
or
(iv) such use or endeavor to use (A) tEkes place on the premises of any business or other
commercial establishment the operations ofwhich affect interstate or foreign commerce;
or (B) obtains or is for the purpose of obtaining infcrmation relating to the operations of
any business or other commercial establishment the operations of which affect interstate
or foreign commerce; or
(v) such person acts in the District of Columbia, the Commonwealth of Puerto Rico, or
any territory or possession ofthe United States;
(c) intentionally discloses, or endeavors to disclose, to any other person the contents of
any wire, oral, or electromc communication, knowing or having reason to know that the
information was obtained through the interception of a wire, oral, or electronic
communication in violation of this subsection;
(d) intentionally uses, or endeavors to use, the contents of any wire, oral, or electromc
communication, knowing or having reason to know that the information was obtained
through the interception of a wire, oral, or electronic communication in violation of this
subsection; or
(e)
(I) intentionally discloses, or endeavors to disclose, to any other person the contents of
any wire, oral, or electronic communication; intercepted by means authorized by sections
2511 (2)(a)(ii), 2511 (2)(b)--(c), 251 I (2)(e), 2516, and 2518 of this chapter,
(ii) knowing or having reason to know that the information was obtained through the
interception of such a communication in connection with a criminal investigation,
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(iii) having obtained or received the information in connection with a criminal
investigation, and
(iv) with intent to improperly obstruct, impede, or interfere with a duly authorized
criminal investigation,
shall be punished as provided in subsection (4) or s,1all be subject to suit as provided in
subsection (5).
(2)
(a)
(i) It shall not be unlawful under this chapter for an operator of a switchboard, or an
officer, employee, or agent of a provider of wire or electronic communication service,
whose facilities are used in the transmission of a wire or electronic communication, to
intercept, disclose, or use that communication in the normal course of his employment
while engaged in any activity which is a necessary incident to the rendition of his service
or to the protection of the rights or property of the provider of that service, except that a
provider of wire communication service to the public shall not utilize service observing
or random monitoring except for mechanical or service quality control checks.
(ii) Notwithstanding any other law, providers of wire or electronic communication
service, their officers, employees, and agents, landlords, custodians, or other persons, are
authorized to provide information, facilities, or technical assistance to persons authorized
by law to intercept wire, oral, or electronic communications or to conduct electronic
surveillance, as defined in section 101 of the Foreign Intelligence Surveillance Act of
1978, if such provider, its officers, employees, or a~ents, landlord, custodian, or other
specified person, has been provided with-
(A) a court order directing such assistance signed by the authorizing judge, or
(B) a certification in writing by a person specified in section 2518 (7) of this title or the
Attorney General of the United States that no warrant or court order is required by law,
that all statutory requirements have been met. and that the specified assistance is
required,
setting forth th., period of time during which the provision of the information, facilities,
or technical assistance is authorized and specifying the information, facilities, or
technical assistlillce required. No provider ofwire or electronic communication service,
officer, employee, or agent thereof, or landlord, custodian, or other specified person shall
disclose the existence of any interception or surveillance or the device used to accomplish
the interception or surveillance with respect to which the person has been furnished a
court order or c·ertification under this chapter, except as may otherwise be required by
legal process and then only after prior notification to the Attorney General or to the
principal prosecuting attorney of a State or any political subdivision of a State, as may be
appropriate. Any such disclosure, shaH render such person liable for the civil damages
provided for in section 2520. No cause of action shall lie in any court against any
provider ofwin: or electronic communication service, its officers, employees, or agents,
landlord, custodian, or other specified person for providing information, facilities, or
assistance in aceordance with the terms of a court order, statutory authorization, or
certification under this chapter.
(b) It shall not be unlawful under this ehapter for an officer, employee, or agent of the
Federal Communications CommissioG, in the normal course ofhis employment and in
discharge of the monitoring responsibilities exereised by the Commission in the
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enforcement of chapter ~ of title 47 of the United States Code, to intercept a wire or
electronic communication, or oral communication transmitted by radio, or to disclose or
use the infonnation thereby obtained.
(c) It shall not be unlawful under this chapter for a person acting under color oflaw to
intercept a wire, oral, or electronic communication, where such person is a party to the
communication or one of the parties to the communication has given prior consent to
such interception.
(d) It shall not be unlawful under this ;;hapter for a person not acting under color oflaw to
intercept a wire:, oral, or electronic communication where such person is a party to the
communication or where one of the parties to the communication has given prior consent
to such interception unless such communication is intercepted for the purpose of
committing any criminal or tortious act in violation of the Constitution or laws of the
United States or of any State.
(e) Notwithstanding any other provision of this title or section 705 or 706 of the
Commurrications Act of 1934, it shall not be unlawful for an officer, employee, or agent
of the United States in the nonnal course of his official duty to conduct electronic
surveillance, as defmed in section 101 of the Foreign Intelligence Surveillance Act of
1978, as authorized by that Act.
(f) Nothing contained in this chapter or chapter 121 or 206 of this title, or section 705 of
the Communications Act of 1934, shaH be deemed to affect the acquisition by the United
States Government of foreign intelligence infonnation from international or foreign
communications, or foreign intelligence activities conducted in accordance with
otherwise applkable Federal law involving a foreign electronic communications system,
utilizing a means other than electrorric surveillance as defined in section 101 of the
Foreign Intelligence Surveillance Act of 1978, and procedures in this chapter or chapter
121 and the Foreign Intelligence Surveillance Act of 1978 shall be the exclusive means
by which electrorric surveillance, as defined in section 101 of such Act, and the
interception of domestic wire, oral, and electronic communications may be conducted.
(g) It shall not be unlawful under this chapter or ch~pter 121 of this title for any person­
(i) to intercept or access an electrorric com'llunication made through an electrorric
communication system that is configured so that such electronic communication is
readily accessible to the general public;
(ii) to intercept ,my radio communication which is transmitted-
(I) by any station for the use of the general public, or that relates to ships, aircraft,
vehicles, or persons in distress;
(II) by any governmental, law enforcement, civil defense, private land mobile, or public
safety communications system, including police and fire, readily accessible to the general
public;
(III) by a station operating on an authorized frequency within the bands allocated to the
amateur, citizens band, or general mobile radio services; or
(IV) by any marine or aeronautical communications system;
(iii) to engage in any conduct which-
(I) is prohibited by section 633 of the Communications Act of 1934; or
(II) is exceptedlTom the application of section 705(a) of the Commurucations Act of
1934 by section 705(b) of that Act;
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(iv) to intercept any wire or electronic communication the transmission of which is
causing harmful interference to any lawfully operating station or consumer electronic
equipment, to the extent necessary to identify the source of such interference; or
(v) for other users of the same frequency to intercept any radio communication made
through a system that utilizes frequencies monitored by individuals engaged in the
provision or the use of such system, if such communication is not scrambled or
encrypted.
(h) It shall not be unlawful under this chapter-
(i) to use a pen register or a trap and trace device (as those terms are defined for the
purposes of chapter 206 (relating to pen registers and trap and trace devices) of this title);
or
(ii) for a provider of electronic communication service to record the fact that a wire or
electronic communication was initiated or completed in order to protect such provider,
another provider furnishing service toward the completion of the wire or electronic
communication, or a user of that service, from fraudulent, unlawful or abusive use of
such service.
(i) It shall not be unlawful under this chapter for a person acting under color ofJaw to
intercept the wire or electronic communications of a computer trespasser transmitted to,
through, or from the protected computer, if-
(I) the owner or operator of the protected computer authorizes the interception of the
computer trespasser's communications on the protected computer;
(II) the person acting under color ofJaw is lawfully engaged in an investigation;
(Ill) the person acting under color of law has reasonable grounds to believe that the
contents ofthe computer trespasser's communications will be relevant to the
investigation; and
(IV) such interception does not acquire communications other than those transmitted to or
from the computer trespasser.
(3)
(a) Except as provided in paragraph (b) of this subsection, a person or entity providing an
electronic communication service to the public shall not intentionally divulge the
contents of any communication (other than one to such person or entity, or an agent
thereof) while in transmission on that service to any person or entity other than an
addressee or intended recipient of such communication or an agent of such addressee or
intended recipilmt.
(b) A person or entity providing electronic communication service to the public may
divulge the contents of any such communication-
(i) as otherwise authorized in section 2S 11 (2)(a) or 2S 17 of this title;
(ii) with the lawful consent of the originator or any addressee or intended recipient of
such communication;
(iii) to a person employed or authorized, or whose facilities are used, to forward such
communication to its destination; or
(iv) which wer~: inadvertently obtained by the service provider and which appear to
pertain to the commission of a crime, if such divulgence is made to a law enforcement
agency.
(4)
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(a) Except as provided in paragraph (b) of this sub~ection or in subsection (5), whoever
violates subsection (l) of this section shall be fined under this title or imprisoned not
more than five years, or both.
(b) Conduct otherwise an offense under this subsection that consists of or relates to the
interception of a satellite transmission that is not encrypted or scrambled and that is
transmitted-
(i) to a broadcasting station for purposes of retransmission to the general public; or
(ii) as an audio subcarrier intended for redistribution to facilities open to the public, but
not including data transmissions or telephone calls,
is not an offense under this subsection unless the conduct is for the purposes of direct or
indirect commm·cial advantage or private financial gain.
(5)
(a)
(i) If the communication is-
(A) a private satellite video communication that is not scrambled or encrypted and the
conduct in violation of this chapter is the private viewing of that communication and is
not for a tortious or illegal purpose or for purposes of direct or indirect commercial
advantage or pl1vate commercial gain; or
(B) a radio communication that is transmitted on frequencies allocated under subpart D of
part 74 of the rules ofthe Federal Communications Commission that is not scrambled or
encrypted and the conduct in violation of this chapter is not for a tortious or illegal
purpose or for purposes of direct or indirect commercial advantage or private commercial
gam,
then the person who engages in such conduct shall he subject to suit by the Federal
Government in a court of competent jurisdiction.
(ii) In an action under this subsection-
(A) if the violation of this chapter is a first offense for the person under paragraph (a) of
subsection (4) and such person has not been found liable in a civil action under section
2520 of this title, the Federal Government shall be entitled to appropriate injunctive
relief; and
(B) ifthe violation of this chapter is a second or subsequent offense under paragraph (a)
of subsection (4) or such person has been found liable in any prior civil action under
section 2520, the person shall be subject to a mandatory $500 civil fine.
(b) The court may use any means within its authority to enforce an injunction issued
under paragraph (ii)(A), and shall impose a civil fine of not less than $500 for each
violation of such an injunction.

§ 2512. Manufacture, distribution, possession, and advertising of wire, oral, or
electronic communication intercepting devices prohibited

(l) Except as otherwise specifically provided in thi~ chapter, any person who
intentionally-
(a) sends through the mail, or sends or carries in interstate or foreign commerce, any
electronic, mechanical, or other device, knowing or having reason to know that the design
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of such device renders it primarily useful for the purpose of the surreptitious interception
of wire, oral, or electronic communications;
(b) manufactures, assembles, possesses, or sells any electronic, mechanical, or other
device, knowing or having reason to know that the design of such device renders it
primarily usenll for the purpose of the surreptitious interception of wire, oral, or
electronic communications, and that such device or any component thereof has been or
will be sent through the mail or transported in interstate or foreign commerce; or
(c) places in an.y newspaper, magazine, handbill, OJ other publication or disseminates by
electronic means any advertisement of~
(i) any electronic, mechanical, or other device knowing or having reason to know that the
design of such device renders it primarily useful for the purpose of the surreptitious
interception of wire, oral, or electronic communications; or
(ii) any other electronic, mechanical, or other device, where such advertisement promotes
the use of such device for the purpose of the surreptitious interception of wire, oral, or
electronic communications,
knowing the content of the advertisement and knowing or having reason to know that
such advertisement will be sent through the mail or transported in interstate or foreign
commerce,
shall be fined under this title or imprisoned not more than five years, or both.
(2) It shall not be unlawful under this section for~
(a) a provider of wire or electronic communication service or an officer, agent, or
employee of, or a person under contract with, such a provider, in the normal course of the
business ofproviding that wire or electronic communication service, or
(b) an officer, agent, or employee of, or a person under contract with, the United States, a
State, or a political subdivision thereof, in the normal course of the activities of the
United States, a State, or a political subdivision thereof,
to send through the mail, send or carry in interstate or foreign commerce, or manufacture,
assemble, pOSS{'SS, or sell any electronic, mechanical, or other device knowing or having
reason to know that the design of such device renders it primarily useful for the purpose
of the surreptitious interception of wire, oral, or electronic communications.
(3) It shall not be unlawful under this section to advertise for sale a device described in
subsection (I) of this section if the advertisement is mailed, sent, or carried in interstate
or foreign commerce solely to a domestic provider, ,fwire or electronic communication
service or to an agency of the United States, a State. or a political subdivision thereof
which is duly authorized to USe such device.

§ 2513. Confis(ation of wire, oral, or electronic communication intercepting devices

Any electronic, mechanical, or other device used, sent, carried, manufactured, assembled,
possessed, sold, or advertised in violation of section 2511 or section 2512 of this chapter
may be seized and forfeited to the United States. All provisions of law relating to
(I) the seizure, summary and judicial forfeiture, and condemnation of vessels, vehicles,
merchandise, and baggage for violations of the customs laws contained in title 19 of the
United States Code,
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