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Southern California Edison Company (SCE) appreciates the opportunity to address the Federal
Communications Commission (FCC) conceming the implementation of Smart Grid technology. Smart
Glid applications will enable state and federal policy makers to achieve key energy policy objectives and
will advance strategic goals of the electric power industry. Successful deployment of these Smart Grid
applications will rely on communications networks and infrastructure that meet the unique and varied
needs of the electricity industry, and we therefore commend the FCC for addressing Smat1 Grid
requirements in its National Broadband Plan.

In submitting these comments, SCE would like to emphasize the following overarching themes:

• Meeting the energy policy goals contained in the Energy Independence and Security Act of 2007
(EISA 2007) will require deployment of a Smart Grid, supported by advanced communications
technologies.

• The purpose, technological complexity and communications infrastructure needs of individual
utilities and specific Smart Grid applications vary widely. Roles therefore exist for a variety of
communications technologies, protocols, and speed to supp011 applications in different domains
of the Smart Grid.

• The functional and business requirements of Smart Grid applications should, as they develop,
drive selection of the most cost-effective communications technologies keeping in mind the value
to utility customers.

• SCE and other utilities nation-wide have deployed Smart Grid applications using a variety of
communications technologies for three decades. Dedicated utility spectrum, while beneficial, is
not essential to continue secure and reliable Smart Grid deployments in the near tenn.

• The FCC's National Broadband Plan should be technology neutral.

A Smart Grid requires a two-way data communication network that connects the generation-to-customer
electric system with service providers, system operators and markets. This communications network must
also support applications that monitor and manage the flow of electricity across the transmission and
distribution system and its consumption at customer premises. A Smart Grid communications network
therefore includes both monolithic features like generating power plants and a much more diverse
network architecture at the level of the distribution system, office or home. In addition, the Smart Grid
applications that this network must support Vaty widely in their needs regarding bandwidth, latency,
reliability and security.

Such a diverse data network connecting and supporting all of the domains and applications of a
comprehensive Smart Grid can utilize most network technologies: wired and wireless (using both
unlicensed and licensed spectrum) as well as carrier-owned and utility company-owned networks. Each
network class has an important role to play in the Smat1 Grid, and each class is associated with certain
benefits and challenges. Wired backbone can have greater bandwidth, but is much more expensive to
build than wireless backbone. Utility company-owned licensed wireless provides more coverage
flexibility (i.e. to locate transmitters for remote areas or the ability to boost radio power) than unlicensed
public wireless network. However, building, owning, operating and maintaining licensed infrastructure
requires a high degree oftelecom expertise and large capital investment. Given the range of qualities that
these technologies bring to a network, and the diversity of Smart Grid applications' communications
needs, SCE believes that the specific communication requirements of a given Smart Grid application
should drive the selection of the communications technology used to support that capability.
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Finally, with respect to utility-dedicated spectrum for Smart Grid systems and applications, SCE believes
that the industry may benefit from such an allocation, but SCE also believes that the industry is not yet
ready to request dedicated spectrum, as greater coordination on its use is required, and should continue to
make use of unlicensed spectral bands for Smart Grid deployments. SCE believes more rigor and broader
industry collaboration in making the case for this spectrum is needed to achieve success. Specifically,
SCE sees flaws in the argument that licensed spectrum automatically enables secure, reliable and scalable
Smart Grid deployments.

SCE believes that security, reliability and scalability are not inherent in the use oflicensed spectrum and
must be engineered and managed as part of any solution. In light of the key energy policy objectives and
strategic goals, waiting for a spectrum allocation would lead to an unacceptable delay in proposed Smart
Grid deployments and a disruption of existing utility programs. Additionally, any mandate relating to the
use of such an allocation for specific smati grid applications, would have the same affect. Out of
necessity, utilities will continue to successfully rely on efficient, affordable new wireless technology
deployed in unlicensed spectral bands. New technologies and advanced media access schemes continue to
improve throughput and coexistence, allowing more applications and users to make better use of the smne
shared spectrum. These technologies will support a wide range of Smart Grid applications including AMI,
Distribution Automation, Home Area Network applications, both backhaul and secondary paths.

Question 1:
Suitability ofCOllllllunications Technologies. Smart Grid applications are being deployed using a
variety of public and private communications networks. We seek to better understand which
communications networks and technologies are snitable for various Smart Grid applications.

a. What are the specific network reqnirements for each application in the grid (e.g., latency,
bandwidth, reliability, coverage, others)? If these differ by application, how do they differ?
We welcome detailed Smart Grid network requirement analyses.

SCE has developed a series of Smatt Grid Use cases which specify hundreds of distinct Smart
Grid scenarios or applications. The end-to-end functionality of many of these individual applications are
enabled by multiple communications network technologies, each with their own performance
requirements. Specific communications requirements for any given Smart Grid application will drive the
selection of communications technologies designed to support it. Network reliability and coverage,
bandwidth, packet jitter and latency requirements at'e the most critical issues when developing the
technical requirements for the Smart Grid network. For exmnple, the communications network needs to
provide real-time low latency capabilities for applications such as Centralized Remedial Action Schemes
(CRAS), Transmission and Substation SCADA, Phasor Measurement, and Large Load Control Signaling.
These requirements drive the need for high-speed fiber optic, and/or microwave communications to
support those capabilities. On the other hand, applications such as automatic meter reading and data
beyond SCADA, which are more latency-tolerant, could utilize communications technologies such as
unlicensed wireless mesh, broadband wireless and licensed wireless and satellite. Applications supporting
the Transmission & Distribution Crew of the Future present a different class of requirements challenges
such as reliability without power, coverage and mobility.

Having sufficient network coverage can be challenging for a utility such as SCE. Our service
territory covers 50,000 square miles of cities, mountains and desert and specific communications network
coverage may not be sufficient for our large territory. Power system equipment located in remote regions
are not usually able to take advantage ofpublic wireless networks and require the installation ofprivate
wireless or wired networks. Reliability is also ofparamount concern for critical monitoring and control
of the power system. Our past experience has shown that unless special measures are taken,
communications networks will not be available during emergency conditions, conditions where
monitoring and control of our critical electrical infrastructure is most needed. For this reason, SCE
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believes that reliance on public wired or wireless communications networks for critical operations may
not be sufficient and all options must be available to ensure critical operations are sustained across SCE's
service territory.

b. Which communications technologies and networks meet these requirements? Which are
best suited for Smart Grid applications? If this varies by application, why does it vary and
in what way? What are the relative costs and performance henefits of different
communications technologies for different applications?

Specific technology supporting each particular application varies based on factors such as
bandwidth, latency, and reliability. Figure I below lists some of the Smart Grid applications and the
associated conununications technologies which may be employed for each application. However, it is
important to note, as stated above, that for any given Smart Grid application multiple communications
technologies may be required.
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Figure 1 - Smart Grid Network Requirements by application communication technology

Network Requirements
Commonly Used
Communications

Applications Bandwidth Latencv Reliabilitv Technolol!ies Performance Costs
Transmission and Substation Cycles to Fiber optic, microwave,
SCADA M Seconds H copper lines, satellite H H

Seconds to Microwave, broadband
Large System Load Control L Minutes H wireless H M
Remedial Action Scheme L Cycles H Fiber optic, microwave H H
Centralized Remedial
Action Scheme H Cycles H Fiber optic, microwave H H

Fiber optic, microwave,
Phasor Measurements H Cycles H broadband wireless H H

Minutes to Microwave, broadband
Data Beyond SCADA M Hours M wireless, satellite H M
Distribution Automation Microwave, satellite,
(routine monitoring) L Minutes M unlicensed wireless mesh M L
Distribution Automation
(critical monitoring and Microwave, satellite,
control) L Seconds H unlicensed wireless mesh M M
Distributed Generation
monitoring L Seconds H Microwave, satellite M M
Distributed Generation
control L Seconds H Microwave, satellite M M

Fiber optic, microwave,
low latency wireless,

Protective Relaying L Cycles H copper H H

T&D Crew of the Future M L H Broadband Wireless M H
Advanced Metering (meter
reading, disconnect, Seconds to Unlicensed wireless mesh,
communication to HAN) M Minutes M PLC ,Zigbee M M
Outage Detection (thm Fault Fiber optic, microwave,
Indicators, Protection broadband wireless,
systems or advanced meters) L Minutes H unlicensed wireless mesh M M

Zigbee, Power line carrier,
Demand Response L Minutes H paging systems M M
Dynamic Pricing L Minutes M Internet, ZigBee M L
Plug-in Electric Vehicle L M M Zigbee, Power line carrier M L
Home Area Network Wired or wireless
Interface L Minutes M broadband, Zigbee M L

Legend:
L- Low Network Requirements
M - Medium Network Requirements
H - High Network Requirements
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c. What types of network technologies are most commonly used in Smart Grid applications?
\Ve welcome detailed analysis of the costs, relative performance and benefits of alternative
network technologies currently employed by existing Smart Grid deployments, including
both "last mile," backhaul, and control network technologies.

A wide variety ofnetwork technologies are connnonly used in Smart Grid applications. Figure I
lists the most connnonly used network technologies, by application. Altematively, fiber optic cables and
microwaves may also fulfill high performance needs. For moderate performance, connnercial wireless
broadband wireless (such as WiMAX, LTE, GPRS, CDMA), geosynchronous satellite, and licensed radio
spectrum may be used. For lower performance, unlicensed wireless mesh and ZigBee/PLC home area
networks are used. Developing Smart Grid technologies, a combination ofhigh, moderate and low
performance connnunications should provide appropriate needs between available connnunication
network capabilities and costs.

d. Are current commercial communications networks adequate for deploying Smart Grid
applications? If not, what are specific examples of the ways in which current networks are
inadequate? How could current networks be improved to make them adequate, and at
what cost? If this adequacy varies by application, why does it vary and in what way?

SCE expects connnercial networks to provide cost effective backhaul for approximately 5 million
meters in its AMI system, known as Edison SmartConnect™. For other smart grid applications current
commercial connnunications networks may be adequate for deploying some Smart Grid applications in
metropolitan areas, but may not be adequate for the rural and unpopulated areas due to lack of coverage.
Most current connnercial connnunications networks do not meet reliability reqnirements for applications
such as Land Mobile Radio (LMR) when there is an extended outage, nor do they meet latency
requirements for applications such as phasor monitoring. Also, they do no meet the latency requirements
for certain applications like HCD protective relaying. In addition to coverage issues, security and
reliability of these networks need to be analyzed and designed to meet the particular Smart Grid
application requirements. The monitoring and control of large generation plants, the transmission system,
and major substations would all be considered critical Smart Grid systems and would require the highest
security and reliability. Commercial connnunication systems are not reconnnended for these applications.
For routine monitoring of the distribution system, connnunications with small, dispersed distributed
generation, and meter reading conmlercial connnunication networks, may be acceptable.

In order to make connnercial communications networks capable of being used for critical smart
grid operations, adequate system power supply backup, congestion management (Quality of Service
(QoS), a priority for smart grid traffic), and secruity would need to be available.

e. How reliable are commercial wireless networks for carrying Smart Grid data (both in last­
mile and backhaul applications)? Are commercial wireless networks suitable for critical
electricity equipment control communications? How reliably can commercial wireless
networks transmit Smart Grid data during and after emergency events? What could be
done to make commercial wireless networks more reliable for Smart Grid applications
during such events? We welcome detailed comparisons of the reliability of commercial
wireless networks and other types of networks for Smart Grid data transport.

An interest within the Smart Grid connnunities to leverage commercial wireless networks to
achieve the desired network coverage at the lowest cost, has become a growing need. By enabling
conunUllications access where other private communications media would be too costly or otherwise not
workable, Smart Grid requirements, such as those for AMI applications, may be met by connnercial

DA 09-2017/GN Docket Nos. 09-47, 09-51, 09-137
Page 7 ofl9

Southern California Edison



wireless networks. However, connnercial wireless teclmologies have varying coverage, availability,
latency, and security characteristics that may constrain what applications they are suitable for. Therefore,
connnercial wireless teclmologies must be used with knowledge of their varying capabilities and
weaknesses in all plausible conditions of operation. Connnercial wireless networks often were not
designed to meet the utilities' reliability, latency and stringent security requirements, and as a result the
networks may not perform well for critical Smart Grid applications. In general, connnercial networks are
designed to meet rigidly-defined performance goals and a nan'ow set ofuse cases that may not match the
extremes ofutility Smart Grid needs. Thus, it is important that the Smart Grid connnunity understand
these wireless teclmologies from a variety of perspectives. This includes becoming familiar with the
teclmologies themselves, knowledge of what they are and are not designed for, how they are used within
the connnercial domain, and the relationships between these various teclmologies. Such an understanding
enables the Smart Grid connnunity to identitY gaps between teclmology and utility needs, identitY
potential shOltcomings that may induce operational constraints, and work to design Smart Grid-specific
augmentations as necessary to bridge these gaps.

Providing host-based end-to-end security measures may help make connnercial wireless networks
useful for monitoring and operations in the utility enviromnent, however connnercial wireless networks
are not generally suitable for critical electricity equipment control connnunications due to insufficient
reliability during emergency conditions. In emergency situations, connnercial wireless networks are
usually affected by loss of connnercial power, backhaul connnunications links, and/or simply congestion
caused by the volume of calls. These communications networks, when used for critical operations, are
designed with backup power supply and strict data flow management so that critical messages are
received. Until these concerns can be remedied, we do not expect utilities will use cOlmnercial
connnunications networks for critical Smart Grid applications.

Question 2:
Availability ofCommunications Networks. Electric utilities offer near universal service, including in
many geographies where no existing snitable communications networks currently exist (for last­
mile, aggregation point data backhanl, and utility control systems). We seek to better understand
the availability of existing communications networks, and how this availability may impact Smart
Grid deployments.

a. What percentage of electric substations, other key control infrastrncture, and potential
Smart Grid commnnications nodes have no access to suitable communications networks?
What constitntes snitable commnnications networks for different types of control
infrastructure? We welcome detailed analyses of snbstation and control infrastrnctnre
connectivity, potential connectivity gaps, and the cost-benefit of different alternatives to
close potential gaps.

SCE owns and operates approximately 900 electric substations within 50,000 square miles
service tenitory, serving approximately 5 million customer accounts. SCE's transmission grid network
consists of transmission line and substation facilities that operate at voltage levels of 500kV (kilo-volts),
230kV and sub-transmission facilities that operate at ll5kV and 66kV in parallel with the transmission
facilities. SCE's distribution network consists of distribution line and substation facilities that typically
operate at voltage levels below 66kV. The majority of these substations are equipped with legacy satellite
connnunicatiolls such as USAT and HSAT to provide SCADA RTU and voice connnunications where
required. This leaves approximately 410 transmission and sub-transmission facilities to be considered as
potential Smatt Grid connnunications hubs.

Gfthe 410 facilities, approximately 270 (65%) are equipped with fiber optic cOlmnunications and
31 (7.5%) with microwave communications. It should be noted that some ofthese facilities are equipped
with both fiber optic and microwave connnunications. Therefore, approximately 70% of SCE's
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transmission and sub-transmission electric facilities are equipped with either fiber optic or microwave
communications. The substation facilities are categorized as follows:

Cafef?orv Voltaf?e #ofFacilitl!
Transmission (AA sub) 500kV 8
Transmission (A sub) 230kV 45
Sub-transmission (B sub) 115kV 63
Sub-transmission (B sub) 66kV 294-
Distribution <66kV 471 *

TOTAL: 881
*Approxlnwte

Within SCE, bulk power transmission substations are commonly referred to as 'AA' and 'A'
stations while sub-transmission substations are commonly referred to as 'B' substations.

Specific requirements supporting any given Smart Grid applications will drive the selection of
conununications network technologies used to support that capability. For example, the network should
provide real-time low latency communications capabilities that are needed by such applications as
Centralized Remedial Action Scheme (CRAS), Distribution Automation, and Outage Detection and Load
Control Signaling. These requirements drive the need for high-speed fiber optic and/or microwave
communications to support those capabilities. On the other hand, applications such as automatic meter
reading and data beyond SCADA, which are more latency-tolerant, could utilize other communications
technologies such as broadband wireless and satellite.

Below, Figure 2 provides a list of SCE substation types and associated network connectivity
existing at these substations. Substations operating at 500kV are all equipped with at least two diverse
communication links. Substations operating at 230kV, for the most part, are equipped with at least one
communication link, except for a few stations that do not have voltage transformation and associated
distribution substations. Due to the redundancy requirements for RAS (Remedial Action Scheme) and
protective relaying circuits at these stations, most of them have diverse communication links.

Figure 2 - Substatiou Type and Network Connectivity

500kV X X

230kV X X

115kV X X X X
66kV X X X X

33kV X X

16kV X X

12kV X X

4kV

Substations operating at ll5kV and 66kV are, for the most part, equipped with a single fiber optic
communications link, supp0l1ing protective relaying, SCADA, and voice. Some of these stations are
equipped with microwave or satellite connnunications in lieu of fiber optics. Substations operating below

DA 09-2017/GN Docket Nos. 09-47, 09-51, 09-137
Page 9 of 19

Southern California Edison



66kV (33kV, 16kV, 12kV, 4kV) are primarily equipped with legacy satellite communications such as
USAT and HSAT or copper to provide basic SCADA and voice services.

Based on the above quantitative values, SCE proposes fiber optic communications for all electric
facilities operating at 66kV and above. Microwave communication may be installed in rural areas, where
cable construction may be limited due to permits or cost. This way, all legacy services (protective
relaying, SCADA, and voice) and advanced Smart Grid services are supported.

New substations required for SCE load growth are constructed with fiber optic communications,
which supports legacy services and prepares the site for future advanced Smart Grid services.
Additionally, equipment upgrades at A substations (relay upgrades) have driven the need for
communication network enhancements to meet SCE's redundancy requirements. These enhancements
have contributed to the increase in grid reliability fi'om diverse communication links.

Within SCE's service telTitory, network connectivity gaps exist in very rural areas where B
substations are much farther apmt and are distant from customers. Fiber optic and microwave installation
in these areas are either impractical or cost prohibitive. For this reason, SCE plans to consider
deployment of wireless broadband and satellite teclmologies to close the gaps in these areas.

b. What percentage of homes have no access to suitable commuuications networks for Smart
Grid applications (either for last-mile, or aggregation point connectivity)?

With the full deployment of SCE's SmartConnect program, every home in SCE's service telTitory
will have suitable communications for Smart Grid applications.

c. In areas where suitable communications networks exist, are there other impediments
preventing the use of these networks for Smart Gl"id communications?

Not applicable (see above.)

d. How does the availability of a suitable broadband network (wireless, wireline or other)
impact the cost of deploying Smart Grid applications in a particular geographical area? In
areas with no existing networks, is this a major barrier to Smart Grid deployment? We
welcome detailed economic analyses showing how the presence (or lack) of existing
communications networks impacts Smart Grid deployment costs.

While in some cases there may be coverage, suitable communications mayor may not meet all of
the application requirements, such as latency (i.e. phasor monitoring), security and/or reliability (i.e. two­
week battery back-up for LMR). In areas with no existing suitable network, the barrier to Smart Grid
deployment is the higher cost which must be justified and recovered in rate cases. The magnitude of that
impact varies based on individual utility territory characteristics and regulatory environment.

Network infrastructure consists of small-coverage home area network (PANIHAN) and larger­
coverage backbone Local Area Network (LAN), Wide Area Network (WAN) and Metropolitian Area
Network (MAN). WAN/MAN interconnect many LANs or HANs. In areas with no existing
WAN/MAN backbone, this is a bamer to Smart Glid deployment. Backbone WAN and MAN network
backbone are typically scarce in rural areas. To establish a cost-effective WAN/MAN which meets
diverse application performance criteria, is critical to the success of Smart Grid.
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Home Area Network:

SCE expects ZigBee (based on IEEE 802.15.4), which operates in globally unlicensed 2.4 GHz
spectlUm, to be compatible with -94% of the stlUctures within the Edison SmartCOlmect scope (SCE
Edison SmartConnect Real World ZigBee Testing, March, 2009). SCE is considering a PLC solution for
the 6% of service accounts where ZigBee may not be most effective. SCE's results indicate ZigBee has
the potential to provide reliable coverage in real world scenarios for home area networks.

Backbone Wide Area Network (WAN) and Metropolitian Area Network (MAN):

Smart Grid technologies depend on cost-effective communication systems that meet application­
specific requirements, for performance and reliability. The WAN and MAN components of these systems
provide backhaul to exchange data among all key components at generation plants, substations, home,
and business meters. WAN/MAN are the backbone of solid communication networks. In areas with no
existing networks, this could be a barrier to Smart Grid deployment, depending on the specifics of the
given utility and its application.

Question 3:
Spectrum. Currently, Smart Grid systems are deployed using a variety of communications
technologies, including public and private wireless networks, using licensed and unlicensed
spectrum. We seek to better understand how wireless spectrum is or could be used for Smart Grid
applications.

a. How widely used is licensed spectrum for Smart Grid applications (utility-owned, leased, or
vendor-operated)? For which applications is this spectrum used? We welcome detailed
analyses of current licensed spectrum use in Smart Grid applications, including frequencies
and channels.

Licensed spectrum use is limited to a few critical Smart Grid applications. Here are several
implementations and announcements:

• SCE uses 935-MHz for mobile radio.
• Minnesota Valley Electric Cooperative uses 700 MHz licensed wireless communication.

It is private network communication.
• San Diego Gas & Electric is installing 1.4 million electric smart meters. A portion of its

network will be built with the 700-MHz licensed WiMAX. SG&E also plans to use this
license wireless WAN to deliver mapping information to mobile workers, or provide
video services for facility monitoring.

• American Electric Power petitioned the FCC to allocate wireless spectlUm specifically to
utilities to use for smart grids.

• Canada designated 30 MHz of licensed spectlUm in the 1.8GHz band for smart grid
deployment.

Utilities might not need to develop all of the wireless communication backbones for the Smart
Grid. Carriers, including Verizon, already are looking toward their 3G and 4G networks to support future
smart grid implementations as well as three other licensed spectlUm profiles: 2.3 GHz, 2.5 GHz and 3.5
GHz for the WiMAX deployment (specified by the WiMAX fOlUm). WiMAX may be deployed by the
carriers or utility companies or both, for Smart Grid applications. In the U.S., the biggest segment
available is around the 2.5 GHz range, and is ali'eady assigned to Sprint Nextel and Clearwire. Analog
TV bands (700 MHz) may also be available for WiMAX usage in the near future. Also, Verizon is

DA 09-2017/GN Docket Nos. 09-47, 09-51, 09-137
Page 11 of19

Southern California Edison



beginning to deploy its 700-MHz 4G long-term evolution network this year as well and plans to utilize it
for Smart Grid applications.

b. How widely used is unlicensed spectrum? For which applications is this spectrum used?
'Ve welcome detailed analyses of current unlicensed spectrum use in Smart Grid
applications, including frequencies and channels.

For both Distribution Automation and large commercial and industrial smart meters SCE
currently uses the NetConnn radio system. The 900 MHz Netcomm network includes about 35,000
frequency hopping spread spectrum radios (Landis+Gyr Utilinet radios). This system has reliably
controlled capacitor bank, controlled/monitored remote switches, monitored fault indicators, read load
survey data, and read large customer meters. This network is a perfect example of applications of the 900
MHz, unlicensed, ISM radio band.

For small commercial and residential smart meters, SCE is deploying Itron's OpenWay system,
which also uses 900 MHz RF meshing system to link 5 million meters. The RF mesh provides
connectivity among individual meters and neighborhood aggregation points. Since utilities have limited
choice in meter location, these radios must be reliable in very diverse conditions from mral to urban. The
Smart Connect uses both 3G CDMA and GPRS cellular communications for meter data backhaul from
the OpenWay aggregation point (cell relay). This backhaul connects the neighborhood aggregation points
and SCE's data centers via commercial cellular networks.

Efforts are underway in the IEEE 802.15.4g task group to standardize last mile AMI radios. It appears this
standard will utilize unlicensed spectrum, primarily 900 MHz.

c. Have wireless Smart Grid applications using unlicensed spectrum encountered interference
problems? If so, what are the nature, frequency, and potential impact of these problems, and
how have they been resolved?

As stated in the previous question, SCE has operated a large wireless network in the unlicensed
900MHz band for over a decade and is able to manage interference issues by notching out certain
frequencies and relying on the wireless avoidance scheme embedded in the devices. It is extremely rare
that personnel are sent to investigate interference issues (i.e. FCC part 15 violations) in the field.

SCE believes utilities will successfully rely on efficient, affordable new wireless technology
deployed in unlicensed spectral bands. These teclmologies will supp0l1 a wide range of Smart Grid
applications including AMI, LMR, Field Area Network, as well as backhanl and secondary paths for
some applications which require redundancy for wired communications. The new technologies continue
to improve interference mitigation techniques, as many have studied. The key to successful wireless
deployment will be appropriate system design. Some of the design issues are being debated today in
industry standards bodies.

Unlicensed Industrial Scientific Medical (ISM) bands are a good choice for current and future
deployments of some Smal1 Grid applications. A wide range of increasing application demands are best
met with efficient new technologies, rather than with a more (scarce) spectrum. Although some claim
more spectral resources may be part of the solution, there is more than one way to address increased
application demands and higher spectral efficiency. By adopting newer, more efficient and reliable
digital techniques, without consuming increased spectral resources may result in a better solution while,
still meeting these reqnirements. Also, increasing efficiency and intelligence of ISM band technologies
(e.g. WiFi (based on IEEE 802.11), Bluetooth (based on IEEE 802.15.1) and ZigBee (based on IEEE
802.15.4)) allows for a better solution for scarce spectmm for other Smart Grid applications.
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SCE believes that well-designed, well-managed, reliable systems are essential to enhancing grid
operations. In addition, SCE believes that both the spectrum and wireless infrastructure for unlicensed
bands tend to be the most affordable and can be used to support the availability ofbasic necessities like
water, gas and electricity. By identifying individual standards groups that will work together to support
the advancement of specific standards for increased spectral efficiency and new interference mitigation
techniques, such as Carrier Sense Multiple Access (CSMA), Listen Before Talk (LBT), random back-off,
will further support the use ofunlicensed spectrum. Other examples of successful studies supporting
wireless deployment include SCE's own RF testing for smart meters, ZigBee fleld surveys (SCE Edison
SmartConnect™ Real World ZigBee Testing, March, 2009), Golmie's work at NIST, University
Bremen, Krishnamoorthy, work at Rutgers, Howitt's series of studies, and Peha in IEEE. l

d. What techniques have been successfully used to overcome interfereuce problems, particularly
in unlicensed bands?

With so many successful, broadly deployed technologies using unlicensed spectrum, interference
has been a topic of much interest and study. Although applications come and go (cordless phones left 900
MHz, then left 2.4 GHz) over time, new mitigation techniques (CSMA, LBT, random back-off, etc.) and
increased spectral efficiency via advanced modulation techniques allow more applications, users and
throughput to fit in a given spectral band. Radio interference problems can ful1her be reduced by smart
software and efficient coding algorithms. Most systems use a combination of these techniques appropriate
to their application environment.

It might seem that signiflcant interference will cause a well-designed communication system's
performance to degrade, but most current systems are able to withstand a great deal of interference before
they fail. New techniques and modulations allow more traffic to fit in the same "area" with more
reliability than before. As digital technologies continue to advance, studies show that successful
coexistence is possible, and becoming easier every day.

In order for RF devices to communicate in environments where interference is possible, two main
fundamental techniques are used at transmission-time to mitigate the effect of interference: frequency
diversity and media access controls.

• Frequency diversity can be achieved instantly via spread spectmm techniques or over
time by channel changing or channel hopping.

• Media access controls include Carrier Sense Multiple Access (CSMA), Listen Before
Talk (LBT) and random back-off, or exponential fallback.

I Specific References to litemture include:
http://w3.antd.nist.gov!pubs/golmie.pdf
hUp:llwww.ursi.org/Proceedings/ProcGA02/paperslp0108.pdf
http://www.ines.zhaw.chlfileadmin/user_upload/engineering/_1nstitute_und_ZentrenfINESlWireless/Reports/Avoiding_lnterferenc8_i
n_lhe_2.4-GHz_ISM_Band.pdf
http://www.ant.uni-bremen.de/sixcms/media.php/102/471 all nOWo_2003_vogeleLpdf
Characterization of the 2.4 GHz ISM band electromagnetic interference in a hospital environment. Krishnamoorthy, S.; Reed, J.H.;
Anderson, C.R.; Max Robert, P.; Srikanteswara, S., Engineering in Medicine and Biology Society, 2003. Proceedings of the 25th
Annual International Conference of the IEEE, Volume 4, Issue, 17-21 Sept. 2003 Page{s): 3245 - 3248 VolA
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There are also other error detection/correction methods that attempt to reconstruct interfered
transmissions at receive-time such as Forward Error COlTection (FEC).

For wireless communication given enough interference beyond the threshold, all communications
can be made to fail. In an environment plagued by interference, the throughput, latency, and coverage of a
wireless network will surely suffer. A wireless network's success in overcoming unwanted interference
directly relates to its design, cOlTectly anticipating and mitigating the types and amount of interference
present in the environment. However for critical infrastructure applications where latency, throughput,
and coverage must be guaranteed, operation entirely in public, unlicensed spectrum where interference
abounds, is not advised.

e. Are current spectrum bands currently used by power utilities enough to meet the needs of
Smart Grid communications? 'Ve welcome detailed studies and discussion showing that the
current spectrum is or is not sufficient.

SCE believes that both licensed and unlicensed RF spectrums have an important role to play in
the Smart Grid. SCE also believes it is vitally important that specific requirements supporting any given
Smart Glid application d,-ive the selection of communications technologies used to support that capability.

The history of new teclmology deployments shows that performance and bandwidth needs were
underestimated in early stages. While CUlTent Smart Grid deployments and near-term deployment plans
are tailored to an available spectrum, it would be prudent to begin the process of allocating more
spectrums to fit the expanding needs. While the timing is right to request an allocation of licensed
spectrum, SCE believes more rigor and broader collaboration in making the case for this spectrum is
required in order to be successful. Specifically, SCE is concerned with the position that licensed spectrum
is required to enable secure, reliable and scalable smart grid deployments as security, reliability and
scalability are not inherent in the use of licensed spectrum and must be engineered and managed as part of
any solution.

Electric utilities need highly reliable networks in places commercial networks are not available. A
dedicated spectrum is important to the utility's private internal communications system is greatly needed
for safety and reliability. Additionally, utility control systems require low latency levels that are just not
available in conilllercial networks. Finally, utilities build their own control systems to survive disasters
and remain up and running when all other communications systems are down. Further, telecom service
providers ah'eady own and operate networks. There may not be a need to deploy a conununications
system for the smart grid ourselves, if carriers can meet our reliability needs. Carriers are already looking
toward their 3G and 4G networks to support future smart grid implementations. Several are beginning to
deploy their 4G networks this year and plan to utilize them for smart grid technologies. SCE believes
competition will provide a strong incentive for robust cost-effective altematives for Smart Grid
applications.

f. Is additional spectrum required for Smart Grid applications? If so, why are current
wireless solutions inadequate?

i. Coverage: What cnrrent and future nodes of the Smart Grid are not and will not be
in the coverage area of commercial mobile operators or of existing utility-run
private networks? We welcome detailed descriptions of the location, number and
connectivity required of each node not expected to be in coverage.

ii. Throughput: What is the expected throughput required by different
communications nodes of the Smart Gl'id, today and in the future, and why
willlwon't commercial mobile networks and/or private utility owned networks on
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existing spectrum be able to support such throughputs? We welcome detailed
studies on the location and throughput requirements and characteristics of each
communications node in the Smart Grid.

111. Latency: What are the maximum latency limits for communications to/from
different nodes of the Smart Grid for different applications, why wiII/won't
commercial mobile networks be able to support such requirements, and how could
private utility networks address the same challenge differently?

IV. Security: What are the major security challenges, and the relative merits and
deficiencies of private utility networks versus alternative solutions provided by
commercial network providers, such as VPNs? Do the security requirements and
the relative merits of commercial versus private networks depend on the specific
Smart Grid application? If so, how?

v. Coordination: Are there benefits or technical requirements to coordinate potential
allocation of spectrum to the Smart Grid communications with other countries?
What are they?

VI. Spectrum allocation: Are there any specific requirements associated with Smart
Grid communications that require or rule out any specific band, duplexing scheme
(e.g., FDD vs. TDD), channel width, or any other reqnirements or constraints?

There are six challenges with traditional carrier operated commercial network services for the Smart Grid
include: coverage, performance, security, and reliability

i. Coverage: Outside ofurban areas the coverage of carrier networks is inconsistent and
alternative solutions for the gaps are required for grid network operations.

11. Performance: Utility services should not compete with consumer use of the network,
particularly under emergency situations that will create congestion of the network when it
is needed for critical operations.

111. Security: The security of commercial public carrier network needs to be able to support
NERC-CIP utility services and the Quality of Service (QoS) necessary to support critical
applications.

IV. Reliability: Commercial network services for critical utility applications must survive
disasters and remain in operational when all other commercial communication systems
are down.

v. Coordination: There are no technical requirements to coordinate spectrum for utility
operations with other countries. Also, as yet there are no clear cost-economies for
dedicated spectrum versus public canier, assuming public carriers would offer
comparable service quality.

VI. Spectrum Allocation: High frequency spectrum carries more data but at a cost of lower
penetration and coverage. If the given channel width is not wide enough, an FDD guard
band would take up much of the allocated spectrum.

i. 2.4 GHz already offers a worldwide band. 900 MHz and 2.4 GHz provide for
harmonization as well and systems utilizing both are in place. Canada approving
and deploying in 1800 MHz, means this should also be considered, though other
factors must also be weighed. Wlri1e the benefits of harmonizing with Canada are
clear (proximity, interconnections, etc.), a 2.4 GHz has similar and 900 MHz has
better propagation than 1800 MHz. Consideration should also be given to
reducing market fragmentation via more global harmonization. The broader the
regional consistency we can achieve, the larger the volunles and the lower the
cost for a given system. Further, more global inclusion means having greater
confidence in devices and systems being well-proven, and the viability of a
healthy, larger multi-vendor ecosystem.
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g. If spectrum were to be allocated for Smart Grid applications, how would this impact current,
announced and planned Smart Grid deployments? How many solutions would use allocated
spectrum vs. current solutions? Which Smart Grid applications would likely be most
impacted?

If spectmm were to be allocated for Smart Grid applications, it is questionable if it would
accelerate nationwide Smart Grid deployments. Companies like SCE have been deploying smart grid
technologies for decades, using a variety of communications technologies. If spectlUm were allocated, it
could be worked into utilities' rolling deployment plans as diverse project timelines, cost-effective
product availability, legacy support and budgets allow, assuming the allocation matches the Smart Grid
application requirements. Any requirement to utilize the allocated spectmm for a specific smart grid
purpose could result in legacy issues and stranded assets. It is important that we remain focused on
application requirements as the key driver, noting there is not one communications solution to fit all
needs. It will take a range of communications technologies to meet the diverse application requirements
of the smart grid. This is complicated by the fact that communications technologies will continue to
evolve, with some technologies transforming into a new generation of the base technology, and other
being replaced by a different technology.

Question 4:
Real-time Data. The Smart Grid promises to enable utility companies and their customers to
reduce U.S. energy consumption using a variety of technologies and methods. Some of the most
promising of these methods use demand response, in which utility companies can directly control
loads within the home or business to better manage demand, or give price signals to encourage load
shedding. Other methods reduce energy consumption simply by providing consumers access to
their consumption information, via in-home displays, web pOlials, or other methods. Central to all
of these techniques is energy consumption and pricing data.

a. In current Smart Meter deployments, what percentage of customers have access to real­
time consumption and/or pricing data? How is this access provided?

In SCE's Edison SmartConnect™ deployment of approximately 5 million smart meters, 100
percent of the customers with demands less than 200kW that receive an Edison SmartConnect™ meter
will have access to real-time consumption data. The real-time consumption data for SCE's Edison
SmartConnect™ meter is defined as data provided in approximately 10 second intervals. Customer
access to this real-time data will be provided through the Home Area Network (HAN) interface via
ZigBee or PLC which may be displayed on an in-home display device. These devices will also be
capable of displaying price signals so that customers can respond appropriately to such signals.

b. What are the methods by which consumers can access this data (e.g., via Smart Meter, via a
utility website, via tbird-party websites, etc.)? Wbat are tbe relative merits and risks of
each method?

For customers with an SCE Edison SmartConnect meter, those customers will be able to access
consumption and pricing data through the HAN interface, the SCE website and through third-patty
websites. As referenced in response to Question 4.a, the primary method consumers will be able to access
real-time data is through the HAN. The data provided to customers from the Edison SmartConnect meter
will be displayed through devices such as in-home displays (IHDs) and programmable communicating
thermostats (PCTs).

The benefit of each of these methods is that customers will have access to consumption and
pricing data that will allow them to make well-informed energy usage decisions. Accessing this data

DA 09-2017/GN Docket Nos. 09-47, 09-51, 09-137
Page 16 of 19

Southern California Edison



from the HAN provides the benefit of allowing immediate access to real-time consumption data and
price/event signals.

SCE website will provide hourly data for residential and 15 minute data for conunercial &
industrial customers for the previous day and over the past 13 months. The benefit of accessing
consumption and pricing data from these websites is that consumers will have access to more information
and various programs and services that will allow the customer to make good long-range energy usage
decisions. For example, consumers may be able to take advantage of energy consumption analytical tools
at the SCE website that will allow consumers to enroll in SCE energy efficiency programs that reflect
their energy needs.

The relative risk to access consUlllption and pricing data through each of the three methods
pertains to security and privacy of customer data. Accessing this data through the HAN and the SCE
website presents velY low risk as these risks have been mitigated through the security of SCE's domain.
Third patty websites need to be held to the security standards to maintain the privacy of customer
information.

c. How should third-party application developers and device makers use this data? How cau
strong privacy and security reqnirements be satisfied without stifling innovation?

Third party application developers and device makers will need to determine the optimal format
for consumers to use and analyze their consumption and pricing data. In terms ofprivacy and security
requirements, interested market participants are currently participating in automated data exchange
forums such as the NIST efforts regarding Smart Energy Profile, Open Automated Data Exchange (ADE),
OpenADR and Cybersecurity to develop industry standards around these requirements.

d. What uses of real-time consumption and pricing data have been shown most effective at
redncing peak load and total consumption? We welcome detailed analyses of the relative
merits and risks of these methods.

As SCE's Edison SmartConnect meter deployment (which commenced in the third quarter of
2009) progresses, SCE will most likely gain information and insights as to which programs and services
enabled by Edison SmartConnect are most effective at reducing peak load and total consumption.
Furthermore, as discussed in SCE's Edison SmartConnect deployment application before the CPUC>,
studies have shown that when consumers can access timely feedback on electricity usage, they respond by
reducing their use to save money on their bills'. SCE expects that the energy usage data and information
made available through Edison SmartCOlmect will enable this energy savings from its customers.

e. Are there benefits to providing consumers more grannlar consnmption data? We welcome
stndies that examine how consnmer or business behavior varies with the type and freqnency
of energy consumption data.

Please refer to the answer above in (d).

2 See A07-07-026, Edison SmartConnecfThI Deployment Funding and Cost Recovcty, Volume 6 - Energy Conservation, SCE-6 Enata, December
5,2007. A.07-07-026 was approved by the Califol11ia Public Utility Commission on September 18, 2008 in D.08-09.039.
l See March 2006 EPRl Solutions, Inc. repOlt "Direct Energy Feedback Teclmology Assessment for Southern Califomia Edison Company"
prepared by Lynn Fryer Stein and Nadav Eobar. See also, Ootmio Energy Board Smatt Ptlce Pilot Final RCPOlt, July 2007 Appendix E: "Load
Impact and Conselvation Effect Analytical Model"; also "The Effectiveness of Feedback On Energy Consumption" Aplil2006 by Sarah Darby
for the Environmental Change Institute at the University of Oxford.

DA 09-2017/GN Docket Nos. 09-47, 09-51, 09-137
Page 17 of19

Southern California Edison



f. What are the implications of opening real-time consumption data to consumers and the
energy management devices and applications they choose to connect?

Real-time consumption data will enable customers to understand their energy consumption
patterns and better manage their energy use. SCE has worked in the standards arena in on our system
design to ensure customer confidentiality and security is maintained.

Question 5:
Home Area Networks: We seek to understand the ways in which utilities, technology providers and
consumers will connect appliances, thermostats, and energy displays to each other, to the electric
meter, and to the Internet.

a. Which types of devices (e.g., appliances, thermostats, and energy displays, etc.) will he
connected to Smart Meters? What types of networking technologies will be used? 'Vhat type
of data will be shared between Smart Meters and devices?

A wide variety of devices including thermostats, lighting controls, energy displays, appliances,
pool pumps, plug-in electric vehicles, distributed energy resources (e.g., premise-based solar photovoltaic
or wind resources), premise energy storage units (e.g., battery appliances), and energy management
systems (EMSs) may be connected to Smart Meters via a Home Area Network (HAN) interface in the
meter.

There are use cases for HANs that bridge the Smart Meter and other information providers (e.g.,
OpenSG HAN System Requirements Specification vI.044

). The key application for a smart meter­
connected HAN is near real-time consumption information. All other HAN applications can be provided
through non-smart meter HAN gateways, though as universal providers, Utilities will likely provide a
default channel to these applications via the smart meter HAN.

Depending on the HAN Architecture discussed above, many potential hardware technologies may
be suitable to enable HAN applications. However, based on a variety of commercial and technology
requirements, SCE and many other Load Serving Entities selected an IEEE 802.15.4-based HAN solution
to enable the smart meter HAN gateway "under glass." Other candidate technologies SCE is testing is
power-line carrier-based technologies like HomePlug.

Data types for the HAN are enabled at the application layer. SCE and other Load Serving
Entities have selected the Smart Energy profile to enable this functionality. Smart Energy profile is a
National Institute of Standards and Teclmology-designated Smart Grid interoperability standard. It
designed to be platfornl-agnostic and supported by any hardware technology that is capable of Internet
Protocol transmissions. Smart Energy profile supports secure communication of demand response (DR),
time-of-use (TaU) and tier-based pricing, text messaging, and instantaneous consmnption and production
(e.g., premise-based distributed energy resources) data between smart meters and HAN devices.

b. Which types of devices (e.g., appliances, thermostats, and energy displays, etc.) will be
connected to the Internet? What types of networking technologies will be used? What type
of data will be shared between these devices and the Internet?

As discussed in the response to question 5(a), most HAN device applications enabled through a
smalt meter-cOimected HAN gateway could also be enabled via an Internet-connected HAN gateway.
The exceptions are applications involving near real-time energy consumption information, as it is
impractical and not cost-effective to backhaul this data through the Utility AMI communication system

4 http://osgug.ucaiug.orgiutilityamilShared%20DocumentslUtiIityAMI%20HAN%20SRS%20-%20v1.04%20-0/020080819-1 .pdf
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and make it available to a device in the same premise via the Internet. Local HAN communication
through the smatt meter is much more practical and cost effective.

Internet-connected HAN networking techuologies will likely use familiar Consumer networking
techuologies (e.g., Wi-Fi, BIuetooth, Ethernet, Wi-Max, and powerline carrier) on the premise side ofthe
Internet gateway. SCE has observed many product manufacturers designing network bridging devices
that bridge smatt meter HAN communications with Internet communications. These devices often have
whole premise energy management capability as well (i.e., Premise Energy Management System) or are
integrated into existing Consumer appliances (e.g., home broadband modem, Wi-Fi router, cable set-top
box, security system console, PC-based devices).

c. We welcome analyses that examine the role of broadband requirements for Home Area
Networks that manage energy loads or deliver other energy management services.

SCE views the Smart Meter HAN interface as a node on the customer's home area network and
we expect the current consumer product innovation to continue to identify ways to leverage the 10 sec
meter data and price/event signals with other applications to create real value for customers. We do
however, envision that to support zero net energy homes that may include premise energy storage units
and solar panels with intelligent inverters that broadband interface may be required to effectively integrate
into grid operations.
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