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Subject: FW: Blog

FYI.

From: Ronnie Cho
sent: Tuesday, October 20, 2009 10:00 AM
To: Jennifer Manner
Subject: Blog

Federal CommUlilcatlOns Com . .
rnlllSIanumce at the Secretary

Hey Jennifer,

Here is a comment from the cyber security blog.

http://blog.broadband.gov/?p=587#comments

Also, I sent Gray the youtube clip of the President talking about "cyber security month" and will let you know when
it goes up
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'< A Nationllt Broadband Clearinghouse

Cyber Security
Or.It)hr:r Hitl' 2(1,1'1 by Jamie Barnell

Low Country Broadband l>

Tbe recent Cyber Security Broadband Workshop was a fascinating discussion, featullnq fldnelists from a divNse group of backwounds and

pctspective~. We explored solulions and dlscusst'd many of the challenges thilt ~~overl'n1t'nt .and ttH' prlv<lte 5eclot f<lcc in achieving cyhcl security

as d. matter of public safety and econor11lc security. So much of our lives rely on the Internet and the need to secure our online infr<,struetur~ is.

critically important, so I want to highlight just d few take--aways from the workshop. rh~ ~)(pert'; agree that cyber security IS not cl bdrrier to

broadband deployment, but methods of prevention, detection and restoration must c.Gntinually be developed, The public must have ~nowledge of

what cyber attacks are and where they may corne from and stay alert. We alllT1lJst do our part. As technologies get more s[)phisticat~d, 50 do the

threats.

Our panelists acknowledged the need to expand eyber security awareness and educ<ltion tor consumers and provide user rriendly tools llnd best

pr.lCtices to help protect personal COmplJter\ Dr. Don Welch noted that the return on investment for cyber security, for both pri",ate and rublic

enllties, is negative: in other words, all thl' money 11l1d resources spf'nt to protect systf'ms go to 0nsuring that nothing happe'1'> fht' bUSiness

(OmmLinity and government face the chall'~llgt' of irnplf>TTlenting robust cyber security solutions without severely stifling innovation or JI~value the

user experience. These were just a few Interesling ilem~ of discussion from a conversation I hope we continue to have as the bru.H.:!b.lnd pl.tll is

developed. A key measure of our SlJcce<,s l!l this ar~a will be the degrf'.e to which we help incr~ase the American public's knowlf'dge and <JW.lrent>ss

of cyber security and the ac;tions they can take fa protect themselves and their privacy. Please feel fn~e to contribute to the on- going conVt'lS.ltion

by shaTing your comments and questions. 1'1 C;l~e you rnissed the workshop, yOll can view the presentations and materials here.

4 Responses to ·Cyber Security"

Jim Lippard 9aYS:
10/15/2009 at 11~29 AM

~[ll·. Don Welch not(~(j that the return 01' In'Je.,tment for cyber security, for both [>rI ...al£' ,111(j ptlhli( entities, is neg'3tive; lil otller words, illl the

mOlley and resources spent to protect systems go to ensuring that nothing tlappens."

Thdt seems to me to be <H) incorrect way 01 rrwdsul"lng under which all Investment ,11 'nrrastruLtur~ has negiltive ROT. Security '5 PiHt uf dll

Infrastructure that 'enables~ delivery of services in a. robust, reliabie way, b:f guar<1nteelng some deglee of confident,<llity, Illtegllty, ,lnd

availability.

If security has negativc ROT undN this argument, so does redundancy and resilicncy. But nohody argues ttlilt sland"rcl features Df datacenter
buddouts like redundant powel and bandWidth hds negiltlve RQI, do they?

Johannes de Haas says;

10/18/2009 at 9:17 Pf-l

lsnt CybersecuTity the jurisdiction of DHS7??

Tony Rutkowski says:

10/19/2009 at 4:15 PM

How can one credibly assert that "A kl'y mea:;ure of Ollr ,uccess In thiS Mea Will be the degree to which we help increase the AlnerlciH: 1)l.lbltc'~

knowledge and awareness of cybE'[ sN:uflly and the actions they can take to protect themselves and their privacy." Thilt'S a meaSiJre 0/ domg

nothing.

The Commission needs to take steps to ··t!<lke cyl)NSecurity into the Infrilstruclure by implementing an array ot security ilnd IIj~lltlly rr.<!rlagcment

requirements that all providers must Implement, and do It together with other nations who are facing the same cyhersecurity cri51~. As to wl1at must

be done, the CommiSSion can begin using the new Cyoersecurity Command to provide the specifics of whilt must be done.

Daniel Purodean says:
10/28/2009 "t 5:51 PM

Hi Jaime, if <':11 the money and resources spent to protect systems go to ensuring that nothing happens, as Dr. Don Welch slates, then how do you

m£<aSlJre success? How do you know thilt things are heading along the right path and systems are being protected vs. 110 Iji1e havlnq tned yet to

-
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