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C1,lr~.tltJr an:~p(lrt~ilt Jcbatc;cxists ab~Jut ~hf USC;dCl'P' packet inspection. (Dlm~bascd fi,IU'ring' s>'step:is, gy, !nt~i~~f ~rr::

viteprovidcn (ISPs) lnd'the relative meril{al}d JCt!lcrits' ~f fu~h'~r;lem~: The 're~erit papl"~ by~tl;e ~·dvo~acfg~Q!./p',"fi~~li("
K [lo~'\edge, "rord~g rhe-"NetThrough' Ii Sieve/"represen:ts'o'f\e sid~ of rh'e [)PI debate.]< \Vhi(e: orr ,6PI10~~\~Hke'tb'rt;fyori .
~;;\(;ti~oa! ~~~s $'uchla~:f;t('ch~(}16gicill a~rti~ l"1C'~~",~~d ",I~IM: r~~itives" anrl to ~akc :,~rio4~ ass~;npti.o~~ ab~U'r sts~m p~l,
.fm~:ince ~ffect'l:, in fm piracy mitig~~on''''i~h ppr5!eaJ~ with asct of issuell,~irtllalIYidet:ltical to thll~rg~ijnoif·foll~~i~m.t)<'
1u5~~~n'<o~ yU~ 9c:c'.rion~a~~, riliug~c!~:;;:~;:~ :,:! <;;;:',,' "" .,"';~ '" ":.:";;'?: .":;.)~,;~~~ "'j," ;:' t, ;~.~,' , "':' .iJ}~;':\ ,::,:~t~.· :~', ~.: :"~'
Like DPTvemk,rs, ani:i-viru,.manufllcrurt'rs are cnKa,jl.t-J ina lechl\~llogiclliarm~ i~cei.vith"vituscreaton,., v.:hn rel(on highl}'>"

, :td)'~oc~~i., ~pen;soll~('e Pi?dllF~io~ sr~te~~ tu' (~v~lv~ l)~tcr 'viiu~C!i in ~~~t;td~~~ape (llfl~~tjon ~n~ ~~ov~I;J3.'r.:~';;i;e'51.!i;"-'· :,
,.?u~Jy.argues r~ar persQil~l c;()mpu~er uSe~9.,sh0l!ld stop usiog ariti-virus sof\'.~'ll}~ ~eclluse M the clJlllletlge~:tPkeep~\g~r~uS'. ;,
.. sigo:atures ~ndde~e~tiMLatgo'rithmi up to 'da}c: Rathe;, user~ are'arlvi~cd r~ r'~ly on .':l1!-ltiP1c: sy~te~lS~! 9C1~ct~of,l;a.Ml:§1(i.v?-', ';, ,

" in l~ght of the deticiel1dell of each Ruch sv~~. Similarlv, no credible $ource .dVUlell u',erlll1ot to emploY anti.vicu:.r software "
, "eo- •'\. (~ • ' ~ I,.. ~~ , J". :: ~ ' ? ~ ~. -f"';,,' <~ " ' ~ ~'~. ~ 'y... I ( >

, b"c5}1I~e t~, Janglr~ ~f navJrlg lhci~ cOmpU,tCi:d ,~ijl1c;~,cd)y ;t bo~~ta~ 9U loW; :rh?!lC ~lf? ~uffcc ,most £;oO?~~?tll~tlj,~!C,F·t' ,": '
,tatgets vfbotnct abUSl" such as distnbutcd dcniarof service attacks, inJ not those whuse compun::r.j arc hijacked A:concern fil.t::" '''', \

,1:.._. ,,~ "'.. '~~. ' >_~ '. ~-'~. "_ ~, > • ~.} '" ".'. .c~ > _. >J',~ ~, '. v ~~~ .. ,; \: ~':~~. c ..... ,;c.:",
...t:g~·overall ~a1di of tlic"Inkn~~t\!c9$y~ttm ~rgue~ for aggn: ~91¥(: tm:kiog a?J'remuval Of,9YC~ dU<:its( ',~ •V' ,~J~;:c,j~ ,k' : ,". ' .,

. ..... '::::<.J, .;/ ( "",': ~,::' "-;;.i~!:~' ~,< :~"i":'~'/>"',- ':', ,',,;',.' 1, .', ";' ,< /" J, i ~;-::-"" ~ ,:~;i;":': ~,:d':J~:ft:~A:.1:~~:':!~;;';;i .
"U~~~,!~r"a?t~c;~t~~?:i~Ii~, ~rgue ttls:si~ortc9":ifltl:S>of:qPI~~~e~,C9~!eI\t·,te.~p~i\ition,sys~~~ t~.~:~o9~~~~f ' 'iFur,te!lt~:S~:
. *<inc;nrniry~~';tn~ un~~ririm.at:, ~heirilot.~l}tia!b~{',e fil,~.~< rr~:l~ul:~tit ~~:1~~ ;~ep()rt 9~l~~'i £O?~jlf~~'~ ' '~~r.~;~~i">"';:: i
, riHln,that C1aimi that conteht'.recogrUtion,will,reduce'lnternet netforoiance; 'viOlitl:! \1."CU-'establisned-'l'trioCt -,'
.~~.~~I<~'t~. -,' ~~~> t<~~ ~>"', "'l0"}-.,00..-'~. ~<>'>-"';.~;,. .>:« .~:;:, <,"f:';" y ~ ~J':

, pnvac;" lLnd free speech; ,VlOlatc the Inttrne:t archItecture, and ra.lSc dic,pncc of Internet aa;ClIIl, all the: while
~, ....", ... ,~ ..~(.,'? 'c. ,", ....<' , .. _~ •.v y

'. ~', "'" • > ,"; ...,,!,, • ..- ::: J ~. y.:- ~""" ;5'"';" '. --.."

-rights holdcrintcrcsu:in anpigniliauit wiY. "Public KJlOWkdgc summlrizcs thl.: harm~ liS, follows:St:"f<', 'J
"; j ,+ l :"~'.,A;':':,: ',';'::~>!i (~. ~~ ';;, <~:$!;';Jf; ~ '"fc: ; ::/ .~; C?'~~': ;"c' 'i ;':\,~'(~;i~t::"~:~,r;~r::;;.::', ,.:: >,~:; ,,

'. ~,~': 1, ~~opyrlgh~:filtci8, are b?~ }indeii~clu!I!"fe.a~~oi~tin,c,lu&iV~ ~eopydgl,ti, til~t will fai,l w~idC:~~fy:,
'. ,. lawt\ll;o ruli",anteti Cp" tiDt,while h'arm ing:~<lwful!l~e8 of c(nuei).i':" ," F ::) ':';W,c:t;" ,:' ;'> i5,
,~' ~:; "e\,' :,,!,t{< ,\,' ,\ "'~/';"i; ::~?,." ";0' ;;t:!~' :i.,;:,:;\:.,::~:,,~;"6;;i>.~)s?,,~~~; :;ij~~ ~~::';:~!; ;"' ,­

~;,ch:ro E~~;c;i;Cnfth~~'t1'lisc9~~~~:;C?~~~~~l~!,~il,l1t~ieJii~~W~~nt;Tn:(';C:~t~}\?~~~f~'-c;~,(
, Of p~to~,olS gnt_~j:I~t~~;tyr ,?,a.l1y.ot~~/:;r;R~~F:()~~~~~ li~i~ do. n~~~>v:iliiare~sh~.
ab,;tn~t~w,~, d!(lCLfc..~b,utqt~l!-laflCutgJliC, Jymc:r P.fiDVuIc,l'a .. ana

" that theharinloAmtitlcaisod~tjitr9mdigihS '"'isJame,~nd,g~' "yn
;.:J\;";~",,,~.., ~.'~'(~~,,:c_ ·.)_~{.xc;.:, ..... :~,...'l.--:~ ·y"",'~;~L·7!' ',. '"i,.·~.. )·_,,"'"~'~~H~'_"'·:4" "",.:;;

. ", ,~?lltt:ntrecognJu91l;SrSt,~s;atenoJ~5Sper,£ect't personap1l,nu:.y. ,,' .. , ,9;1l0~.'.

. ; ::',fediJlologY-;;6theYare h19h1y;vsef\ll 'f?l- t~~'pi;t'Pos~ 't1¥'!lich.rl\/;\y:~tid~ti~~~;~~'{mpe'r(ect .
\'" , ~ .. , ."<~1C --'"' '.~'" ',~ clt _, , "-'<"',,. '.:',.'::":"'~ 'tl' ....•• ~':,:~".-..-c::;._ ...( V::·'{'~':-~' .. :'i"~~ '1<-.,:r':"'~_~' :'~_"""(';" ',.,~'.''-c .:.<-.~,,,:~.,

, ,;,' p!r,~rgues fo.r~r'?"1rslght tit ri)sppnsjb,I~Re(}pl~~a ,~h~ni~p\s;Jti~S~~ltai(lh,etwr;tfa~ ap~:Orly.

, .gy~~ huY:incQrrectlyflag.~oin.e liiwf~riciniacrio',,iii impe[at~th"~ts(ifqsyni!ffiS'iripqtal '
~ ~ ~ '''c ~. \'1 ~'''' '. ~ ,_. .,':., ..,..., ." '., 1."' ~ ..: "" ._. '~,:." ( ,~,: "~':'/'

, 1~:4on$ 'Of~puni~vc acqons, agaipst's~~§pccted plutes ~out Q~oP~~4~aovc~,sighr;:~i,{~

':pr~bii;W more th~n ~ t(~~iUc:dQ~cjhc'n~~'itW~jppropr~t~to'apP!ypur/,kn.~hnl~jli.(;Q"n,trl;is·til jC~' .. ,

i; :~ih~:~~4;'~~;i?,:e";i~i~~;1~i~~~~;~' "'::"::~~F~~'~i~~':::"'.:;·~':':' tP ~, 'i~;;~~9~
, . P~Ylm;tXQ':trube ~P,q j;~mlla:r ,~1'V~ce$ tlW li"ost'us tcd cpf\{e~t, (r m· (}I'ffl.'

.., ~ ¥.'_ . " '1-;4'r. '.':~ .... :,- .1·,d:r:r. ";, "{It·,~ ~~ -':; .;".' ·,<\:'.,H~§~:·;· c2~""!:'~'_":~';

, ! ;;f9, be effi ,1\(l:N~V:E A:;?ntent h t9;ltup

<: :~%rib4i;'J' 'pat{ '." ':Js,i,\n}a;!;6~"
~ jmusta!b'(;,sitd ". [Wat

,,' ;;;:;jJj;U ~" j,,'C;;tc", ,,,' y,,4Sf:,"<::':;;2~t~~~((:i,F:'
• >, P" '2: ::'CC!", ,rig~t fi,1ter P~o~~&siog' " ~ ~,'c', < /<~'n ~Itej~,wi'l ~Io:'!l ,

"ID!,oyati~n ~Qd i~i,~s~eQ~,an.d h~.~~;ing~~~.~<~1;'.~iJl~81e. ~d ~!c1IQ

:i,gi'~:~;Siii5i,s~;~;;;;~~~Z:~~~~D~deiJ~;J~il~a:(~~!11~it~~~~~~~t~~:~;~~~e, ,,' ,.aree~~l;",,;
tiple tUnes!).... riJ~!~t fOll!Ctlf and switdiei.lntemet routing is II. pilttem:1rii"'t<:hing actl'Q"iiy th$[ ex'ttait.H. de~

c' ..~.""~ /"",. ~".' • (,,:,~~> ',' <,:', ~\ "," '.( ~' ,)' .r"" ~""" ,;=-:.:;'C; ; . "~ ":r~. ~ .:' -. ""_" ~ .'" ~:""."'~~':'

a?drcss!1n~ matc~c~*q9 ijJ.Jlltl'rf2~by CU1l!'fl#rigl!r i:ablc,nfnctwur!i !\B'!i:c ' ;la{;~·i.ll~, " '
. fjlat'pctf~rfus<tuutiilgtyplcafly;ruiis 'afCio~~ t~ ."w'<: ,;;rtllc~ritcatwhtcb" " . ,transit'

• < .' tidhhitiF~~Cc~~kn~~ijk:aM~p~c,~omfco~t~~ttee " Y~rt~;~~'Gse pa><~s~~~ing)¥PFfi)nn , <

<m~ttiiln~ a~i~vil~es.(b~Y~~j~he des~in~'~W ~~~+Qik a4d~s~litthe;~~ple\iri1e that:-~~#~rq~.~~ fUqftiOti~~ " ,',.~nj ': t:, .~ '
do I)ot add d~lay{ 0,l~r, less eXpe1!5lVe Sl'~t~ms se!lda,copy of e1l;c1tpa~ket to ,be'e)Camutro to an flut·ofoband ~yslem,t"l1:t~et.·· ,

, :~: ~o~lm II nalys,~ iniis
J
o~!~ttrne" Since these sY5~ are'~Qf iii rh'eT<:ri'Wl! tp.ing:parhQ~riet~'ork ti:l{ffi~ ~~e{~I~<i' ~:pd~ ltdd"de~y(' '~' ~'"

, ".,',' "':\';" "'X',," " ; ,<' ·,::t,S\'". ,~i'j:'~:''''''::1;'/:"i: "i/~i:<,,~t~K';~\'~I:~~:,#:~,!;:;<
~c.~ , ~ <~

PAGE 11



}~ ~_ • ,""~ c '.

"'~'",",'.", ,k",' ",'.,"',';,., L: ." "i< . •L':'~~<~:]~~~~>;~:'
,'c The'flUfpo~cOf eon,tt:n(rccognitiun ~ystcIDS is, to rcdtic~' the toral ~mounf ~f unlatVfUl transac~oris *8J ~w¥l~., ','.",

t~c torw:ln,iiflg of specifi': unlawfulpackch.'As this i~ the goal, it i~ ~implyneccm.ry for thy cigh~sb.o~dc'qit: •...'Oalib~t.t
wi: to IJc~tif~' the ~rson~ ~bo cnia~cin' su~'h t!l1i:\~a~ti~ni.·not t.o ;(.~ogni:.:c· illld ,SUPp[c;s~'cacK;ao.d'ev.~·';),ii;i.t~~:p~~(·

-'.disrupting the t~J'nsa<:ti~ni~%~gC)al, i!,ca~ ~crt~i~lly~bcma~pli~h~dby~)'siemsthat require dew mlh~( H~ssi1r~'~~':
:nation to:-'-ei::ogni;,e thar ~ 'p~rt'ic:ul~r ih-pr~gr~~s' siJe~nl'cout;\ins unla..l.·ful ~ont~nf. fllr ex:amp\e:,Thii;p~ 'llitoHn$g' .

. rines,}lotaffeet the rim'eiin~~~'~f tFie (l\~er.aU lranifei:;'it is' sjmply,ri:1icti~~ t~me on, the part of rhe, ffi""'., r" p,ai1i~iil ' .
. • ' ' "t" ~ c'l" . r'~, ~~', "', ,;"'_, )~__/~ ~ ~ .:_ :1-~:' _ Y-' L,. c. < ';< <. < ;. ~,.{ c,. ., "<.> ;r' ':" >, _ "fu:·~-\.. ,;' ,,)-%c

, widely ~~,ed' ;\~dlbje Ma~~'jt~relll,~~t n}~~~~ ~lgit,a!,AngerprtMSisari oUJ~of-band/Y8telnt~at h~~in~/, 'n~ct,qn q

,r,:,rf~:,~~n~~~,:(~,~t1,>' :\,,;,:; '~':' :::o;;»~',,":~:> :' ,:<:', ',}' ~ j :", ", : '< "~:' ,'" ,',' , )~:~f'¥'
" ' 3. ' "Th~ 'i~p'le~entati~D ofco~;i:ig~t Iilte;s'wiu ;esult in a'tec:hn~l~gicala'r~'ll race. Users'~li'~

, ~ ?' ~ po '- ...... )'- • ~< 0,_:'., "-~.5;\ ~ ~< ,~' _ I ~,~ , •. ~ -' i·. '"",tc
, .. r-~,_.;,'_ ..yY"'~ ~"). ....~~'"

vent the filters and the acChtteClso( the.fihen will.find themscIves,caught ina costly.',unwl Ie: at

',: :>,'; ~ace.D,;: ':~,' \, ')~~ /,,' :::{': ~,'\:~~>~f~ ~f:~ '<;;~':~,',~,~ ","'" ~;.,~~;,'I;~:'",:;,:<:rf~ ~~:~~:~J~
Thill critid~m L'l extreme})' \wak..\l\f J;.~11 orte1:!1nologyJn the intcrest ofjllw,el).mrcemelu fllce~ att~mppi br law.btt!,I1!«:~

'< , .J' .' ..... _ If -, c; ','" ,., ,. • .." I co .' ~ ....~~ ~_ - ", '.~< - ... \' -it. {~~:(- ,_' _~- "_ ~" .0' lv'
,dn:umn(n[ ·[he sysrem; bank[obocrs wear Masks 1ndburgb.[s litter dime sCenes with orher pcople>;,c~ttC butts; ~~wt,;

I'I }"" . ,,-' >0 ,,," ','; : > ~__,/- ,,"'-' ", "- ,", '," _ "",-;"~', ' .. " ,,- ,~--::,~ :,-:-~~.,. ~,_,.v'--'~'r;_'i(:·,:

9till track !llL:m.ci,o"fn aild pt[]Sf'cutc; th('ffi;. Each ,tt:cbno,IQgy,tbat ~,?pIDr5 patrei-n ~eeDl;nitio>~ mu~ he pc~g~~i~pdat~stt~{'" ';" :, 'j
keep up with the \lUtc ofthe ail in crWfnality. and~thc c<,l:m of~C!in~ ~o prqlhbl}' dL'Cliric with' time an~ Cjtp\!rienc;:~:~-\iiti:yijU~'{J, ' ;.,

:sj'stt'ms,i~,~iftii;~at ~l,~L~t~ lI~)up,~,~ted,o~' ~ rij~at,~~9iS u~'~~;~aih,eff~~tivc{;,y~(thcy:~,wi~C\Yuse~z;a6~t,1I~?1'e~~io';i;s:::.' .
• cb,a~g~, ~~. ~:\~~cn~l)ltn~,~pt{'~!.~ ,'l!~?h. ~!~!=.r~~er It ~ ~o~:nrl.l.~e,~:.M?n:ovcr~,If~?7,~~~S,~l!r bll!?;~~~t,~o~t~f;f~?~q\S::;<:,
,.' "'~se.r,s'!(~:~:<.P!?t;~)w~,:~~OU~ r'1?~~~bett~'~r,~I1?~I?gylrt?~~f'tO~~~~,I~ p~~~t· Simply s~n~g'~~t;~,~r P1\~~es): t~~;:. ,

" WIll CM!!,?UT,tp,~c.' betrer ~;h'llOI()gph~~ c:ol:!~N,ltfi'?ets ,~1}1:J~1)~ sl}~1;1Id gIVe up' !,~ ~Il d~~J~re, fll'tfY' ll.}~t~Utabref-<,»" '

rrjCI,i~~<\>F'; :r:~;.L<~: '::.~. :'~;:,<·7:;{~:~;>;~'~i:.:', '. ~ ,,{ :~'::;Y'~tf':'~:>~, '",,:, -,,:~:' .' ~ ,"', ~..:';:~:;'~~(~;;;::%'~~~~ , ~- ,
" 4;' ",C~pYl'ig~ fi:l!e!s d,o. ~~Em,ll.ke,.~co,nom,~~:~~>nse. THe 'm~iJ.et~~ ,~?II,,~S ,allllociated,~ith ,COPYf~~.t>~~l~

. ,( r~c ?!::Itye1l1'h: nny perceived ~ent,Ii~.~:'·,'" :} : • " ,. '" ",';,'j, ;.,/1
"/~' ~'>~1' :~:Z:?>< j:c~:':~~G :~:;;,J" '-' ,~):'i, /~;~~j~:Y~J~~> ;;,~~<~--;' "--.. ..':l'<'~' '.~~ ~y~. ,x~{:¥>;,.~;~J:~~

Ul~£ortunit~l~l'llbUe K~~~ledtidi.d,~o~ ?ffe1'~Ja. fo $UPPOF[ th~ daiq'r!t e'lei;'the t,n~5t rudime1'ltll't{~s~io~~'J~,
corttentxccogni~cui.b~ high. o~ lowa~cc,orQjiig.to die:partic,,!lar i1npli:tn~mat.ion;<uategy,fo,r the'~li'" .."' ,

'~Of 5~h ;yst~ll ig~ sirilplt'rm~nir.gful'rc~n iri lo1~ g~~~ pf lic¢n~cdmatc:fraJaiid I;' captlitc '
accomplished by i sVSicmiofsp;)t che~b in~and~m Itcai:ion~ s;:"ffici~~tt~ ~b~~~it~ to WQuld:b~

·li J' dctt.iti?n. Ch~n~g ~chi5:i~!}~,~p" '.~' diicf~~;~ .~ go~;(,{erin:in~1 j¥~e; ~~,c~g ,h'1~~jH"
p}f::I,rw:~~gi: i~petiJ;i1~Il!!~$';H? ~~,; j~~ t " '", !i~s~,o:f·~~rii.en~~pg~it~nHf~hest:sy$t~s'ir

;,'; (ie~;tlie cost issignifii:ll " ..;" Qre;tHlin;tlieJ>" . ~ucc(lpim:y)~,t1'; eott;e'to r
~,~ ,~.~,,·,'--1:~-Z"~:,"~ "J"\~..~' t .. ~ ... _. ""!->c-?-;".," .<.- ~'I> "Q,..'_-'~J;~'--": _>:;~<

,: "', .hal~ "'9~hstldiJ,me as t~. .c~n~l:n " ,~ 3 >; .;, ,;
":,.', /. 5~,,;~;;.6;~fi#~~~'~;~"~~;~:~~~~¥~~e:~l~f:i~:l~~: '0 •. i" ,>:~h,~:~r~~~:

,,'. Internet eCOllyll~m,.everdyuolltmollt ptom . . nglne for tconO:Oll
"" ,>;{;yt:\;;~;" ' }, ">ti €'~<~: ' ]~~~'{~·1;,~f.7Ai~'; i;;*t"~: ;:t~{~:'"~~~;';';'(ii

"ThiS\;};~sbe;n~!to tb1t~<:~;&itbi'"fu~'.l~t€rriet~ib'trM/'~';:a~s""
" • ,c', ~~ :< {_ ,-;-.. < '~ • ':',,:,," ~, ,~.' ',- ".;:.. __'~_-" ~y" ·~"ci·,~_,>:.r-." .:....'-'~.A-P<i_;~'~~,' ~.",~Aw t ";.'>?"'c:f~ -'V,'" ~,. ~~~ '\" ':A.,~ ,_~~~,

"dence'. There' arliqia4" ",tA,Iis*'the, . ,'i\jat•.d?'~(lt !ilfri!:ige.6n,cllrite~tJ~~1J5~S; s
,<:r ~,~ -/";-,--~'-~", '," ~.< ,f.,.- ' ,.... ,'. '~',_ xr,,~6~C~,_.. ,_:~ ';_0~.<":~""<",,,,", __ "i:: _•.s<~ ,<-~, '*0' ~:;.--; ,>"ll,,,., ~'~" ~.~ .-;:_, ':h ,.,,".; ",'

cation/shopping,' SIYet ,. tWorking, edlk .9~;"ind )egit,do\Vriloildiciti.if contenL,' As t,
.:win, cO~fUll~ei"to: gimv£ r~g~fd!C/I$"of; tfu:/;~§ i~khh'; to .'(i~it; ;~nlavJn;j,'bebli:;fnr. Mo~r>

" ~~Iog~r~~:,~lki~, ':' .\ ./';:'"i~t ",~titrpK't~~jcit~~r:~~~~~: l~,tjpCt'of'r;
'" fut fot, c:vclo Ul"b~.tt,~j ,the saJJ;II':,Jc:chn6JogY):lIJl:?c"llPplicd,~Q;d£Y,4

c _ •• , ~ ,'-" .;.,' ',' --:.. '0," 'i '.. _ ' -S'~./;::'t "H'v, 1c.f'oO ~;- ,c ", ..;. _,{ .'e, ~ ", \i-' _ ",_.;> " ".-1~- __ f ~-

>vi~es<l~ ,c:s:>~~" o:'y t~~:lI.;.t,",aeq:,r>c!ii~f~~~fiqlO~~;(C'lp ii!t~rs t<): ~~~!t
i' ,p~u;,e" fhf >( '". ,1.Int~r~f~ tD;.,,~costs~~~0~1:~('rt~,~~5,~:etheIIlt~tntl W111,b;~~.

>., ¥,~},-'~'"'~4:;1i~f>:~'-~->}~'~' ~ ',\" f ~~. ,\{1_i~;~~'tx< ,:;-;.~t;-J:t<;~~ ..:~_,<~{ ,.~ (. :c~;/ -;. \,,:~, ~_'-':;\_V .,i,4 ~~c:-",'~:{~"<' ~: '~:~' ~~>e1 '<,::,~ ..~~ -~-: ?'c~~ ~\
• ~: '~C~pyrigh1'~ltei8/Wiltha:m' rfee:!l~cc:h~ <n;ie~otechn~logicarl~~itation~;': ~nrtH

. : la'iVfulip1otc~~d forina Qr8p~¢chsiiibia!t p~l1;dy,aiif;fwatife"'i' 'i";~ " '. '

. ' :. ;,;:,..';:~<, N', : ':',,' ,t:;..:; ,~f>::"" )~'«' .;t~f) ~ it'\;',~,::;~L:};:,'",::: ::<' .' c p\, .;,/~"
Lic~~c. c;~fOrcemc~t~)'su;4i:~cu~~ti;lriritl., 'y~ d(:vc~pni~~tta:fgr:(c~tiiC .ilownloadlj.ofm

, mu~k on i'>tcpcatcd ba9~,!>1 majvi infrihgcr~,'TMg'!l~ ?I..'t'i&.n tfliT' kitJ.dof ~haviot and the
" \li~th proteCted iL1:iviticti is;so large: as to ~tt:l.if1 mdulity. Fre~,speecnrights'do oOllmpl}' tbe tilth

Olhdr p~ople's cqpyrigh;ed Jlorks. regardles,s (If the fil\~l purp,~je, ~re~tors ",110 wish to make pa
shoulll'i~'willingto cOflle SYlhe. ~,cigi~ll)copies (If lhe',wotk$ tltey'pa~ody k,!ill.llY, ~Ioreriver, Pc '

;.: ,', ' ". ' ',' '::" ~~,' ';0;'," v" ' . ' ',." : '/ . "'r;"" ,j :':u~r',J,::
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"-~ /~. :. '1 ',.. ,",1~t,;~,,·, ..,·~
'. . \' ;. , ;~ i . . . . ~ ,~ " ';' . '. . ~ r ,~~ ,',' : ..: _ ;'1,_(~ J:~">">;

prm~etedf9tm~ of ,p~cch whid~ usc 1po~tit!n of copyrighted ma~~rial within [he bound~ of [he law ~n:·rec6gniz\=d.1s ~uc~b'{'; .
." cc.Jntt~t idC'ritifi~2tiori sysb...m~.., .. : . ," . . " '..,. " ' . • . .

. ,,~.;.. ~c.":'. ";l~;~s;"~:'>T.,~>', ~< \,<> .~~~. '-:.. e . ~ ", _.' ~~., >, ~ J ', •• J:~ ';.... , ' .~c .:.~~:-.~,« . > '_~~_ •

.:~' p:"·:·:pryti~~.t ~lte,~II, ~?uld.,~n~er~i1!~ the. safe ~ar?()r.pr.()"i8i~D8 ~~~t shid;d I~~~ fr(),m 1i~bi!i~.Un~~ ~~e>.,
'~Z~D.gltal MdlcnD~m ,qopyngh~ Act (DMCA), ISPs are shlelded'from bab"~ty fonhc!, ~~~~~~ aC~lOnlili \'
,;. C~py,rjght~~I~"J; conl~}lndefln)ne theBe Bafe, ~adSon, .whkh have' al1C!~cd the Internet tli b.'icop..~ !ht:(h,.'; ,~

.C.' .', 'most important ~omintinicationll medium oflbe modern eni..'" ,~ .:' '. ,;.> .: ..:;.,r, "<;~ ','
';:,;::,:T"::':\· .':~ >,~:\t':;;.:' "~', ';' .:;\' , i, '~;,:,.;~~:;' '. ;::~::[ ':".l.~ <',:',::.: :\: :'~:';;}1~~; ';·Y·~;( ~
ry~rcti:f pro~~iuo;~;i~. J'i~iII !.I.r,~~,i::PJ\1C:-\ ,Cp'rainirtk to ;~Je ~ha:rburs): t~a,t ·:P,~~:t.vc·~~~uong ini:7~riy~~ &Jrc.i5~~yt~c,pso~i;;·' i, .

T v1d~rs~~~d·:~C!pr!i~p~)~~er~ ~,.<;:oopeJ'l,te to _(~~lC'(."1.,i~n~ ~c:i11 \~?th c:oPYlJg~tt lnfnQg~~entHcI,hv,t ta~e pla~ I~ ,thi;~ dlg~t:;ll n~t.,' {.~_,~. l:

wOfk~len~~r<lrlme<i1t!·)8:U~ev.~Se,thelegi.~lalinnwns' dn~ted iJ",w;a~' t.o C1of'~~~ouc-A~ theserykep,r0ytqsijio.rn f!l.qfli~P!"'.',~\; ,',' .
ing its service' for in fringing lJ.I:lteriaL c,;ollrl8 ~~(lU!d ~o~ conclude rhllt the servil;e' provider \1J5e,. eligib.i1iti 'fo~:I}mit3,t!~ns.",. . ,
on li.J:l>Hity U.nder ;~ctil)f\;5 ti solely b~d;;s/! i: engaged in a monitoring pro'grllrt.:'I'" ~f(ireoVcr ..even if, these UMq,A prOv\.~ ~;«
~ion~:do notprl)Vid~ Is~rong ~n~ug?:p.ioicctioris.whic~ appears to IUlt ~~\thf c~sc: the la~ couldbc ~~~ri~,Iit"fa'ttg~Cr(>: . '.

. in\~~d~J,~P,8.~rc ~p~'fi~cally ~~i~ctJ,dt(,i cbQpcr~te' wii:licon~nt produ~c~}Q ~Jffi!~ piJ:?i:y;< tht notioris:?(~afc,~~I~,or,;t,4d!E; . J

.,' ~ ·limited 14bility ~"'ould'obvlouslY:lic(:l,fto be conringcnton linti-piraey;'coopcb.tlon. !nda(f, it i~unlikclrthat'ISP~'wm;iii~:; .. '.:,
· fact b$'~iilin~ to !io:f~rw,a~d ~oith Jarge:~~....l~: e.;~~~ ~t~ in:~lgital ,pi!'.lcl' Jed\I~riu~ ,~ithopt so'!1c;. f~~:oflegal. P!BiMi,~~:r: :, .... ";

..: V~;'~(,t ,;</) .. ;~~~ ':"-" ~; ,~,,: -,"', " ./~, '<1;., :>.. ~ "".: ~ ..:,<~~~ .~":~.,i.' .': .: ',f'>"/ :~'Ll.> f;, Mk.~t' J;:':'~ ,
,) . 8'," ; "Copyright Iil~fjng.~ou'd,violate :the Elec*ronj~, CC?mm.uni~ationll an,tl'Privacy A~f(ECPA)•..C~gJlt(: ;If::::' ,'v'• •:

. ,'. ,filtering could con8titut~unlawfuli';'terceptiOlqlDdc:r ECPK.~< " ,H' ~,:.' \. , '/~.'~r!·"· '~: /;:":i5..t7::~; : ~'~"tc<: ' .1
~ \/tts:::,> ;"":,~:~,;:.; 1'i\:~:;J'·. ,/.,,:,.~~... ,.":~,:.,', ',,<~.:. ",', i" ..;}(;'~:~:r,:,,:'~'·'::.>,,}t)~·; '".'~<'
ISP-ICVl:Ffilic~.ofI'oprrigh,t content may Qr may, o.ot conStii.utC'a Violation of ECP.-\:. For example;. ISP~ 't'iUY ,adju~t .. :L

'. ',.,1_,'-: ~.,~". ~< ,)';,c> .. -;; ,.. ~ _.' " _ <-: " I ';~ " • v ~ ."'" _ ,,-l;; ..... _. ".' '",' ,<,,/0 ~_>~_~. '. <":, ",.~_~~.,~ ~ " F
.tcrrh§:9f U&c .tq gam.l:on.~~~tfi:~~. tlici.t. cuatoni~ to.allow' tJli.s Activity :or ~ve usCt)l a higher bit cap ift!K.y;pem#t ISP", '

, ,'/ • ir' ,','('('_' ~',. ~, ;;;-.' :,- -~. t·,",,:. , '. .- _ ~ , ., ~ .,.. _ .;.: f·~· _ _ '" J{'". \,,' , '_ :: ~ .:,:~ ":;'-" ~" ' '. '-<'''~ ·-4. _ "'.,'

· "COt1tentfi~~firig;Jf.:~,)w~~t~3.~QU!t ~~ision 9i i.nduWY c~h~en~u!l cl1lerga th~t. ~t:itt:' E(~~.-\ ~ocspfriverlt ~~ps'from. .''. '
·~rileo~i"g.mF~ng' t~~hnri1ogy" ~heilthe 1a",,:"~hould: hlh'h'angtd,Currtn~ly Rf:Jl5: .Rick Boucher. (Q-VM. Hobpy Rpsil (qtI r;jr

,.,:.)inddi(f:~~art1sQt~fj}havest:'I'e,4Jheir j.nlerytto)~·lt~duce [~gisliltlon.i!120Jqthat';';~y;d~rifYll,nd·~efine t~.h~i}~~,e~ ~~t;;

.<~ ;~:~ti~oaY °riync 'a~~;f~~~t.~~~~f~f ~~~!f~;~fa~iv\ :~, ,I !it~r1~r:~H~~t;:lt:r,I~t~·:~<~~~~·~r· ;;j:::<d~1:~~U~:~f?YOrt'~t:
'" 9t~~;Y , ~t~"5P.}~!JiIt~rrig m~y, ~~ft~~,a~nJ5~tjtli:ltstich < f?lugiviola"tf~thc~ :PC:t<!i<OfI~lp~~~r,;!r "

c, ,lntcio#' ·tilat\;~~itgi~~bY!~uiomat~dsYs~C¥s;~,~nm~rici.I?~.c <t~Jnhi,rn~~to,aay nJ·~vi"';1llW;. <

~~ ~~ '(~:_,' _ d; .... ~·~,_lh· '.-:o..t",{,i'_~<"" ~-t,~'-'~.<' ',,--' ,i:.,'-",~ ;.., c~ ;0'·1'>.'" ~yC ,'< '._, " :'~_~-"""':,~~__,~' - \'~': ""::;;'-'.' C" '7 _.

". "?n~~~.T",, ,~~Je~tCf,u~3 ;,~a,~1~~p~.~1Ptl.W,~,f~r;~~~~ rf:~~~&~re,f~~~~~~!{~;ll:C9: '~
. ," retalt\¢d;anaJy~edl:s!ll\rea:.·oTv~~w~,by.an',nd~vldw.bi:\~lo!,g aA tijesell¢t~t!U t.. ((jlJT\ed
." 'd~n;;~~i~li:l~ i~l\Hn~th~;¢i;~lO'"rttc:"h ':{CJf~X~iiFcit'e;t:ln'kr.:the 'I'§brik 'ail
'·'>"-,-'~~;--""·~-'·"l~~~'~'Y_ •. "'_':;'\*~;"?'i-J_J%~" '\·... ;"!qy1rn.!J.-:";~"J.;n->10~ 'l-;:;',"~:,','4? >:-0.';-'

,~ .; ;~~ &il\ll:t~O€ ?fhig!}!r r~~ll.3,~!C~JlJOJ.iP}k~ti~n. 5~~12",se~~~P. t~~!~d:f!~Si ~"Ut :pnIY;'f'forpPwet,t'XIIn]"

.:.~~~~~, t:~~~i~~~~~.~lf::n~~~~r~~ O"r :t!~Y:. ' ':;1~:¥f ;i5;{}~;:~;'~'; ·<\'~'~}~·1·:',.~~~~?··i~·:,>~;!f;:' ~~J~1~~:
,<; As'i gt-ncral matter~ Public Kno dgc and .ailvacates- .whO\~ sC"l.ifbit5·1:o.IiJriit~~tul:.Pk ~

o-;;-~ "",' ;0- .... ".1"" ... X ..... '" ~";'1'" lc -)0.4\, ~{."':t· .._'.}.c' ~~'1,~ ~,.~~ _<_ .•.. ?' "':"' ,o·'~!;./;;;,

· ,,~tJiat.a~~:P;.~S~:,Wf~.i~f~S vi I~,e~'"e,t. ,~;~¥¥~Jn::1il~~,' , ·:~l»;.....if~l~~:~,.
" ~ ,t!,eJn,~~stl'!l~~~' ,:\s"ru ~d~~..w;,(), rt'~",9!,~U ' ·(9jgif3lfp~.ra~'Y1
. ':"de5ig1J ~C'liil ope ... . "" '.' l\nterit,
;:cJui~¥iy" '1

"·':;J·i~(' >" .. , .• ' J",t.le~. \.';Yi:~l~,~·<
¥Uuscia",ot!lcr lMl"':;ii:l{as'qw~klv.afpo~:.,
, ....Jt;,..~:\~.':.'.: ~--''::: "". """::.?~--'.""";; ._f·':;_.,,~·"'<:;'>~':;f'," 0", -,,-_':.: ~7.._ ' ,<~ -

.~ ~nt~rnr~1j~'f}~;tTIF, d'~,~N,~~,,?i~(~ r¥~t;t(; vr;s~gn~,~~~S:Th~~ge; , :ru!-'; ~:,-:\~i~e.ct~~,'~!iC lIq!:!.~:" ..
'''lefDetiS:itndalwaysllall'beeniqui"te different:~TheJri(~TtIetw~deBi' '. . ve au' testbed for,experifilentalionj

",',," ._", ,_."t~""_~ __ . ;;' _'" _,~c' ~",_",;;'..':_/"'~:;.: c (:_~ <~'/'i:.· . '.'~'~"""'-;-~::.::' __/-;'-;<""', -,- ,,\.(. {'- ,' __ ,', '-;:~."'''''_''':_""".~-i)'''

,aPRli~rj9~i;Rr(ltOc~ls.::~,n~,$~viCes;n?~.'tose~ve ti$~tpqn~~(tu?1\~~r\technology~sit 1nlly.ljaxeexiS~e(f~hjm' 1;'? :", ,\/,{'
";m(ifl;ehtln'time': Ifithi.~'a iie~nWl princii}le~ then itillll"~e tif amsi;nlc~at1~e.'!\~Ilioblem;~rilergein'il1tiwte lnJ,;:nllfl,. . .;J;;'S~.,' p {

'w of th$;r~isfnc~ch~i~cCf~ ·d:vis&..·~solu~ioJls~!,~·ith tl~~:,~~v~nt9f~~~.IEi:¢,i.~(Oadbanda~i:~gR> pi;~~;' h~';~,~&i~a~p~~~It#.; ':~: ~
; ~~a.t~~~~~ll"•.a~fu~~,ry;~Al\ 'with J!1y~d p~h~rprobl~$i}t ~.,b:, rcs~ly~~ ,bY ~::clinic~! artd b~luviO!llUlt;R.~~:W.~~~¥f~)".(

" perfectlv con';l~'tCfJt WIth the ll:ltcrncts :u:tu:U.:\fiJkg!ftmate hefltage. " 0'" ''< " ,": ',' ' .... ;e,.' ~' ,

:'~:: .;, ',;' ," '.J:y:~:;. <;" .;.~~~~~~~;>
• f ~ <~ , ,_
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, ' c \ .'" ~~'

",:eb~ites co'uld b~' acrue"cd by blocking DNS qu'e'.t:i~s·Q~' :,,,'

conncction~ to rp addre~ges hosting these piracy web:':" "
sites. Fo~ exa~npl~; an ISP could blackhole DN? que~ ,

, ries to the domain names. such as th/..'Piraiebay.org; or,
" redirc~t thcm to the Justice DepaJ:tme~t.45 wh'ik Thc~

Pirate Bay may respond by changing its domain name, '

blackh()le lists ~an generaUy be upd~t~d as .e)ls.ilY';sn~~':/ ,
domains c'an be n:gislered: But absent feder~l g~ve:ry': : ~' ;
meat ma.ndates to block sites l(ke The Pirate ~a.Y;jtp11lY: .

, not be ..ui the intere~t of a~y' i.adivid~al:IS~'J()'block' h- /

thesc sitis since'doing so w()uld reduce its atti~d:iveness '. ,'0

to' customers "who want to enga~ In digital piracy. An.', .,'
ISP could'~lso block the IP addressesusc'd to host such "

, web5.ite~.I~ b~th ofch-esc appra':l.~h~~; the got~~e~~';:;,~
, or some'other well-recognized, andresp~n~ible party' :

.. may need to be resp~nsibl.e for publishingA~ re~l"ti1ri~<' , ~
list of domain riamesodP addresse; to blocK:. -:' .':,'~,'

• • _..~ .• > -"

d '~ ~ ~ • '~ ~;, ~ ~

.,' Whil~ :Jilo~k~g i~ 'on:, poss~bk;~tuJid~~Jtb~~;i~~h. ~Y "r 1

,,nology can obviously: be useg for b?th ~o~~,~n~ ~~~f ,', '

pUfposcs. Sc'::CraJ countri~s, some ofwhich,.: have.an;, ,
, ti-democratic aims-such as China, Cuba; rr:iri; and ",'

, Nor,t~ ~rea-:-:-have:,biock~d a'ce~ss to:cert~iri"we~~tes",;:, ,
'with"arying: degrees, of SUC{:~3S; Howe~er, is is die "
case :with all technologies, blocking technologJes ,c~n .. ,
beusedi forpro-demo~atiC, pro-cOnsumer p~pose~./' , '
In the' United'Kingdom, a; ~ny"a~ '80 percent cl~~;, i ;

, ~.. ~. ' • ='"-, ~ ~- ~. , ",'\. , ,.j.

ISPs U~e the blackli:st published by the, Inte~J?i:t~a~li;i '" ~

Foundation;;l non-{lIo£if organiza~f! ,that'mai,nta.iiiS~' ,·1
a li~t~.f off~.nsive ~-ebsites."'!> A~cordi~g'.tQ its ,;P~ssig~'> c

st;tcme'nt;, 'the' Intcr'D.et' \Vatch' Foundatioh'<~orks,to '
'miniIlli:z:e 'the'a~ount of."clllid s~xuai"abus~ c~n~~t, .,

,-, , ."' -~ :..

hosted'anywhere in the world and criminally o15scwe "
" 'and, incit~mcrit' to 'racial hatrc'd'co~~c,~(,ho~te~i.i;;'.,t~e,,;;;V~'

"', UK!~1 These,systems. are not perfect, ofco'Ur~e'; and'';J,/i
.~. (- ,.' \' .' _ ," ,', )~.~" -j;'~"~'':.." ~ :.t-c,.p.; ~,.-,-, .~\ ,;

'. t1:J,e~ ha~e been, isolated irici4ents iiQ' whi~h ~Ye~'/
',' _. " ~. ' , '-" -( ,'; .1. '.;'y'- " :.'::

, filtered legitimatc'cOntt:nt. This iswhy;'sudlsystenls. >",
., • " , ..'" .", ',' ' .; f eo •

~ , need,~ .. piov.~~ a weans:,of correcting cla~stijp~~n'" '; , ,
" erIo~~Aristn1ia's ~onimilillc:ui6nJ' MirUstM',~t¢P~";'A ': ~.

,:J:~Dr9Y;~~S' alS9 p~ fo~rd :th~'ldea' pf,¥;@t1~n:~4i~:i(,'~~
'a national leyel' fi h;~png plan for we~site' ci?ntelJi:/if}k,«:i ~

" c~udilJg ,~!tF,~ chYd ~o!nograpby; ~bp.ng ~eb~~f:: " ; \
. ~'nd othd"content thato"offerid a'gaihsi the 'st~nd¥ds_

'~f morality,nl8 In' February C;;f 2009; th~~pl~~s'appearecf,
t~ be derailed. wh~n it did ,ti.gr see111. the g~e~me~t<)'" ;
would h:wc the votes t() pass tbe r~quu:ed leg1~b~ion.If "
a coun~ry chooses t~ impk'meni: this ty'pe of 5oiutiOfl, it ','> ~:,

should be cac~ful ro craft policies that ensure that the
technology is not abused to limit legitimate free speech :' " '
and openness, and that mis,takes can be r~cdiC:~. 'F<;>r ,; ~",

,', - -- > •

alternate approach focuse, on,th~ websites 'and tech-
nol<lgies that e~ist for the ~ole, primary, oc significant
puq;ose or" enabling digital piracy. 'Enabling digital '
piracy is a profitable bus~e5s•.arid ther~ ca~ be little '
doubc that profi(ing from unlaw'fui a~ti~ity is indcfc'n­
sible: There ,is also little difficulty in rccognizing'such
sites; a~, they 'often' fa,ii to .respond to 'legit~atetake-"
down notices, hr fail to do so iii a' tiindy inanner, and
pro~i,,'en{ly d,ispi~y indexes of.U:~]~,"'fu! con~~nt. , "

It s1l0~1{come as, no ~u~riseth~t't~e Siteh~: been
ordered off tne Inrernei'by tbe, court::~'hai: is surpds­
ing is that Inteniet.seIvic; proViders have,not~~ied'

t(~ biack ~'Cb;itcs such as'this that d,-atly fa'cilita~c th~

exchange of illegal cotllent when it would be quite sim­
p~e a,s a technical matre~ to block them~ Block.iag,rhes~"

, ,! > , <

~ > • ,~>

on~, such site is The Pirate Bay, 'f'iuch a ~wedisb court
rcccnt1y'fo~nd,tohiivc engagej i,rt. ~riJa'~fulconduh.'
ttl astateni'e'nt; the C(,urt'said,"The'c~urthad'ouod' ,

. that by usfrrg Puate Bay;~ senri~es ,there l~~s bee~£i'le~ \,
, sharirig'of 'musiC; fil~s ,'and ,computer gamc$ to th~

extent thc;'pro~e~utorh~'s' statcd'innis case~ ThiIHi.le~

sbarfrig c~l1~tif~!;S ~~ynl~\VfuI ~r~~sfert6 .tP~ p~blic" "
of copyrighted ·peIfoiinances.'>1~,The)oti~ fouDder~ 'of: ,
The pirate B~¥' w~r~sentenced to, a,y~a~'i~:p~on'and"
imie~d >fu ,p~y 'find '0('$3,620,000.. Jlendlng'appeal. ..

the web site is still operational. althQugh it has stopped,:
operating, ~ fiitrorien! rra~ke~ i~ Ja~'or 'of an'alternate ,
forrii of content discoverv' kno'~,..d'as DistrihutedHash, '
Ta~its' (DHTy th'~t'is: m~re difjic~'lt 'to bI6~k'.A~ ex~;
plaincdby,Thc Pirate :Bay, "The dcvelop~cntof:DHT,
has rea.cheda ~t~gewhdea tracker 1~ 'no l~;nger'ne~ded "
to Use a·torrenLDH1\ .. iS highly effectiveio. findIng',
pC~ISwitho?t thc'needfor a C:C~~i;l~~d'~c!vic~;,..rThe'if

, PirateIJay app~ently hopes to;eS'c~pe, futU;e'Uability. '
, 1ly" dis~ontinuing its' ~'iracker",§etyitc:. Whili: The 'Pi~· ,
,'~atc .~ !),' is .. f}ot. ditt;~tl~;, liJvOlv~d;ih:,ti~llsrcrtmgpai:k- r, ­

, cts~1letwe"ert,u~l~wful.;filC'sharcrs; it p~;uks'il1e~italf~
, IOle~O~Jt~c~~ digit;l.pu:atesio ~f1~h,othe~.'ac~,~s a "
~. /:.;' '.,. _r+~- /,,; "- '-'.-', , '~" ,- '0 >. 'l'(, ~" ~.- ..

Pfocurer of puacy serylce.s;' ',,' ' ;
cc~·~.{, .c~~::Q:;·~~-'~~~h.:,~~~~. '.: ~.'. l~ ~"

Even before, the, SwldiSh coUrt ,rendered tts':verdict/,
, C" c' <,,__.. :~_:c "_~_c"", •.C,· ";. -:. ' ••..~ S c' ...._;._~.-_. /.-:

there ,wa~'no ~0.ubt thit jhe?iran: Bay ~~ted' fqr; un-
lawful purposes. Not onlY docs the site' offer detailed,.

, ha~d-9"e~t,e~!}~dc~ei,()r:;Jri1i(\;(ill}~':co£icd~ +V'si&~s ,:~',
(http://thepiratebay~bi:g/t:v) ~odm~,sic ~t1P://tp.epi:,
tat~hay.oig/rilri~ii:). 'it als'o 'providel ac~s: touhla';~'<

, , ,. _ ':. - . ) ~c ). t·, > ~'. ~ ':,' '

, fut versions' of'softv,;a,te"bo9ks; and'g~n:les, Tlt~ ,~~t~ is,'
sUPI)Qrt~d by'th~ ~aIe'of idvertis'ini. i ; ,:', ',"; <,:: '

..-' • -y~ j. '~~.' ,. - ~. , • ~ ~ <

,
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example,·a'ni. pUblishe'r of ablacklist of~itla\\.·ful .file
sharing sites [Q ~hich ISPs wouJ4 be re<juired to block
access 'shouldbe rC<jWrcd. to' provide a,'ctcdible ~nd"
!esp;)nsivc,:rn.~~lls ,for' wrongly iJcniifi~d' services te;
prote!\t andb~ !e~oved tram the Jist ~04far con'ect:!y
identifiedse.rvjces.ta h'e un,blacked aftetrep1oVing'~he

affcndi~g :~ontent: Rcal-,tilllc b~cklists haV:c "proveq
useful folc()mbatiag spam' li~ distributed cknialLaf
service attacks, hdn'ce it is rea~aoable 'ta'applythem: to.' .
piracy as weB, wi.th suitable controls: Thcl:c is norhing

> • ". .? •. ' , •. ' ,

inherent about thelntcrnet. nor should there be, thar
pieclUde~ the wriitatiQ~ Oi50~C kindsc{c6ntent on it.
J~st 'as in soCiety ~sa"o\:hole, ~her~ are J..Uhitati~ns iiJ a~
soci~ties ~n s~me kind's of ~o[ltent,;~hd behavi~~,.: .....

BLOCKING iNTERNET USERS FROM WEBSITES THAT OFFER'

. PI~.A!EDCO~T£NT; . . '" , '. ", '-. .,:",.'

In agdi!~p'toP2~ pe~!~o.rk~s,:i~ai'ge a[J1o~'ritof pi.n'lt~d '" .
, digital'cantefit is avail.able.on websiidf9felthc;t"~ct '
dO\t:~lo~4 o~~;~tl\Zamillg. ~J\l-St ~s wit~ ,kgitimatg'w~b­
sites, these s'ii:~s g~rienily coml! in two fo~ats; a~ ad-

.. s~p'portedmqdel"a~d a paid content ni~der,;
,,;:_ , h..

•• • • ~ < " c

,:figur8;3:1igalsound~~.'c~'~ ~U~i~' ServfcB ". ,.
"-.,0 ';",'~j+==~

;.; / ; ~ <.. • >

, . .~ , ." .. ~ "" ~ , , ~ .. '

Currently, Internet users can easily go onl,iile ~ri4.\Vi~h;:; , .
'j~st a few clicks, find full-k:ngtlJ. Holly.wood,:m9Vic:s " .
· 'to watch for free. \~ldJ5ite~ like ;\lovi(',2k:cot1l~(www; ,':' ,
· movic2k,colt\) aqd \~ratch·Movie~ (~wWcwatCh;tno'v~"" .
·:ies-o~line.tv) p:rovide ipdeXes'of movies' a~d ie~iliori" '
.\~idco· programming. available to~.at~hil1g·,~staritlr, '1

foi free 'onlin'c. These website's ,link to ~tream.it1g sites ': '
· such as Mavshare' (mr,movshare.net);.··Stieat:~12k.
· (wwvl,strea'm'2k..com); Mcgay'ldeo (w'YW.in;gavideo" ,"

com), Divxstage, (ww~.di\,l(stagc,net), and N6vamo\:;"
j, (,\\:,.W'~~,riovamov.com) that a,llow use~sto uploid:apd,> '

slpre ~lOvic-lcngthvideos ~t l}q cost to 'th~ '~s~t: tiv:e::, "
programm~r%:ls also tec0tckd a~ddiRtrib'Uted,?nl!ne
through "iebsifes like Livesrream.com and Justin.tv.
This for~'of'piracy is used to pirate live ~po~~s eveat~;:'> .
sud-i as NBA; NFL'and MLB games, to Intcfl?etUScrs, .

,iiIcluding'~tern~tionaL usefs who: cannot otherwiSe', ~

. ," gain':acces~ to, the pi9~ra~g,T~f~;~~~j~'p'~~~" "',,~
.: is particularly strong in, China whetemiUion~.ofu~~:("" ,;

" ers watch piIatcd U.S. ,sporr!'>"programmjng &J}line.4'.1" '
Oae>easo.n that pir~tes are using website~ 'toqtst:r1b-,,'
ut~'copyright;;U c:oa'tcnt' is that bandwldtIf and'storage: " "

.' • • "_;;, '." c. _, ' , ,. <. ~ .;'( \-.! . "':> ",.';
"~~j ~.~. :)\EV' ~
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are relatively cheap and these costs can be s\lpportcd
br adverti.sillg.s~ ThL~se ad-supported websiles offl:(
copyrighted content online at no cost to the user and

profit by selling advertising for content that they have 0

pirated:

consumers would belie~..e that they are not bre~kingJhe'/
law. One might reasonably conclude that the' content· .

offered is legilimat~ and enroll in the service, Th~ ;am/,"

is. true for the Rus~ian site.ZMLconi that hosts mov.i.e~
for download.

Other websites sell pirated content online "I..hile ~ften'

mas9uerading as ll:githnate businesses. The~~ piracy'
si.tes often have the look and feel of)egitiol3te 'online,
stores such.as iTund or A~azo~.c01n. One such' site

is the Russi~n v.rcbsite L~VLS()un,ds.,om,. which poses
as a' music store and charges membership fees: A hap­

less consumer .wishing to obtain d1gi~a~music l~y;fully

<'QuId easily be.confused ~r ~he LegaISolinds~t~mweb­
site, which includes ~ "legal-sounding" terms o(scrvicc. '
agreement and 'the trappillgs of a legitimate s~rvice,:

.When a- sjte is. named "LegalSounds.co'm" .:lnd ·saYs
promincntllon its home page ~'download'm\lsicthat if
free,'lega~" it l~ not surpri.~ing th3"t' many~a~'-abiding

" " .' ,

E.iti.sti~glaws against fr'aud and false adverdsirig ~ppiy
to such sites, but the Inte,roet enables them to spring.
into existence, l:h;mge iut:ntities;and move about ~uch
faster dian the' legal syste':Jl can keep up with. jth~m::·.
Moreover, many of these sites are in natIDD5 where the "

service is leg-a! ~(~hcre the:na.tional g~crnm~nt tuhis. ..\

~ hlind eye to enforcement. O~~e.~&,.lin.asimple.b~c~~~\
ingsohii:ion at the ,ISP level may be the most effective.. 0 '.

mean's of preVf...nti~g Inte~Jlet .useIS fro~ u~4Jg these:: . ,
websites LO engage ill digital piracy'domes~ically.Such:
a ~y~telll·coulcl. divi.cie the bwden of initW enf~r~~ent'~i '. ~;i
betweert .rights hoWers ~nd ISPs and ~ould be ove~5~~', g i

.by Ih~.Feder~1 Tra&'Commi~sion: Real~ti.~e· ;"ec.ha:.·j ,

Filture 4: ZML.Cg~: ARussian Movie Piracy Site
> ;'.

) "
'.,I .. :. ~.. ';'

~~~~~

I;!.L9.'I\'.J'.!'1:!!.!!._ I\l~H ..!.~.vb!!~1 >:

Q

~.rl:L~.~~!!.r.?::, ~~!:!!.C::HEi:::.~.>
E..~.~.~1r~ ~ ..

'. ,.,

iii
The Rc.Q.illIn1
f.>~m~. f_:Jrl"~..lI.i1.'J::":

'ND ~'UIIYO t."'rOU30iJd'id.G. c.I:1 b~ no-l";C',~t rro~vi ...~ '{~;LJ:"'~ b~£f1 v,:a;t\"~ to 'M3b:h~ A;f'ld
l!\ •.,!,,.'!'".,, n~ .avlf.ilOlb=C! :i'J !"H~O-;:!" Th:t::Si:' mD'rtQ"'5 4111'0 pliil)a.bI4ll en mo~·t >riMr!g
ciilil'o;r~Jii iJ"ldudir;o .Pad t PD"- (!-tjilnd~iIil'l;js;; ~c. eva e.. C~VX ~.I .. ·,. ...n. Thor. iii!'".

ab-1ohJtoP.~Y n,") i;~:h, Dcr:....,,~aao "" r.'lur.h il5 '(::l~ ~'"'t ~tr. lnr.r~.dtbjy h'It]" ..~~d.'1.
No additior.ftl sn~'.ttare- ~':) r~i.IiriP.~; Simp!}' dick an a \ink~ ciofolnload ~ m"".-vie- >3nd
~tch It on ,nUl" '"vO(":f.Q pi~fQl"c

10827 movies of premium DVO quality

Bro...... h O
( LMte<. I).q ,. B C tl f. f r; H 1 J f( l'" " [) I' Q It S , II V W x ~ l

•
;,~ '. Burn 'em

":;;~" All
.. "'. ,. C ~,,'r- " "'<)0«' ",~,,; , .

;! .i!I ~":D .~; ()'~C: and
-I,"1'.!!c~ I~

(.o"'e~'Y~I'~"~

,. ..ceo, "'~ '~ :"
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,,-,., ....... )..

..~. -~

;.':':--.:;" 7": i
I

:':j/'

~ :~ ',.i;~; ',:~~>~
. "The first hit point( to a !=o!Iecttoti.oFalh~Stg

•.•. DVDson ~1inin~va:asitesi~ii~I:,"ria~!aQ'
< pose'~';h,e Pirate Bay.' . >: ·;;i~;":'~;<·l:f..:":-,~.ii· ,

'.. ~, ~~ y:> -... -'"I.' ~

>:> ~ } '- ,", :; 1 ~ .~y _. ;~~M:i<i!i.

': There~ is. M. reason iq pri!\ciPIe.tti,atse~rc}f.~~.,. '. '.' .....• :
s]10U14),e immu~eIrom.U;~PO?S~ilitf·f9i)h~:i~~;r;.;:·'j
of selling adver~ing foi,inJei#ii'i)~'alte~l;lftl1~~\;;~:!4
services knOw ~()~ a90Uii~~seich~h~hgr,p~riotni~':<:i~
and the,sites they illdex to,ma&~ a&¥:wit~ s~~s;·. ,0 h;:"j~;
surdy.s·hould knowe~ougb"to blodt;inra~fUi~ite~ <:
I h~ii sc~~~h r~s~lts. (f~.fact, ca~rk.t·~~~.Y~e~ ft~~ 'J.,' . }!

. Bay was acqdcatally remoY'%1 JrOm.~oogle'!J ~~ .' <t
results, but Google'manually ~e1ri~tat~.tii!:~bsit~:; .... , ~:
:\U it takes for search cngincpo ·st9PJhe·p1-a.c.~¢~.ot~·?) t
facilitating piracy is a comm~~~ent to );ot ~upp~¥t\v~~",;;:fHr;;}
sires rhat engage: in unlawful~ts. .A: seii:tch~'t :

. , ,~.':~;!;,Y";{1;.·;~!0':;i~;~{i;·

. Star Wars Comics - Comprehensive (download torrent) - TPB
j Star Wan Comics - ComprehensMl. Type: Other;> Comics; Files: 719 .•.. does this include
. all the comics out there of sbJr wars? ...
. lhepiratebayorgll.oTnmtl3006110fStar_WafS_Comic.!I_'_ComprehensiYe

: star Wars Torrent Download
mininoYa,org Star Wins Trilogy IV, V. VI Full DVOs meMes cM:l film extras .,.• Star WaR

, Clone WaB ~asons1&2&3XYiD asd EngiishV NapisyPlww.v tvsnows yayo ....
, w.- .tolTentz,comlb26l1 b22fuc457bge7faO.tca1908e3aOa3745c61

Figure 5: Search Engine Results lJelivering Piracy Sites

: Download star wars I isoHunt : the Bit Torrent search engine
[PSPjSlar Wan Battlefront Elite Squadron[E.URllESPALPSP.com].rar, 1.0900.430.560 ...
[WIlJStar WOB The Clone Wars Republic Heroos (PALJ[ESPALWJI.com~ ...,
isohunt.ccHJVtommts.php?ihq=star%20war58.ts

Coogle custom search s~~w~i~--"---'--~~-'----'w_--,~-",-,,-- [ §~!l1Ftl:il

(~ Torrent Search <) Web Search

Star WarS I-VI Collecti on DvOrip.-aXXo : Movies,. Action - Mininova
. Torrent details: BB1 seeds. 1664 leechers. 580893 downloads, added 542 days ago in Movies
, ;> Action.
, W"NW. mminOV3.o-rgilorJ144.2976

Ada by Google

Official Star Wars ® Gear
'o\(lM1{2azzl~com!SlerWars Shop Star Wars Gear allazzle. Personalize with Your TeXl & Photof

Star Wars
. ,www eBay.com WWE, Star Wats, GJ Joe. Marvel, CAT & More! Bid on Star Wars.

,< Create Your o.m Work:!
.~.....vw_roblo)(com Imagine - Build· Play Your Own Virtual World for Free!.,
'Find cheap Star Wars now
\vww_Sta.r:-~an; best·pm:e,com looki."tg fOf Stur Wars on sale? Check 6500 shops for great prices.'.

BLOCKING INTERNET tJ5ERS FROM SEARcH ENCINE: ; ,
SERVICES PFIOViDfNG'ACCES5 TQ piRACY WEB51TE5 . < i·

Anot her c~fo~c~~ent'm:easu~ th~t docs not d~pcnd ~n' '
filtering is blocking acc',~s~ t~ pir~cyse~ice~'by Ji:H~~net.

.search services such'as Google. There ~ no'~o~pcliing
r,cason why t~csc services ,shouW provid~ Cl\sy ac~ss

to unlawful coment, as Google does' with its.abilitv to·
search for BitTorrent files. Googk offer~ <the abilit~ to
crel\[C a custom search for torrent files which indexes

, '. ' .
piracy sites;' As sho\\,o ia Figure 5, II search for Star
\X-'ars ~eru.rns· the instan~esof unlawful c~nteD.t.

~ ~'~ I .• , ";} • . _.' ,n .'

'ni'slns sucil a:; this 11~ ne~~5~ary' t~ qeaL~~h real~tiin,c;'~
<':' '-" ~/,.~~.,' "~ .. '.~ , (':": .:'~~ ,.f'

. Internet offe.n..5es~j).g are entiiely appropr4te, pr~id: .
cd that ',fahiclr idcnd#,:d putics have cqu~l .t'Cl!-i~tin1c . _

-recourse:to'pr~nt abuse•. - ',',; ..,. c..... 'f~ ,.i,;, .
~. .>,.:,: .., .r~'~(:.~';> ~,' '.' _"'~' :,'-:C~j>" '.'

, ,. ':,; . '" ~. . .. ~ '~.-", '.'
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- ,
can 'pl~ce appropriate' ads on a pa~' showing pir.lted
content can suppress the content as well. Howe~cr, for
such sites' to do this, they need to know that they will
not be ahacked by government or by~hose opposed to
serious effous' to fight digital piJ:acy.:.

c '

BLOCKING FUNDING FOR WEBSITES AND O~GANllATtONS

THAT suppoin PIRACY ,,' , '

Websites ~nd~rgani.zati~ns that f~cilitatepiJ:acy require, '
, fundi~g to' stay i~ b'risincss: As~dcsiribed ,earlier, t hes~:;

websites oft~rigC! funding through onlj~e advertising' I'
or thioughdu-cct sales of piJ:a[ed content. One ,\t.;ay to
red\lc~ ,piracy is, to block the~ 5outCi:s of funding so as
to make 'pi~cy impro6tablc or Ies~ profi[ablc. ,

"'c "

Visa and MasterCard block credit card payments to the,
R~ssian website allofmp3.com [hat was selling ~nau- ,
thori:l.cd copies ofdigihll music: UnfoT.tunately; after;
the operators of aUofmp3.com sued to reverse th~ ac~'

[ion a Russi"n court ruled ill favor of tlie we~site own~ ", "
ers ~~d s[at~d th~t cre~it c'ard companies',could onlr:~~ , '/
break their e(}i1t'r~c'ts ~vhen [heir custo~er ~s fo,)~~' :
gt.Lilty;;iacr~e.;SL '., .

~ , ;..t
,; .

Enforcing ~ega( Rights'of Content, Owners: :.. ' ,, '
Con[ent producers hav~ also used legal means',to pfo.; ,
teet [heir interests, including pmsuing' criminal ~nd \ '1
civil pcn~ltics 'against organizati~ns, and" in~ivi~uals ,'"
engaged in or enabling copyrigh[ infnngemen~: ' '

, < , ,~ 'v

, ~ ,"
'.), ",' , ,:j LAWSUITS AGAINST ORGANIZATrONs.'~ACIi..ITATING'DI~ITAL'

lrNJ1o:~J'ibk",t)!lJpal~i4lJh"It!d llol.ai/;'.r:,.,iJfJ all w~~ili,tlhQt :~" "f/~:, PIRA~: ',' "" >, j ~., ' " ,c.. /). \." ',,;';.'} l,t~7> '.
" ': , ' ,: ,"'... . ':.-,"(' ./, ' '1': 'Conte~t p'rciduc~ts ba,ve used lega}means t~ sh~'tt d~>;;{J1
fil"ilfta/~ pirad<lffd mponiih/; ad nCflrQr/M ih~m~l "a~ ('JfJ' , .'. . h' .., M' ) ' ,

• ": " ';' ," ';' " " ,'C', j, organizations' that.facilitate', illegal ,~Je ,:;a,n~~.,l ~15>rJ;:'~';
p{r.i:cmlnton tht,r~ !lltb.d!~..:: .' .] i,',' ,[ £i.le.'silartqg enterprjsesr such as NaPcsp~-1= and GI0kste!~'~',:;
, .j, .: '. " ., .: "'';- bav~ be6fi rightly sbut down lJy' couit'or~,r foll?'o/ing,,~<, ~:

,.' ," : "" ',". ';',' +', ;. " , law~uits by industry groups such ';lS[he Recordingln-::':".
Man-v ~eb sites th~t fa'i:illnue pt;ac'ffund the.ir effons, dust'ry A;~oei;tionoL\rimica (RL\N'and th¢ :Motipn t,: i':J
thio~g~ onl;~~ ·~dvcriisirig.< f~~ :?amplc, ,the wC?'site. , ;. Pictute Association of America (MPA

f
-\}.;6 While. tb¢,/'~;l

' iSoHunt promotes its ~e.bsit~',to R?tenti:i,1 advertlse~s I' U.S. Deparline.n~' of Justi~,e filed motions msuppcjrC~~i;j;:\
. a,s fo~.w:l; ~'[~~r :ve~slte], ~ttrac!s, m"ore than 16 ~-, ':, ' of the ~d~~ry in t~ese effC!rts; it tqok ~elativ:ly litl~£' .~i
. lii)n\lnlqu,~,vlSlt~rs ~rym(;mdt. D;>'fo~ scll~roducts" .. (" action to prqs'ccutethe indiViduals o.r org~~at~~;)[}~eIl~;:' ':,:~
, [hat Y.C)~thl~~Vt'Jll ~[u.a.ct early,~dopte~s?;MP~player.s~;;, J:, ga~rig~ri(~is:aClivjtY·L' .~;',,' /": '<' ;';~ ',,', \<::d
, computer 1.<;9!1solehardware•.01:gad~~.o(~Jk~?rt,s? i, ':, ''''',:'', "," :' , ;, '.: • ••••• , ,;. ':" ,',. '*4':"''"i
, .~d;c~~~J¥ith wl~:~; O,n'liri~ ~Ji-e~rt;~s.,,~}~~c~~~tfr:;· j:' '.i~tiant1·:~h6'm~ke;~'offi,~ ~:~~ring ;9~~~,~,a~4 ~~~~t:r:~

brands.; that ad~ertlse e1~her due.ctlY<f'1l ~~ese, \Vebsl~~~:. ; L:: tors of file, shanng networks used. two ~atp a.rgumC;I:1~Sfj': ';B
.', 0~in#rei:tly,th!;6~gh:ldvertisifl~'~~~OF~St~t.~9.,?oty. r., {n,def{ildirigthe k'g;tlity, o( their' ~p,~rati6~,s;~.t,h~!~i::~~~1
"chd~se.tQ, ~tirigtlish:betWeel1.websrt~s!~tfa~~te" Li:,ili~y"ai4 D9.t 1l1~ copiesotcopy~ted ~a,11~e~~'~~0J"::
' P+ra(:y and~tP0se, t~at,~9 ~~t;,For .~:;C;~i~~le:ar~~e~t'" i'/. tlius. weie ~Qt infJ:ingiA~:q~ copy~g~t,~; ari9J~:~f t~~,' ":.;
rev:i~, o~, the;a,dverti:ius, o~, t}1e ~e~:~1t~s, 1 h4,Puate;: .'1 ~:1, tHeir; aC~lvity ~s p~tect~ ul\?f,c t~~ ~uli~f~~ t~~~),t;'~>;
Bay ~,n,~, lSoHu?t ~ound,~?~d"s~<r!i.a~~.\ma,~o~;~,?;n,-).f~ case [hat protectedteCn110~O~ma~r~~~~~~l),;j

-, Bloc~~~~tc:r!13~~h;' {~if,waYN~ and$pn.tl:t,:::?~,t~~,~er 1:,~;;'iPg;y,abl~JQt ~usc:; by userf Sp~~~l,ly,iri:W~;c~~t~~;j
;' we~sltes.h;ivf p[evlol,ldy ~cl.~q a~v~~~~~t~f~~~/;":l,:: '§o~i.C()rp:':?l~menca .v; L!rilvcr~alf'C~ty, S~~2i~s,"f< ' >1
COIDpa:~S SUCl¥.. a:, WaJnia~.,51:R,eSp~~~1~;CO~P~~~:;}!'·;,~~'m,aigffy~ op~~,3VrO[~ ,t.?at.~'t~e ~~',?,f'~c9,J;lY." ,y,,'~~
$holl¥ not adVCl't1se Cln ,websltes,tha~ ,fadleltatc p~afY 'L 'equipinent.~ ~~e sale ofi,otberarq9~s ?£ c~Jnl;tletee;::/< j

andresr'onsib~ad ne~orks should. nci~ b?y Macemcnt<b~~ do~s' notion$tit~tc contij~u,toii: in,!riu~!?~~;, lCtHe;~ "'" i
on these websncs.. " , > j; Rr6cliJCl is ,widely used for legitima~, u!lopject.i6~ble ;''''',~

, ::', Yo '" ',' ' • ,: ".:' ;;, ~urpose!\;;Indeed,it need metelybe c~pable 9fsu,bst~9-~' .:,;!
' Banks should also re&1rict customers from 'Using, their , ti2.1 non~i~fringin,g uscs.',;r "( " c' ';;:' ;,'.'

, , c~cdit atid debit ~a~ds~.)makepaYPlcnts to'the we~sites , ,,' " , ' . ,
rhat sell pirated content. Shni1a~ restrictions have '"I· /' . ..", , G' ld'" ,~

, Many of these argumcn~!\ ,camc out in Metro-, T~ w- ":
ready been put in place by banks and credit card is~uers, yn-Mayer Studi~~r Inc. Y.' Grokst~r Ltd:, in which ,the
to limit pav.ments and credits for online gambling witb ' , , d b

file-sharing serVice Grokster v,,"aS sue y Con[cnt pro- ,
S(ltUC SU(Ce5~.i~ This t\'PC of effort was used brieay to ' d~cc.(5 for dis[ribuling P2P' file sh~rio.g soft",;are:.Thc.~' " ,
limit piracY when the .r;~cordi~g inqustry rc:que~ted tliay ~ . '

' ~:- , ' ,-',cr· • • ~ , • '.:. " f: S l

~~? ",-~, .;-~~,~
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LAWSUITS AGAINST INTERNET ·USERS ENGAGING IN ·DlGri~l .'
PIRACY , .. .

In addition [0 pursuing leg-al action ag~inst busiIi.es!les ' '
supponing copyright infringement, orga~;Jtions such
as RIAA and MPA.-\ have filed numerous' lawsuits
:lg~jnst Int~rnet users suspected or'dist,rihuting ~cipy-'
righted ,coment without· autlloriZation, '"''bile RIA.;\;,
has been much more 'prolific' in filing )awsuit~· agaif:!.st"
thousands of Itlternet users s'uspccted ofcop)'righ~~i'O~,,-' :~
lations, ~m\A has filed hundred oflawsults;swell,'"

Met';'~CoU:i'Y'I.Md)'~.si~di;;,In" '" Cr,okit;;Ud, {;,~(i,
, " " _ ,. ," : , ",.: - ,', i.' } t' . .~, . " ,., ';;, >

(Ir(J1~ tht'Nbe IJwnm"lr!ap}!i:t<JlwnJ ()~ ;'~nl;;·~,~'dfJ"l!.~~fl-"i~r4Jbk

fi!4 .rl~tritJ,g (!(~yi>~g.b(~d '''t~1tel;t (vu!' h, }~;t~Jil:kllf~r
i'!fri",g',","~ '?y.thmijKJrtieJ,

[(:cord companies and movie studios 5ho\\.~d that 'no~
only did t,he' GrakSter file sharing service enable the
exchange ~f.any ~lect[onic file, induding copyrighted'
files, but that GrokstCJ: specifically encouraged th,is type
of use and profiteq from it~ In a unanimous deci~ion.,

the U.S. Sup;reme 'C;~u~:t ruled agaihst G~ok5teI,'stat- "

irigJ ~'\X"e~ hold that one:'~l:lOaistributcs 3 de,vice w.ith
the' obj~,ct r;t promoting its usc t~· infring~ 'copyright,'
as 5h'own by t:;lea:r,'expressio~ or other affiiin~tit:esieps: 1,
taken to fostc::r ~fri:ngement, is li~~le for the result.~'

ing acts o(infcingem';~t by,~hird-pardcs/,~:Be-Tbiscase " , '>,~. "
· d ·1· h' h" "> f I' , . " .,', T.hcsc laws~its tar~t'indi~iduals'ba~cd o~ th~ 'IP'yaaH~ .m.a e c ear t at t e own~rs 0 app tcat10ns Qr ser\1tces t, ' .,
designed to e~abk file ;h~ring ~fcopyrighted conteni ·.i . dress of suspected file sharers and typically ~esultill' '

out-of~court settlements, The motivation behind these:>' ,could be held Hable f(',i-.'infringcmcnt by third~paitics. " ' ",'. j :<i
J\.foreQver

1
this c~~e'w~l~:partof a series of co~rt ruli~s' ,<.!' , lawsuits is'to stop some of the most e~regious<'f.?tamp~~~-,~~,:~

.' . '. , ',. .. ~f file sharing,(e.g" users that ~pload large numbe,sof - J
around the world in countries 'such as Australia, South,~., d fi ad .... '. k' "'c'd" ."

. Korea, ~n~~rai;~iri, ~h~:t found c'tirta~, P7P",file, sh~ring ! ~ unaurhorize Ie!) a .tt? 1Dcrease~ th~)r1S ~ss,qCIa¢ ,<','t'

'networ.\<sli;\blf for copy~ight infringem~ni.";'. . : with' unauthorizcdfilesh',ing, How~vCr" pars.ulrlg:,:
· .' . ',' ',; , ~,' , ~-, ! . hlws{;iu ,~g;i~st i~di{'id~is 'is ~a exp;~osr.:e p~oc~s~ at1&~;~), ":

, ", .'" 0, ", ;(.,." 1+ does'no't s~ale well to'the millions ~fus~rs'on' ili~llrt(:: : ,I

:l-:>/ tcrnet, ~~~,ch?o~ ~~ dfNril~a9, ~:opyright~.9 ,cOsi~e~t,~,' A

; ',In combina~ion'withthe'l~wsUitsby q,nt~~t"~~ato~s,,;,
I, -? these industries' ba-ve a150 dtablished. a:mne;t+Jp~d~'6 ,,~
;: gIli~S' to pr9vide a means for user~ ,';liQ ,'d~nlo~,J,:~

copyrighted content to avojg expens~e l~sui~s)~:tA,j:\, , "'
created the Cle~p. S1at~ program'in 2003 tb.a~ pro~is¢_,:/ , ,

· '; :., ,','-"". ;,l:~. '~otto'PI?s~~~t~in,~i0~u~ls~h~"d~I:~~~'~~'~~:~~9"X~i:~~:i~j
, ' Trl ~e.~p(~';~e to 1,~gal p,re~s~i~'i~c~'rtai!1'~~:U.htr~sfo~~-;., aU ,uqa~t~orl7.ed .content that, ,tbey :ha~>.dOwtl~a.~{.~~~)
, tllzations' that facilitat¢:, ~~autliC;;ized rinli~e 'file·shUt" " and, promised- 'not, to infr~~, ~)(l"cbpyrig~ in ih~"4i':;J'<~;~
ing;~ueli,r.thhPkie.iJ~~, ha~eloeai~dtheiIisetvesin;· ·tur '1 ,. tl N' ., ·"·1 ., .. , .•L'Ct·d··":'·

, , , I ~ , /' , '~",," C.,.!y O<I~ rec~p. . y; .1 'e,XlCon. ,ne", a COll,lpa,ny. ,Lf;Ut ,~-:'~: ',.,,;

. ~ouptri~~>wherc'-weakC~ ia~; protect ~hcth;:fro~ c~i-' .:l:h ve~ops c'9J1tent idcntificatio'n tools ~'nd ~o~k's<?q~~~h!l;lf',>:'

nal a'1.d ci...i' laWsuits I'm copyright infrit.>gelnentS, Fpt: i .. ,. of:i:q,yright~wne;s, launched c;;,l-1.nineso/.com;.If.! .. '
exampie," the Plrat~' !i~y '~~t~.' fOi"'~atty' ye'us 'iJ:i NCXJcon ideritifies the IP ~ddressesof';o. Irit~net u~eI::":'
S,wedcn. b~f<?,re ,a~tho!'itic~ begaf1~~ri~~D;al Bit?~etution ~' '~ su..o;pcc\~d' 'of do';'nloadi~ 'or 5naring",a~ copyrighkcL&i{;;
of th~ iridiv:iduals involved ~n tne ~'~bsire's {:>p.crations,' L: file, Nexico~'~ill cont~ct'the'~'s~i an(rPfti~i~~;:Jis~:oft~c~;}
kadidg thi head ofthe~-lP,U ti> hfaild S:*lien "an i;>+ .1 the files it believes were llkgalli- dowriloii4.ed, The -..;;<;
tcrnati1n4!pitaCyhavc:,:''j" Digit., Rm.L1'"hotli ontillc· k· then has tbe optiOn ofpaying (m t.he co~ytiSht~d ~Jn;:~,!
~ri,4;~q~,_ph!s~ar:med~,~ is;' espec}~lly;;~igh:.>~ :~ountp~s< :t<', re~t 9ii,,~~,<q~~}mne~[y:.co~ i~.bsi~ec goo;~ ,~cfd,!B:~~',,~!':{;
like China;aniJ Russiiiwhlfh ge~rllllf!la~le~•. prorec,;., riy;hts'lloldefS· who s"nti:act~th,Nepsonl'<~aKf~<;;:r:
don ~or itltell~ctuaFpr(,)pertt;Fur tbe'~cnati~" P~~Y" ';' 'not' to file, a'lawsuit against 'the,user.. for-diSrriouting'hr"-(;> t';
is a,U:~);'t<? :get c9ntin~'Jrotfif de~d~p~d'~~t~6n~,~ith6iit::~: '!'~"', :'downlbadi~"the copyr.ighted'~9h~~ni~:~~· ',," , '~~J~t;<' -> :~i
p.ying(and to ";;'hle tboSe hosth,;g pkate sit"" tt>.make· F; .. . ., ..' . ' .."'" ':',.
m."otley), t..?~ieb..y....inc~easin.g:,the t~.ad.~'J~,..,'··.P.lll~'t,.h~Y ~n.~, \..•...

.. NOTICE AND RESPONSETO COPYRIGHT INFRINGEMENt·joy wit~ many ~tions. Agreements betwee,n co\llttrief' I' .. . . . "','"
are necessa:rj to coordina~e"effectfve resp~~se~ to digi~ !' In la~ ,par~ because of pUblie,~~positi~~~.in:?OOS, ',~
t,-l piiacy. Internaiional'treaties'and trade ag~eement9 ,RJ.\A, halted' its controversial 'sU:a~gy' ofs~g indi-, :,'
suc~ as the; \\'orld Intd.le~~ual Propcrty' Orga,n,ization, vlduals' suspect~d of illegally pirating la.!~, amOuntS'
~TIPO) ,Copyright Treaty and the Anti-CO?4te:r~eiting '! of digital ~usie and announ~cd that it' wouW ,i~stea4
Trade ~\gre~entcan help i~ci1t~te ~forc~entof ill- ic ~~o[k with isps to ~le.rt Internet users of. p,btenti311y' , :;'
tep9etual fJ.!6p~rty~~ts worW~~c. . illegal actiyity. U~der this ,framework,'the conteri~ pro;«
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ducers identify indivjdual Il1tern~t users suspected of copyright violations. Such notices can be te~sonabli'
illcga'l file sharing by their IP address and then St'.rid the effective; if for 110 other rcason than some con~linv "~ ~
ISP thcI~le\'ant infc)Iln3ti6n i~c1uding the name'of the' ,': enlmay not be aw~re tbat they are engagi~g·.ln)lle~l~~:·
infIillging w~~k, the· fil~ame. a t~c and :datf s'tamp, action, while othcIs who do know may not know:pj.at{,
the IP idd~cssl IPpc;rt, and' the file shanng' n~t~'ork 'they aic bci~g identified as cngagi~g in illegal a~tiorls;, .>.
dOwriloadedfro~·\Th~ISPdo~snottu~~ve~anY.per~' . . .. '. '" ,', r

sonally )dentifi.ab~lnformation to the copyright own~ Majo~ ,ISPs in the United' State~; incl~ding C6Dicast""
en. ~ut .!nst~..in:iavs the message t~ thekc~st~~."cis. Ve..rizon; and AT&T', particiPa~e in dill arrang~eiJ.t.:.

. " , .' ',' with som; copyright holders, For exaniple, as'of~o69;f'

Disc~"oe~ing the)P addr~ss ofInternet users en,.gaged Co~ca.st ~eports that it has issued 2 lhiiIion not1c~sou
in ooline pira.'cy 00' pee~-t9-peernetworks is relatively' beJIalfofcopyright owncrs."2 lSPs can provide a g~dh..
straightforward. One stich means is to r~ql.l.est·a piece ated response t~ continued'vii]lations of copyrighted
of u!).l~wful conteoJ, ~ad :thcreby enter th.f:"swarm" "of content by the same user, by providipg additiori~lwa~nT '"
P1Pu~'ei:s edgagelin 'sha'ring orseeding it at tlie 's~e ,lags, 'and incremental punishment, up to:and indudltig,;':;
time, Membcrs.o( a P2Pswarm ;re allowed'to sa tbe a tcrmination of the, :;crvice, Cox to~municatiOri!l •. <
IP ad.dres~e~Qfeafhoth~r~emberof the" sw~nrr; with- for example, has triade this a standard·pt\l.ctice.AS, ete"'~~; .' ~

ou~~~~ryPti9,~:.til~s~ 34dr~>~,se:s ~~i(p~;fectlitiansp~~', ',~J~ed by ~ C,~x sp~ke~personr {:W1ie'Dwe·fe.c~fV~J~~~~>·;
ent, whiCh' beliesthe:,clalnt ;that 'fikshalel:~' ha~~ anY, , tifications from RL.-\.\ or othci copyngl1t, holdiis, st~t':l{3'

~p~Ct~'tion~~,priVacy, For: example,'he~ei~a 'Irpic~l , '. ing ,t~at 'theit copyrig~ted material,is~pHhg'infrin~ed),;,:
piracy sWarm' for the nBC t~le\'1sion serie~ Spo·ok!:.· by a. cl!stomer, ","e pass that informat..U:l~ along'':o :t~e.· '. ""

, ., .', ' ,," " . , cqstamer ,so they 'cancor!ec~ the prcibkrii. ordispl!te ',; ""(,
By p'r6~idmg;~oti~c of~opyrigh~ i~fringcment, users ' 'the notice directly with the ~opyright holde'r if.tl}ey;f~ek~",:···
be~o"?-c, ~waf~~hat: thet are res~op.sible for :thcir ac- ' ~e notice was sent'in ertOt. This :notilfc,01(iq.'tisi~~.{::'
tioo~"oJ;l1lne aridca~ takCsteps topre'\.Tentunauthprized " most hclpful thing we can do for the.custotnet:arid is,,' i

: , use; siidi a~ \~;:\.ulng·aWirclcs5mutct ?r ~up~rvistrigi cxpec'~ed of us, as an 'I$P, under" the DNC~i' We atC ?A; .~)
teeri~r; p~fo~e'f~u.:ing mor,e seriouS ~orisequencesfor';[aeh ac~py of the 1~otice' froJi the copvrigl{t'hoid~) <

mi~use:· E~n ~fte~, serr!.pg:notice;cont~~t~~od9~s, .:. ~id~ oW: me:ssage to:thc ·cusi'om~.£.'~]' Aith~ugh: C~> ,,'
, still tetain the right tO,sue individuallnteioet use~s. for ,'~~ri;'o~tmioy notic~s •. it,li~~ 9~lr\erirl~te ~J';~~,;\.;l

, ~,'~" ;'" f,:,~,: ", '.,~\';$ '. <'~,:3,,~j~;:;;,: .}\ ' ", . I/' ";' ., i." :., •••• ,'/>\:,; , 0' "'~Jf.;~1

:','~"; :"::e;;::t~Tor~~~t .Sw,arm wj~h I~~ddr~~~~s., " ,:,";' c, ' 2.' "\::~,:./ .·;:'~fl:;:/;.~:;::GL:";:;f;J':i~~TSJ

.:~~:,~:~,;Lit'~;:'~':-.~~;::,~~r~:~~,~~~r=~~~:::;~~~~~;~;;~;;~;:;;;:;~~:;~"~~~::;~~~i-;~~{:~~C:i!:~".,:, '"
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for one-tenth of one percent of those users. Coml:ast nographk Industry (IFPI) S~~~en recently 'not~1,! th~t~:'F~'"
has stated that it has I1o,plans to terminate al:cess fqr 1he legislation, in combinati~nwlch'growing pop;"'laritY,,'; .. :,
its u~ers. Severaluci"ersities, indudiug the Univcr~t)' ofonline musi,e seivic~s, appeai:s [0 h'~ve beel!,'5ti~ce~s;,,\;;"':~
of California, have implemerited rules to 5usp<;nd .~hc .! .ful and reported that ievcnue for the record labelsrdse,:' ,
I nternet access of student~ tl~~t us~ c'ampus'J1erwork~' .; 18 percent In the firstniric ~onths of'thejcar' 9v~.tal~;·.·",·:
for illeg~l fi~ .sharipg..§uch p~aC'tic.es, ~~ludiuiaJter-. : and 80 percent in the d~tal ~ark:et;MThe legi.~la~G·;·.;.:
natives such as bandwidth capping, broWSe! 'redirec- also had an iriuncdiate impact ~~ lntctnc;t usejli<;~~y ,.:', .:
tiori, a~d temporary- suspension ofscn.i~e,.can play 'an i it came inlo effect, with Internet trnffic within' Swa~ ..... "
ilIipo[i~nt role in limiting the ~cthns of Internet userS ,'1 . ~endI3ppirig 33 pe~ce-!1~ because ush!;,w~~e enga~.~ ,~
who repeatedly engage in digital piracy. '·0 ,!' in les~ )l1egaf dO~J;llo~ding of digita:! sonteOl.6~ TJlt, '.' .,

i,' .". ' ,'.' "', ' lcgisl~tion has'm!Jt~ recently becon1~' less cfff;ct1ve,,;s ,;;
A D:otice system has'been u!led~'ith' some success in t some ISPs have' taken ac'tio~ to.~9uce its' i~pll,~t ,by;. ,.,.; :
other co~ntrie:;'as wclL)n partic'u.w,.some other oa: ~rasing ~ll of ~hcoic log-sso that t~~y ~r~'ynable t(t~o~~',c

tions ~ave requircd.JSPs. t~ participate.~ th~t;c::' p~o,' i' pInii,~th coun' or~eIs. Some govern.;nea't\)f£if:lat~b~;~e ",,>:
gr;~I~. For exampl~, ·swedeni.mple~eiJ.tedthe Eu- ,I propos~d new regulations that would require'I~~s t~'.:/',
ropean;;iJni6n~s ~n~tip'iracy:di.i:ectW:e, the' lntenecwai,~ :; . m'aintak Internet us~ge)ogs' for a inio4nUmperioe;t~;>.~ H'
Property Riglit~ Enforc.Flnc~t Dircctiv:e ([P~EDY in I, such as 6 months.1>lI . ..' , '~'" ." ',' "< .:
April 2009, T9~ S~edish~IP~Eb Ia.\\l req~ireklSPs,/ . 'i . ,': " 0,. , :" "

with. a. c'oures appro~al, to identify ~se~s' suspeped by' In 'addition' t~ ~~civi!J~wsuit~ 'ao'd a ,~c'iuntary sy's"~,., .~
copyiigh~ holders of illeganydawwoa~irig.7opyright- j, tem 6fgraduated ~~~ponse fil?m ISp;s, ~O~e'C9Un~~j':"
cd ~ol1tfpt:C:opYriglit~~.okiet:~'ca?ihe~senJ:a·lc{~r.of't, ha~e Implcment~d .or arc Gon~5j.dedrtg irrlElejnCiltirig~;; , .. ,
wafning' tathese Inteinet users; andi.f illegal aCtivity· ""thcee stri~es:' l,a':Y5~ th,at; ~w11s~.Ihter?et'us~s:w~~£' <

, CClotinues, &le Ii d~illawsuit agah1st theihfn,ngers. ~\ ~, download' or distriliut~ copyiigJ;1ted, materi:~l 1]ese:.· ,:;'
Illore effttti~e l~w would. nbt; teqt#re co~tr approval ~ i' laws wo~k by p~'n~h4rig' i:ep'~~t copyright;ili.fringel5.>~. ;~
tosenQ.:notices,from:cs,pyr;.ght h91ders tht()Ug!l: tile' ;':i:~ ~y cutt~ off their Internet. access. Fm¥e jI~5;bne·;. -;
is'Ps;;as lodgtas cl1e.'n6iic~s ~ithotit:reveaW;gp~s~na(' 't, "of. the &rst couotries to' pasa a~t~tt~ 'striktis?bw,' an'd::: ~. ,i

inf~~aiiOri/The,[ntcrn'atfdnai:Fedi~tioo"oftii~'Pho:"" '1',' ~~er' ~untrie~'~~~~ing ~,he: ~ni~ell:J<fu~?~; ~,~l:l~f,~{\ ':': ~
.;> '.: ", ;!< ,"::, ";',£>(:<; {f' .' ',J'~.,';:,;.' '/,",,',: ,', </:":·'~~i/:· .. :;:£,~;'~.r :: f . ':";;:z.:; ':. ":~~<~: .. ,,'. ,.}? •.'

.. "I'''' 7, C.....~!~•• ".,ui.;eJ!~i.~\ !('~ Ri.hi,,~~!~"'i.~;'li'~lIf"?): ~ ~,;!~~~::; ".,~.:.'~~..'.'.,.•......::'.:.~ff<.'.:.·.·.:..~;.. :.•.•..:":".'.;.,·~..··...,.i.:.·'.·.·.;.:,:

Ag9r~at't,tr ~:f·fi.e. 'AIt:~(fdNoV 13. :1~: 24 ~ci4~, ~t' <': ~ c.:>' . r.co·.. ". 'm '<o,,,.~ .., ...;. ..~' f ' l ;., " •.>•••• , , y >0•••' ,C.': ~ " ~~ ,,_,: ~"."'.._".•_ ,.~~.,
;. ~ ,~

H." .~
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":,;.····..):··i~t>.~t;~~:>·;~.,-':;:.~: '..~ ~
lectu~1 properly rights CIPR): a'nd,any'effoit, [(Hid s~ch> ~ ' ..:
comtois raises complaints 'frqpl'a ~trilditic>~~U;t~~ip'''' !
that's loathe to accept' cbange' in·. the ·Ip.tet:ri.~t. SotDe~s.·,·}

digit:!1 rights enforcement sc~crnes .have b~.e~",ove.rly.:·1··.

intrusive and poqrlv managed; so there'is~rieidnem':; '.:

oflegit~ate criticis'min thiid~r?g;:,:"" . !':/';.:.': :1":'";',:
Mo~eover, to some extent, there ari' so" ~a~y,~ys" . ~ ';
to obtain' pirated content oVer the;,.j~iern~Ctli~i: any)::
scheme of cnfo~celDCntcan'be ~iciz~ddri'tbe.l1asif:,.hi
that it will simply send. pirates i~ ~~c q~h~(~il~fti~~~~'/ I
but will not impact overall c6pyrigliF,abuse.; H~ce, it.' ':<,1

."is worthwhile to ask pragm~tic qudti;;n~ ab6~tthe'ef~":'1

fectlvenes~ of pwposcd systemS', 's~h ~it ~',:':' ~:;~ \.:: " ~;

1) .Effectiveness; .is the syste:U';~'asily'~e(~te~'~t"cil~ :': ~r .

cum-vented with ~o inCrease 'in incOn~ence til' the'
~~ .; , r _ :.! /""-jcc;e ':;-,:__ "··..).o':·;:,:s..t'1·_,~~- ,>~,'

casual consumer of unlawful content(f k ':"; ("':'J'i!~'.,,'.
. :: . " :." ~. , .',;" :. ,A:< :,'~ J:~:"<;" ';;.j' .",J

~) IntrusiveJiess:Does t~e syS~~Ji:6.p6se (tn9;e rlim:"":: '::
·diminiritiS b'tirdcn on mainsirc~m Iptern~n~ser's~h6 ..' . .

'"'-" • ~ " ~ _ .',. • ~c"i-~.. / ,;.;-e~ -. ..?> < ,;~ -\,

aren9~ ~ngaged in unlawful ~(:tiy~s:at1~d.oes:itvia! ...
late expect~ti~n:s '6f privacy ~~tiy 5~fic~ri~"t(~y?y .: .;':< "
" .. :A ,,~,,;.,,~-,;\ ~:-._;':t~~~ ~ "
3) Cost: Is 1he system exccs.si~ely co;tl", d:p~c;.aily -.¥if~:;~~ .~,
respect to its benefits? AreiSP5,(~n~ hence'co'aSwild-s c; ':

of IS? services)' or go~erDJP.~~ (a'n4 heri~' taXP~Y~.rs») ... :
payi~g for a syste~ th~t· pt,~Bi~~)!.ttlC. ~ellt;,~t?c.\.. : .:,:' ,< .

f ' ~ (f ~,,:;__ ,y,.~'.J'~c._:.~)~:~~~,,'_.'~~;;:~: '~~~';~>,~ _

4) Benefit: Does the svstem make me emo:ccement of,; .

anti-pij:acy laws c:,sict: !b~~, it~tr~~dy.-~1~itll1?~fv¥~' "
lating fuildam~tal right,s. such as se~~expre~siO.ri ~~d. t,:'~: ;

·:;:::po"~"'''",N ~.fo~J, ·~J~~:~~~:i;~
on'mosl()f the~~ cou~t~; it,~.:V~iy . hy:~of ttrl~fl~
diternilne ihlreai-wo.ddutili" ';"'; .. 7~:,0'V'<,I:;~,"'i

, "~ ~'~,' ". --';':;, '-, -- .'t ~.' .;_ .. ,' .>

','~<. !r'~j"'.<'~ ,~,-:;...'~

·POUCY REtOMMEND~t
:' ~-\~.~ot~d ~a.r~,".';hili:~;iri4~~~ ;b;;.s,,<Ria4;.',' x.,:~:,%

ma~y of;b~se tcspop~st£~ !q~bC,~> ' .... "9f-~.digi~tpi::~tt~\}
NCy, policym~ker5also~l1ve,ll(FCYf9 pIa ~f;\ .. " .:

that poliCym;ke~s)houldta~4idude .. fri ' h _;;, c{

, ;. .' " .. ,.~ f';~,f(~i~';!!i~:!':~~.'l ~;;;.~tf~,;~&'ll~
: Support·Antj·Pkacy Innovatlort·,"f;;:>,<.),'- ~~:;-:'~;,'.,!;:~:

-.. ' • ," '. ,,0 >~ .... -c. ,-.~,""" ~y" ;:., .~ --~~»'{ '-~~--">:.d-%'~

Government poliCieS sha~ld: sUP"PQtt' tcchrio1ogkaF <; !
innov;tionwherev'er possible: a~'in:!1Pvati6~'is.a ~':§'
driver ?(economic growtbaad-pi(;,dJtcqy~rY';t.i~frit;:J'. '

tunatdy, some'advocacy groups ofteJ:l~~j¢i:t'tO!~~J;1i,.:, '.
cal controls designed to ptc~cntpi~Y;:c!a~~g,t.\le);.1~~

.' 0"· ; ~'i:··':T;:l:'~:·i:~~~:'1~::1i':¥:i~:.~j':,:;\,

Korea. and Taiwan have followed su'it 'with their own
legi~latiol1 and regul<ltiom in this area. In France, the
re.... ised law approved by the Constihltional Council in
October 2009 create:; a new government agency that
~ends ~'arning letter:; to Internet users suspected of
do\vnloading copyrighted content. Usus who refuse
to heed notices face losing thc~ Internet 'atcess for up
to a year a.nd addtti(:onal fees. Protections h,:l"e been "
put in. place to protect free speech by requiring thar 110.

users can lose their Internet :lccdss without their case
first going befo~c a jUclgc:G1 •

OBJECTIONS' TO RIGHTS ENFORCE~EN'T .
~\ny sy~~ern ofr~~ts e;lfo~~~t. at~~~is' c~iJdsm"
some of which i~ legitimate, but mu~h o(w@~h is not..
One dement that must qc o'iercqme as the: Internet bc-'
comes established as the domin~rit network f~r com­
munication a·ndentertaiJ?ment is its non-commercial·
history. Thc Internet was designed to serve as a ve­
hide for nerwork rese:lrch rather than fo~ commerce

• > -, '"

hence i~ Jacks a coherent' system of i:oiJ.u~ls..f6r iotel- .

, "

In tite Uqited Kingdom, th~ Digital Economy bill
WQU~ provide.a similar' graduated .;cspons~. The bill
n:quircs ISPs to forward ~n notices. ofcopyright ~-.
fringeineni: from righ.ts· holde,rs, track the number of '
notifications s~t 'to a customer, and ~n~ltW;'data to··

"the !=opyrigb! h91dcrlLThe copyrigb:i 'hpld'~r ';he~:~"r~'
, t:ike' this infon=r;ation· to ~ court to get the' custoin~~'s '.
name a~d address'to'la,ke legal ~ctiOil,~g3fQsttlie·user.:
ISPs thaI fail to fu~fi'n 'th~sc ~eqtiirclnents 'face' stiff fi~

. nandal penaltic~. Internet uSers w~o infr~ge> on copy­
righted.co~te[ltface increasing penalties from a wara- ,
ing to suspeadin'g an Internet User\ account: The leg­
islalion dOC5not make, file sharing a>crimi~aloffense
p!Jillshable w~th jailtime.6ri Mcibile'Internetoper3to~s '
have raised co~ce~as about' th~ co~t of the proposed
legislation b~cauSl:.:·unlikc.wired '. b~oadband opera-.·

. tors, mobile hroadband operators do,not use a "one·IP ,.
addre~{peic~s[bm~l~ ~y~&m, so: i:hq}~'01~ld:ha.,:; to .. '

build a 'n"Cw; tiacking'<1atabasc for ,this ptirpciSe.6~' "
" '.~ ,:;,.~,' ~:'_:~ ,~~ ; , ! r ,: ~A, >" ~':~, ,.. 0 , '~' •

Industry h;as also implemen,ted thi(techillque of using
. semce babs}o disc~~a'gep~~y..R;e~ntly, NIicrys6ft' ,

banned. ,asthaUpe:ri:(:!'ta~:o(Uscrs' ftom thC:Xbo~ .

Live sc;rv~e' fo~' ~o~fyirtg!tti~,X,box: 360 ~~nsoles'~
to play pira'tediatnes:~ W1lil~ uie:.;s'can ~tiUuse Jlieir

,.C01;1S0!C· fot piaYifiggatriEs~9fain~·tb~v;c~.iJof..1st' lhe .
'Xbox' LM:'s.¢~~i:foi:.:on~~~ pbY;\\thiCb:1!\~a~~,
part of maqy'of the m()st'populitt Dtultlphlyer ga1rie9,7~" .

~ '" < >"'. , <' <." ; ~ :.
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are a threat to civil Iiherties or ha[mful to consumers~

For I,;xample , the ad~'ocacy groU:p Public Knowledge
has argued that anti-pirucy technology, such as conlent
ide~ti6c'atiori filtersfoc: ISPs, should' not be "allow~d, .
t'ncourag~d or mandated" by government t,:vcn though
such technology prohibitlo~s would impair 'anli~piracy
. • 71
10novattons, .

offering user-generateJ content hosting came together
to develop a set of principles to help reduce pira~y.n

These prin~iples included all parties vmrking to "emure
that the Identification Technology is implcmenf~d in 'a' <
manner th~t effectively bOllances legitimate intert;st~jn':

(1) blocking infringing user-uploaded content, (2)al~~'

lowin'g wholly migkal and authorized uploads, and (3),
. l' f:' "'l 'accommouatmg all lise, . :

, h.. ~,

.....

JliJ" iillu/o;1& US. ,!:.~f.Jf,."rlJ~~II{) I'lul/obai Ihf.!i rf,CU..

i7lf~/ledlialpmper~)!,gm~r.li,~"lildd{o/iJli'lJllfNII fP~fi/i'Ll~Jy •.
, c.' > ,

Going forwar~(there is ~n opporturiity for m~)Ie,'~ndu's­

tey collaboration to fight pir:acy, The federal goveinmen(
should encourage stakehold~rs to develop best pract\ces,.. '

<j and collaborative sdf~regulatiori ~egimes~. 'such"as im..":.
'. j pIement~tions. of ~ gradu~ted resp~o~e system bY ISP~:},

, .' :' '.! '.' .' ."'" , .,." [ Howcve~,' some an~i-p~racy. mcasut~s, s~h a~/cpnteoL:/ :'
Just as' g~ve'rnni~nt' shbuld'll0t ;e'su:ict ~~ti-pu~pose' . f f11u:ril1g; could ri:qu1.r~ gover,nnien:t O\'enighr t'1' pre~ ,'~'
in.novations that 19~Y U::];ldveri:eotiy aid'ill~gal attivitY:': "" j," v~nt abu'ses"and ensure eOn!ill~ei~ts ,are Pfq~e~t~f::':,Y
such; as,crypt6grnphy,I'lct;vorki;g p~~toC()~ ~n~ .mu1~i~ " t .esp2,dallYinJ9c'~9,~encc of a./~oIbbor~~iv:~ a~~.¥'~·~~::!i:·:t
medu encoding"-neither should it remict innovations [ among key' stakehplders. Other' appro~heS.jiow~l;f':,,4~;'l

tbai can ~educe illegal. activity~such asdigitat' rights ~ . such as blocking websites, .~ay. teqtiue,go:Ve,~eatai;:;
managcment.,con~t:nt ~ide~tification and filtering, and ..! .approval b,efore indu.stry·can ~t>T6ward thi,S' e~~~~~~, :<
network· man~gemeni, i Restricting such innqvation L is a need for a p.roces's by ~hich the feder.ilgOverf!menh/ " .
would .mean th;~'t ,the techP910gy. ~'ould .not.~prO\~ .with the hdp of third partie's, ide~tifieswdhskes a;'()\in~(;:' :'
over time, Or as a b~:hpei:.5tickqinight S:lY, "If you , . the world 'that are :lyste~ically ~gaged G,:pii;cy, 5~ that:'; .
outlaw innovation, ~nli tJie outlaws will innovllte.'" .' 'f lSPs an? s~arch' engines can block ·the~, ad ,n~t'900·cirksr;>}.. ,. " ..... ". " !.and other companies can ';;fuse,to p~c'e ads'with..th~,':"."·i
But the fede;al gover~m~nt.should do more'liian not . i , and banks. and credit card companies can'refuse to, pro; 'f;'.:
restrict anti-p£!:acy- in,9ovati/)~,.' g9y~~ent .i~~~i.es '/,1' ,; cess p~!!llents to them. FiniUy,,'the gove.ttl!rleJ}.t; sh,o~ii
like the FCC should' a.'ffiim that 'theY' takes 'pirni:j se~.~· ~: '.' also considet proViding anti~ttuS't ·exeni.pti6iis filtc'ol-·

, ~ <~. v '~: ~ 'c},J-, r ~ .... ,~. , ~ .- ","" ~ '-; _,' h ' ~ _~' . ..', •'. ~, 'i". .' '. <.,. ~ • <' ... ( : _~,' /'.1' ..f (~;. ,. .'
nously, and. encourage anU-p~cy moovat1Oi1 Slid ,use., : .. Ii , ~; l~bo~jltIve iOd~~actlon to a¥tess; ~s~,pr91;:l¥inli'(

. Thc-fcdc#l iOv~rDm:~ti(necds:tota~c'ac\.cu. pJsitiOn' F,," ';:' '.' .,' , H, ,',",,: te,

that it ;l!P[lo[H:rr;a,~o~~?le,il1dustry 'acti~,n to figh~ digi~;' ]';' Pursue,Internatior1al frameworks··to pr~~~t':/
tal plIacy, A~d rbe' FCC sho?1d also deV:e}.op) process" ~< ;Intellettlial Property" ! ; '. .'

whcrcb.y indu.. s.try.can consu,l.t withth.em o..'n. p.roposed. ,"j "'Th" U"·':_·=". S" .:: ..... lv' " h'.·, '.. b·l'.'.>'''£. ~'ni"~lL .. '" ,', ' , " ,".', .', ". :" ", " _.'" e Ill\cu tatescannot so e t e.pro ~\o '."":"6J.L<1 ",. ,'}
uses of anu-plrae.v' tel:hnology. and.·conSii.mer'.advo~, i .~' "I'" '. N'..•. ·c,·. 'th' .'. 'k'·. I." , '>'';.'''. ;'···;'·'t·L ~ '''!

:' ; •. : < 'd '. i," . , : ,.:. . 'i" ,.'. (,,', ..'J 'plr,!8';. ~ o~e. ,anons W! 'wea. aws to prot~ct 1D
cates and others·,can bx:m.g fOerward c.oncer.os.' about'ac-:~'.'I '." ')e" . "1': • " t'j;!· .': ~l· ....~..h" . 'Y'. r.·t... ··.'..1. '. ,.' .', .... ';'; .. ' ,', .' ':' .' ',. ,'H .. aua 'proper yprqv~ea·v sale .aveq"lo 'Qq~.

tualwes"I.naddltlo.n;tlie.N.at10nalSc.1encel.<ou.nda.t1... on .;.'~.'''/ ..... ' .;;;'~.\.th' t H . ' '.. igh' ..1 ·1\.1'·.··.··.b.·. y d'..M.·..·.·".' .';'" ... ;, ',."".,;;. .>~' .:'<\ hj,Opera'";'ns: a." ou~copn.~~3,V{.I.~>~, ..:r~~,,~)'tt[Jcl1J.!:<'J',,'*1
should spocnso~antPu;acyr~search... ,... ; . /f('~:'· "l>.lackbf;l.stron' 'mtetIDltio;UlftllmeWo.rkfof.thi"

:,>.:"':"'::,' f:,;:. :.';;;';; ,':; ." '" : ','" ~. <'.' ':, ~"!~ +,ti6;:onrtt~rne~C6~duc;~~~~siliat:k~&ns~~i~-hothel
~nc.~ura,ge.C;ri~rd..ina~ed In~~~tf)',~~t',~ry> ::~·'>,t;·:ir: re;pO~~~J6t.l~~ ..da~tigyirig:?U;~~{~~~kt~orks .. ::<1
10: a competitiVe ·roa~~t,· a cla'ssic p;iSona's. di¥,pUria:t.l.· ..A.t0Irlpre~en~ive. solutic,in to'; this' p~ohi~ is,,ui~e#tly,\: ~1

eXists where compan1c:rwou¥i be. better off by implc;,"': j.~ needed tos'olve manv online issues in additioq.toIntc!li~~~ J

menting anti-piJ;aq- l!'e~suresi ~U11T1ay.not· b~c~u.se the.'~ .). ,', ~t pir~cy':i~dudi~g:cyb~;~e~uJty; sp1rii::' nia~~~';h4r .~
cost ofactiI1g alo~e is toO riski'~f one'ad:network ~- <;' other illeganI1te~tcooteDt.(;lpbal p.arti:L&~.5fuP~'~·· .
fuses to p.lacc. ads'onpl)plllar piru:y.si·tcs, for: example" . ncedc~ tt> ,dcvflop .Internct policies that' ~i~ '~plit 'na~;; c.. :i
another one willlikcly <;hoose 10 do so. . . lions to better enforce international sta~dards on issues;':' ..'

. ",,,.; , . 'such' 35 ititeliectual property rights. I.ci'particul~,ili.e);,;,;i
Collaborative a'etion by vaiious 'industry ~takeh0lders . . US..g9v~rnmcnt should)akc a much ~~h:p.roactiv~':~;:
has. been able to :wdrcss this prisol!cr's ~ilcmma in at .!.' position 0n pressuring'other nations to "abi<±e by'~te5" :,~

leas~ oue area. A group of.copyright owners and v....ebsite . ',regar~g digital ~'ant~rit,. ThiS ind~des 't~lPng :~,~~;~, ;r{)
••. ' ; <. >.. '. ,." '., . . ,: .. '. ,.' '/:<:<~:::;'1
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· Because we all share,the responsibil.ity ,for maini:aiii~ "
ing the health' and vitality' of the Intcz:het, tne time
h:i.~'comc t"qr I~ternct eotc~pnscs'and'govcmmenJs tO",'
,take ~on1e measure .of responsibi'lity for 'main~ai~i~g .

· its'integrirY~ Ther~ is nq legit~'atere;soi for web 5ite~', ,
such. as The Pirate Bay or isoHtint.t9 cxist, for there

• "- < c >' , "'~'

· to he' piracy-oriented 'services.sllch 'as LegaISounds;' ",-'
com; 'or for search engines to:'~onn:ep ~oukt7he pi­
ratds :witheach other, The Internet was not meant t~
be 'a wgantic pir;cy ~aehine. !t w~~,not designed' ~r',
built for the primary, sole, ~r' ~najor pur'pose of f.i~

cilitating.unlawfuJtti\n~actions)aodit's' shamef~'l for/
prop~~en~~ of piracy. to" hide. behilld \ he e'1tCuse. that <;1°: .

· 6lte:!Qg o~ bkicking 'ac~ess to'unlawful cond.:lct·is in:~T'~: .
som~ way. analogous to the s.:ippres~io~. ~f di~seq! i~ ,
authoritarian dictatorship~ like China. Thc~ is'dcady~·. '
:11'1 . enormous. difference' betWeeo the ~ctions" ~c~n~ , ' \

• '.,', .. ,~- .-. v. _ C >, ,f!, ••

undcmocr~tic government and the" leg~timatedCsit~'i .
of libi:r11 dCmocr:acic~ to limit the ill-gotten gain~;.<lf}..~' .

· p,iracy. promoters, 'adiertiseis~ ~nd"seJ;Vke pt:ovi~.i:'s,>·~ i

,. The time'lia~ ~omi fo~ the'lawtb cat~h\ipuiitl,;tec~-,." ,(,'
· n~lo'g}; ~y;.adopting ~ r~as~ablc,~J o~ cnfqttcjnept; .~;

," ineas,uresto,~3"k~piracy Ies's p~va~nt Bn~ less;bl#aD.tLI~:',·;[

.?" \he I""ni~L" "":'" :' ',' "c, ;!;:,~~~
~ " ,''''- ;. ,~ ~;..

, ,
;--

:,

... <, • ~

p•

•~~ ~ f<;'
••)..,0

.CONCLUSION :.

< /,'

~.( J • .~

,

cases to the World TIade Organization (\'(/TO), wotk~
ing more closing with the \X'o.rW Intellectual property
Organiz:lti~ri. (WIPO) and other global bodies, and
including requirements for reducing content theft and :
pen:llti~s i~~ f~ilure to d~ so in future. tra~~ ~gree~!
rnents. Tn short. it"is time for the U.S. g9Vernme'nt t~

take glob~l theft ofU.S. i~tellectual property ge~eral1y,
· and t1igital content specifically,. much' m6reseriousiy:

For e"a~ple, while the specific terms of the And:
Counterfeiting Tr~de i\greemei;t (ACTA) ar~not yet .
public; this type of multilateral trad~ ~grcement is nec­
essary ~o create .a ~tronger intellectual property'rights "
regime and proted the rights ofU,.S:copyright holde~;
globally. Nations'that tum a blia<,i eye to pi.racy should.
f~cc sigllificaht prcssure an~ pcri..ltics for doing so:

" '

...', "

· ~~s ~any ~~hers have pointed out, the '~ot'eroet !s a
vast, distributed systr::nuhat has no .ceqtral. poipt:of
co~trol:This does not mean that it is frcc of c'ontml:
Rathe~, it mea~s that ::ach of us ~. the conttoDer'6fotir
small p~ c;fthe'systm; The ~spon~ibi;lityf,?rtdain-

· taining-the Ioternet.commonsfalls' uPQo eachuscr,
eac.h··serV~~'p~p...~et, and eac~:b~siks~ i~d iilli!J~u>
tion that uscs it, operates it, and profit~ by it..Govern:·
incnts ocedJo put'lq. pia~c (~mc~rk~' [hat' fuci4til~c'

, anl elicqurage~respc.nslblecontroL 'Tli~ Iritei~~ is
!- ".>,; "',J)<

. "

.
.".~ "';0,,' y/ ,

THE INFORIM,TION TECH~IOLOGY & ,NtK'V,FI'iN FOUNDf,T'ON I DECEMBER c00':) PAGE 24



, ~ '.

ENDNOTES

1. i\IehanJaY:l8uriya, er ai, "Forcing the ~et Through aSi~ve; Why Copyright Fi1rc~g' is !'Jot fI Viaole Solurirmfor L!$;
lSPs," Public Knowledge, 2009; http://\¥"WW.publicknowledge.org/paper/pk-lilteting.whitepaperandRonaldPeeters.Mi-

· chael Yang a~d P. Jean-jacques Herings, "Piracy on th,e I!ltemet: Accomrriodate jt'~r'Pight it? A Dynaffiic Approach.;." Sep-
tember 7,2009, 1, http://ssr~.cql,n/,!-bstl:act~1469564. . . '

-'" + ~ •

2. \X'bile P2P file shiu:ing b l.I~rnipated by copyright c()ntent, some people mlH:l,kenly assoCiate P2P only ~th file sharing net-' ~
· works. Howe\'er. P2P technology encompasses many' types of. applications and services from the Skype-to-SkyPe dialing ,
pro~edure to video menming' on mainstream. websites like: CN N. 0--'ote: Skype i~ not truly a P2P applicarion; it only doe.". ..
~cs~on iniri~tionby P2P, the rc~t is a 'straight UDP' :>ession.) .

3. i\Iini~m"" ~ recently ranked by'.-\!exa·as the 96~ most pnrulanvehsitc in the ~orld, the Pirate Bay w~bsite was 'ranked
109<b, and ~(lHunt wall rank~ a3 187m• "Alexa Tup 500 Global Web Site~' web page, ND, http://\\,,~.a1eu.c(Jm/t~)p-
~ites/global (accessed November 28,2009). . . ,..

4. Christian E~~ttom""Copyrigbt~\~·s .,ilire-.ltE!~ o::C ~nline freedom.." rT.co~,Jtlly 7 2009:http://www.ft.~om/ ems!."
s/0/87c52324-6b18~1Ide-86ld"00144feabdc:O.htiriJ: . .' .

S. . l\fJUYM~dde;~''1~jl' Sta~e ~fM:~lc:'<~~~e; '1:~n '~e!Us .-\~~r Na;stet,:'. p~" Internet & Am:~n ~fe;Pi;i~Cr,: 2009;':,;"

. ~ http:://Wwwpewm,ir~met,org/Report~<12oo?19);~e-S'tlIt~-of-Mu:lie-On!ine~;ret'l.Years.After:Napste~:asp~~ , . ,'::(
. - ., c~','c '" • ,:. ~ .'<~~~. ~,,~~

6:,.,' Stephen Siwek, :'Th~ True Cost'of ~()pyrighr Ind)JSt,ry Pir:lcy to the: U.S, Economy," Policy fuport 18~,.The ~nsi:i~tifor, " ,:\ ~l
, , Pulit:y InntJ'o"2.uon, Sepli:mber 2007.' " ' . " " '. ' ",' . ' .' ,"",:' /", "

j • ~ , '; • ~ ~ "',. ~

7, ,Measuring tosses to,piracy is ~n impe'rfectscience ·bel.'3use pin.t~d software is not a perfect substitute for lc~);purchased' ' 1

~oftWlii:e, The methodoiogy v:uie~ by. studyon hciW to best quantify losses due to global 'piniey: First; it is uncertain' ~'lUt :..
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