“u

:}Tawever, ad ucate who argue th shom,ommgs of DPI based v.Onrent t cogumomsystems t nd to over
B N ;N ] . l N

s

K noMedge “}‘orung the,Net T hrough 2 Sieve “‘represenw nne 51de nfrhe [)PI dcbale " \Vh:le DM opponenu. like té‘fe!y o S
emotlonal terms 'il.‘ll:hvaﬁ rechnoiogial arms races” and “false | Ppositives” and to makc va tious a«umpnom abnut syst.em pe:f Co
fo:mancc effecw, in fact pu'acy mmgauon with DPI' deak w:th aset ofnsueq vxrm.ally u:[entxcal o the 1ar ;

advamcd open source produmon syttems tw evol\.e bctlu: vltust,s in urdt.t 16 t,scapc dt.n.ct:on :md n:mowal 8 I\o ‘one’ bcﬂ- .

s ously atgues that personal computer users. qhould smp usmg anti-virus softwnrc E)ccnuse of the clmlleﬂgee f,o ks:cpmg vn‘us

ﬂgnarureq ind dcrectmn algomhm& up o datr: Rathcr usem are advncd to rely o on mulnplc systems of dctectmn

25

man thnt dmms that Eontehe’ recogmnen wxu teduce intem:t pe:fonnance vmla;el weIl-, .jilblisii‘edf{rxip 1]

it

mlztc th{. 1 ntcmct archxtccm:;: aﬂd ra.lsc thc;pncc of Iﬂmmct acccsai zll thc ’wh.\]

chn ‘to tlgc:cxtcnt that thy.s c

i

forms ana]vs:s in- 1ts u;vll time, bmce thcsc sy tems afe not m rhe férwnrdmg path of riet'\wrk ttafﬁc, thev alco dis not add delay
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. The purpou of conwnt, r“ogmnun a\'stcms i to n.ducc the :ora] 1muunt of unlawfu] trnnsacnons i3 whole ot m'p cw:n:
+ the, turwardmg of spLdﬁL unlawful paclu.ts. As this is thc goal, it is slmply necessark for the nqhts hold:. "b}:ruehmrk op«.u
to: to n.lt.nuty thL p«.:suns whu cn&agn m suth tmnsutluns, nut w rccognu(. :nd supp:c:s cach an,d < pir

i

pctfnrmmce at all.”’

LR i #.

I

& o.

‘logy in order to engage m pn-ncy 51mp1v saym g that,
Brs and l?!’q slmuld grvc up s tn deda:c pmtcy d _sr}cfafly‘y !

ISUPERIT

ik g s B R L

of thc Intct;n 't Kgggmy,

iy i P e
: as,;mtcrpcxsonai commn
. ,w‘ I L h~@

taken 14 ’lﬁzmxt nnlawfgL behzvmr. Momgrvér-'umung nti

L A

i the fntemc cconmny This ty{m, 3
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‘. Th:.::. nrc* provis n§ m T'tlc Il uf thc D\IC:\ \putammg w0 snfg harbon) that "prmt.ms .ﬂ.tung mct.m‘tvcs fur 5c.rv\c
vlders and 'copvrihht owncrs to cuopemrc ta ducct and deal w1th copvnght mfrmgemcnta that take phce in “the dlgu:l ncr-» N
.. \mrked‘en mnment s L:k:\wse, the leg\sla.unn was dnfred m 4, way ta nat "dlsmuragt the scrvsce prmndcr fmm mnmtm. ,,;M :
ing its’ seevice for mfrmgmg mateml Courts. should nor conclude that-the séryice pmvu-icr Imea chgtb:hty for. llm:tanonsu(

f‘Copynght ﬁltets could undcrmmc lhc snfc hatb()r provtslons that shncld ISPs from Iublhty Under the
D-gnal Mnllcnnmm Copynghr Act (DMCA), I1SPg ace shiclded ‘from hnblhty for their uscts’ acnona.
AR CoPynght ﬁltcrs conld undctmme thcsc safe harbors, : w]uch havc aﬂuwcd the Imemct i bccomc tkc 3.

s on lublhty under secuon 5'[2 qolcly because 1: cngaged in 2 mommrmg progmrﬁ

fat_t li wﬂhng to go fomard wi b Iarg
. . ,u

‘ ﬁltcnng cuuld commtme unlawful mteﬂ.cptmn undcr ECPA "

151 -H) have staled thett mteﬂt tc mtmduce Iegnhn.on -in 2010 that may clanﬁ smd deﬁm: thf. bg ndaﬂes of SRl
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alternate approach focuses on the websntes and tech-
nolng1es that exist for the sole, primary, ot significant
purpose of enabhng digital piracy. Enabling digital ‘
piracy is a profitable business, and there can be little
doubt that profiting from unlaw ful act1v1ty is Lndt.f(.n-*

sible. There is also lictle difficulty in rccognumg ‘such - ]

sites, as. thcy oftea fail to tespond to ]cgltu:nate take-
down notices, or fail to do so in a timely fmanaer, and
prornmcnt}y dtsplay indexes of un]awful content

One such srte is The Pisate Ba} Wiuch 3 3w edlsh court
rcu:_ntly found to have engaged i un!awful conduct :
Ina statement the court said,
“that by usmg Pirate Bays services thére has been file- "
. sharing’of music, films. a6d computcr gamts to.the
extent the prosecutor has stated in-his case. This file-
sharmg consntutes an unlawful transfcr to the pubhc’
of copynghted pcrfonnances P The four founders of
The Pirate Bay were sentenced to.a. year in’ prxson and:-
ordered to.- pay ﬁncs of $3,620, 000 Pendmg appezl, :
the web site is still operational, although it has stOpped-m’
operating a BitTorrent tracker in favor of an ‘alternate
foro of content drscoverv known as Dlstnbuted Hash. :
Tables (DHTY that 15. more dtfﬁcult 10 block As exs
plained by The Pltatc Bay, “The dcwclopmcnt of DHT y
has reached a stage whetea tracker is no longer needcd
to use a-torrent.. .DHT:..is highly effecuve in ﬁndmg K
pecrs w1th0ut thc need fora centmlued service: M The.
}Ptmte Bay apparently hopes to. escape future’ habdlt). B}

. bv dtscont.l.nutng 1ts “tracker” semcc While The Pl— Lk

raté Bav is not_ dm.ctlv mvolved m ttansfurmg pack-
. ets. betwcen unlawful ﬁle sharcrs, it pmudes the vxtal
role connectmg d1g1tal pl.tates to each other actmg as a:
‘ prucurex of | pr.tacy se:rvlces 1

*‘,-,

Fven before thc Swedj.sh court rendered its” verd.tct

there way uo doubt thst The Pisate Bay extsted for. un-
¢ lawful purposes \Tot onlv docs the site offer dcta.tlcd
"hand-created: indexes of unlaw fuily copxcd TV, shows -

(http //thcpmatebayotg/tv) and mustc (http /'/thepi- o

ratcbzy org/musu:), it-also prowdcs acccss to- unlaw~
_fal versions Tof softv.arc, hooks, and games '[he sxte 1s
supported by the sale of advertlsxng

ordered off the Intemet bj’ the. coutt. W'hat 15 sutprls-
ng is that Internet service provtders have_not" acted
to biack websites such as this that cle arly factlltatc thc

exchange of illegal content when it would be quite sim-

The’ court has fo\mdi s

pleasa techmcal mattet 1o  block them Blodu.ag rhese i

s

. domains can be registered: But abscnt fedcrnl gowcm-

. not be m the interest of any “individual ISP o block L7

~ websites. In both of these approaches the govemment
" or same other well- recogm/ed and responsnble party
. " may need to be rcsponsrble for publishing:a_ realyttrne .
- list of domam names or. IP addresses to block. "

7Wh11e hlockmg is one poss1ble soluuon “thiat: teche
; nology can obviously’ be used for both good and bad

) )statement,, the” Intemet \Vatch l‘oundatlon v,orks to’
- ‘and 1nc1tcmcnt to raclal hatrcd contcnt host

N ﬁhcmd legmmate contf.nt. This 1s Wh}P such systems
‘ .nccd o provrde a means of com:ctmg clas"ﬁcattom -

3 Conroy has albo put forward the idea of unplcmentmg
“."a national level* filtering plan for websne content;in
s cludmg ﬁItetmg child pnrnography, gamblmg websrtes 'y

* and othéf content tHat * ‘offenid against the standards g,'

SRV fof moraltty“"‘ In Fcbtuan of 2009; the- plans appeatcd
It should come as no surpnse that the site has becn 4

webisites could be achieved by blocking DNS quencs 0_{" ="
connections to IP addresses hosting thesé pitacy webs .’
'utes For atample an ISP could biackholé DNS que-

ries to the domain names, such as theprtatebay org; of,
~ redirect them to the Justice Department.® While T he n

Pirate Bay may respoad by changing its domain’ name
blackhole lists can generally be updated as easxlv as new "f‘ ;

~ %

ment mandates to block sites hlte The Plratc Bay, itmay

L

. these sttu.a smee clomg so would reducr:. its attracttvem.ss e

to customers who want to engage ia digital ptrac}' An’ 7
ISP could'also block the IP addresses used to host such ;

putposes. Scveral countrics, some ot' whtch have an; " ";

" ti-democratic mms——such as Chma, Cuba Inm and

North Korea——have blockcd aceess to; certam websttes &

~ " with varying’ dcgrees of success: However, as is the -

case with all technologies, blockmg technologles can
be used’ for pro- -democratic, _pro-consumer purposes e
In the Umtcd ngdom, as many as "80 percent o
15P5 tise the blackllst pubhqhed by the Internet Watch
Foundation; a uon-proﬁt orgamzanon chat mamtams:,s
a l.lst of offensive Wtbsltes A Accordlng ta its mlssmn

B

minimize the amount of chrld sexual zbuse content
hOStEd any‘where in the world and cnmmany ObSce.ﬂe
d i m the :

PR 7%

to bé derailed when it did dot scem the government..’
would have the votes to pass the requued 1eg1513t1on‘ if.

. acountry chooses tg implement this type of soluuon, it

should be careful ro craft palicies that ensure that the
techaology is not abused to limit legitimate free sPeech
and openncss, and that mistakes ean be ru'ncdlcd For
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examplé, an) pubhshcr of 2 blackhst of unlawful file
sharing sites ta which ISPs would be requued to block

access shouId bc required .to provide a, credible :mdw,
responsive means for wrongly ldcnuﬁcd services to -

protest and be removed from thc List and for correctlv

identified se.mces to Be unblockcd after removmg ‘the :
offcndmg conteat. Real- time blacklists have’ proved -

uscful for’ combanng spam: and dlstrfbutcd dénial"of

service attacks, hedce it i reasonable to apply them to.

piracy as well, wlth smtable controls. Thete is nothing
inherent about the. Intcrnct nar “should’ therc be, thar
prccludes the hmuaucm of ﬁomc kinds of content on it.

Just” as m 50(:1!:!:? as awhole thcre are hu:utatwnb m all‘ :

soc:enes on some kmds of content and behavlor. .

s 7 ‘( . ’. . ! -,”w\
- " . 4

BLOCKING INTERNET USFRS FROM WEBSITES THAT OFFER
PIRATED CONI'ENT o

In addmon to P2P networks, 4 large amount of p:.rated )

 digital’ contenr is ava.l.lable on websites for eithes dmcct-

download or strcammg “Just as with [cgitlmatc web—
_ sites, these sxtcs gcm:rally come i two- formats an ad-
supported model and a pa1d contcnt modc].

i

ih

<
i

'~ to watch for free. Websites like Movie2k: com’ (ww

: . b
- Currently, Internec asers caa easﬂv go onlme and W‘lth

" just a few chcks, find full-length Hollywood movu:s _f_ )

- movieZk.com) and Watch - \[ovneq (wwwwarch MOV
xes-onl.me tv) provxde mdexes of movies and te

fox free ‘online. Ihese webﬂttes link to strcammg sites

. siich as Movshare (m movqhnre net);: Strearn”k

(“'Wu'rstream?k com) Mtga\r ideo (wwwmegavldeo.
com), vaxstagc (Wwwdlvxstagc net), and “Jovamov -

(www.novamov.com) that a]low users ‘1o upload and
share movic- kngth videos at 1o cost to the user. LIW.'.
pmgmmmmg is also recordcd and disteibuted onlme
through websites hke Lwestr.eam com and _]ustm tv.
This form of piracy is used to puate live sporta eveuts,, .

5

H

such as NBA; NEL and MLB games, to IntLtnCt users, -

mcludmg mtematmnal users who_ cannot othcmxsc
- gainaccess to the progmmm.mg Th1s fom;mf’pu cy E

o iR

" s parucula[lv strong m China whete. mdllons of 'US:“’;‘ &
ers watch pirated Ua spom programmmg (m!me

One reason that puates are using webmtes to dsstnb-»
utc copynghtcd LODtht is that bandw1clth and stomgr.

ariddwide An‘u {VearG 20}
Tantrum Desue
Colteng WID
s“l;‘,k.g,rioo Las

" . B . .

Lwnqs CD1}
Florence And The 8.

Geisha Boy o
faiter
Hiss140-Sa% 07 - 20
H-Frexr 2

‘!uwm:y Of e
A Penance

Wortdaidr Acde (Wﬂrﬂm
Taningm Desre

- G Baog WER
w‘-;ul‘e-ﬂc Fast, Hichav ,
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are relatively cheap and these costs can be supported
by advertising.® These ad-supported websites offer
copyrighted content online at no cost to the user and

profit by sclljng advertlsmg fo:: cuntcnt that thcy havc :

plratLd

Other websites sell pirated costent online while often

masquerading as legitimate businesses. These piracy

sites often have the look and feel of lcgmmate ‘online
stores such.as {Tunes of Amazon com: One such site
is the Russian website chaISmmds com, which poses
as a music store and charges membershtp fees: A hap-

less consumer wishing to obtain dlgital inusic lawfully-

could casily be confused by the chalbounds.com web-

sit¢, which inclirdes a “legal- -souading” tcrms of. Service. ’
agrecment and the trappings of a lcgmmatc service. -
‘When a site is pamed "LegalSounds com” and “says.
promtmntly on its home | page. “download music that i§’

free, lcgaL" it is not surprising that many law -abiding

i

Figufe 4: ZML'.cpm: A Ru%sian Mpvie Piracy site

g 10827 movies of premium DVD quality

‘e hava trouaands of tag hotiest movies you've baen viting ko wakchi and
thay'rs now avasilabie :n Hi-O2f These movies are playabla cn noss
devicas including »Pod, POA (HandHelds), OC, CVD B CivX elayecs, Thore arm

abiolutely na firtits, Bmwniaond as much as yau wane with incradibiy Aigh speads,
Ko additiona! snftware in requires! Simply click an a link. dosnload a meovie and

walch it on jour {avorta piayer.

y iPad

| St srioy.et, g1e iSad
5 DA cempantle

5

iip teday and forget about buping or reating GVDs ofilina.

* websites 10 engage in digital piracy clomesttcally. Siich .

. berweed rights holders and ISP:. and could be overseen "‘ gt
by the.Fedéral Trade Commtssnon Rgal-tlme mecha—

Simple
Downloads

Eien a chiid o do

)1s true for the Russidn site. ZML.comi that hosts 1 movles ‘

consumers would believe that they are not breaking | thc"
law. One might reasonably conclude that the’ content’
offered is ]egmmatc and enrollin the service. T he same - ;

for down!oad

-F.'ustmg laws against fraud and false advcmslng apply

to such sltcs, but the Interpet cnab]es them to spring-.  ~
into existence, change ukmmcs, and move about much

 faster than the legal system can keep up with, them :

Moteover, manv of these Sites are in nations whcre the -
service is legal or where the natlonal government | tums .
a hlind eye to eaforcement. Oncc Jagaina simple. bloc 2y
mg sohition ar the ISP level may be the most effecnvc
means of preventing lntemet users from using. these' - .

4 system could dmde the burden of initial enfo:cemen

(

Skara and zave thig aite:

9 £ "B

Parsword

e gateres

Mo SwolUp  Support Help FAQ

L e
Browkq Movies  Beowye TV Shows -

Heeing

Create FREE account

Burn ‘em S ;

Burr 3 rrogvia o
a L[ 27 OVD and
warten g
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Figufé 5,: Search Ehgine Results Belivering Piracy Sites -

Google custom search StarWars
@ Torrent Search 7 Web Search

Ads h’ Google

Official Star Wars ® Gear
www zazzie com/StarWars  Shop Star Wars Gear al Zazzle. Personalize with Your Text & Phato!

Star Wars
. e eBay com  WWE, Star Wars, Gl Joe. Marvel, CAT & More! Bid an Star Wars.
*" Create Your Own World

_ wanwroblox com  kmagine - Build - Play Your Own Virtual World for Free!

" 'Find cheap Star Wars now R
‘waw. Star-Wars best-prce.com  Looking for Star Wars on sale? Check 6.500 shops for great prices!

. Star Wars V] Collection DvOrip-aXXo : Movies > Action - Mininova

_ Toment details: 881 seeds, 1664 leechers, 580893 downloads, added 542 days ago in Movias
. » Action.

. www.minincya. org/tor/ 1442378

. Downioad star wars | isoHunt ; the Bit Torrent search engine
[PSP)Star Wars Battiefront Elite Squadron[EUR][ESPALPSP com.far, 1.09 GB, 430, 560 ...
AT Star Wars The Clone Wars Republic Heroes [PALI[ESPALWILcom. ...
isohunt.comRonents php?ihg=star%20warséts

. Star Wars Torrent Download
" miminova.org Star Wars Trilogy IV, V, Vi Full DVDs movies dwd film extras .... Star Wars
. _, Clone Wars Seasons 18243 ¥vMD asd EnglishV NapisyPL www tvshows yoyo ...
L wwwtamentz.com/b267 1h22fac4ET63eTiab4ca1308030a3745c6 1

" Star Wars Comics - Comprehensive (downtoad torent) - TPB

.-, Star Wars Comics - Comprehensive. Type: Other > Comics; Files: 719 .... does this include
. it altthe camics out there of star wars? ...

) lhepiratehay‘orgz’mrram!fl&om 10f Star_Wars_Comics_-_Comprehens'rve

v = . 4 ) . -, L e P g g
C e . ‘;, :

. gistis such as t]ns are aecessary | to dcal wnh real—tune Ly The ﬁrst hlt pomts to 1 collectién of
.‘g‘c"

- Tntefnet offenses and ate. entuely appmpmte ptOVld—v" C D\'Ds on Mininova, a site s:.tmlnz in
ed that. fa.lhcl) ld(_ﬂt.lﬁl-d partics have cqual n.al-tunc . posc to the letc Bay
- recourse. tar prevent abuse ) > ’ Lok

ﬁ" .o,

BLOCKING iNTERNE’f USERS FROM SEARCH ENGIHE

SERVICES PROVIDING ACCESS TO PIRACY WEBSITES o
Another enfoncmcnt mr.asure that docs not dcpcnd on-
fltering is blocking access © piracy services by Iutemet‘ o
_search servicés such as Googlc There is no compe].lmg
reason why these scrvices should provtdc casy access
to unlawfisl content, as Google does with its. abthtv tor
search for BirTorrent files. Google offers the ability to
create a custom scarch for torrent files which indexes
piracy sites: As shown ia Figure 3, 2 search for Star
Wars reruens the instances of unlawful content.
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can plece appropriate' ads on a éageehowing pirated

content can suppress the content as well. Flowever, for -

such sites to do this, they need to know that thcy will
not be attacked by government ot by those opposed to
su_‘ious effotes to fight _digual piracy. .

Ry

. BLOCKING FUNDING FOR WEBSITES AND ORGANIZATIONS
THAT SUPPORT PIRACV B

-

Websites and orgamzatmns that facthtate puaey require .

. funding to stay in busmess As dcscnbcd earlier, these”
websites oftcn gct fundmg through onhnc advcrmmg
or through chrect sales of pirated content, One way 10’
reduce pmcv is to-block these sousces of fuading so as

- 10 makc plracy unproﬁtab]c or Iess proﬁtablc

3

Rr.npam drxe mmpahm .fﬁm[a' m?.t adz'cm.ra on whm Mzz[

_/' n.r[(.a!v H:rag' (md rr.gowz.rzb/v ud rvs‘wn&f Jba w'{f rral Iwy

" o

p/ﬂ'wmﬁf an rhm wbuta

.t M RETAEETEE T o

Manv web51tcs that facthle pizacy fund the.Lt efforts
through onlme adv.crusmg For e.xamplc the website
isoHunt promotes its webs1te o potent:aI advertisers .
as follows: “[Qur website] attracts more ‘than 16 mil-
lion’ umque visitor$ every month. Do} you sell products
_ that you thmk will attiact early adopters? MP3 players; "
.. compnter / conso]e hatdware, or. gadgets of all sor.t

Advertisc. Seith asl?® (Jnhne advertiséis 1nch.1dc major ;

' brands that advertise sither dxrectlv q these web51te
- or. mdu:ectlv thmugh .advemsmg networks that do o
choose to dmtmgumh between websxtes that facﬂnate

'puacv and thosc that_ do not, ‘For exa;mple a recent*

revxew of the adverme.ts ou the uebsztes The’ Px:ate‘,:-

Bav and onunt found brands such ag- *..mazon com,i
‘\Block ustcr Bnush &uways and Sprmt, and th

ahould not advf.mse on websnes that fauhtzltc pitacy
and- responsxble ad networks should not buy placement
on[heseuehsﬂes o oo e T
Baﬂks shou]d also testrict cusmme.cs from usmg theu

. credit and deth cards to make payments to the websites”.
that s¢ll puatcd content. Similar restrictions have al-
‘ready been put in place by banks and credit card i msue:s
to limit payments and credits for online gambling thh

some SuCcess. * This tvpe of effart was used briefly to -

, 11m1t p1tacy when the rvcordmg mdustry rcquested that

v s
Lok

A

~{:- have becn rightly sbut down by court-orddr followmg

2y tors of ﬁle sharmg nctwotks uscd two mam argument

“tect their interests, including pu:sumg criminal agd
engaged in o enabling ¢ cop) right mfnngcment - _‘
. PIRACY.. .,

' Content producers bave usui lcgal means to shiut down
i organizations that. facilitate’ illega! file shanng. Majo

they d_td qot maké copies of cop_‘x(_righfed conte"ut én
b thus were not mfmlgmg on copvnghts, and twq; |
e thmr act1v1ty was protected under the t'ulmg in thc-

eqmpmem like the saIe of other attlcles of commerce
% > does not constitite contnbutory mfnngcmcmt i€ thi

) UaI non- 1nfnngmg nses.

Visa and MasterCard block credit card payﬁ]ents to the-
Russian website allofmp3.com that was selling unau- .
thorized copics of digital music. ‘Unfortunately; after -

1 _ the operators of allofmp3.com sued to reverse thls ac- '

tion, 2 Russian court ruled in favor of the website own-
ets and stated lhal credit card companies could onlyw B *;
break their contmcts when their customer was found

.

g-mltyofacnrm. Co RO 1

Enforcmg Legal Rights of Content Owners R

Content producers have also used Iegal means o pro-

civil pcnalms against orgam/auons and mdwxduals

';» ) g

LAWSUITS AGAINST ORGANIZATIONS FACILITATING DIGITAL CEa

,,;; B ~\,e> ',-.,“‘“ ‘13,A

file sharmg enterprises; such as Napste: and (.vrokster.,.

" lawsuits bv mdustry groups such as lhe Recordmg In-0
dthryAssocmuon of Arherica (RIAA) and theé Monon A* ‘ 'j
* Picture Association of America (MP: AA). » thle thez
 US. Department of Justlce filed motions in support’:
" of the mdustry in these cfforts it took relanvely lirele -,

gn defénding the legality of their’ opetatmns one, tha

g,

ta.max case that protected technology makers

product is widely used for leglumate ‘unobjectionable

‘< purposes; Indeed it need metely be capable of substén
l!!uT -

_Many of [heqe argumcrm came out in Metro- Goldw- w
yn—\ziaye.r Studios, Inc. v.- Grokster Ltd., in which the
filé-sharing service Grokster was sued by content pro-
ducers for dlstnbunng pzp- ﬁIc ahanng boftwatc Th(.

ra
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H

record compamea and movie :.tudxos showed that not
only did the Grokstér file sharing service enablé the
exchange of -any electronic file, including copyrighted’
files, but that Grokster specifically encouraged this type
of use and profited from it: In a unanimous decision,
the U5, Suprcme Court ruled agamst Grokster, stat- -
t 'g e hold that one*who distributes a device with
the object of promonng its use to'infringé copy nghl
as shown by clear expression or other affitmative steps:
taken to foster mfnngement is liablé for the resul-
ing acts of mfnngunc nt by, third [Jartlc:z~..”SB This case
made clear that the owners of applications or services'
de51gned to enable file shanng of copynghted content ’
could be held liable for mfrmgc.mcnt by third-partics.
Moreover, this case was’ ‘part of a series of court rulings’
around the ‘world in countries such as -\ustraha South .
" Koréa, and Ta.twan, that found cértain P2P file sharmg
°nctwo:ks Imble for c_opynght mfnngemcnt B

‘\rirtm Ga/l.u;.naﬁriqprﬂyaﬁw, Ins N C rwé.r!erl:d mzrfa )

thear f/m;‘ f/‘!c Qwpers u-" ap;‘:’um‘mm ar Jarwwr Jn{gne.l 19 améfﬂ

ﬁt’a rbmmg of .r@ngb!ad mnrmt cordd & ve lmd imbn’ﬂ f)r o

;r"fnugm:m! by!bmf ;km’m S

i AT
“ L

. In rcspome to }cgal pressu:c in certain’ Lounmeq orga—
nizations that facilitate, unauthonzed onlmc file- shar—
ing, s such as The Plzate Bay, have located themselves in,

- nal and c.w11 hwsmts for copynght mfrmgemems Fn: ;

example, “The Puatc Bay opcratcd for many years in

. Sweden before authorities begafi cnmmal prosccunon
- of the mdwlduals mvolvecl in the websire’ s opcrauons,

' lezdmg the head of the MPAY to b:and Sweden an g
ternatigaal pmzq,r havm a0 Dsgltal pmcy, both onlmc 5

and fnr ph)su:al mcd!a, is; espccmlly high m’countnes

‘ h.ke Ch.ma and Russja. thch gem:tally have leSS protec-? .

tion for mtellectual prupeﬂv Yor these natlons, piracy "
isa way to get contenr. froth developcd"natlons thhout
paying. (and to enahle t]:ose hosnng pl.tate sites to mak:
money), '(thebv mczeasmg the tradé su:plus they ens
joy with many nations. r\greemcnts between countries.
are ner_essaty to coordinate effective reqponses to digi- ;
tal pifacy. International ‘treaties-and trade agreements
such as the World Intellectual Property Organization ..
(WIPQ) Copyright Treaty and the Anti-Counterfeiting
Trade Agreement can help facﬂ.ltate enforcmne.nt of in-
tcl]cctual pmpun nghts wurldw1dc N '

P

,‘.

b

-

‘2 ternet whc;'_choosé 50 dg}w'dlqég_l ¢opydght5£§ ‘c'dnt;eg

.. - of copvnght owners,, launched GctAmnestvcom If

- LAWSUITS AGAINST INTERNET USERS ENGAGING IN DIGITAL z ;"
PIRACY '
In addition to pursuing legal action agaip;’t businessés. B
supporting copyright infringement, organizatiuns such . -
as RIAA and MPAA have filed aumerous’ lawsmts :
Jgamst Internet users suspccred of dtatnbutmg copy—-
righted conteat without. authorization. While RIAA -
has been much more prohﬁc in filing lawsults aga:nst L
thousands of Internet users suspected of copy nght Vo<
lations, MPAA has filed hundred of lawsults as well @
These lawsuits target mdlvlduals haged on [hl‘. P ad-
drcss of suspected file sharers and ryplcall}' rcsult i
out-of-court settlements, The motivation behind these;ﬁ i
1awsu1ts 15'to stop some of the most Lgrcgjous u:arnplcs -
of file sharing(e. ., users that upload large numbcxs of
unauthorized files) and to increase the risk assocmtc
{with* unauthotized hle shanng llowcvu, purSu' g
lawsuits against individuals sio c.xpensne pmccss z\nd.
does-not scale well to the millions of users on the: In

-

- In combmancm mth the’ lawsmts by cnntent creators
:  these industries’ have also established: amnesty pm—
grams to provide a mcans for users ‘whio .download. :
copyrighted content to avoid expt:nsrve Iawsmts’ RIAA .,
created the Cleap Slate program in 2003 that p_romxsed
not to prosccutt individuals who dclcmd and des o'cd
all unautho::?ed content that tbcy hnd down‘ a
and. ptonused not.t5 mtrmge on: coPynth:s in the fu
- tuge., More recently; Nexicon, lnc a company that de
velops content identification twols :md works on hehalf

Nexicon jdn.nuﬁes thc LP addresses of an Int&mct usér”
suspgctcd of downloadmg or sharing, a mpynght:d :
* fle, Nex:.con will contact the usef and pmwde a list of:
- the ﬁl:s it beheves were 1]1ega[h' dawnloaded The uaeg

NOTICE kND RESPONSE TO COPYRIGHT INFRINGEMENT; o :',v‘.
In large part because of pubhc 0pp051t10n in 9008
RI\ A halted its controversial strategy of- sulpg indi- - _
' viduals suspccted of illegally pirating lasge. amdi.mt's‘
of digital music and announced that it would mstcad
work with ISPs to alert Internet users of. poteﬂtmlly w:
1llegal activity. Uudc: this framework, thc conteut pm- -

L
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ducers ldentva mdmdual Intemet users suspected of
|ll<.gz|l file sharing by thcxr 1P address and then send the

ISP the :clevant mformatmn mcludmg the name of thc =“

infringing < nork the- ﬁlcname a tume and ‘daté slamp,
the TP addtess, IP.port, and the file shanng nctwork

dowmloaded from, "The ISP does not turn over any pcr- al

sona].lv 1dentl.ﬁable mformatmn to the copvnght owri-
ers, but mbtead relavs the message to tl'u.it customcrs

B - = . . ¢
D:scovenng the [P address of Intemet users cngnged
in online piracy on’ p|=er—t0 peer networks is relaﬂvelv
stra1ghtforward Onc such mcaas is to rcquest a pmcc
of unlawful content and thctcby enter- thé ‘swarm” of
2P users engaged-in sharing’ orseeding it at the same

time. M(.mbcrs of a P2P swarm are allowcd to see the |

IP addresscs ot eav.h other membér of thc swarm with-
out encryptmn Thcse addxcsscs are perfectl) tzanspa.r—
ent ‘which’ belies . the. claim that file sharers have any,
e_xpectatmn of privacy. For ‘example, hcre iy a’ ‘typical .
plracv swarm for the BBC televx.slon series ?pooks

B 5

By pmvxdmg nOtICL of copvnght mfrmgcmf.nt usu:s
' becomc aware that they are resgonsﬂ:le for ‘their ac-’
tanS onlme and can takc steps to prevent unauthonzed
g use; such as sccunng a Witeless routct or supuvxsmg a
tecnagcr, before facing more serious consequcnu:s for-;
misuse.- Even after _serving notice; conteat producexs
_‘_stsIl xetam the nght t0vsue‘ mdlvxdual lntemat users. for

copyright violations. Such notices can be reasouablv
effective, if for no other reason than some c_onsurn-
- ers may not be aware tbat théy are engagmg in 11]:gal a
action, while others who do know may not know’ l*.hati

&

-~

thcy are bcmg identificd as Lngagmg in 11Icgal acttons "

J

‘ Major ISPs in the Ugited Statcs mcludmg o omcast,
Verizon; and AT&T, participate in this. arrangement
w:th some copyright holders. For example; asof 2009
Comeast reports that'it has issued 2 inillion noUces on
behalf of copyright owners.* ISPs can provide a gmdu-
ated response to continued’ violations of copynghtad

S

content by the same user, by praviding additional warn:
‘mgs and incremental punishment, up to. and mcludmg m
a. tcrmmatwn ot thc u.rucc Cox C Ommunu:at:ons.

by a custémer we pass that information aloag to the
. custamer so they can conect the problem or dispute -
- ’thc uoucc directly wlth the copy mght holdet lf ‘they: feel

‘ cxpected of us, a8 an IQP under the DMCAJ We' at.
jtach a copy of the notlce from the copvnght holde:,'

ﬂ,ﬁwjggwdmﬁoix; B
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for one- tenth of one pt.rt.c,nt of those users. Comcast

has stated that 1t has noplans to terminate access for

its users. Several upiversities, mcludmg the Um\rctmty
of California, have implemerited rules to suspend the

Internet access of students that use campus nerworks

for illegal file sharmg, Such pramces mcludmg aItcr—

natives such as bandwidth capping, browset rt,dtru.-
tion, :md Lempnrnry euspenslon of scrvlce, can pla) an
nnportant role in hmmng the acnons of Internet users

who repcatedly cagage m_dlg;tal piracy. e
A notice system has been used with some success in
other countries as well: In partn:ul:u some other na-
tions havc requu't_d IS'Ps to parnupatf. in thcbc pm-
grams. For cxamp]c, Sweden 1mplemented the Eu-
ropean,’ “Union’s annpuacy duecuve the Inne]lectual
Propu’tv Rights Enforccmmt Dm:ctwe ([PRLD) in-

4 Aprxl 2009. The chdmhfIPRFD Iaw requires: [SPs, ¢
with 2 cou.:t (] approv.il to ldennfv users suspected by
copynght holders of 1llcgally dowuloadmg copynght—
cd content C0pynght holdcrs can then-senda letter of -
wammg to these Intecnet users, and if ﬂlcgal actht}'

© continles, ﬁlr, a civil lawsuit. agaiost the mfrmgcrs A

" more cffecuve law. would. not, requzre court approv:al

to scnd nouces from. copvnght volders thmugh the «11::

ISPs a8 10ug s the notu:es thhout Tevealing petsonal
: mformatwn The, Intcmmonal F cdetatxon of thc Pho

Jah..« Fcb er ;
El Inr.oung Trnff:.c :u'l Bzis per ucond
| | mtgcmg Traffic: in Bits per second.

Haxieal. In: 139,189 G Maxissl Out:.
Average In: 97.921 G . Average Qut:- §8.108 G
Cursent Inr 114.684 G Curfent Out: - 114.895 G

=

H

nographxc Industry (I FPI) f)wcdcn n,ccntly noted tha
the legislation, in combmatmn with’ growmg popu]anty
of online music services, appears 1o have been succeqs’
“fuland reportcd that ievenue for the record lnbels rose:
18 percent in the first nine months of the year cnctali S
and 8( percent in the digital market “The legmlatmnj’z P
also had an immediate impact on 1ntcmet use, thc day ;
it came lnlo effect, with Imcmct tratfic w1thm SW, .
"den dxoppmg 33 percent because users waxc cngaged.
'in less_illegal downloading, of digital content®* The
lcgl.slatmrl has more rct.t.ntl)' bt.comL less c.fft.cnve as
somc I5Ps have taken 1ctmn ‘to reduce’ its’ 1mpact b)'
erasmg all of the:u: ]ogs so that they are umble to, ccurh -
ply with court otdt.rs Somme gm‘ernment ofﬁcmls have B
ptoposcd new regulanons lhat would rcquu'c ISPs to.

L hg e
138,222 G-

T

L e
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Kotea, and Taiwan have followed suit ‘with their own
legislation and regulations in this area. In France, the
revised law dpproved by the Constitutional Council in
Ociober 2009 creates a new government agency that
sends warning letters to Internet users suspected of
downloading copynghted content. Use_ts who refuse
to heed notices face tosing their 1nternet aécess for up

0 a \'ear and addltlc-na] fees. Protections have been . 1:

put in place to protec1 free speech by requiring that no.
users can lose their Iaternet access wnhout their case
ﬁrsl gomg bcfore a ]ndge

In the United ngdorn the D1g1tal F conomy bill
would provide a similar graduated -response. The bill
requires [SPé to forward on notices of copyrlght in-

fringement from nghts holders “track the dumber of °

notifications sent to a customet, and. send this' data to:
-the copynght holders.. The copynght holdcr thcn can.
“take this mformat:on toa court to'get the customers c
name and address (o take legal action .against the'user.
ISPs that fil to fulﬁl f these quum:.mcnts facc. stiff fi-
_nancial penaltu:s. Inti:met users who infriage on copy-
nghted content face i mc.reasmg penalues from a warn- |
ing to suspcndmg an [nternet user’s account: The leg-
istation does not make file shanng a criminal offense
puiishable with )axl time.** Mobile Internet operators -
have raised concems “about’ the cost of. the proposed
h.glslatlon bccausew “nlike -wired. broadbmd opera- -
.tors, mobile hmad'band operators do not use 2 “one’ IP -
addrcss per. cusromcx system, 50, thcy would have to
budd a new. tmckmg databasc for tlu:, purpose

k3

: J

Industry has a}so unplcmented thls techmque of usm.g
service bans to dlscouxage puacy Recent]y, Microsoft -
" banned a. seall pcmentage .of users from thc ‘Cbox
Live service- for mod:fymg thmr Xbox 360 consoles
to play pirated gam:s " While usérs: ‘can stﬂi use thexr
_console for piaymg gameé'ofﬂmc, they canriot use ‘the ©
“Xbox Live sérvice for onlmc game phy, which is akey!
part of man}' of f.hc most populat multxplavcr gamcs.

>

OBJECTIONS TO RIGHTS ENFORCEMENT

Any system. of nghts enforccmmt attracts Ll‘lﬂCZSln
some of which is legmmate but r.nuch of whmh 1s not.
One clement that must be ov crcomc asthe [ntcmet be--
comes established as the dominant network for com-
munication and entertainment is its non-commercial-
history. The Internet was designed to Serve as a ve-
hicle for network research rather than for commerce,
bence it lacks a coherent system of tontrols.for intel-

b

W, of

“

- of ISP SCI'VICI:S) ot gove.rmnent (and hegee’ taxpaye:s)

leciual property rights (IPR) and any cﬂ'ort 1] ad such. " .
controls ratses complaints froma tradmnnalm gtoup :
that's loathe to accept change’ in” the aternet. Some
dlglt:ll right$ enforcement :-.chcmcs havc bcen ovcrl :

N o,

Mortcover, to some cxtent, thErE‘ aré 50 many ways.
to obtain’ pirated content over the Iutcmet that any _
schcme of c.nforce:mnt can’ bc cﬂtmzed ou the Basts

l) E.ffemveuess Is the system. easﬂy defeated or cir-
cumventul with no mcn:ase in mconvemence to the }‘

dm-unums burdm on mamstrcam gntcrncg uscrs who ) ’
are.not engaged in unlawful actwnies and does it vio.
late expéctations of privacy m any slgmﬁcant Way9 v

‘5) Cost: Is the system exccsswelv Lo‘illy cspecmﬂy Wlth ;
respect to its benefits? s\re ISI’s (and hence cousume.rs D

pavmg for a systcm that ptoduccs litle: bt’.m:ﬁtp

(_.ovemment pohcles ahould support technologu: |
innovation whercver poss:ble as-inngvation is.a key.
driver of ecnnorm.c growth and p:oductzvxtv( Unfor—

Elmmmg the) :

& ;,;15
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are a threat to civil liberties or haemful to consumers.
For cxample, the advocacy group Public Knowledge
has argued that anti-piracy technology, such as content:
identification filters for ISPs, should not be “aiowed,
encouraged or mandated”™ by government ¢ven though

!

such technology prohtbttlons would impair anu-p:racv
mnov'auom 7 -

Itis time ﬁ)r lﬁe [rs ywn nrmwl to hake g/ubm ”’tﬂ of f ES

inteltectual pmperly qaﬂemlﬁ mrd dlgw/umtml e ma!,y

mnich /mre rermu;xj

L

Just ag govcmment should 1ot réstrict muln-purpose
. innovations thit may madvertcntly aid illegal activity—="" |
such’as cryptogmphy, mtworkmg protocols and multi-
media cncodmg——nmther should it restrict innovarions
that can reduce illegal. act:vtty—-—such as d:g:tal rights
management, content ld(_nnﬁcatxon and filtering, and -
network- management.

would mean that the tcchnologv would not. improve
over tl.fm. QOrasa bujnp(.r. sticker ml.ght say, “Tf }ou
outlaw 1nnovat10n onlv thr.- oullaws will i mnovate

But the federal govemment should do more than not
© restrict antl-pn'acy mnovanon govemmcnt a.gnnclcs ¢
like the FCC should afﬁtm that they. takes ‘Piacy se-,
nously and encourage ant:—pu'acy mnovauon and use.,’
. The. fcdcm} gmcmmcnt needs to- takn a clca.t posmon
that it suppo:ts rea -:onable mdustrv action to ﬁght digi-
tal piracy. And the FCC should also deve]op a process -
wh(..rcby industry can ¢ onsult with thun on proposed. -/
uses: of anti-piracy tec hno]ogy and conSume: advo— -
cates and others-can bxmg forward concerns about ‘8¢

tual u:.es lu addmon the I\:atmnal Sczencc I*ound:mon

Encourage Coordlnatpd lndustry Action

Io.a competttwe mark.e.t ‘a classic prisoner’s drlemmak
exists where cc:mpamc-x would be better off by unp]c
mentmg anti-piracy measures; huit may. not because the -
cost of acting alone is 100 nsk'v If one ‘ad nerwork re- !
fuses to placc ads on popular piracy sites, for. cxa.mplc,,
another one will hkcly < hoose to doso. - ‘

Collabogative a'ction by various industr;r stakeholders -
has. been able to address this prisoner’s dilemma in at
lIeast one area. A group of copyright owners and website -

s
LaE e

i

Restncung sach innovation i

cess pa) ments to thcm Fma.lly, the govemment should

offering user-generated content hosting came together ;
to develop a set of principles to help reduce piracy™
These principles included all parties working to “ensure. |
that the Identification Technology is implementéd in a -
manner that cffectively balances legitimate interests.in
(1) blocking infringing user-uploaded content, (2) al->
lowing wholly original and authorized uploads and (3)

"7y

1

accommodatmg falr use. _
Going forward there is an opportunity | for more mdus—
tey collaboration to fight picacy. The federal goverarhent,

* should encourage stakcholders to dwclop best pmct1ccs
and collaborative self- rcgulanon :egnnes such as im-"
plcmmtanons of a graduated response system b}' ISPy
Howcw.r some antl-ptrac.y mcasuxcs, such ag; contcnt‘
filtering, could rcqul.re governmcm overught to pre-

: vent abuscs and ensure consumcr ughts ate pxotected :

“such as blocking websttcs may rcqu.l.re govemmental
approval before Lndusm' can act; Téward this r.:nd thuc
is a need for a process bv whtch the federal govcmment

with the help of third parties, uiennﬁcs wehsues axoundg

" the world that are systemically mgaged i puacy so that
1SPs and scarch engines can block them, ad- networks
- and other companies can refuse to placc ads with. them
., and banks and credit card compncues cag refuse t0 pro-

‘. "

Thc Umted btates cannot sohre the pmblem ~of dlgital
plracy alune Nanons \vlth w&ak laws o pmtect lntel -

_ A comprchensm: so].utlon 0! this’ problem m\u:gentl' a
. xjeedcd 10 solve many online is's"ucs in adglition 'té,lgtér

v, net pnacy, mcludmg cybersecunty, spam malwa;c and
.. other J.llegal ‘Toteroet contént. Global parme:shlps are,

“nceded to develop. lnternet policies that Wl].l spuls’ na-; 5
; " tions to bettet enforce mtemanonal standards on issuess’ '_ ;
such’ as mtellectual property rights. I particular; lthe«
-U.S. government should, take a much more proacnvé
© position on pressuring other nations to abxdc by- rules
rcgard.mg d1g1tal content. T}us 1ncludes takmg more<
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cases to the World Trade Organization (WTQ), work:
ing more closing with the World Intelicetual Property
QOrganization (WIPQO) and other global bodies, and
mc]udmg requirements for xeducmg content theft and |
pcnaltxcs for failure to do so in future trade agrcc-‘
ments. In short it'is time for the U.S. government to
take global theft of U.S .intellectual j propesty generally,
" and digital content spccxﬁcallv much more seriously.
For example, while the specific terms of the Anti:

Counterfeiting T rade Agreement (ACTA) are not yet

public; this type of multilateral trade agrcement is nec-
essary to creale a stronger mtcllcctual propeety r1ghts
‘tegime and protect the nghts of U.S. copvnght holders
globally. Nations that turn a blind eye to piracy should.
facc significant pressure. and pmalms foz domg 50:

Sy s “

CONCLUSION o S DT
" As many ottiers have pomtcd out, the Intemet s a
vast, distributed systr..rn that has no ¢enteal point’of
Lontrol This does nat mean that it is free of control:
Rather, it means that sach of us is the cont.mller of our
srriall part Of thé systzm, The rcsponsbﬂ.ltv for maia-
) tammg the Intcmet commons. falls’ upon ‘each uset,
each sérvice prowder and each business and institu-

tion that uscs it; operates it, and pmﬁts by it. Govern—v

mcnts nced to putin plice frameworks that famhtatc

«and encouragcf rcspcmmble controL; The Int:met LS g

v b . g . L

a tremendous enterprise of user empowerment, . free
speech, and innovation, but it facilirates unlawful act!
just as much as lawful ones. ' v

.Becausc we all share the responsnbxhty for mnmtmn-'
ing the health’ and vltal.tty of the Internet, the l:zme
has come far [nternet enterprises and' governments t to::

 take some measure of respons1b1]1ty for mamtammg

<ty mtegnty There is ng legitimate reason for web sités .

" such.as The Puatc Bay or isoHunt to cxist, for theee

“to he’ puacv-oncnted qervu:es such “as chalSounds.ﬁ
com, or for search engines to connect would-he pi-
ratc.s wuh each Othcr The lnternet was not mcant to

proponcnts of pum.y to hlde behind ‘the excmc that
- ﬁltermg or blocking -access.to unlnwful conduct is m,s
some way. analogous to the ¢ suppresuou of dissent in
'mthontamn dictatorships like China. There is clcax]y
an enormous. difference berween the actions’ of; an’
undunocmtlc government and the lcgm.matc dcsu
of libéeral dcmocrac1<:s to limit thu l-gotten gams “ofi

* piracey. promoters, advemsers and senlce prov.iders
| . The time has comé for the law ta catch’ up  with tech-

o nolog)r by adopnng a rtasonablt_ sct of mforcc.me_ut'

i

A
be a gigantic piracy mal.hlnc It was. not desxgncd or’. Q
built for the primary, sole; ot major purpose of fa- -
c.lhtatmg unlawful t.ransacuons, and’ ir’s sha.mcful forb N

';
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