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Appendix B — Interface Specification

B1 — Implementing a White Space Device

A White Space Device implements the client side of WSDB-2. This permits the WSD to:
e Register, if it is a Fixed WSD
e Query for available channels

A WSD has a username and password assigned to it by the WSSP. It uses this credential to
establish a TLS protected HTTP connection to the WSSP.

B1.1 — Registration
The register operation registers information in the WSSP for Fixed WSDs only.

The registration function request (wsdRegistrationRequest) is

Element Name Type Condition | Description

wsdFCCID String Mandatory | FCC ID of device

wsdSerial String Mandatory | Manufacturers Serial Number of the device

wsdLoc GML Point Mandatory | Location of WSD expressed as a
latitude/longitude, encoded using GML

wsdOwner String Mandatory | Name of person or business who owns the device

wsdContact String Mandatory | Name of contact person responsible for the
device

wsdAddress String Mandatory | Address of contact person

wsdPhone String Mandatory | Phone number of contact person

wsdEMail String Mandatory | Email Address of contact person

The registration response (wsdRegistrationResponse) is

Element Name Type Condition  Description
wsdResponseCode | Enumeration | Mandatory | Error code
wsdResponseString | String Mandatory | Error Explanation
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Possible wsdResponseCodevalues are:

e NokError

e UnknownWSD

e BadRegistrationObject

e UnSpecifiedError

Registrations may be updated using wsdRegistrationRequest. If the wsdFCCID and wsdSerial are
the same, the new registration replaces the old (possibly expired) one. Registration must be
renewed whenever the information changes, or the device is de-registered.

The WSSP may need to deregister the WSD

The deregistration function request (wsdDeRegistrationRequest) is

Element Name Type Condition  Description
wsdFCCID String Mandatory | FCC ID of device
wsdSerial String Mandatory | Manufacturers Serial Number of the device

The registration response (wsdDeRegistrationResponse) is

Element Name Type Condition  Description
wsdResponseCode | Enumeration | Mandatory | Error code
wsdResponseString | String Mandatory | Error Explanation

Possible wsdResponseCodevalues are:

e NokError

e UnknownWSD

e BadRegistrationObject

e UnSpecifiedError

B1.2 — Query

The query request (wsdQueryRequest) is:

Element Name Type Condition | Description

wsdFCCID String Mandatory | FCC ID of device

wsdSerial String Mandatory | Manufacturers Serial Number of the device
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Element Name Type Condition | Description

wsdLoc GML Point Mandatory | Location of WSD

wsdOwner String Conditional | Name of person or business who owns the
device

wsdContact String Conditional | Name of contact person responsible for the
device

wsdAddress String Conditional | Address of contact person

wsdPhone String Conditional | Phone number of contact person

wsdEMail String Conditional | Email Address of contact person

wsdMode Enumeration | Mandatory | Mode querier is operating in. Legal values
are “Model”, “Mode2” and “Fixed”

wsdAntennaHeight | Integer Conditional | Height of antenna, in meters above average
mean sea level

Fixed WSDs must include wsdOwner, wsdContact, wsdAddress, wsdPhone and wsdEMail. All of

these elements are optional for Mode Il WSDs. Fixed devices must send wsdAntennaHeight,

others do not need to.

The query response (wsdQueryResponse) is

Element Name Type Condition  Description

wsdChan String Mandatory | See below, may be repeated

wsdExpiration String Mandatory | Expiration time of the query data. ISO8601
restricted per RFC3339, UTC time only

wsdResponseCode | Enumeration | Mandatory | Error code

wsdResponseString | String Mandatory | Error Explanation

wsdChan has two parameters: h and |, representing the lowest and highest channel number in

the string. The value of the object is a string with power levels (in milliwatts) separated by

colons. For example

<wsdChan I=4, h=9>40:0:100:0:0:100</wsdChan>

This indicates that Channel 4 is available at 40 mw power, and channels 6 and 9 are available

with 100mw power. Channel 5, 7 and 8 are not available (0 mw)’

Channels not explicitly mentioned shall be interpreted as having the value 0.

Possible wsdResponseCode values are:
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e NoError

e WSD Not Registered

e Bad QueryObject

e UnSpecifiedError

The WSD must requery for available channels after the expiration time, which will be no more

than once per day. Shorter times indicate that a schedule change for an RRPE will occur within

the day, and a new channel list must be obtained earlier than once per day.

B2 — Implementing A WSSP

A WSSP needs the server side of the above WSDB-2 interface, and the client side of the
Repository interface, WSDB-3

The WSSP has functions to:

e Receive pre-calculated block data with channel availability information

e Report registration data to the WSSP

e Report query data to the WSSP

e Receive a “Black List” if WSDs that should receive “No Channels Available” if they

query

e Receive “Degregistration” orders

B2.1 — Update Blocks
The repository broadcasts blocks to WSSPs using the Update Block function (repUpdate)

Element Name Type Condition | Description

repSN Integer (64 Mandatory | Serial Number of the Update. Monotonically
bit) increasing 64 bit integer

repBlockList wsdBlock Mandatory | Block Data object (may occur multiple times)

repBlock List is:

Element Name Type Condition  Description

repSWCorner GML Point Mandatory | Location of the south west corner of the block

repExpiration String Mandatory | Expiration time of the data. ISO8601 restricted

per RFC3339, UTC time only
repChannelList See Below Mandatory | Channel List of available RF channel numbers.

May be repeated
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repChannellList has two parameters: h and |, representing the lowest and highest channel

number in the string. The channel values are represented as a single digit code from 0 to 5 with
the following meaning:

Fixed Fixed<10m Fixed<=30m Mode Il
<3m Antenna Antenna
Antenna
1 Full 0 0 Full
2 Full Full 0 Full
3 Full Full Full Full
4 0 0 0 40 mw
5 0 0 0 100 mw

In Columns 2-4 above, the number is antenna height in AMSL, and conversion from terrain data
to AMSL is accomplished in the Repository

Any channels not mentioned are not available for any device
For example consider <repChannelList I=4, h=9>4:0:1:0:0:2</wsdChan>

This indicates that Channel 4 is available at 40 mw power to Mode Il devices only, channels 6 is
available at full power for Mode Il devices, but only available to fixed devices whose antenna is
less than 3 meters and channel 9 is available with full power for Mode Il devices and available for
Fixed devices if the antenna height is less than 10 meters. Channel 5, 7 and 8 are not available.

If a WSSP determines, based on a repSN, that it has missed a repUpdate, it can request a repeat

(wspRepeat)

Element Name Type Condition | Description

repSN Integer (64 Mandatory | Serial Number of the Update. May be repeated
bit)

The Repository will repeat the repUpdate. This implies that WSSPs must handle duplicate
repUpdates (same SN)

B2.2 — SendRegistration
The WSSP copies registration data from WSDs to the Repository. Registration data must be sent
from the WSSP to the Repository within 120 minutes of the WSD registration

The send registration function request (repSendRegistrationRequest) is

Date: January 4, 2010 Neustar, Inc.



Neustar Proposal — Response to ET Docket No. 04-186

neustar

Element Name Type Condition | Description

wsdFCCID String Mandatory | FCC ID of device

wsdSerial String Mandatory | Manufacturers Serial Number of the device

wsdLoc GML Point Mandatory | Location of WSD expressed as a
latitude/longitude, encoded using GML

wsdOwner String Mandatory | Name of person or business who owns the device

wsdContact String Mandatory | Name of contact person responsible for the
device

wsdAddress String Mandatory | Address of contact person

wsdPhone String Mandatory | Phone number of contact person

wsdEMail String Mandatory | Email Address of contact person

The registration response (repSendRegistrationResponse) is

Element Name Type Condition  Description
repResponseCode | Enumeration | Mandatory | Error code
repResponseString | String Mandatory | Error Explanation

Possible repResponseCodevalues are:

e NoError

e Bad RegistrationObject

e UnSpecifiedError

QueryReport

The WSSP notifies the Repository of devices that queried within the past 24 hours

The query report function request (repQueryReportRequest) is

Element Name | Type Condition  Description

repTimeStamp String Mandatory | Date of report. ISO8601 restricted per RFC3339,
UTC time only

repQuerier See Below Mandatory | FCC ID and Serial Number of each device that
gueried at least once between the prior report
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timestamp. May be repeated

repQuerier consists of

Element Name Type Condition  Description
repFCCID String Mandatory | FCC ID of device
repSerial String Mandatory | Manufacturers Serial Number of the device

The registration response (repQueryReportResponse) is

Element Name

repResponseCode

Type

Enumeration

Condition

Mandatory | Error code

Description

repResponseString | String

Mandatory

Error Explanation

Possible repResponseCode values are:

e NoError

e BadQueryReportObject

e UnSpecifiedError

BlackList

The “blacklist” is the FCC IDs (and possibly Serial Numbers) of devices that the FCC has ordered
“No Channels Available” must be returned when they query. The repository broadcasts changes

to the blacklist to WSSPs using the Update Blacklist function (repUpdateBL)

Element Name Type Condition | Description

repSN Integer (64 Mandatory | Serial Number of the UpdateBL. Monotonically
bit) increasing 64 bit integer

repBL See Below Mandatory | FCC ID and (possibly) Serial Number of a device or

devices that must be given NCA. May be repeated

The black list is repeated every 24 hours for devices blacklisted within the last 90 days, and

monthly for devices blacklisted more than 90 days ago. A WSSP can (manually) request the

Repository send the entire blacklist.

Date: January 4, 2010

Neustar, Inc.



Neustar Proposal — Response to ET Docket No. 04-186 ne u sta r

repBL consists of

Element Name Type Condition  Description

repFCCID String Mandatory | FCC ID of device

repSerial String Optional Manufacturers Serial Number of the device

repBlState Boolean Mandatory | True if FCC ID (and Serial Number if supplied) is
to be given No Channels Available

If repSerial is not specified, all devices with the repFCCID receive NCA

repBlState is false when the Repository informs the WSSP that a blacklist entry has been
rescinded

If a WSSP determines, based on a repSN, that it has missed a repUpdateBL, it can request a

repeat (wspRepeatBL)

Element Name Type Condition | Description
repSN Integer (64 Mandatory | Serial Number of the UpdateBL. May be
bit) repeated

The Repository will repeat the repUpdate. Implies that WSSPs must handle duplicate
repUpdateBLs (same SN)

Deregister
The Notifies the WSSP of a forced deregistration

The deregistration function request (repDeRegistrationRequest) is

Element Name | Type Condition | Description

repDR See Below Mandatory | FCC ID and Serial Number of a device that must
be deregistered. May be repeated

repDR consists of

Element Name | Type Condition  Description

repFCCID String Mandatory | FCC ID of device

repSerial String Mandatory | Manufacturers Serial Number of the device
repState Boolean Mandatory | True if device shall be de-registered. False if
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Element Name | Type Condition  Description

device shall be allowed to query

The registration response (wsdDeRegistrationResponse) is

Element Name Type Condition  Description

repResponseCode | Enumeration | Mandatory | Error code

repResponseString | String Mandatory | Error Explanation

Possible repResponseCodevalues are:

e NoError
e BadDeRegistrationObject

e UnSpecifiedError

B3 — Implementing A Repository Registered Protected Entity

An RRPE implements the WSDB-1 interface client interface allow Repository Registered
Protected Entities to interact with Repository Service to register protected information. This
section describes the automated web service interface. In addition, the Repository will provide a
browser based web form for manual entry. Automated interfaces are provided for cable
headend systems and wireless microphones.

B3.1 — Cable Headend Register
The register operation registers information from a cable headend RRPE in the repository

The registration function request (rrpeHeRegistrationRequest) is

Element Name Type Condition  Description

heName String Mandatory | Name of headend assigned by RRPE. Must be
unique to the RRPE

heloc GML Point Mandatory | Location of headend expressed as a
latitude/longitude, encoded using GML

heCableCo String Mandatory | Name of Cable Company
heAddress String Mandatory | Address of Cable Company
heCountryCode String Mandatory | 1ISO3166-2 two character country code of which

country’s channels are used. ‘US’ for the United
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Element Name Type Condition  Description
States
heChannelList See below Mandatory | List of channels to be protected at this headend

an heChannellist contains a sequence of heCh elements which contain the following elements:

Element Name Type Condition ‘ Description

heChannel Integer Mandatory | RF Channel Number
heCallSign String Mandatory | Call Sign of television channel
heTransLoc GML Point Mandatory | Location of transmitter

The registration response (rrpeHeRegistrationResponse) is

Element Name Type Condition  Description

rrpeResponseCode | Enumeration | Mandatory | Error code

rrpeResponseString | String Mandatory | Error Explanation

Possible rrpeResponseCode values are:
e NoError
e UnknownRRPE
e BadRegistrationObject
e UnSpecifiedError
The register operation registers information from a wireless microphone RRPE in the repository

The registration function request (rrpeWmRegistrationRequest) is

Registrations may be updated using rrpeHeRegistrationRequest. If the name (heName) is the
same, the new registration replaces the old (possibly expired) one. Registration must be
renewed annually.

B3.2 — Wireless Microphone Register
The register operation registers information from a wireless microphone RRPE in the repository

The registration function request (rrpeWmRegistrationRequest) is

Element Name | Type Condition | Description

wmName String Mandatory | Unique ID of wireless microphone. Chosen by
the registrant (and must be unique to the
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Element Name ‘ Type Condition | Description
registrant). Used on subsequent operations to
update or delete the registration

wmOwner String Mandatory | Name of person or business who owns the device

wmAddress String Mandatory | Address of contact person

wmPhone String Mandatory | Phone number of contact person

wmEMail String Mandatory | Email Address of contact person

wmLoc GML Point Mandatory | Location of venue where wireless microphone is
located

wmChannel Integer Mandatory | 6Mhz TV Channel that the wireless microphone

operates within. May occur more than once

wmSchedule iCALENDAR Mandatory | Operating schedule for the wireless microphone.
May occur more than once

A wmName is a unique (to the registrant) ID used to identify the registration. It can be any
arbitrary string as long as it’s unique to the registrant. wmName is used on subsequent
wmRegister or wmDelete operations to modify (or remove) the registration. Normally, one
registration per wireless microphone is suggested, but it is possible to have one registration per
event or one registration per venue if it is maintained correctly.

A wmSchedule is an iCALENDAR object as defined by RFC2445. Only an Event component will be
recognized.

The registration response (rrpeWmRegistrationResponse) is

Element Name Type Condition  Description

rrpeResponseCode | Enumeration | Mandatory | Error code

rrpeResponseString | String Mandatory | Error Explanation

Possible rrpeResponseCode values are:

e NoError
e UnknownRRPE
e BadRegistrationObject

e UnSpecifiedError
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Registrations may be updated using rrpeWmRegistrationRequest. If the name (wmName) is the

same, the new registration replaces the old (possibly expired) one. Registration must be
renewed annually.

B4 — Implementing a Repository

The Repository implements the server side of WSDB-3 (defined above) and the client side of the
FCC interface (below).

B4.1 WSDB-4

The WSDB-4 interface provides synchronization of data in the Repository with other
Repositories/WSDBs. The Repository maintains a connection to all other Repositories/WSDBs
and exchanges data with them. The data that must be exchanged is the Repository Registered
Protected Entity data.

Registration Sync

The register operation sends RRPE registration information in the Repository to another
Repository/WSDB. The operation is a “pull” based poll. The client sends a poll request to the
server, the server responds with registration updates.

The registration sync poll request (repSyncPollRequest) is

Element Name Type Condition | Description

repSyncSN Integer Mandatory | Last repSyncSN received from the Repository

repMaxRpts Integer Mandatory | The maximum number of registration reports to
return

The registration response (repSyncPollResponse) is

Element Name  Type Condition  Description

repRegistration | wmRegistration | Mandatory | Registration data. May be repeated up to
or repMaxRpts times
heRegistration

repSyncSN Integer Mandatory | SyncSN to be returned in next call to
repSyncPollRequest

rrpeResponse Enumeration Mandatory | Error code

Possible repSyncPollResponse are:

e NokError
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e UnknownRepSyncSN
e UnSpecifiedError

If the name (heName, wmName) is the same, the new registration replaces the old (possibly
expired) one. Registration must be renewed annually. If all of the fields except the
heName/wmName are blank, the registration is to be deleted.

B5 — FCC Interfaces

These interfaces are between the repository and the FCC

B5.1 - WSDB-5
The WSDB-5 interface allows Repository Service to access FCC CDBS for the Repository to access
the FCC CDBS to download the data of TV stations.

This is simply a file retrieval from the FCC CDBS using mechanisms available by that database.

B5.2 - WSDB-6

The WSDB-6 interface allows Repository Service to access FCC ULS to download base stations
that are outside the protected zones of the 13 metropolitan areas where PLMRS and CMRS are
operated.

This is simply file retrieval from the FCC ULS using mechanisms available by that database.

B5.3 - WSDB-7
The WSDB-7 interface allows FCC to interact with Repository Service to support the
functionalities including:

e For FCC to instruct Repository Service to return “no channel available” to a specific
WSD or WSDs with a specific model.

e For FCC to instruct Repository Service to de-register a specific Registered WSD or
Registered WSDs of a specific model.

e For FCC to view the data stored on a WSDB-Registry.
e For the FCC to request/view certain data and reports stored on Repository Service.
e For Repository Service to provide the requested data or status of actions to FCC.

The WSDB-7 interface is a web GUI (Graphical User Interface) type of interface, not requiring a
protocol or data definition.

B5.4 - WSDB-8
The WSDB-8 interface allows the public to view data stored in the Repository.

Public access link could be achieved as part of WSDB-8 and providing public access through FCC
website eliminating the need for this interface.
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