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UNITED STATES DEPARTMENT OF COrllMEIlCE
The Assistant Secretary for Communications
and Information
Washinyton. D.C. 20230

DEC 1 1 2009
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Federal Comm unications Commission
445 l2'h Street. SW
Washi nglon, DC 20554

Re: National Broadband Plan, GN Doc. No. 09-51, NBP Public Notice #8

Dear Chairman Genachowski:

The National Telecommunications and Information Administration (NTIA) welcomes the
opportunity to exprcss the Administration's views on the public safcty, homeland security and
cybersecurity elements of the National Broadband Plan ("'Plan,,).l The Plan is an historic
opportunity for the Commission to set out a path forward for the next generation of public safety
communications, Next Generation 911 (NG911) communications, and contribute to the ongoing
elT0I1s to address cybcrsecurity nccds. Tn this kltcr and thc attached document, representing the
collcctive experience of kcy Executive Branch agencies, the Administration presents its vision
for harnessing the power oflhe Internet and public-private partnerships to meet these critical
national challenges. The Plan can chart a path that Ievcrages the unique. innovative dynamics of
the Internet in order to address important public safety, national sccurity, and homcland defensc
priorities.

Tndccd, with the advent and adoption of mobile and fixed broadband Internet
communications, we can imagine a world where the following is possible:

• Fire officials viewing different angles of a fire simultancously, from remote camcras
deployed around the scene of an incidcnt.

• FEMA accessing detailed infrastructure plans in real-time and sharing them, as
authorized, with other responding agencies.

• The FBI sharing data with local law enforcement over secure virtual private networks.
• 911 operators gathering pictures of an accident victim and making (hem available to

arriving cmergency medical personnel ambulance, so Ihat they are prepared to pro,"ide
assistance upon arrival and then forward informative pictures to the hospital in-route.

• Government agencies and private sector network operators sharing data in realtimc ahout
cvolving threats to networks in order to thwart cyber attacks before they can spread

I Public Notice, "Additional Comment Sought on Public Safely, I fOJ1lcbnrJ Se;:curity. and CybcrsCCllrity Elcrlle-nt::i of
N<llinnJI Rroadhand Plan," NBP Public Notice ::'8, DA 09-213J, GN Docket No. 09-51, ('/ al. (n:1. S~pt. 28. ~009)
("NBP Public Notice /;8'"). b.J!pJtl~:I_~!J1F);,s.J~~:2J.)\~\;d(~t;Lc.ut.tiC":I\!'~ll';:11 :HcliIL\-09-213J,\ I.C~I. The aU,1clllncllt
prO'r iJes responses fa questions posed in ,he Publ ic Notice.



w~ ar~ encouraged by early experilllellts and demonstration proj~cls along these lines and they
are really just a small fraction of what should be possible nationwide.

A Llyered, Open-Platform Design Strategy for Puhlic Safety Communications, NG911,
and Cybersecurity

We are in an em of decentralized communications chafllcterized by innovatEon at the
edges of networks, facilitated by open-standards and light\\.·eight protocols. Successful stratl.?'gies
for managing public safety, cybersecurity, and NG911 resources \I,'ill begin by recognizing and
leveraging the characteristics of the Internet that make cyberspace at once so complex, so
incompatible with traditional command-and-controI regulation, and so innovative. Intemet
driven innovation has fueled advances across the computer, communications and infonnation
marketplaces. Innovative information and communication services are enabled by a layered,
open platform design strategy that fncil itates the development of many diverse app\ ications and
services on top of open networks built using common technical standards. Public safety
communications can benefit enom1ously from adoption of this new model.

To enable public safcty, cybersecurity and NG9\ \ innovation, the Plan shuuld be guid~d

by this layering of functions and acti\ities. Figure 1depicts the layered model and identifies the
allocation of responsibilities in each layer that should guide any policy and regulalory activities
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Figurc 1 - Framcwork for Internct Dc\'clopment as It Relatcs to Public
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relaled to the Internet with rcspectto important public safcty, national sccurity, and homeland
ddense priorities. At the Applications, Services, an..! Equipment layer, the private scctor must
lead in dcveloping innovative solutions and implcmentation strategies. Standards and Protocol
development activities guide the operation and evolution of broadband nctworks and enable thc
wide range of applications and services for public safelY, homeland security, and cybersccurity
purposes. The Telecommunications Network Corc is compriscd of networks operated by the
Nation's communications infrastructure providers. Public policy, investmcnt decisions, and
service planning at all levels should be guided hy this model.

Publie Safety Goals of Intcroperabilil)', Robustness, Reliability, lind Prioritilution Are Key

Public safely and emergency responders envision near and long-term uses of broadband
applications that will improve situational awareness, provide real-time retrieval of critical data,
and enhance collaborati\'e decision-making. Guided by the lessons learned from the September
11 th attacks, Hurricane Katrina and other natural disasters, the Administration supports actions
that can result in interoperable, innovati\'e, effective, reliable, and affordable public safety
communications systems. To best achieve this goal, we should look to public-private
partnerships, which is how this country has met so many of its great challenges, in order to assist
public safety's shift away from continued reliance on a siloed, switched network services model,
wholly-dedicated devices, and proprietary systems, and towards more modem networks and
devices that solve problems while maintaining the high standards that public safety demands.

The Commission should explore the extent to which public safety can use commercial
telecommunications networks, coupled with customized end user devices, to meet its unique
needs. In so doing, the Commission should take into account the analyses of public safely
communications' strengths and weaknesses conducted in the aftermaths of 9-11 and Hurricane
Katrina. The 9-11 Commission noted the failure of the New York Fire Department's in-building
radio coverage, as well as the lack of interoperabil ity both within and betwecn the various
responding agencies. 2 During Hurricane Katrina, operability was an even more acute problem
than interoperability, as the complete devastation of the communications infrastructure left
emergency rcsponders without a core nelwork on which to communicate.'

During emergencies, local, state and federal public safety agencies have historic"")' heen
given highest priority accesS to wireline and wireless switched networks. The need to assurc
access will be every bit as great on new IP-based networks, but the technical means of assuring
priority on new Internet serviccs will be different. In some cases access guarantees may be best
met by using devices that can seek out available capacit)' on a variety of different nctworks.
Putting public safety communications at the top of the queue is of linIe value if the entire
netwurk has becn disabled. We must anirm our commitment to network availability for public
safety users under adverse situations, but be creative in exploring the best means to satisfy this
goal. In the same vein, the Plan should recognize that certain physical diversity, redundancy,
rcliability, and security aspccts of public safety services separate them from traditional

2 The 9- / / Colt/miSSion Rt!purl: Final Reporl of/he National COl1lflliu/o!l 0/1 TI!rror·i.~1 A"ad:... Uron the! L.'Ili.'ed
Slares, at 315-313 (July 22, 2004), cmrilable tJl 11:1;): '\\ \\ w. '...T(l:lC(,I.'''S.~ll\ ,91 !' ll1d"::.'\.11II11I.
J The Fl!deral Resflonse to Hurricilne KaJrina: Lesson... Learned, Chapter 5, § 3 (Feb. 23, 2006). lll'aifaMe af
imp:':, lihr~r".stm:!r\ j' t'dll"~c~dlib'..:-Joco;,l:ltrina" h.l,ar.
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commercial network service olTerin!;s. ['or example, puolic safety networks have demanding
requirements for hardening cdl sitC's and other facilities to t:I1SLJre network sur"h'abiliIY."

The use of standards-based and vendor-neutral techno!o!;ies will promole network
connectivity and spur the deployment of innovative applications and services on more affordaole
devices. Open technical standards and protocols will facilitate the delivery of wired and wireless
technologies that will promote compatibility and interoperability across agencies,jurisdictions,
and communities in a manner Ihal helps them leverage legacy systems as they migrate towards
newer technologies.s Ultimately, Ihe Plan must identify both what is unique about public safety
requircments, along with those needs that can be Old through creative configuration of
commercial network services.

Finally, the Plan should note the need for Oexible and modular funding models that
satist), public safety broadband needs for interoperable, mobile, wireless services, yet avoid a
"one-size-fits-all" approach. Numerous existing models to consider include state-wide systcms,
fce-for-service systems, and systems-of-systems approaches. The Plan should identify
responsibilities for managing the various phases oflhe build oUl, including regulatory and
contracting oversight.6

Federal and Stlltc Agency Errorts to Impro\'e E911 Sen'ices

The National Broadband Plan should lake notice of Federal and State efforts to improve
E911 networks and call centers and build on Ihe lCD's work 10 deploy NG911 networks, In the
broadband network of the future, the general public must be aole to send 911 emergency
messages from any "ired or wireless device. The emergency services community should be able
10 leverage advanced call-delivery and olher functions through new intemetworking
technologies, based on open standards, to provide a complete voice. data and video link between
the 911 caller and the first responder. 7 Consistent with the layered approach discussed abme_
E911 improvemenls should focus on innovative developments at the telecommunications
network core. designed to handle tramc from fealure-rich end user devices allhe edge of
networks, all supported by technical standards and protocol development activities. The
Commission should look to maximize the information exchange potential of E911 services based
on use of Inlernel standards, setting a high bar for what can be achieved,

4 Public safety networks must include rcdu/ldancy nnd diversity elements to handle 1r3rtic during outages or

emergencies.
5 To lhat end, the Plan should consid.:r the operation~:t1 environment within Ihe emergency response community. lh::
community's current use of broadband applicati\')ll~. and lIow these two factors 3r~ innuencing the community·s
npproach to obtaining new broadband capabilities.
6 The PI<:r1 should contemplate d~lnol1str3tions of inno ....3tive strulcgics for broadband implementation in tile 700
MHz and other bands, to the extent that such strategies are consistenl with the overall g03tS articu1ll.tcd here, See
Service RlIleJjor the 698-746,747-762 mld 777-792 AlJI: nand~: Implememing a Natiomt'ide, Broadband.
f111eroperafJIe Public Sajt!ly Network ;/1 tilt! 700 MHz Band, Second Further NOlice of Proposed RlI!el1lakillg. 23
I'CC Red 80-l7 (1008) and Third further No!ice of Proposed Rult'llI<lking.13 FCC Rcd 14301 (2008).
'J Trends in persollal communic31ion technologies ore accclt:nlling lht: obsolesct'ncc of the cum:nl E911 S)Slelll. The
current circu it-switched infrastructure of the E9 I , network cann<lt handle digital dl\ta (~.g " text messages,
pholographs, anu video) from the communication uevices now commonly used by the public.
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A recent study by the National E911 Implementation Coordination Omce (ICO).
managcd by NT/A and the Department ofTransportulion's National Highway Traffic Sofety
Administration (NHTSA). found that NG911 networks could offer significantly high~r value
over current 911 implementations, at similar costs. regardless of the level of coordination and
cost sharing involved.! The ICO has developed "a national plan for migrating to a national lP
enabled emergency nctwork capable of receiving and responding to all citizen-activated
cmergency communications and improving information sharing among all emergency response
entities.,,9

A Shared Res(lonsibility for C)'bersccurity

Along with the clear benefits and growing utility afforded by cyberspace, comes a range
of emerging risks and growing threats by a host of adversaries, including organized and
individual criminals, nation-states, and terrorists. These adversaries act for a wide variety of
purposes, including for finaneial gain or strategic advantage gaincd by stealing or destroying
sensitive information. Cyber attacks continue to be mounted against government, military,
commercial, and private networks, and national critical infrastructure networks (e.g .• energy.
water, sewage, transportation, banking and financial networks).

The geographic extent and decentralized nature of cyberspace complicates the task of
protecting providers and users from malicious attacks. When the telecommunications industry
was characterized by centrally-controlled telephone and data networks of limited reach, a small
number ofnetwork operators could work with law enforcement agencies to develop a clear set of
security strategics. In contrast, the global scale and the welter of interconnected networks.
applications, and services that characterize cyberspace require new strategies in both the
government and the private sector.

Public and private sector interests have a shared responsibility to create effecti\'e,
coordinated. and eooperative cybersecurity strategies that focus on deterr~nce, detection, and
mitigation of cyber threats. In a proclamation issued in October, marking the start of National
Cybersecurity Awareness Month, President Obama highlighted "the responsibility of individuals.
businesses, and governments to work together to improve their own cybersecurity and that of our
Nalion."'o As an operator of large government networks and in its capacity to detect and
neutralize cyber threats, the Federal government has a wealth of experience and substantial
knowledge of cyber threats facing the Nation. Applications providers and network operators can
utilize this experience and knowledge as they continue to develop innovative features and/or
operational procedures that further enhance the security of their products and services. I I

'Congress established the tCO in 2004. Sec ENHANCE 91 tAct of2004, Pub. L. No.1 08-494, § 104, 1t 8 Stat.
3986,3987 (codir,ed in 47 V.S.c. § 942 (2006)) In 2008. Congress directed the ICO (0 develop a natiollat plan for
migrating to an IP-enabled emergency n~twork. See New and Emerging Technologies 911 Improvcment Act of
2008. Pub. L. No. 110-283, § t02. 122 Slat. 2620. 262) (codir,ed in 47 U.S.c. § 942(d)).
~ National E911 Implementation Coordination Office, A Nulivl1aJ rlm1 for .\figrating to IP-EnabIcJ 9- I-I ~~DIl'IJIS.
(Sept. 2009), ht~Q:/.\n,.iw.e-'J' I iC(ll.!o\'/N'HioIlJl~(jt)11 r-.li:!r:1lionPI:!!l scP'009.I,df.
10 "National C} bersccurity Awarene-5S Month, 1009, .-\ Proclamation by the Prcsid~nt of the Ulljt~d Stales of
Am.:rica," 0\::1. 1.2009, 1:[[;1: "II, \\ w. \\ !~;1 ::'I~on::e !.:(,,, 'l!1c ll~r:,,~ C'rJkl" Pr::~idc,j! I.~ I-Proe! .~:11:i:i,,"\-N.11 ;~':l:d·

C, h:r~~cul'i:\'-A" ~rcll{'s>;-~·1(l!lth ..

iIThe attacl{menf dtscribes Federal agtncy activities to identify and mitigate cyh~r lhr~;l'-". and colbhorJlivc dTons
to share critical information wilh industry nlld lh~ ~ecurity resean:1I cUlllmunily.
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Tmcking the layered approach discussed above, at the Applications, Services, "nd
Equipment layer, the private sector must lead in developing innovative security strategies and
protection technologies. I lere, the key government role is to assure vigorous domestic law
enforcement and appropriate national security ddensive and offensive postures. t2 8yelearly
detining providers' obligations and providing a swin mechanism for addressing violations, the
legal system can encourage innovative security practices, and assure adequate public and private
sector investment in security technology.

The Standards and Protocol development activities guide the operation and e\'olution of
the Internet and enable the wide range ofapplication and services, a vital source ofvatue of the
Internet to individuals and society, Enhancing security in technical standards and protocol
development activities can propagate security advances throughout the cyber infrastructure with
far more emciency than traditional regulatory action or uncoordinated market signals, Great
leverage can be gained from concerted public-private partnerships in this area. Ll

In the Telecommunications Networks Core there is a long history of collaboration among
the nation's communications infrastructure providers. The National Coordinating Center for
Telecommunications (NCC), for example, assists in the initiation, coordination, restoration and
reconstitution ofnational security/emergency preparedness (NS/EP) telecommunications
services or facilities. Through the NCC, the Federal Government and telecommunications
companies address NS/EP telecommunications service requirements, including both real-time
responses to natural and man-made disasters and long-Ienll efforts to plan, develop, and SUPPOI1
a more resilient national and international communications system,

The Commission's Role in Cyberseclirily. Charged \lith "regulating interstate and
foreign commerce in communication by wire and radio ... for the purpose of the national
defense [and] for the purpose of promoting safety of life and property through the use of \lire
and radio communieation,d4 the Commission plays a critical role in protecting the security and
integrity of the Nation's communications infrastructure, To date, the Commission has addressed
network reliability and cybersecurity coneems through collaboration, rather than br imposing
particular security mechanisms or arrangements on network and service providers, ~ Such
mandates would likely discourage the innovation that is needed to keep pace with the c\cr-
,. f b k ,.IIlcreasmg range 0 eyer aUac ·5.

The Commission should continue with this collaborative approach, as opposed to owrly
prescriptive mandates. The Commission could reinforce its eybersecurity elrorts in t\lO

12 The legal system nlUst safeguarJ personal privacy, provide adequate consumer prot~clion. ,1/)(1 prl~,"elll

unwarranted government intrusion on indi\'idual rig.hts.
Ii In most cases, pri\3te sector-led standards setting is slill Dppropriate, but input from appropri<lle Federal2gcncies
- the Nutionul Institut~ of Standards ::md Technology ~I1J lht:' Department of Homeland SeCuril)i - will be \' ital to

defi ne requiremenls and set priorities.
"47 U,S,C. § 151 (2006).
l~ See, ('.,g, Charter of (he FCC's Cornmunicut ions Sceurl(y. Relii.lbility Llild [rHcropcr<lbilily COli neil,
b1.[p~,!\\\\.,\. rc~ll\:D~ hS/~Q~~;uh i~un'\:'SJil"'C'iTi~:~'L:}lEr.0nn LP.J.f·
II, See Transcript of FCC Natioll.' Oroadband Plan Workshop 011 C) bel' Security, at 68-71 (Sept 29, 2009).
t~~,I/\. \'1' W.l'TUilJ!J<!iIJ. !.!.OV/JOl·~:\\ "iu~O C\ bL·r ~t:~ITj.t.: .[Hie
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additional ways. First, it could actively encourage the reporting of basic information nbollt
network attacks "od responses thereto. Second, it could supplement existing federal consumer
education efforts. For example, in the Department of Homeland Security, the National Cyber
Security Division's (NCSD) Outreach and Awareness Program attempts to raise awareness of
cybersecurity among small and medium-sized businesses, educational institutions. and tbe
general public, and to give those groups more specific information to address their eybersecurity
issues. Effective collaboration on consumer awareness activities can lead to better infonned and
aware end-users, wbo will be better equipped to seek and adopt cybersecurity options offered by
communications and appl ications providers.

A Federal Role ilT Cybel'sec/lriry. Government has a clear and long history of shared
responsibility for coordination, restoration. and reconstitution ofNSIEP telecommunications
services or facilities. It can also playa key role in defining cybersecurity obligations for
applications and service providers, by establishing basic rules, guidelines, and best practices
necessary to protect individual rights, while meeting national sccurity needs. In so doing.
government should avoid being overly prescriptive, but should instead give the private sector
discretion to develop innovative and effective sccurity mcasures and strategics to meet their
cybersecurityobligations. Finally, govcrnment should continuc to share its accumulated
experience and expertise in cybersccurity matters in public-private collaborations.

A Path Forward

The National Broadband Plan will be an important contribution to Fcderal efforts to
expand the availability and adoption of broadhand scrvices. Emergcncy rcsponders and other
public safety agencies can benefit greatly from broadband deployment. The Plan at its core
should recognize the layered model that bas allowed the Intcmct to become a transfomlati\'c
technology that empowcrs peoplc around the globc, spurs inno\'ation, facilitates trade and
commerce. and enablcs the free and unfcttered now of information. Incorporation of

7



this model into lhe Plan will not only provide a framcllork to foster continued innovation, but
will ~Iso address important public safety, national security, and homeland defense priorities

Thank you for your consideration of these views.

Respectfully submitted.

• ,01 f.. "v (; ._. '.
t7-~-......-{.. . lIvt.t-</U~::-l

Lawrence E. Strickling .

cc: The Honorable Michael J. Copps
The Honorable Robert M. McDowell
The Honorable Mignon L. CI>'bum
The Honorable Meredith Attwell Baker
Marlene H. Dortch, Secretary
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I. INTRODUCTION

The National Broadband Plan ('"Plan")' is an historic opportunity for the Commission to
set out a path forward for the next generation of public safety communications, Next Generation
911 (NG911) communications, and contribute to the ongoing efforts to address cybersccurity
needs. In this document, rcpresenting the collective experience of key Executive Branch
agencies, the Administration presents its vision for harncssing the powcr of the Internet and
public-private partnerships to meet these critical national challenges. The Plan can chart a path
that leverages the unique, innovative dynamics of the Intcrnet in order to address important
public safety, national security, and homeland defense priorities.

We are in an era of decentralized communications characterized by innovation at the
edge ofnet\\"Orks, facilitatcd by open-standards and lightwcight protocols. Successful strategies
for managing public safety, cybersecurity, and NG911 resources will begin by recognizing and
leveraging the characteristics oflhe Intemellhat make cyberspace complex, incompatible with
traditional command-and-control regulation. and innovative. Internet-driven innovation has
fueled advances across the computer, communications and information marketplaces. Inno"ati"e
information and communication scrviccs are enabled by a laycred, open platfoll11 design strategy
that facilitates the development of many diverse applications and services on top of open
networks built using common technical standards. Publ ic safety communications can benefit
enormously from adoption oflhis new model.

To enable public safety, cybersecurity and NG911 inno"ation, the Plan should be guided
by a layering of functions and activities. Figure I depicts the layered model and identifies the
allocation of responsibil ities in each layer that should guide any policy and regulatory activities
related to the Internet with respect to important public safety, national security, and homeland
defense priorities. At the Applications, Services, and Equipment layer, the private sector must
lead in developing innovative solutions and implementation strategies. Standards and Protocol
development activities guide the operation and evolution of broadband networks and enable the
wide range ofapplications and services for public safety, homeland security, and cybersccurity
purposes. The Telecommunications Network Core is comprised of networks operated by the
Nation's communications infrastructure providers. Public policy, investment decisions, and
service planning at all levels should be guided by this model.

I Public NOlil;c. "Addili(JnJ,1 Comlllent Sough! on Public Safcly.llomcl;lHd Sccuriiy. and Cybcrsccurity E!cmi:I1IS of
Nalional Oruadband Ptan," NO P Public Notice #8, DA 09-2133, GN Do"~d No. 09-51, el al. (reI. Sept. 28,2009)
C'NBr Public Notice US"), 11lIp:i:hrallnr();;s.lcc.!.!ov,'eJocs p:llJlic'att;lchl~1:1!l'h:I)/\.09-11 J~l'1l..lliU·. The al13ched
White Paper pruvid~s responses lo questions posed in the Public NolieC'.
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Figure 1 - Framework for Internet Denlopmcnt as It Relates to Public
Safety, NG911 and Cybersecurity Responsibilities

II. PUBLIC SAFETY

Emergency responders envision near and long-term use of broadband applications that
\vill improve situational awareness, provide real-time retrieval of critical data, and enhance
collaborative decision-making. Along \\ith these capabilities, the public safety community seeks
seamless interoperability, robustness, reliability, and prioritization in a broadband network. To
re:l!ize these go::!ls completely, the public safety community must overcome a n~mber of
practical hurdles, ranging from the technical to the financial and regulatory. While continuing to
work toward an optimal solution, thc federal Communications Commission ("Commission"), lhe
Executive Branch agencies and their local, state and tribal counterparts, must address public
safety's immediate broadband needs in ways that maximize the use ofavailabIc resources. The
Commission should explore whether public safcty could effectively use existing core
infrastructure, \vhile individuating end user devices and other aspects of the network edge to
meet unique public safety specifications. In so doing, the Commission should take into account
the analysis of public safety communications' strengths and weaknesses conducted in the
aftermath of9-11 and Hurricane Katrina.:!

2 The 9-1 t Commission noted the failure of the l'\cw York Fire Departmenrs in-building radio coverage, as well as
the lack of interopcrability both within and between the various responding agencies. The 9-11 COJllmissirm Report:
Filial RqlOrl oflhe Naliol1ul Commission U/1 Terrorisl .'1l1uc/(s Upon/he Unilcd Siales, at 315-323 (July 22, :200·-1).
(/' <lilah/e 01 Sl£.:'" \~w·':r>,"K(<:)' ~·::)\':9JJ:-'-;.!)'~.;~./;~;_llj· During Hurricane Katrina, oper;Jbility was all even more
acute problem than inlcroperabililY, as the c011lpldc devastation of the c0111lllunications infmslruclur~ Idl
elllergency responders \\ ilhout a core ne(\\ork on which to communicate, The Fcderul Rl's[>lJl/\'e If) Hllrri,'o!ll'
1\0Iri/1u: LessollS {,pur!leJ, Chapter 5, §:1 (Feb. 23, 2006), !.J.lU':,'.libran' ,tlll::r·.~J"'~~jib't:lh)~-".].;'!!I'i:lil\\h.l,,ir
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A. Publie Safety Agencies' Use of IJro3dhand Toda~'

Wireless broadband will play an important role in improving public safety
communications interoperabilily and mission clTeetivencss. The emergency rcsponse
community has voiced its need for advanced operable and interoperable data capabilities, in
addition to ils continued need lor robust and reliable voice communications.] DirJiculty with
inleroperability in existing voice operations for public safely can be tied to the development and
cvolution of those systems as implemented by thousands of separate jurisdictions and fcderal
agel1ci~s. \Vhile 1nuch cflort has gone into making those diverse op..:ratiolls interoperable. the
development of broadband offers a signilicant opportunity to provide interoperabilily from the
start.

The use of standards-based and vendor-neutral technologies will help spur deployment of
both network connectivity and innovative new applicalions and services on more affordable
devices. This approach will enable the deliwry of wired and wireless technologies that will
promote compatibility and interoperability across agencies, jurisdictions, and communities in a
way Ihat helps them leverage legacy systems as they migrate towards newer technologies. To
that end, the Commission's National Broadband Plan (Plan) should consider the operational
environment within the emergency response community. the community's currcnl use of
broadband applicalions, and how these two factors are intluencing the community's approach to
obtaining new broadband capabilitics. The Plan mllst assess what is unique aboul the
availability, reliability, security, and interoperability needs oflhe public safety and homeland
security community at all levels of government. With an understanding of unique publ ic sarety
requirements, the Commission will then be in a position to help chart out a course that leveragcs
commercially-available nelworks and services to the maximum extent feasible. This is the path
toward enabling public safely to have access to state-of-the-art, interoperable broadband dala
services and applications on a sustainable basis.

Taking into consideration their operational environment and their uses of broadband
applications, public safety agencies can take three approaches to gaining access to broadband
nelworks. Specilieally, Ihey may-

• Fund, deploy, and own a dedicul~d public safety broadband network that may be shared with
other agencies;

• Partner with private sector broadband providers 10 deploy a network with shared costs; or
• Lease service from commercial service providers.

Most public safety agencies currently use separate networks for voice and data
communications. This is primarily because currcnt public safety voice networks can only
supporllow dala rale, narrowband capabilities, which limits opportunities for data applications.
In addilion, most commercial data networks do nol currently meellalency requirements for

J Sce, c.g. Comments orpuLlic sJ.rely Communications OffidJls-lntc-rnaiional, Inc. (APeO) (No\!. 12.2009)
('"APeO Comments") at ~-7; COI11Il1.:nls oFlhe Public Saldy Srcclrulll Tru'.'[ C(lrpor~lion. PS Dockel No. 06~~29
(OCt. 15. ~OOq). S(.:I.' g£.'l1l..nr!(r Comments of the National Tclecoll1Jnunicntions and 111 fllrmalion Adminislration. PS
Docket No. 06-229 (Ii I,d Nov. 9, 2009) eNTtA 700 MH7 Waiver Cornm,nl'} avaibhl, a'
l'llp :/..'" \\ \\...I~(j:u~.;"g,Q!,·ril;I~'..:,,!""(!\)5)TCC PSC(12~9 7"0 \'111". 091 Iq :;0 I] [) IiH.rdf.
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missioll~critical voice applications. cannot guamntcc prioritization of public safely voice tmffic.
or do not alTer push-to-talk (p'n') service: Most public safcty agcncics havc Ilc!lvorks thnl meet

their requirements lor voice communications but thcsc networks cannot support data capabilities;
therefore, many agencies are planning to Jeploy secondary networks to proviJe dala capabilities.

Puhlic safdy broadband applications toJay vary signilicanlly. f\·1ost agencies Lise
broaJband for remote database access, remote rcporting, and InterneVe-mail access, much of
which is provided through leases with commercial service providers. Con\'t:rgcd technology
devices (such as smart phones) provide voice, data, and limited video coverage; however, their
use is limited to administrative purposes because they do not meet all mission-specific
requiremcnts. The District of Columbia operates an experimental system with federal agency
participation.s During major events, such as the Presidential Inauguration, this s),stem provides
much-needed situational awareness.

The vast majorit), of Federal public safety agencies do not currently usc broadband
m:tworks \0 support mission-critical \'oice communications. The Transportation SeCllrit)'
Administration (TSA) of the Department of Homeland Seeurit)' (DHS) is one exception. TSA
uses commercial wireless broadband services in the 800 t-,·lHz spectrum for mission critical air
to-ground communications for Federal law enforcement officers in flight, as that is the only
spectrum available for this application. This capability will soon include Voice 0\"", Internet
Protocol (VolP).

Immigration and Customs Enforcement (ICE), within DHS, is another exception. ICE
uses commercial broadband networks for intranet access for loptops and other portable electronic
de\'ices, such as Blackberries, and for voice telephony applications. ICE requires exceptionally
stringent security to safeguard law enforcement information and therefore allows broadband
access only for authorized ICE end user equipment on which the required security controls have
been installed and tested. ICE's law enforcement oOicers ha\'e mission-critical requirements for
critical demand theater operations.6 The lack oflaw enforcement priorit)' on commercial
broadband networks also necessarily limits ICE's usage of such systems. Despite such
lilTlit::Itions. the Commission should consider whelher usc of commercial broadband networks,
with adequate adaption by public safety agencies, rna)' be a lirst step in the path to maximized
broadband deployment.

4 '"Priority" in the public saft'ly conte.>,;t refers to an assured conncclion for public :)afdy or emergency response,
induding during particularly congt:sted periods. A public safety network. manager may be able to provide levels of
priority based upon mission requirements and the needs ofa particular emergency. When used in (he conle.xl of (P

based broOldband data nl"l\Vorks. th~ term "priority" is functionally the same in that public safety seeks th~ ability to
assure availability :Jnd qualily or service under adverse, emergency condil ions. I Jo\\e\,er, the technical means b~'

\\·h ich these requirements ",m hI! met will be different, given th..: pad,cHculing. as opposed to circuit s\\ itched.
nature orlP networks.
~ U.S. Department of Commerce. NTI A. Sp£.'dr/lnl rolie)'for Ihe 1rl Cel1fury: A ruMi£." Sa!elY Sharing
D~'nllJm1ruli(J1l (June 2007), !llin:l/\\ \\ w.nl iJ .doc.!!o\ /recort<; l"l007Nll:\ \V,\ Ri\f{t;j1(\l1.htl11. D~panIT1~nl of the
Interior Park Police are a prime partner in this program.
(, They 111usl have communications l}vail;Jbll! (In a 2-1x7 b:1sis. with the llwjorily ofdt:manJ hCI\.. een 6 a.m. 106 r.m ..
locallill1c. Trame includes voice, data, and multim~dia, bOlll originating and tcrrninUling on a varidy of PIT
d..:viccs ;md mobile COillputing devices/equipment. 111 addilion. ICE IlHillagclllCI1!, supcn'isors. and adl1linistrJli\·~

starr h3ve mission requirements fur medium and low demand thcat~r cperntiorls to proviJe conmmnd amJ control.
employee location tracking. cOl1llllunicntions assiS\illlce and lool..up. and other support fU:H:tions.
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The vast majority of Federal public safely operations do nol currently use specific
broadband networks to SUppl)rt their ()peration~, There is no specific Federal frequency
allocation wilh sufficient bandwidth to support such a scrvice, The Federal broadband
applications in lise are disparale, non-integrated systems transmitted over multiple modes of
communication. In some cases, Federal ageneies Serve areas that also lack commercial
alternalives, The Department or Intcrior (001), for example, has over 4,400 law enforcement
and 7,000 fire fighting employees throughout the Unitcd Stales and its Possessions, Most of
thesc employees are in remote locations with no acccss to broadband networks, In many arcas
that 001 scrves, even commercial cdlular voice service is unavailable. Where available,
howevcr, DOl public safcty officials use broadband extcnsively for several purposcs. While in
lirc camp, hundreds of wild land tire fightcrs Illay usc broadband via satellite, existing
infrastructurc, or wireless local area networks for data on the blaze, including visual and infrared
media imagery dissemination, resource ordering, Geographic Information System (GIS) datn,
nnd other activities. 7 However, commercial wireless carricrs have deployed Fourth Generation
(4G) advanced services in only approximately one percent of the rural areas that 001 se"ices,

The U,S, Department of Agricullure's (USDA) Forest Service provides another example.
It would utilize broadband primarily for wild land fire fighting, incident management, and to
support appro,ximately 650 law enforcement field personnel. However, access to hrLladhand
today is complicated by the fact that most of these law enforcement, tire and emergency response
activities occur in very challenging and austere operational environments, The Forest Service's
10,480 fire fighters, and additional 5,000 "on-call" militia personnel, primarily operate in remote
terrain often beyond the geographic footprint or line-of-sight of most commercial carriers. Even
so, the Forest Service currently deploys personal computers into the fIeld in those instances
where Iandline or \\·ireless connections arc availabk, but they ollcn operate at less than optimal
speeds. Ifbroadband Internet access were nvailable, Forest Service personnel could make
available topographical maps, weather infonnation, personnel and vehicle asset tracking
infonnation, and logistics data for ordering and delivering equipment and supplies; send
intonnation on \\ild land fire incident status and personnel safety; and transmit public nlTairs
updates.

As the frequency of wild land nres has increased, Forest Service first responders are
relying on information technology to assislthem in field operations al an accelerating pace. In
such cases, lillIe if any existing infrastructure is available to support these teams. Access 10

remote databases; fire decision support application tools; web-based applications; video
teleconferencing; geospatial toolsets to monitor lire perimeters and survey incidents; and tools to
support real-time communications with agency hcadquarters and other field command centers
are critical to improving both the ability to respond effectively to such incidents as well as to
cnhancing Ihe safety of those first responders.

Fire management personnel, alien needed in remote regions, requires continuous
transmission of operations-based communications on weather updates, vegetntion infomlalion,
logistics provisioning and on-line ordering, incident command directions, maps for ingrcss and
escape paths and tire lines and snfc zones. They may need \...·id~ area network capabilities for

7"Fire C::l!11p" refers to a lemp0rary SUprt\Tt facility providillg food. slc..:ring an.':Js. and medic!!l L!mJ C'lhrr rcs',)urc~s

for \\,'ild land fire fighters.
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global Intemel access or as a private network, using mobile SATCOM connections or standalone
localized network access. In addition, Global Positioning System (GPS) connectivity is re<juired
to track people, firetighting vehicles and aircraft. These systems require end-to-end securit)'
systems and virtual private networks (VPNs).

B. Public Safely's Needs for Wireless Broadbnnd Networks and Applications

I. Tactical Applications

Emergency responders envision using evolving enhanced broadband (nk'rnet <.Jccc::;s
services and applications over the near and long krm. Some potential applications of a tactical
broadband network include:

• Real-time, full-motion streaming video for command post situational awareness;
• Digital imaging (for exampk, mug shots and building schematics) for law enforcement and

first responders;
• Remote access to databases and report managemcnt systems to impro\'e investigations (for

example, tbe National Crime Information Center (NC/C»;
• Remote access to biometric identification databases (such as U.S. VISIT) to illlprolc

effectiveness of patrol and cnforccment operations:
• Mapping and GIS to improve response times and in support of border operations to provide

officers and agents with in-field blue force and red force situational awareness;"
• Remote scnsors (for cxample, biological and radiological) to dctcct lifc and movcment;
• Mobile emergency manngemcnt systt:ms (E~,lS) applications for impro\'ed aCCL'SS to critical

data;
• Weath~r and status broadcasts for fire-fighting purposes;
• Intcragency, interoperable collahorativc and distrihuted decision-making tools:
• Inventory management and accounting - web and other client-server applications (e.!:.. tire

resource ordering, law enforcement databases);
• GPS 10 track responders. tire lighting/law enforcement vehicies. and aircraft 10 enhonce

safety and tactical operations management; and
• Tactical voice over broadband (not ofTered commercially at this time but likely to be a future

capability of interest) to supplant eventually Land Mobile Radio (LMR) networks.

2. Requirements

The Administration believes that capacity planning for public safety operations should be
bascd hoth on geographic rcgion and mission requirements. Requirements must also factor in
surge capacity during joint operations and response evcnts. The architecture and features of
future broadband networks must enable seamless operation of disaster recovery capabilities
throughout the Nation's emergem.:y response community. Specifically, Federal agencies will
r~quire ubiquitous broadband coverag~ to support a variety of voice. video, and dJta
requirements. In many instances, these mission-critical c3pabililics will be ne~ded in rc~iol1s

th:11 are unlikely to be served by cOll1ll1ercinl providers. It is not possible to determine fully

!I '·Olue" force generally rer~rs to friendly forces \\hill: "red" refers (0 en~I1lY personnel.
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IOday how much spectrum will be needed for these applications on a going-forward basis. or if
the current public safety spectrum al/ocation \\il/ultimately be suflicient 10 meet future needs.

Existing legacy broadband wireless systems arc not available in many remotc areas."
Key border areas include long stretches in remote areas where there is no market to drive
commercial investments in the communications infrnstrueture. This is also true in large forested
areas where, for example, the Forest Service must routinely tight wild lund /ires with minimal
infrastructure support. In these areas, Fedcral invcstmcnt in infrnstructure may be required to
give Federal users-as well as public safety partners-access to broadband services that \\'ou1u
nnt he available from commercial providers. In such cases. Feucral and non-Federal public
salety entities should coordinate to lcverage aI/ relevant public safet), stakeholuer resources. To
accommodate the diversity within the stakeholder community, Quality of Service (QoS)
requirements must be scalable to accommodate user and mission needs, but must also. at a
minimum, satisfy law enforcement QoS and grade-orservice needs.

3. Role ofCommereialNctworks

a. Challenges

II'commercial, wireless broadband networks are to serye pUblic salety and homeland
security communications needs, thcy ultimately must provide seamless interoperability,
reliabil ity, and robustness comparable to that of current public safety and homeland security
systems. In keeping with current national plans, such n-=tworks must also be able to intcroperat~

with National Guard and NORTHCOM Defense networks and operational capabilities.'u Such
networks must also provide sullicient capacity and acccss to ensure that public safety and
homeland security minimum thresholds for degradation and blockage are not exceeded. In
addition, the networks must accommodate priority service and offer acccssibility and cmerage to
support emergency response operations. I I Without prioritization. public safcty services over
commercial networks will be unreliable and overwhelmed by increased network congestion as
the public responds to emergency events.'l

The critical public safety question for the Commission to addrcss in the Plan is how
prioritization could best be developed and managed for homeland security and public safety
purposes, consistent with private operators' commercial goals. In addition to priority, the public
satety network needs to include a menu of connectivity, bandwidtb, and transport options that
provide the agility and diversity to assure as much access and capacity as possible despite
congestion and network damage. The particular options available will shift owr time as events
unfold. Additional questions for the Commission arc how to develop Project 25 (P-25),

') S/!e gem..'ra/ly "\\l'ireless Broudbund Access in Appalal;:hia," l!pl':":\\ \\"\\' .:HC .!.!O\':illL!t'\.do·.~r1(lJc!J ...: 1813.
III "NORTHCOM" refers to the Uniled States Northl'm Command, th~ Department of Dl'fense (DOD) lead in
n;:Jlional emergencies. DOD's ability 10 respond to local em~rgencics is restricted under the la",_ The Posse
Comitatus Act, 18 V.S.c. § 1385. restricts the use offederal militnry fur civilian law enforcclll~nL In gencml, thc
National Guard is under the control ofench state pursuant toTillc 32 of the Unit~d St"t<:s Code, until the President
cnlls it into redcral service under Title 10.
II See .~lfPI'(I note 4 ror a definitiun or--priuri\y scr1Oice:'
11 "PCO. for example. dl:scribcs the inabil ity of cOnlmerciiJ.1 nc[\\-orks, howevcr cooperative, 10 suppon puhlic
safety access tlurillg the 2009 presiJemii.l1 inal.lguralirm amllhc tlVCr-cllllgc<.,llOn lhdr Ol'l\q)rks expl.'rit:'ntl'd. APCO
CUIl1n1cllls, supra nole J. ul 7.
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broadband-capablc, land mobile radios that can supplant high-cost voice-only nctll'orks and holl'
to develop rugged devices that can stand up undcr harsh environmental conditions? "

The physical dil'ersity, redundancy, reliability, and security of public safety scrvices are
characteristics tbat separate them from traditional commercial networks. For example, public
safety networks have demanding requirements for hardening cell sites and other facilities to
ensure network survivability. A public safety network must include redundancy and diversity
c1emcnts to handle tratlic during outages or emergencies. It must also bc capable of interfacing
with P-25 networks for interoperability, be compatible with existing Key Management Facilities
(KMF) and be compatible with existing consoles for dispatch and command and control. Public
safety network planners should study such requirements and, to the greatest extent possible.
specify them in detaiL'· In addition. the net\\"Ork planning should explore how such
requirements might be met tbrough virtual networks embodying these characteristics, enhanced
end user devices, or additional elements at the "edge" of the network, thereby allowing public
safety to leverage core commercial broadband infrastructure to the maximum extent. Finally, the
Commission should consider how resiliency and redundancy in a public safety network could be
achieved through the proper application of compelili,'e incentives for commercial carriers,

Backhaul requirements are dependent primarily on the density of public safety users and
lhe ability to leverage existing infrnstmcture. Microwal'e, fiber optics or commercial Intemel
Protocol (IP) networks might supply that requirement. Typically, broadband infrastructure and
backhaul must be fully redundant to support diverse routing in cases of outage or emergency. In
rural or other areas where no current capability exists. however, even non-redundant operability
would be an improvement over the stalus quo.

b. Virtual networks

The Commission should examine the feasibility of meeting publie safety requirements
through some use ofcommercial networks. In particular, the Commission should study how
virtual public safety and homeland security networks can take advantage of commercial IP
networks and new commercial 4G wireless networks. In this connection, and throughout its
analysis of homeland security broadband needs, the Commission should consider all Federal
communications and other spectrum-dependent systems. including the military and Natiol13l
Guard systems that could be called up in natural disasters, emergencies or hostile attacks.

Hmay be possible to address security and reliability concerns by using virtual networks
that run on an IP backbone and hybrid commercial 4G wireless networks mixed with
government-operated access in areas not scrviced by commcrcial networks, A virtual private
network can permit a secure link into a host commercial network or a "tunnel" tantamount to a
hardwire connection. Such a network could be used, for example, to access databases for
criminal information checks.

11 P-25 is il suite of standards (or digitwl land mobile r;;alia communica[jons (haT enables intC'ropcr~blc

conununicntions nmong Federal. slate. local and lribal public sarety r~sponders.

1-1 KMr n::fers It) an applicntian use to manag~ encryption keying and other functions for rarg~ g.roups of encrypted
P-25 users.

8



The inlej,\ralion of a sland-alone public safety and homeland security network wilh a
commercial transport layer may help isolate which network elements must be hardened. It may
be that only key back otTice elements (such as Distributed Home Location Registers (DHLRs)
and Roaming Tables ll

) and last mile sej,\ments of the public safety and homeland securit),
network require increased security and reliability, while the commercial backhaul network's
inherent reliability and security features nre suflicien!. The Administration recommends that the
Commission study the feasibility, to the greatest extent possible, of usinj,\ the core commercial
infrastructure for public safety broadband deployment, and of meeting the unique needs oflirst
responders through individuated end user devices or other communications elements ncar the
network "'edge."

Further, IP-based broad band networks offer survivability benefits. 16 However, if
commercial II'-based networks are intended to be viable alternatives to public safety-grade
emergency communieations networks, then levels of network redundancy, diversity, and
hardeninj,\ must be agreed upon in ad"ance through public/private partnerships. 17 In addition_
distributed denial ofservice attacks could be a significant issue for IP-acccssible
communications nodes (e.g., public safety answering points or emergency alerts) unless
appropriate defenses are built into the network from the outsel.

c. Air- and satellite-based data communications

In addition to addressing the emergency communications needs of different geographic
areas, the Commission must understand that wireless communications support mission critical
voice and data communications in the air. For example, TSA deploys Federal law enforcement
oflicers on U.S. air carriers worldwide with a requirement for wireless_ satellite-based broadband
communications (outside the continental United States). This deployment is needed to SUppOlt
mission critical data and voice communications while onboard domestic carrier aircraft where
other Federal law enforcement ofticers have law enforcement jurisdiction_ The amount of
spectrum usable for broadband in the 800 MHz commercial air-to-ground allocation is limited to
3 M HZ. 18 There is the possibility of expanding coverage with salell ite-based systems in the Ku
band, "'hich is also offered commercially and is now available on two commercial airline

• 19earners.

IS A "home location register" is a mobil.: subscriber database that among olher things, aUlhenlicnles users, and
updates location data. "Romn ing"' rt::fCfs 10 the use by one cdlular operator's subscriber of another operator's
network.
til These include common prolocols allowing criticallraftic to divert to altemlttive ne[\\orks that are also IP-bascd.
Survivability benefits also include self-healing abilities such as individuated routing orp,H:kctiLcJ data, SI.) Lhl1l10~S

of any discrete packet docs not necessarily result in los.'\ of the entire message.
17 "liard.:ning" generally refers to a network infrastruclurc able 10 ",:ilhstanding disaslcrs, incluJing by menns of
strcngthen~d to\\'ers and additional backup generating capacity lor cell sites,
III Sct: genaafly FCC website, 800 MHz Air-Ground Radiotdephone Scrvil.:l",
blill' :iv, in'l~'~" kc I'I1V!;jlJctil\tl,'dc 1:11111.111 1l)~iOh~~;1.!!cli()n 'i1l11l111" rvS' ill,o-(~j.

I') 5iel! generally "Row 44'5 in-flight Wi-Fi for cOlllll1ercial aircralt," bJ.!1]:' \\ \\ \\. irq'", Lenin 'J'.1(.:S I)OC-I ~ 7799.
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d. Recommendations

The Administration recommends tllat the Commission eonsidcr:

• ElTectively and sustninably translating existing priority s,'rvice programs to next-gcneration.
IP-based networks, and, where appropriate, augment or rcplacing existing priority programs
with other mcthods of achieving resilicncy;'"

• Levernging the private sector's capabilities - including fixed, mobile, and hybrid-terrestrial
satelliles, and rapidly deployable networks, assets, a",1 facilities -thaI can help ensure the
success of public safety communications;

• Creating the appropriate incentives for the private sector to deploy the redundant and resilient
capabilities that public safety requires;

• Examinin~ the role of satellitcs in broadband deployment to rural areas and providing
reliable nationwide communications where terrestrial seryices eithcr do not cxist or are
temporarily oul ofservice;21

• Encouraging providers to strengthen towers, improve c1ectric power resiliency and
standardize fuel requircments for backup powcr to withstand long-ternl outages of public
power sources;22

• Piloting demonstration projects to validate IP·based networks' security and capahility
• Clarifying prioritization requirements for emergency communications, national security and

emergency preparedness resources;2J and
• Addressing how public sarety users should be authorized, authcnticated, and provisioned

with accounls when they access national commercial wireless broadband services.

4. ConverQence nf Voice and Data

Public safety agencies have a variety of requirements dependent On both tne environment
and the situation. In urban environments. public safety agencies need both on-street and
in-building radio frequency (RF) coverage to support mission-critical voice and data
communications. Those agencies may need 10 Icverage legacy voice networks to provide more
ad"anced communications, particularly in rural and remote environments where deployment is
challenging. The Commission should consider whether such enhancements would be an
dTective first step to optimal broadband deployment in such regions. In all cases,

::00 See generally DHS website, "Wireless Priority Services.'·lli..t.n.:/,'\\os.nc;;_!!ov/.
21 Commercial s<Jtellite systems en<Jble link diversity and independence from fix.ed infrastructure. For example.
they form an essential part orN.nional Guard emergency response communicntion systems.
n New or improved physical facilities may need to comply with fcdcTilI. state. and local regulations regarding. the
environment. zoning Jnd land use, rights orway. pole allachments. lower m::uking and lighting. and safely <Jnd
health cons.iderations, and for the need for alternative, renewable power sources. Further, stO\les regulate the
c<1pJcity of fuel tanks for bJck-up generators.
~J For example, during a pnncern ie, employees In:'!y be required to tele\~ork. Network con£est ion may occur:\5
Federal employees try to Jccess departmcnt'agellcy servers almost s imulluneously. Th is is a pr<Jctical jU5titicilt ion
for crealion or virtual privJle networks. The Plnn shoilld consider the capability of networ\..s to handle tmfJic surge,
ill 511Ch anlkip.:Itcd situations and hO\v priori I)' access to bro:H..Iband Ilctwork resources ror national securily and
t:lllergcllcy preparedness may be nchieved. The Plan should ddine the criteria for priority access to such rCSO~lrCl'S

!()r national security emergency preparedne:ss users.
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COn1muniCalions musl be robusl against various sources of interference and noisc 10 cnsur~

inlclligiblc communications.

As voice and dara communications continue to converge, users have a greater expectation
lor both voice and mobile wireless data capabilities. Broadband systems that can provide
reliable, interoperable voice and data communications will likely reploce alltiquat<d nalTo\\band
voice systems and low data rale networks. If mission critical voice Hpplications are to migrate to
broadband, systems will need to hove suflicient control chonnel capability in high congestion
areas, especially during special events and large gatherings, to support bOlh a significant increase
in te"t messaging and data traflic and call set up capability lor national security and emergency
preparedness (NS/EP) communications. Legacy voice networks must be effectively Iewraged
while the migration to broadband evolves.

Going forward, the Commission and relevant institutions in the public safety community
must sludy how standards-based methods can deliver guarantees for NS/EP traffic that do not
currently exist in broadband networks todoy. Moreover, any such prioritization would need to be
sufficiently hardened to prevent its use as a method to execute a denial of service against the
network.

5. Fundin\!. Modds

There are a number of funding models for satisfying public safety's need for a
nationwide interoperable broadband solution. These range from approaches that emphasi7e
government or public safety entity provision of services to those that emphasize pro\'ision of
services through commercial means. Such a network could he built offa "system ofsystems"
concept or on the other end of the spectrum, a single nationwide commercial provider.
Approaches that emphasize gOl'errunent funding are more likely to meet the public safety
specifications but less likcly to be built and a challenge to maintain. Those that lean on
commercial providers may provide the greatest potential for rapid service deployment and
standardization, butlhe least liKely to meet strict public satety requirements and deployment in
remote or rural areas,

The "system of systems" concept recognizes that a nationwide network may depend on
smaller funding SOurces from local jurisdictions, It also emphasizes the value of those
jurisdictions that have been the heart of traditional public safety, but jurisdictional boundaries
have onen been the source of interoperability issues. A national entity may be able to al'oid
these issues.

In between these extremes there could be other approaches including government
licenses to commercial vendors who agree to meet public safely requircments or government
systems that allow use for commercial purposes. Where the commercial vendors choose not to
build out or "'here they do not meet public safety standards, public funding could filllhes~ gaps,
The Plan must determine which approach oflers the grelliest potential to satisfy all constituencies
as well as the need for public safely broadband il1terop~rahility, robusll1css, reliability and
prioritlzation.
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The Administration encourages the Commission to permit demonstrations of innovative
strategies for broaJbanJ implementation in the 700 MHz band, 10 the extent sudI strategies are

consistent with the overall goals articulated here.
24

Demonstration projects should be built on
top of the basic Internet standards that are certain to bc at the heart of any pUblic saldy
broadband wireless network services deployed around the country in the future.

C. Mobile Wireless Broadband Networks Lessons Learned

I. The Role of Partnerships

A key lesson learned regarding implementing and optimizing mobile wireless broadband
networks is that partnerships across all levels of govemll1ent are critica\.2l Such partnerships can
support shared infrastructure projects, which are cost-efTective techniques for pooling resources.
Legal and regulatory barriers can hamper progress in this area, howe\'er, so these barriers must
be resolved.

One partnership Ihat offers great potenlial for encoumging broadband services in rural
America is the Commission's ongoing cooperation with the USDA's Rural Utilities Service
(RUS). The Commission should continue these outreach efforts with RUS and develop
relationships with RUS stakeholders at the state, local, and tribal levels. The Commission can
provide technical infonnation and support to RUS staff. In 2003, the FCC established a similar
partnership with the USDA \\ith the creation of the Federal Rural Wireless Outreach Initiati\·e.
Pursuant to that initiative, Ihe agencies agreed to begin reviewing their respective programs and
regltlatory structures so they could coordinate activities and theret'''lre expedite the build-out or
wireless communications throughout the nation. The coordination process involved discussions
between the two agencies and included RUS's participation in the Commission's proceeding
concerning how to increase rural investment and facilitate deployment of spectrum-based
services in rural areas.26

Another successful partnership is TSi\'s use ofwirekss broadband services provided by
a commercial vendor for air-to-ground communications. The system has been developed
through a public-private partnership and was made possible by the October 2006 rcc auction of
4 MHz ofspectrum in the 800 MHz range for commercial air-to-ground communications. The
public-private partnership was coordinated by the inter-agency Air-to-Ground Communications

2.,1 Service RlJlesfnr the 698-7-16, 747-761 and 777-791 MIf= Band~; Implementing (J Naliol1wiJe, Broadholld,
/"rl:roperable Public Sufety Nern'ork in the 700 :\til: Band, Second Further Notice of Proposed Rulemaking, 23
FCC Rcd 8047 (2008) and Third Further Notice of Proposed Rutemaking. 2] FCC Red 14]Ot (2008).
1~ See gl!ueral/y DHS. "National Emergency Communicatiolls Plan," at 6,15,37,64,65 (July 2008).
b:!p:·'.\, "w.dh~.!..!ov'\1 ibr°r!r\' 'nssets 'n:J.t ionrd ~i11t:"r~~l1C'" COIT:I~Jl!:iicaticnu:..lll!_:.rrJ.r

26 The RUS's participation in Indian Telecommunications lniliathes' Regional Workshop <lnd Roundlable e\'enls
d~l11onslrates how r~\'er;]ging the RUS e<ln help engage traditionally underserved communities. During these events,
RUS participated in panel discussions about ,'ariolls loan J.nd grant prog.r~ms available through its office. Thisjoint
FedcfJ.1 partnership, \l,hich helps link Commission progr<llTIs wilh RUS tinanc;al resources. is an il\1port~ml way 10
pmtnotlo; broadband deplo)lllent on Tribal lands. \l,h~rc il can bring important eCtJllomic Jcyelopmcllt, edu~'alionJI,

and hC<lhh care opportunities 10 trnditionally underscrvcd rural cOlalTIunilies. The FCC and RUS 11a\·e engaged ill

similar outreach efforts with stakeholders at the st,il.e level. such <15 Tenncs<;ec nnd Kansas, when' Iher e\rl;1ineJ
how Federal programs can be used to improve broadband deployment in rurnl communities.
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Working Group chaired by TSI\21 1\5 a result of this partnership, the post-auction owners of the
spectrum more clearly umkrstood the public sector's requirements for using the spectrum to
support mission critical data and voice communications.

2. Taking Advantage of Federal Procurement Vehicles

Many federal agencies can contribute to the goal of improving public safely
communications capabilitit"s nationwide. The General Services Administration (GSA) is a
crucial partner for the implementation of standardized and intcropcrablc systcms. GSA's Federal
Acquisition Service (FAS) is positioned to use all avaibble procuremcnt vchicles as appropriate
to assist in the deployment and implementation of the National Broadband Plan. FAS
procurement vehicles can help ensure consistent deployment of standards-based communications
and information technology (IT) capabilities for emergency responders, providing the foundation
for interoperability for Federal, state, local and tribal emergency responders.2x The Commission
should collaborate with GSA throughout the implementation of the National Broadband Plan 10

promote the use of these procurement vehicles to ensure these bcnefits are realized and
complement the public safety goals for broadband deployment. The Commission should also
explore other ways 10 assUre that all public safety agencies leverage existing "ork on standards
and other relevant studies and research in a coordinated manner.

3. Levera~ing Commercial End-User Devices

When compared to a coverage-engineered intcroperable wireless nctwork, today's
deployed base of cellubr phones and broadband networks offers only limited usability to the lall'
enforcement community. Although it may be acceptable to use cellular phones as a backup or
for covert reasons in some limited circumstances,these phones lack certain fcaturcs ofa tnctical
"ireless network that are mission-critical to all Federal bw enforcement operations, specifically:

• High-speed PTT;
• Direct mode (radio-to-radio communications without network infrastructure);
• End-to-end Advanced Encryption Standard (AES) encryption;
• Over-the-Air Rekeying (OTAR); and
• Signal coverage.

The Commission should consider whether it would be possible 10 develop stan<.lards and
requirements for public safety end user devices that would leverage existing commercial
handsets to the maximum extent, capitalizing to the greatest degree on economies of scale. At
the same time, tIle Commission should consider whether such handsets and other elements near
the nctwork edge can be adapted to use a commercial core network or be capable ofdircct access
to commercial 4G wireless networks. This might allow public safety 10 target broadband
investments to mission-essential network components.

!7 The Federnl Bureau oflnvestig:llion, N~llional AcroJl.:llltics <lnd Space Admini"rralloll. Fcdcrnl Aviation
AdrninistrJtioll, DOD. the COl11l11issioll.llolllcstic air carriers, am.! tlig,hllllld C<lbin cr~\\' unions participated in this
!.!roup.
!"II New York City, \Vashington, D.C., Daltimorc, and Corpus Christi arc Cities with bro~dbJnJ dJtJ networks IhJt
have rublic safety applil.:ations. The Washinglon, D.C., pilo1 is knm"n f1'> 111.: "Wircleso:, Accelerar~d RcsponJa
Network" tWA RN). See fWllcrulfy s"pra note 5 and accompany ing le.\t.
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D. The Role of CommHeial Broadband Sen'iee Provider.

The private sector plays an important role in emergency response. and its capabilities can
enhance Ihe resilience and reliability of public safety communications. Based on tile currently
Lieployed capabilities of commcrcial networks. public safety's ability to rely on these systems is
very mission dependent.

At the same time. some agencies have successfully leveraged commercial networks. For
example, some elements of DHS' Federal Protective Service (FPS) use commercial handheld or
hand-transportable mobile dataimultimeLiia display Lievices and applications supported with
mobile data/multimedia communications. These devices and applications can:

• Provide Automatic Vehicle Location (AVL), vessel tracking, and night following for asset
position-location situational awareness, which supports coordination of operational activities,
identification of available assets, and optimal direction of mutual aid;

• Provide immediate tactical access to key case, biometric identification or mission data and
report generation, minimizing the need for personnel to return to the office to complete
paperwork-maximizing their time in the field and the casework they can perform while in
the field;

• Enable personnel to obtain morc tactical database infornlation than when such requests must
be processed by communications assistants/dispatchers over radio voice calls, manual
terminal access and lookup, and return radio calls; and

• Eliminate time-consuming database lookups from communications assistant/dispatcher
operations, thus freeing voice channel time for true emergency calls or surveillance/arrest
coordination missions.

Notwithstanding these valuable capabilities, as previously noted, the system would
bcnefit from direct mode (radio-to-radio \\ ithout infrastructure), eno-to-end AES encryption.
OTAR, and expanded signal coverage.

Gi"cn the enormity of the investment needed for nationwide public safety broadbanLi
coverage, commercial network sharing and gap filling should be part of the solution as long as
commercial systems can provide the reliability, availability (including priority) and security
mandated by public safety/homeland security users, or allow public safety to meet thcse needs
through non-core network c1emenls near the network "edge." Moreover, commercial systems
can drive technology solutions, stIch as handset components, in a more cost effective manner.
Federal users should also expect to build and operate systems in partnership with public safety

and homeland security practitioners at all levels of government.

E. Expected Ilandwidth Use for Public Safety

Today's public safely networks support transmission speeds bdween 9.6 kilobits per
second (kbps) and 19.2 kbps. This range cannot stlpport applications beyond standard text
communications. Additionally, some public s"fety agcncies bclieve that commercial Third
Generation (3G) wireless networks cannot adequately support requiremcnts for hi!\her bandwidth
applications such as streaming video. While spccilic projccteLi bandwidth rcquiremcnts cannot
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be stated without extensive analysis, it is likely that bandwidth requircments would begin at 128
kbps and increase for graphics intense appl icatiuns up to 4-1 0 megabits per secund.

Current spectrum allocations in the VIIF,lJHr: and other bands do not providc suflicienl
broadband capacity to meet evolving requirements fnr cunvcrged voice and data. The
Commission should assess whether the 12 MlIz of spectrum currcntly allocated to public safcty
in the 700 MHz band will he sufficient to meet the needs of all puhlic safely users for converged
voice, video and data traffic, given that individual regions will have different requirements. As
part of that assessment, the Commission should consider how that public safety allucation coul<.\
be supplemented via commercial or other arrangements.

To provide precision and additional clarity into public safety needs, the Commission
should conduct a quantitati\·e analysis of the minimum preferred thresholds for emergency
responders' use of bandwi<.\th-intensive mobile video, data, and other public safety applications
to support operability, interoperability, and continuity of communications. After defining
quantitative threshold data, the public safely community can coordinate with commercial service
providers to validate and endorse the minimum thresholds needcd 10 support anticipatcd uses.
Public safety's use of broadband technologies, services, and applications are still in the early
stages of development; as a result, sound bandwidth usage requircments arc not yet well
understood or defIned. further coordination will be needcd to adjust periodically the minimum
thresholds as new technologies and services emerge and bandwidth needs e\·ol\·e.

Mobile broadband offcrs pcrformance bene/its for minimal added cost, but any use of
mobile data/multimcdia must be properly dcsigncd, ccrtificd and accreditcd, and implemcnted to
optimize mission perfon11ancc and thus compatibility with existing data sources. A formal
phased-{)r evolutionary-approach for fast-prototype development should take into account
both the relevant data Enterprise Architecture and a systems engineering framework.

F. Ensuring Interoperability Among Publie Safet)' Broadband Systems

Wireless broadband scrviccs will play an important role in improving public safety and
homeland security communications interopcrability and mission el"lectivencss. To facilitate
broadband's ability to advance these interests, the National Broadband Plan should definc a
minimum set of requirements that will establish a baseline of interoperability betwecn networks
and allow wircless users to roam. These standards should permit scamless day-to-day public
salety operations, as well as cmergcncy deployment in aid of sister jurisdictions. A standard that
would enable a single device to roam across a nationwide footprint would ensurc cconomies of
scale, promote an open standard fostering compctition from \"Cndors, and reducc long tcrm
operations and maintenance costs.

Another pivotal issue is the eligibility of Federal agencies to access any nationwide
public salety broadband network for public safety communications uscs.2

" Fcderal agencies
have aligned with their state, local, and tribal partners in mutual aid agreemcnts. shared spectrum
and tower facilities. and shared infrastructure/system arrangements. Through enhanced planning
efli,JrlS, Federal, slale, local, and tribal puhlit.: safely agencies uf\en have been ahk to operatc on

~'J Sel! generally NT!" 700 MHz Waiver Comments. mpra nule 3.
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lhe same slatewide or regional communications system. thereby achicving seamless
inleropcrability, cost and spcctrum efliciencies, and enhanced operability. In some cases.
Federal agencies' public safety or homeland security missions may require daily operational
access. In othcrs, Federal ag~ncics may intervene in disaster recovery or other emergency
response efforts. In either case, the Administration believes that Federal agencies should be
treated the same as their local, state and tribal partners with respect to access, reciprocity and any
user fees.

The Administration believes that maximizing the benefits of nationwide public safety
broadband inleroperability will require access not only by first responders, but by emergency
response support agencies, including critical infrastructure providers. Critical infrastructure
includes the nation's transportation network (including highways, transit, waterways, and ports).
the electrical grid, and other public utilities such as pipelines and water supplies. Different
emergencies present different threats. Some involve transportation services or other critical
infrastructure.3D These emergency support agencies are critical to public safety during daily
incidents, but even more so during local, regional or national disasters. ~Ieaningful planning for
a public safety broadband network should take such critical users into account.

Transportation agencies, through their operations centers, can share important data with
their public safety partners. For example, infonnation on road closures, detours, and video of the
incident scene would help evacuation of victims and access by emergency response vehicles,
Transportation assets can also be brought to bear more quickly if heavy equipment or other
unique services are needed.

Regardless orlhe regulatory regime the Commission ultimately de\'elops. it should
co~sidcr whether a public safety broadband network operator, or incident commander. needs to
bc able to prioritize network use among all critical users, including critical infrastructure
providers. Planning for a public safdy broadband network should take into account non
traditional public safety groups ill transportation and other critical infrastructure disciplines.

1() Ten years ago, a gasoline pipelin~ ruptured ill lkllingham. Washington, polluling:l m:arby \\alerway and killing.
lhree inJividuals in a subseqUt:m Iilc. III 2005, terrorists bumbed London subways, killing 79 and injuring 700.
Earlier lhis >ear, a cornm..:rcinl airlint=r crash-landed in lhe Hudson Rivt:r in New York City. In each case,
(r:mspcr1~tion or infrastructur~ professiof\:\ls were key responders, bringing e.,pt:rtise 0.111.1 re~ources hey'ond tho~t'

held by traditional fin~t responders.
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G. Connrgence of 1\'lobile Broadband Oat.. and Voice Networks

Two key issues associated with convergence are intcroperability and security. With
respect In interoperability, the Commission should consider ways to adopt a wireless broadband
architecture framework neccssary to achievc scam less. coordinated, and intcgrated public safety
and homeland security communications operability and interoperability that would enable
di fferent ugencics at all levels of government to communicate wilh one another and to exchange
critical information during emergencies and routine operations. for a national emergency, the
full spectrum of Federal (civil and military), State, and local capabilities must be interoperable.
The elTorts of the National Communications System should be included in any planning.J ] A
common framework would also prevent the creation of non-interoperable stove-piped systems.

DHS has begun to develop a technology roadmap to advance efforts on interoperablc
communications. In addition, DHS's Office of Emergency Communications (OEC) is updating
thc National Emergency Communications Plan (NECP) to focus on improving current voice
tcchnology while building a broader emcrgency communications and next generation technology
vision. The vision is dcfined along two paths-a Mission Critical Voice Path and an Integrated
Emergency Communications Path. Moreover, any Federal solutious operating on a nationwide
public safely network must be based on open standards and be vendor-neutral. Roaming
agreements between public safety and federal systems are needed to provide seamless
broadband coverage and sufficient access.

With respect to security, convergence of these networks will present another challenge.
Federal, state and local public safety organizations will use a nationwide broadband network for
a wide variety of applications to meet mission specilic requirements. In some cases, the network
will replace or augment existing technologies, such as mission critical voice communications. In
those situations, users will expect the new network to provide the same security features as those
provided by legacy systems. In other cases, the network will be used in novel wa),s and users
may not have the same security expectations, particularly if faced with trade-offs between
security and cutting-edge capabilities. Therefore, the Plan should consider the development,
imrlementation and munagement of preemptive access capability that would enable prioritization
and interruption capability for homeland security applications. Without prioritization
management, public safety services over commercial networks will likely be unreliable and
could be overwhelmed by increased network congestion as the public responds to events. The
Commission should explore whether commercial networks can provide core infrastructure for
public safety applications or virtual networks with such capabilitics.

To meet the requirements of Federal, state and local public safety organizations, the
nctwork must be able to support Oexible security architecture. For example, in accordance with
DHS Management Directive 4300, OKS requires all of its communications equipment to be AES
encrypted and certified before field implementation. DHS also requires this level of security as it

.~I The N~tiona\ Communications System is an inlcragc:ncy group of 24 Federal dcpar!menb and ag.encies \\ h idl
ilssist the Pn:sidcm, Ihe National Security Council, Ih~ Ilo!nelaml St'curiry Council, rhe OffIce of Science anti
Tedmolllgy Policy, and the Oflice of Management al1d B\ldgcl, in Ihe cOL\rdi\l<ltion and phu11\ing ftlT n<l\it1nal
security and emergency preparedness communications for the Federal Gm'cl1lmcnt under all emergency
circumslances. inchHJing crisis, attack, recovery, llnd r~collcilialioll.
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moves into a broadband en\'irollm~nL Han..kning of certain nd\vork ekmcnls. such llS home
location registers, roaming tables and olher critical databases may he necessary to ensure
resilient communications during a crisis and prevent intentional disruption of emergency
response scrvices. Similarly, sufficient capacily, or prioritization capabilities, willlleed 10 be
available to ensure that national security and emergency preparedness communications continue
to function properly during major events (parades, concerts. emergencies, etc.) when the volume
of data and voice communications may exceed normal network capacity. At the same time. any
deployed prioritization capability will also need to be hardened to prevent its use for executing a
denial of service attack against lhe network. The Commission should study whether such
requirements can be met through targeted additional investments to a foundational core
commercial network.

H. Conclusion

Making an interoperable public safety broadband network a reality requires both practical
sense as well as a vision for the future. Near teml, the Commission, the Executive I3ranch
agencies and their local, state and tribal counterparts, must try to meet public safety's immediate
broadband needs in ways that leverage available resources. This entails exploiting existing core
infrastructure while equipping end-user devices and other aspects of the network edge for public
safety's unique needs. It also requires creating the appropriate competitive incentives for
commercial operators to deploy the redundant and resilient infrastructure that public safcty
requires. Throughout, the Commission must pursue the ultimate goal of an interoperable public
safety broadband network that meets public safety's specifications and is available throughout all
regions of the country. however remote.

Ill. NEXT GENERATION 911 (NG911)

A. The NG911 Elements of the National Broadband Plan

Trends in personal communication technologies are accelerating the obsolescence of the
current 911 system. The current circuit-switched infrastructure of the 911 network cannot
receive digital data (e.g., text messages, photographs, and video) from the communicntion
devices commonly used by the public. Because these outmoded networks cannot provide the
public with access to 911 services from newer technologies and devices. 911 networks and call
centers will need to change.

The goal ofNG911 is to enable the general public to make a 911 "call" (tbat is, any
real-time communication-voice, text, or video) from any wired, wireless, or IP-based device. and
allow the emergency services community to leverage advanced call-delivery and other functions
through new intemet\\orking tecbnologies based on open standards.

In the NET 911 Improvement Act of 2008, Congress tasked the National E911
Implementation Coordination Omce (ICO) to develop "a national plan for migrating to a
nationallP-enahled emergency network capable of receiving and responding to all citizen
uctivated emergency cOIl11l1unii,;;JtioIlS and improving in1~)fll1ntinn sho.ring among all emergency
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response entilies,,,n This Migration Plan identifies and analyzes 911 systemllligration issues
and assesses potential options to resolve them consistent with the requirements of the NET 911
Improvement Act.)) This plan describes migration scenarios, identifies benetits and barriers and
other implementation issues, and [lrovides results from recent triol deployments and cost-value
risk analyses. It highlights the key milestones that must be achieved and identifies legislative
issucs that must be considered if widespread IP-enabled 911 is to become a reality. The
Migration Plan also examines location technologies and associated advantages and disad\'antages
for NG91 \ deployment.

B. Broadband Inrrastrueture Requirements

Some of the infrastructure requirements for NG 911 \\ ill depend on the infrastructure that
service providers are able to provide, both today and in the ncar-term. The functions that 9] I
centers make available 10 their callers will likely expand based on the available bandwidth.
instead of technical requirements driving improvements in throughput.)~ Additionally, disparity
betwcen communities with and without broadband (or without "sufficient" broadband) may
rcsult in multiple requirements baselines, dependent on the underlying infrastructure, rather than
a universal set of features.

Regardless oftoday's limitations, the public sector will continue to pursue innovative
\vays of utilizing the features and functions of commercial broadband networks and devices to
access emergency communication systcms. The broadband infrastructure requirements will
include the capability to transmit and receive multimedia including voice, video, images. text.
and data and will be dependent upon the ability to transfer calls between Public Safcty
Answering Points (PSAPs) along with all colleered dala. Identifying specific infrastructure
requirements today is difficu\(, as the functional requirements are still under development.
However, as PSAPs move toward NG91 I technologies and accept rich forms of media. a
corresponding improvement in their infrastructure (and the infrastructure of their service
providers) will be necessary.

C. NG911 Technical Standards

As with NG911 requircments, NG911 standards also have not been comprehensively
defined and much work rcmains beforc broadband standards are completed. The Department of
Transportation's (DOT) Omee of Emergency Mcdical Services (OE1I'IS) has taken steps to
compile (in conjunction with 911 stakeholders) a list of current technical standards activities
related to NG911. Once this list is compiled and 911 stakeholders have provided input, thc
OEMS will conduct a gap analysis to identify those functional requirements ofNG911 for which
technical standards arc not being developed. OEMS will utilize the list and the gap analysis \0

form and post a comprehensive list of NG911 technical standards, and post, monitor, support and
promote the activitics of Standards Development Organizations (SDOs) in completing NG911
technical standards. OEMS \vill also afford all SOOs access to the 911 Tcchnical Assistancc

"Pub. L. No. 110-283, § 102, 121 Star. 2620. 2623 (codified in ~7 U.s.c. S9~2(d»,

J) National 1291 J Illlph:Ill~llliJ(jon Coon..lina!ion Ol1ic~. II Nuliol/o{ I'full ji/l' MigraliliK If) f{'·/:."lllIhluJ 9- /., .\)'sh'11u'
(Sept. 2009), IlEp:/I\1."\\\\',c-() II ira. g,1.W 'N,Hic·11;1 1~,~ Ci9 \ !J-1 igr'1li()~IPI\1jl ~cr'=-n()9 cd r.
J-I See ~e"efll!!Y Intelligent Transportation Systems, U.S. Dcpm1mcnt ofTnmsport:Jtion \\'cbsite.
hl'p://\\ \\ w.i:5.dou.~o\''!n!.!911Irdl/N(i911 ~II j{l-.S l{el1!!iITI\lt:11L..; ,-1. 2tJo71 01o.rdf.
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Center (TAC) and 911 InformaLion Clearinghoose that will beeollle operational in late calendar
year 2009. They will provide subject malleI' experts, doelllnen\s, artieles and other technical,
operational and policy information relaled to 911 and emergency communication. Results of
DOT's NG911lnitiative continue 10 help shape the important work of the SDOs.

D. Deployment of NG911 Technologies and Se....·ices

The DOT's NG911 Initiative demonstrated key functional requirements as part of the
project's Proof-of-Concept (POC) phase. This demonstration 0 f technology provided the 911
community with a preview of emerging NG911 technology and offered the vendor community
an early opportunity to demonstrate their products. The POC findings have assisted in the
development of new products and helped guide the community on how best to develop, test, and
implement NG911 solutions.JS

The availability of grant money for IP-based networks will encourage their deployment.
DOT's National Highway Traffic Safety Administration (NHTSA), in coordination and
cooperation with NTIA, is currently administering a $43.5 Million E911 grant program, which
was authorized under the ENHANCE 911 Act of 2004 36 The Act authorizes grants for the
implementation and operation of Phase II enhanced 911 services and for migration to an IP
enabled emergency network. The grants were awarded to 30 states and territories on September
25,2009 and arc currently being tracked and managed by NI-ITSA. These grants have enabled
states and territories to plan, develop and implement both phase II wireless 911 or lP-based
emergency communications network.

E. Regulatory Roadblocks for NG911 Deplo)'ment

Many current state laws and administrative rules are outdated and do not adequately
renect the governance and policies of modern NG91 I systems. DOT's NG9// Transition Plan
outlines strategic options that are available at all levels of government to address governance and
policy that could affect migration to NG911.J7 These options include potential strategies or
paths that would:

• Clarify jurisdictional frameworks and responsibilities and identify the coordination required
at each level of government to enable NG911;

• Update legislation, regulations and policies to renect modern communications and NG911
system capabilities; and

• Ensure continued access to the 91 1 system using current and future devices and services with
which users would reasonably expect to access to 911.

Further, the Migration Plan outlines key actions neccssary for stakeholders throughout
Ihe 911 community, such as the Commission, to implement NG911. Included in Ihis report are

:;~ U.S. DOT Next Generation 9~ I-I Initiative, Proof ofCollcept Testing Report, S~ptclllber :?008.
hi,p:,', \\ I'. ',~, it" dr-! !!()\.' ..'n'..!~ I I ,'Qp91 LJ:Ql~ll!.!21.

'6 Pub. L. No. L08·494, § 104, II ~ Sl;ll. JqS~, J9~7-.19S8, (cnJijicd al 47 U.s.C. § 942(b) (200~)).

)7 U.S. DOT Next Generation 9-1-1 Iniliative, Tr.:lnsition Plan, Felxuary ~009.

Ii:! ;"'1'/\\ \\'\~, irs.doL PI)\! 'n\.!9 I I '1:!!9lL.n!JJ's h.!!}!.
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recollllllcndations on legislative changes, incluuing uefinitions, \\<hich arc nccessary 10 l~lcilitatc

a nationallP-enabled emergency ndwork. The recommendations also include:

• The need for 911 laws and regulations to be updated to assure they nrc teehnology-neuten!;
and

• The critical need lor estahlishing responsibilities for generating and delivering accurate. real
time location information.

F. Technologies for Automatic Location Identification

As required by the NET 911 Improvement Act, the leo identilied and ;lI1alyzed location
detemlination technologies and solutions for nomadic devices, office buildings, multi-dwelling
units and to serve those individuals with disabilities. Appendix B of the Migration Plan
describes the growing number of location determination technologies that are available.
However, the roles and responsibilities for generating and delivering the location inlorl11ation is a
ma.ior issue yet to be resolved.

New and emerging location approaches are now available or currently under
development to serve non-emergency needs such as social networking and product inventory
control for indoor and outdoor applications. Whether any of these will be suitable for response
quality 911 location has not yet been tested. r>.·lore research into these applications and options is
needed.

Location technology affects 911 calls at two points: lirst. to route the call to the
appropriate PSAP and second, to provide inlomlation to locate the caller. While location
information currently delivered may be adequate for routing 911 calls, there is presently nO
single or hybrid technology that can provide location information from mobile IP devices on
converged networks that is adequately accurate tor first responders to locale callers.

To be most useful to the PSAP, the location of the caller needs to be provided upon call
delivery. Although bndline phones provide location infomlation at the time the 911 call taker
receives the call, there is a delay for providing similar infomlation for wireless callers. NG911
requirements seck to eliminate that delay for all callcrs, regardless of dcvice or technology used
to connect to the PSAP.

G. Enabling Emerging Inlernel Applications

Implementing NG911 solutions will take a coordinated and concerted effort of many
stakeholders across the 911 community. Individuals and groups from outside the traditional 911
community will also share the responsibility of enabling NG911 technologies. The DOT's
NG911 Initiative has initiated documentation of the process, strategies. and risks and associated
mitigating aClions for the transition from today's 911 to NG91 I. Two documents are particularly
useful to stakeholders:

• NG 911 Initiative: NG9-/-/ TrallSitiol1l'/al1
• NG 911 Initiative: NC9-/-1 Procuremel1t Tool Kit
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These plans outline Ihe many aspeds of the NG91 I Transition, including issues relating
to planning, policy and governance, security, standards and technology, and training. The
NC911 Transition Plan offers a high-level description of the issues and potential solutions
regarding stakeholder involvement. It also documents the available options and strategies for
addressing transition issues for 911 Authorilies choosing either a coordinated or unilateral
approach and within this context, creating a tailored approach 10 resolving issues as Ihcy arise.)R

The Procurement Tool Kit makes it easier to assess the infomlUtion NG91 I stakeholders
need to elan for procurement and implementation, and to gauge the overall success of their
efforts.) It describes the essential steps in planning for NG911 and outlines the resources
available to assist 911 organizations and other stakeholders. This 1001 kit provides a self
assessment tool, planning tools, recommended options, and methods to identify issues that may
confront911 authorities interested in implementing IP-based 911 emergency communications
systems. In addition, it discusses what changes and procurements are possible and provides a
path forward for state and local authorities.

H. Conclusions and Recommendations

Much work remains before NG911 is realized; despite thc barriers. NG911 is achievable.
The Migration Plan outlined the obstacles and mechanisms to ovcreome them, and the hcnefits
of moving towards the next gcneralion of911 services. There are a large number of operational.
economical, and institutional issues that must be addressed and reconciled to successfully
implement the NG911 system across the Nation. Implementing NG911 will likely be a
complicated process, requiring the effective, timely and willing cooperation of an array of
stakeholdcrs, including the Commission. Although the rationale for deploying NG911 is
compelling, the extent to which all911 stakeholders move toward IP-el13bled 911 will be
affected by how they resolve or mitigate the institutional issues.

In crafting a National Broadband Plan, the Commission should recognize and build on
both the DOT's NG911 Initiative and the ICO's IP Migration Plan. Additionally.the
Commission should convene forums with public safety organizations, service providers. and
advocacy groups to identify obstacles and mechanisms needed to implement NG91 I regulations.
It should call on its Communications Security, Reliability, and Interoperability Council (CSRIC)
to consider issues related \0 NG911 im~lementation as necessary and make appropriate
recommendations to the Commission.' Further, the Commission should work with appropriate
Federal agencies to educate the stakeholder community (for example, EMS, 911. fire and law
enforcemcnt) on the effcctivcness and understanding of all aspecls of NG911. Finally. consistent
with the NET 9111mprol'clllcllt Act, the Commission should work cooperatively with public
safety organizations, industry participants, and olhers to develop industry best practices \0

promotc consistent standards in connection with IP-enabled E911 or NG911 services."

.111 U.S. DOT Next Generation 9-1-1 Initialive, Proof or Concept Testing Rcp()r1. Seplember 2008.
httn://\\ \\\~'.it".tl("lt.t!o\,rl1!..!QII/nn911 pubs.hlm.
i'/ U.S. DOT Next Generation 9-1-1 Initiative. Procuremenl TflOI Kit. Seplenlber 200Q.
I1I:P::/\\ \~ w.ilS.uu!.!..:O\,lll,!Q II.'ng2lLpub:;,htnl .
..,I Si!e hn p://ww·.·.·. fcc. !.!o'w','psh:; Indvisorv.'csric
" Pub. L. No. 110-283, § 101, 122 Stat. 2622-2623 (codified in 47 U.s.C. § 615a-l(h)).
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IV. CYOERSECURITY ELEMENTS OFTIIE NATIONAL BROADBAND PLAN

Cyberspace IOllches praclically el'I!Tylhing and e,'eIY/JIle. II pro"ides a platform/i,/"
innOl'O{ion and [JrtHperil)' unJ the means 10 imf'rm'c gl'l7l!rll/lI'elfare around the globe.
Bill wilh Ihe broad reach ofa loose and lightly reglliated digital inJi"astruclure, great
risks threaten nations, privale enterprises, and indi,'idllal righls. Tlte goremllleni has a
responsibility to address Ihese Jlrategic I'ldnerabilities to ensllre Ihatthe United SllItes
and its citizens, logelher wilh lite larger commllnily ofnalio/ls, can realize Ihe filII
potential ofthe in/ormation technology rel'OIlltion42

President Ohama's recent call to action on eyhersecurity is motivated by the fact the
Internet has become "woven into every aspect of our lives. It's the hroadband networks beneath
us and the wireless signals around us, the local nctworks in our schools and hospitals and
businesses, and the massive grids that power our nation. It's the classified military and
intelligence networks that keep us safe, and the World Wide Web that has made us mOre
interconnected than at any time in human history."·) The Nation relies increasingly on
cyherspace as a vehicle for innovation, economic competitiveness, national prospcrity, and a tool
for efficiency, transparency and accountability in government.

Along with the clear benefits and growing utility afforded by cyberspace, come a range
of emerging risks and growing threats by a host of advcrsaries, including organized and
individual criminals, nation-states, and tcrrorists. These adversaries act for a wide variety of
purposes, including for financial gain or strategic advantage obtained by stealing or destroying
sensitive infonnation. Cyber attacks continue to be mounted against government, military,
commercial, and private networks, and national critical infrastructure networks (e.g., energy,
water, sewage, transportation, banking and financial networks.)

The geographic extent and decentralized nature ofcyherspace complicates the task of
protecting providers and users from malicious attacks. When the telecommunications industry
was characterized by centrally-controlled telephone and data networks of limited reach, a small
number of nct'.\'ork operators could work with taw enforcement agencies to develop a clear s~t of
security strategies. In contrast, the global scale and the welter of interconnected networks,
applications, and services that characterize cyherspace require new cybersecurity strategies and
more innovative cybersecurity processes in both the government and the private sector.

A. Cybersecurity Challenges Require Unique, Internet-aware Solutions

Successful strategies for managing cybcrsecurity threats will begin by recognizing and
leveraging the characteristics of the Internet. The layered model, described in the introduction
(See Figure I), illustrates the allocation of cybersecurity responsibilities in each layer. At the
top, with respect to the Applications, Services, and Equipment layer, the private sector must lead

~l C).:benfJIJce Policy Ret.';cll': Assuring £I Trll.\"led and Resili~'111 h?(ormalioll Cllld COl11wlil1icafiol1.'i III!raw"uc1ure. ilt I
(M,y 2009) (Cyherspace Poti(\' Rd\';ew),
bHp:.'/\\ \\ W. \\ hi~::l1011~:t:.!!O'" !a5SL'I,,'JocUmL'nh 'C\.bt'f~.r;::ce P(l! ~C\' RC'.\ kw 1~11:l1 r...if.
~'''Rernarks by the President on Securing OUf Nnlion's Cyber Infrastruclure," M~y 29,1009. S,'C!
b.tlp" ',. ..\"; ...w. v, hitchomc. !,:c;V/\:l~ rrc'~,; ufflce 'Rc1i'larb-h'-:1;c-Pr~<;ic!.:ilt-(ln-~:cctlr:n!!-Our-~~:j:il)·L:;·C\_~:r

III rr<1~ I fuel \lr~.
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in developing innovative security pro«:ction tcchnologics and practiccs. The govcrnment is
responsible for catalyzing national strategies to sccure cyberspace. Here, as in society generally.
thc kcy govcrnment roles are to assure vigorous domestic law enforcement and appropriate

national security defensive and offensive postures. The Icgal system should protect consumers
and personal privacy, and safeguard civil liberties, as well as provide for appropriately robust
law enforcement, intelligence, and other cyber-related enforcement. By clearly defining
providers' obligations and providing a switi mechanism for addressing violations, the legal
system can encourage innovative security practices, and assure adequate public and private
sector im'estment in security tcchnology.

Technical Standards and Protocols development activities guide the operation and
evolution of the Internet and enable the wide range of application and services, a vital SOllrce of
value of the Internet to individuals and society. Enhancing security in technical standards and
protocol development activities, both through better technical architecture and management best
practices, can propagate security advances throughout the cyber-infrastructure with far more
efficiency than traditional regulatory action or uncoordinated market signals. Great leverage Can
be gained from concerted public-private partnerships in this area. In most cases, private sector
led standards-setting is still appropriate, but active participation by appropriate Federal agencies
-the National Institute of Standards and Technology (NIST) and DHS - will be vital in order to
contribute rcquircments and rccommend priorities. Based on this input, the private seClOr should
then be given an opportunity and incentive to develop technical and management solutions in an
open, transparent manner.

The Telecommunications Networks Core is an area that has a long history of
collaboration among the Nation's communications infrastructure providcrs. The National
Coordinating Center for Telecommunications (NCC) assists in the initiation, coordination,
restoration and reconstitution of national security/emergency preparedness (NS/EP)
telecommunications services or facilities. Through the NCC, the Federal Government and
telecommunications companies address NSIEP telecommunications senice requirements,
ineluding both real-time responses to natural and man-made disasters and long-term efforts to
plan, dcvelop, and support a more resilient national and international communications system.
The NCC enables the rapid exchange of infomlation and expedites NS/EP communications
responses. AlLhough the NCe focuses primarily on the NS/EP telecommunications service
requirements of the Federal Governmcnt, the NCC also 1I10nitors the status of all essential
telecommunications facilities, including public switched networks.~~

Public and private sector interests, involved in applications, tcchnical standards, and/or
network operations, have a shared responsibility 10 create effective, coordinated, and cooperative
cyhersecurity strategies that focus on deterrence, detcdion, and mitigation of cyher thrcals. In a
proclamation issued in Octobcr, marking the start ofNalional Cybersecurity Awareness Month,
President Obama highlighted "the responsibility of individuals, businesscs, and govcrnmcnts to

H DHS has recelltly collocated Nee nnd (he United S[ill~s CUmpUll.:r Emergency He,u.Jincss Team (US-CERT)
operutionul resources as weB as the Nutiolla\ Cybcr Security Ccnl~r, in the National Cyhcr.'\ecllrity :l1ld
CommunicJtions Integration Center (NCCIC). This is ajoint watch noar operati<.m C3pable or managing \)Olh C) ber
and communications incid~nls or national scope.
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work together to improve their own cybcrsecllrity and that of our Nation."" Providers of
broadband communications services, including broadband Internet access and "interconnected"
voice over IP (VoIP) services. must assist law enForcement in maintaining the necessary tools to
disrupt and apprehend criminals who lISe their Facilities and services·!> Applications providcrs
and network operators need to promote detcrrence measures by developing innovative Features
and/or operational procedures that Funher enhance the security of their products and services. As
an operator of large government networks and in its capacity to detect and neutralize cyber
threats, the Federal government has a wealth of experience and substantial knowledge of cyber
threats facing the Nation. This critical information can prove most useFul to commercial
providers as they design more secure products and services, and to the technical community in
developing ever more elTective security protocols. The following section describes Federal
agency activities to identify and mitigate cyber threats, and collaborative elTons to share critical
information with industry and the security research comlllunity.

B. Federal Government Activities Relating to Cybcrsecurity

The Administration is developing a strong leadership component to organize Federal
cybersecurityefforts. !lased on a key rccommendation from a 60-day comprehensive rcview of
federal cyhersecurity activities, the President is creating a new onice in the White House to be
led by a Cybersecurity Coordinator. who will coordinate such activities and work with National
Security Council and National Economic Council stalT" The Cyberspace Policy Review also
articulates other recommendations being implemented by Federal agencies:8 Those
recommendations include initiating a national public dialogue and awareness campaign on
cybersccurity, eV'ol\'ing effective public-private partnerships to secure cyberspace, and working
with international partners to enhance cybersecurity.

Many Federal agencies are involved in a wide range of domestic and international
cybersecurity operations that are responsive to those recommendations. They suppon
educational and training opportunities for cyhersecurity professionals as well. Some of these
activities are described below, along with measurcs designed to promote more secure Federal
net\vork~.

~~ "Nation;,l Cybersecurily A\\'ilreness ~1onth, 2009. A Proclamation by the Pre.~idelll oflhe Uniled Sl<Jtes of
America" (Oct. I, 2009). bJ!P: 1,\'."\\ \\ . \\ !" ;1~'11(1l1Sf.· .~O\', th~ ru;s () r1~,(e 'Pr-:s id('lll j,;I·Proc !~I"\;-I: :\~'1':\,'<l!i\~;l,;!

C\ b~rsccurit\'·Awar~ncss·~~lollih.
~(. See Communications Assistance for Law Enrorcemenl Act (CALEA), 47 U.S.c. §§ 100 I. et. seq. (2006);
Comn1llllicalion.<; AJ,liistal1cefor LaU' £'~rorcel1leJ1l Act and flrouJhal1J Acn:'ss GIld Serril.:es, First Report and Ord~r

and Further Notic~ of Proposed Ru lelnak ing. 20 FCC Red 14989 (:2005). cifTd slib 'lOlli, Americall CUl/ncil OIl EduL'.
l'. FCC, 451 FJd 226 (D.C. Cir. 2006). "Interconnected" VolP s~rvices p~rmillisers to receive calls from and
krminatc calls 10 the public switched telephone network. Oy its terms, C'ALEA does not apply to pruviders of
illformalion services, a category thJt likcly includt.:s most Internet-bascd services and app'ic~lrons. S('e 47 U.S.c. §
100 I (8)(CXi) (2006)
~7 Remarks by the President on Securing Our Nalion's Cybcr Infrastructure (May 29, 2(09),
llnp:i.\\ \\ \\. \\ h!t:;;:-h('u<;.U.Q_\~l~_CI.:'>"" \' m(~ R,_·!".l_:~·t;.:i~tl\ -tl'l'-rr(<;iJtT!-L''1-S\.'C~''·;i1 :.::-0\"'-:':' :! :"("'-(". b,~·

Infr<l~;lruclure.

Ul Cybersf'llce f'olity Rel'iew, supra notc 42, at iv-v.
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I. Domestic Operations

DHS leads the Federal Government's efforts to proted civilian federal systems." DliS's
National Cyber Security Division (NCSD) maintains relationships with government agency
partners to fultill its cybersecurity mission. lo NCSD's United States Computer Emergency
Rcadiness Team (US-CERT) coordinates efforts to improve the Nation's cybersecurity posture,
promote cyber infomlation sharing, and manage cyber risks to the Nation. US-CERT focuses on
improving customer service and interagency coordination in a variety of ways. For exam pic, the
Joint Awareness Cyber Knowledge Exchange, which meets monthly, provides a classified forum
fnr Federal Departments and Agencies to exchange cyber threat and defense information. with
US-CERT providing regular hrietings and updates about ongoing threats and incidcnts.

Other NCSD programs also offer significant opportunities to improve agency
coordination, and NCSD continues to look for new and beller ways to build partnerships.
Through the Trusted Internet Connection (TIC) Initiative and deployment of the National
Cybersecurity Protection System (NCPS}----operationally known as EINSTEIN-NCSD can
coordinate with all Federal civilian Departments and Agcncies to reduce and consolidate external
connections (access points) and enhance security postures.

NCSD collaborates closely on cybersccurity mailers through the Critical Infrastructure
Partnership Advisory Council (ClPAC) under the National Infrastructure Protection Plan (NIP?)
framework. Since 2007, under CIPAC, NCSD has co-chaired the Cross-Sector Cyber Security
Working Group (CSCSWG), which includes public and private sector representatives frol11 each
of the 18 critical infrastructure and key resources (CIKR) sectors defined under the NIP?;' The
CSCS\\'G meets monthly and offers a mechanism for public-private collaboration on
cybersecurity initiatives, such as improving information sharing, considering private seclor
incentives for increased cybersecurity, and developing cybersecurity metrics that can be used by
multiple CIKR sectors. As directed by the President's Cybcr.ljJace Policy Rel'iell',;2 the
CSCSWG is currently assisting with the development ofa National Cyber Incident Response
Plan, which will provide a much-needed framework to improve public-private coordination in
response to cyber incidents.

~~ Individual Federal agencies and organizations are responsible, in the first instance, for securing their O\\n
communications and information resources. For example, the Department of State (DOS) blocks 3.5 million spam
e·mails. intercepts 4,500 viruses, and detects o....er a million external probes to its net\"'ork in a typical week. DOS
accomplishe:i this protection by implementing a matri.'t of technical, operational, and management security controls
dt:signed to th\.. art network threals, detect and mitigate vulnerabilities. and strengthen business operations.
5,) Other DHS agencies are engaged in cybersecurity activities. The U.S. Secret Ser.·ice plays an extensive role
investigating a wide array of cybercrimes. The Secret Service's Electronic Crimes Task Force brings together
federal and non-federal law enforcement, academi~l, and the private sector to prevent, detect, and investigate attacks
on critical infrastructures. St::e United States Sel;;rel Service websik, b~lp:!,\\H\\'. 5~cr~tser.... ice .!.::m','cc\ r. c:.]ltl11 I. Th~

Office of Infrastructure Protection works with private sector providers of crilical infrastructure and key rl:'sources to
ensure that, along with a wide range of other risks. they address cybersecurity.
~I Similarly, as more ofllle Nation's criliclil infraslruC(ures have begull to adopt and deploy network-connected
inJustriall;;onlrols, NCSD has subslantially increased its collaborative cOorts \... ith industry on control system
security, including the continued expansion oflhe Industrial Control S)SICrnS It.\int Working Group (lCSJ\\'G) and
the Industrial Conlrol Systems C)ber EmergenC)' Hc.sponc;c Tcam (ICS-CERT). Each grol..!p follows a public-private
r,artnership model and represents a growing area of c(ll1ab(lmti(ln .
.- See ()'berspace Polic)' Ren'ew, Xl/pra note 41'.
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The Departmcnt of Justicc (DOJ) comJucts cybcr investigations, enforces relevant
criminal laws, and supp0l1s Intelligencc Community efforts to identify and neutralize cyber
threats. The Federal Bureau of Investigation (FOI) defends government, military and
commercial networks by preventing and responding to cyber attacks, dismantling hostile
computers/networks, sharing cyber intelligence and working with other federal agencies, forcign
counterparts, and the private sector.!) The FI3I is thc only federal agcncy with a legal mandate to
investigate criminal intrusions and national sccurity-related intrusions into government, military
and commercial networks. This dual jurisdiction gives the FBI the ability to synthesize
information across these distinct disciplines and to determine whether a network or computer
intrusion is purely criminal Or part of a state-sponsored intelligence operation. The FBI's Cyber
Division works closely with its Counterterrorism, Counterintelligence, and Criminal Divisions [0

identify and neutralize hostile and illegal computcr supportcd operations.

The FBI is the also Executive Agent for the National Cyber Investigative Joint Task
Force (NCIJTF), which is an 18-member task force that has the capability to deconOic! all
ongoing investigations of federal, state, and \ocal law enforcement and the Intelligence
Community. Pursuant to National Security Presidential Directive (NSPD)-54/Homeland
Security Presidential Directive (HSPD)-23, the NCIJTF serves "as a multi-agency national focal
point for coordinating, integrating, and sharing pertinent information related to cyber threat
investigations.,,!4 The directives also task the NCIJTF with ensuring that "participants share the
methodology and, to the extent appropriate, case information related to criminal cyher intrusion
investigations among law enforcement organization represented in the NCIJTF."' As such, the
NCIJTF identifies, mitigates, and disrupts cyber threats by coordinating and integrating the
counterintelligence, counterterrorism, intelligence, and law enforcement acti"ities of member. . 'i,
organizatIOns. --

2. International Operations

The international community also plays a vital role in the U.S. Govenullelll's efforts to
prevent, detect, and respond to cyher incidents. The Department of State hus the statutory
responsibility to coordinate U.S. international policy relating to cyberseeurity.;6 In that role, the
State Department hosts federal advisory committee meetings with the private sector to solicit
their advice on U.S. positions on cybersecurity, as well as interagency meetings involving
relcvant federal agencies to formulate U.S. positions to be articulated internationally. It thcn

~J For example. the FBI's Infragu.rd Progrilm attempts to promut~ information and intc:lIigencc: ~haring among
businesses. academic institutions. stD.te and local law enforcement agencies, nnd others in order to prt:\'cnthosliJe
acts againsllhe United Stales. See b~~r:' \\ W\~.;1;rr2Y<1rd.I1~!'nbour.php?!1l1F I8.: 51,\:'-:: 1-0.
s~ For a discussion orlhis classified directive, see "Bush OrJer Expands Network Monitoring:' January 26, lOOg.
I-,Im:'!;'" '> W.\\ il5h in;;!OIl pOSLCC"!li,'" p .(.1\ n 'con!~l1t '<lrlich:.'~O()3 01 /i5/i\ It"oeSD I :? 5(l3~o I .I,tno I.
~s Otha Federal agencies have a cybersccurily role as well. The Nalional Scicncc Foundation (NSF) is doing
r~senrch and devclopment work in this nrea. The Dep:u1mclll of Energ.y is wurking on measures to protect the
Ilntionnl power grid, while the Dcpartment ofLhe Treasury has an extensive cybersecurily role to protect financr!!l
trrlns~clions. such as its weekly sale of millions of dollars ufbonds. NIST is actively d..:vclopillg technical slnnd8.rds
lor cybersecurily. Moreover. Federal agcnci~s arc improving the security oflheir 0\\11 internal cOlnmunicatiol15.
The Cyberspace Policy Review has called for (he cSI~\bli~hl1lenl ofa Natiunal St:curity Council JircC[l'rLl!e to
coordinale many ofthcsc licti\'ities.
jI. S,'e 22 U.S,C. § 2707 (2006).
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leads U.S. delegations composed of agency and industry representatives to meetings at, for
example, the International Telecommunication Union (ITU), the Organization for Economic
Cooperation and Development (OECD), the Asia-Pacific Economic Cooperation forum (APCC),
and the Inter-American Telecommunication Commission (CITEL). To give one example, the
State Department leads U.S. delegations to Study Group 13 of the lTV Telecommunications
Standardization Sector, which is devoted to developing standards for Next Generation Networks
(NGN), including "built-in" ralher than "bolted-on" cybersecurity standards for NGN broadband
platfornls.57

The'State Department also organizes and hosts hi lateral meetings with other countries on
cybersecurity issues. It is also actively involved, in coordination with the appropriate federal
agencies, in the devclopment of international positions on national security, cybertcrrorism,
critical information infrastructure protection and law enforcement aspects of eybersecurity. In
this capacity, it leads delegations to meetings of the North Atlantic Treaty Organization (NATO)
and the Organization for Security Cooperation in Europe (OSCE), and the UN General Assembly
where eyberseeurity issues are discussed.

The Department of Justice has led an effort to expand the international network for
quickly obtaining informal assistance from cyber investigators and prosecutors abroad so that
electronic evidence is not lost. Through this network, known as the 24/7 High-Tech Crime
Point-of-Contaet Network, there are now 24-hour points of contact in over 50 countries capable
of providing immediate assistance in preserving and ohtaining electronic evidence. This
network, along with incident-specific collaboration, has ted to numerous successes in comhating
transnational cyber intrusions.

Similarly, DHS participates in the delegations led by the State Department to
international meetings identified above, and frequently participates in the bilateral meetings on
eybersecurity organized by the State Department. In addition, it engages bilateral and
multilateral forums with international partners to address cybersecurity issues of mutual
concern58 This includes collaborating with individual nations as well as groups of nations to
build trust, share best practices, establish operational information-sharing relationships and
related proct:dures, It:vt:rage capabilities, exchange expertise, and help other nations dt:\'elop
their own cybt:rsecurily capabilities. NCSD works with international partners in a number of
areas that range from computer security incident response leam collaboration to cooperation on
industrial control systems security. It regularly shares information with international government
partners regarding best practices for engaging with industry. NCSD also facilitated intemational
participation in Cyber Storms I and II, the U.S. nalionallevcl eyber exercise scries.;9

57 The Department of Commerce participates in Stale Dep:Htment-lcd efforts at the ITU to help Developing.
Countries build capacity in cybersecurity. Commerce also proyides courses in cybersecurity capacity Jllhe United
States Tclecommunicalions TrJining Institute (USTTI).
:"11 For example, the Meridiiln Conference and Process, which the United Kingdom initillted in 2005. aims to engilge
goyernml.:nls ill coopcmtivcly addressing Critical Information Infrastructure Protection (CliP) issues from a global
perspective. It explores the benefits and opportunili~s of cooperation h~[\\lcen go\!ernment :md the priville sector,
and among governments inl('rmllionally, anJ caplurcs best practices from around the \\ oriJ.
~9l"CSD hosted an Observer Program during Cybcr Storm II in \\hich 14 nlltions panicipll!cd. Planning wt\rk is
t:urrenlly undt:rway 011 C)ber StOlI\lIlI, \\hich is scheduled for Scptember 2010 :md \\ill include p::lrticip:tnts from
Federal, Slate, and local governmenfs, a~ \Veil as industry and international partners.
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DHS maintains strong collaboration with thc Working Group of Key Allies, which is a
partnership among Australia, Canada, New Zealand, the United Kingdom, and the United Staks
whose mission is to collaborate on cybersecurity maHers. The group's activities include:

• Real-time operational information sharing to enhance situational awareness, mitigate
vulnerabilities, and manage incidents;

• Participation in cyber exercises to test and enhance existing processes and procedures for
managing cyber events; and

• Coordination on cyberseeurity policy and public alTairs issues.

DHS also engages with the International Watch and Warning Network (IWWN), an
organization of 15 member countries whose goal is to further international cooperation on cyber
policy issues and incident response. The IWWN is composed of government cyberseeurity
policy makers and managers of computer security incident response teams with national
responsibility, The IW\VN's current focus is on improving operational collaboration through
cooperation on cyber exercises.

C. Existing Market Incenti\'Cs for Commercial Communications Prm'iders

In light of near universal dependence on the Internet for business operations, all
communications providers and users already have broad interests in nelwork security. The
revenue streams of communications providers, as well as those of businesses that rely on
communications providers are at risk if operations are disrupted by cyber attacks. !\'lany users in
regulated industries are already subject to regulatory requirements for security and privacy.
Nonetheless, even with the existing requirements and motivations, there is arguably a gap
between the level of security the market currently provides and the 1e\'el needed to protect
NS/EP interests adequately.

To begin to address these gaps, the Cross-Seclor Cyber Seeurity Working Group
(CSCSWG) recently completed a draft report stemming from a requirement under the
Comprehensive National Cybcrsecurity Initiative to recommend a sct of incentives, across all
CIKR sectors, to drive improvement in the private seetor's eyberseeurity posture where market
forces alone yield an insufficient value proposition. The report rellects discussions ofClKR
sector participants in the CSCSWG and its Incentives Subgroup. It does not represent the
official position ofany Federal agency present in those discussions, nor does it represent an
official position ofany individual company. Rathcr. this document rellects CSCSWG
participants' consideration of a broad range of incentives that may be applicable for, or within,
CIKR sectors. We summarize the perspectives of this group here even though they have not yet
been adopted as an official Administration position.

1. Communications Providers' Implementation ofCybersecuritv Measures

End-uscrs face significant challengcs \\hcn it comes to selecting communications
providers-they must wcigh capabilities against costs and determinc which pro\'ider can best
meet their needs. This complex elld~a\'or is made e"en more complicated \\hen security is aIle
of the capabilities that must be weighed. Some end users may not fully appreciate the
importance of cybcrsccurity. Ilo\\'cver, cven thosc end users "Ito appreciate the value of

29



cybcrsccurity may 110t have the information they need to make an informed decision. End users

must have the means to choose providers based on security as one factor. But it is also critical
that State, municipal, and local government agencies have the ability to select providers that can
satisfy their security needs.

NCSD's Outreach and Awareness Program is intended to raise the awareness of
cyberseeurity in general and to give end users more specific infomlation to address their
cybersecurity issues. NCSD's Outreach and Awareness program focuses on increasing
cybersecurity and cybersafety awareness among small and medium sized businesses, educational
institutions, home computer users, and the general public. It sponsors the annual National Cyber
Security Awareness Month each October with public and private sector partners. The program
also conducts on-going awareness campaigns throughout the year. Consistent with the
Cyberspace Policy Review, the Outreach and Awareness program will work with its paliners to
enhance year-round awareness initiatives, including an increased focus on K-12 education.
Infonned and aware end-users should be more likely to seek out independent infonnation
regarding the cyberseeurity options offered by communications providers.

2. Cyberseeurity Best Practices Implemented by Communications Providers

Numerous cybersecurity best practices and standards are available to wmmunications
providers and private network operators. Many providers ha"e leveraged these tools in building
their security operations.6o The infonnation technology and communications sectors provide
Intemct routing. access, and connection services capabilities that support Internet backbone
infrastn,cture, points of prescnce, peering points, local access services. and capabilities to direct
Internet traffic. With regard to this function, sevcral cybersecurity best practices are used across
the sectors, including mitigation strategies designed to prevent a local or regional disruption from
cascading and having national consequences. With regard to routing in particular, providers use
protocols that re-route traffic when a transmission path is disrupted. Additionally, major
providers have several backups for their routers in case the equipment fails. Network resilience
is further enhanced by the multiplicity of peering arrangements and Ihe geographic diversity of
provider networks.

3. Wireless Network and Handset Features to Combat Cyber Attacks

Looking at wireless network and handset features from an end-user sccurity point of
view, defenses need to be provided from two major lypes of attacks:

• Protecting the end-user system and data from exploitation/attack; and
• Preventing the end-user system from becoming a part of the growing problem of botnets.

Each device and its supporting infrastructure typically has unique security capabilities
that must be configured by the user or system admi nistrator driven by the risk management
profile of the user or enterprise. The level of sophistication of such sccurity controls can vary

hO Much oflhis inform::llion may have \');:(11 prniously provided to the FCC by tile c:lrri~rs in th~ con!cxl of!hcir
customer proprietary nCI\\ork informJlion (CPNI) rulcnmkings o\cr the past two years.
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widely among deviccs and networks. The Broadband Plan should recognize and encourage the
proliferation of industry best practices that cffectively mitigate such cybersecurity risks.

4. Cvbersecuritv Educ31ion and Other Activilies

To promote an adequate supply of trained cybersecurity professionals, Federal agencies
support key education programs and training opportunities. For example, the National Science
Foundation (NSF) and DHS sponsor the Scholarship for Service program, which is "designed to
increase the cad re of federal information assurance professionals who protect the government's
critical infonnation infrastructure.u61 NSA and DHS co-sponsor the National Centers of
Academic Excellence in Information Assurance Education and Ccnters of Academic Exccllence
research programs. These programs are designcd to reduce vulnerability in our national
information infrastructure by promoting higher education and research in information

62assurance.

Efforts are underway to further secure Federal networks as well. O1'.1B has required all
federal agencies to dcploy Domain Name System Security (DNSSEC) by December 2009.6J The
Domain Name Systcm (or DNS) allows Internet users to resolve an alphanumeric website name
(e.g., \\"\\w.irs.f!ov) into the corresponding IP numerical address necessary to access that website.
DNSSEC provides authentication to DNS lookups that mitigates certain DNS-based attacks and
adds security to those operations. NTiA is taking steps to facilitate broader DNSSEC deployment
by implementing DNSSEC at the authoritative root zone of the DNS. which is scheduled to be
operational by mid 2010. NTIA has also approved for the implementation ofDNSSEC within
the U.S. top level domain (.us) and the domain utilized by institutions of higher education (.edu).
which will become operational in 2009 and 2010 respectively. Also, as IPv6 implementation
planning moves forward, federal agencies can anticipate the introduction of IPSecM in their
networks, which will provide authentication, encryption and data integrity protection capabilities
at the network layer.6

D. The Commission's Role in Cybersecurity

The Commission could reinforce its network security efforls in two ways. First, it could
actively encourage telecommunications nehYork and service providers to report basic
infonnation about network attacks and responses thereto, much as the Commission now requires
telecommunications carriers to provide infonnation on network oUlnges.66 Such reponing would
provide valuable infonnation to government and industry about the nature and scope of network
attacks. As importantly, the prospect of public disclosure could induce service and network

(d St."/! aPM website, hrrps:f/v, ww.sfs.opm.!!ov.
(,2 Sef! NSA website, hup://w\\""\'.n:i<l.!!ov/i;t/JC3d~'mjc outrtJCh'n:>'1 (J~.

6] Sce Memorandum for Chieflnfonnalion Officers. "Securing the f=cdcral Gmernmenl's Domain Name Systelll
Infrastructure." M-08-23 (August 22, 2008). !lIJP:::\\ \\w. \\ h i tehouse .~f1\' ()\ IB 'l1lemorJIlJaJi::QnS 11u98-1 ) .pcL
I,~ Internet Protocol Security (I PSec) is a ~llil~ of protocols lha! InlcgrJleS security features into I: :tar~ct rr,i:·.~i;:<1! (IP)
communications.
(,j SeL' CIQ Council, "Planning Guide/Ro2dmop Toward IP,,6 Adopliol1 within Ihe U.S. Governm~IIC (May 2009),
htLn:/,'\, \~ \\ Cio.L'oV 'libran: 'JocClliicnts J>:t3.iis crill ?i<..!=-P la:~H;ngQ ~20G\I :l~("') C:O. OJ n'GRl~:,.d.111 ~R(1j}) r\.!w::~J'" ;,1(~ :[~

'>;l10.\~l,:jl:on(! ~ ....Oi:i~ ~:'Oth~~:, .,cu .~,~ ;,~nC;(\"'Ci"',il1Lllt&.stn;c3u:·... - rn:CiJ.2r;,:.:I\·.;~n/\n:'li1~tll:-;'\~'l~:S~'T'· -'-I !}\ h.
«, See 47 C.F.R. §§ 4.1 <I seq. (2003).
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providers to comply wiLh establishcd best pracLices to deler allaeks. It could also spur a "race to
I "b . Id b . f fi' . . r 1,7t le top were secunty wou ecome a prommcnt pUl1 0 Ifms competitIOn lor customers.

Second, the Commission could supplement existing federal government enorts to educate
consumers aboul network threats and the ways that they can combat those threats. As described
prcviously, the NCSD has a number of programs in place to cducate consumers. Effective
collaboration among the FCC, NCSD, and other partners on consumer awareness activities can
lead to better infonned and awarc end-users, \\ho will be better equippcd to seek and adopt
cybersecurity options offered by communications and applications providers.

E. The Federal Role in Cybersecurity

Government has a clear and long hislory of shared responsibility for coordination,
restoration, and reconstitution ofNS/EP telecommunications services or facilities. In order to
prevent cyberspace from becoming a safe haven for criminals and terrorists, capabilities which
allow law enforcement to conduct electronic surveillance without compromising the end-user
systelll and data must be conccived of and designed in conjunction with cyber security. In
developing the National Broadband Plan, the Commission should endeavor to provide sufficient
infonnation about the future evolution of communications networks to permit an assessment
whether existing laws and regulations are adequate to maintain electronic surveillance
capabilities and protect civil liberties on those emerging nctworks.

Government can also playa key role in defining cybersecurity obligations for
applications and service providers. and by establishing basic rules. guidelines, and best praclices
necessary to protect individual rights. while meeting national security needs. The best result
would be for government to avoid being overly prescriptive, giving wide discretion to the private
sector to develop innovative and effective security measures and strategies to meet cybersecurity
obligations. Finally, government should continue to share its accumulated experience and
expertise in cybersecurity matters in public-private collaborations to develop improved security
protocols and standards, and industry best practices. As a collaborator in cyberseeurity activities,
government should inform and not direct its partners, and assist and not prescribe ovcrly specific
measures as to how applications and service providers meet cybersecurity obligations.

The National Broadband Plan should acknowledge the contributions made by
organizations in cybersecurity research and training activities as wdl, and highlight the critical
role that public/private partnerships play in improving our national cybersecurity posture.'K It
should identify organizations working on security concerns uirectly related to broadband
network operations in cyberspace, and those involving cyber attacks launched over broauband
networks. Finally, the Plan should rccognize the critical responsibility that all organizations
have in promoting a consumer a\\-areness of the potential risks and measures that consumers can
take to mitigate cyber threats.

(,7 See Transcript of FCC National Broadband Plan Workshop 011 Cybcr SecuriLy. at 75-76 (Sept. 29. 2009),
l~lltlJ,\"'\l. '.v .bn~aJb;!T1d.<":lJv:d(JC~.:\' s 26 c\ ber s..-clritv ,cd f.
M~ "Industry and governments share the responsibility for security and reliability of lhc infrastructure <Ind lhe
lr::lnsactioilS that take place on it <lnd should \\ork closdy tog~ther to :Jddrcss these interdependencies." SI!/!

Cyherspace Policy Re\'h7lv, supra note 42, at 17.
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F. Conclusion

The Nation relies increasingly on the Internet as a vehicle for innovation, economic
competitiveness, national prospcrity, and a tool for eniciency. transparency and accountability in
government. Along with the clear benefits, come a rangc of emerging risks and growing threats
by a host of adversaries, including organized and individual criminals. nation-statcs and
terrorists. The threats to cyberspace are real, growing. and evolving. Given the current threat
environment, the Administration strongly endorses the inclusion of cybersecurity elements in thc
National Broadband Plan being developed by the FCC. The National Broadband Plan should
identify measures taken to enhance cybersecurity and recognize the responsibility shared by botb
public and private sector interests in creating effective, coordinated, and cooperative strategies to
mitigate the cyber threat.

V. A PATH FORWARD

The National Broadband Plan will be an important contribution to Federal cOorts to
expand the availability and adoption of broadband services. Emergency responders and other
public safety agencies can benefit greatly from broadband deployment. The Plan at its core
should recognize the layered model that has allowed the Internct to become a transfonnativ'e
technology that empowers people around the globe, spurs innovation, facilitates trade and
commerce, and cnables the free and unfcltered flow of information. Incorporation of this model
into the Plan will not only provide a framework to foster continued innovation, but will also
address important public safety, national security, and homeland defense priorities.
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