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Dear Ms. Dortch:

Telephone: (770) 232-9200
Facsimile: (770) 232-9208

Email: lsteinhart@telecomcounsel.com

Pursuant to 47 C.F.R. § 64.2009(e), TRIARCH MARKETING, INC. hereby
submits its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

Lance lM. Steinhart
Attorney for
TRIARCH MARKETING, INC.

Enclosures
cc: James Dupont



Federal Communications Commission
Page Two

Annual 47 C.F.R. § 64.2009(e) CPNI Certification
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r, James Dupont, President ofTRlARCH MARKETING, INC., certifY that I am an
officer of the company named above, and acting as an agent of the company, that I have
personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the Commission's CPNI rules. See 47 C.F.R §
64.2001 et seq.

Attached to this certification as Exhibit "A" is an accompanying statement explaining
how TRlARCH MARKETING, INC. 's procedures ensure that the company is in
compliance with the requirements set forth in Section 64.2001 et seq. of the
Commission's rules.

FCC Annual Filillg
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Annual 47 C..F.R. § 64.2009(e) CPNI Certification
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TRIARCH MARKETING, INC. has not taken any actions (proceedings instituted
or petitions filed by a company at either state commissions, the court system, or at the
Commission against data brokers) against data brokers in the past year. Companies must
report on any information that they have with respect to the processes pretexters are using
to attempt to access CPNI , and what steps companies are taking to protect CPN!.

TRIARCH MARKETING, INC. has not received any customer complaints in the
past year concerning the unauthorized release ofCPNI (number ofcustomer complaints a
company has received related to ul1lluthorized access to CPNI, or unauthorized disclosure
ofCPNI, broken down by category or complaint, e.g., instances of improper access by
employees, instances of improper disclosure to individuals not authorized to receive the
information, or instances of improper access to online information by individuals not
authorized to view the information).

FCC i\OlHlfl 1 Filing



Section 64.2005

•

Triarch Marketing, Inc.
508 Spencer Street,
Rayville, LA 71269

Compliance Requirements

Go Solo Technologies ("Company") maintains the following operating procedures to ensure compliance with the
requirements set forth in Section 64.2001 et seq. of the Comm'lssion's rules.

Use of wstomer proprietary network jnformallon without wstomer
approvaL

(a) Any telecommunications carrier may us., disclose, orpermit access to CPN! for fue purpose of
providing or marketmg servi.e offerings among the oatagorles of service (i.e" local, interexchlUlge, and
CMItS) to which the customer already subscribes from the same carrier, without customer approval.

(1) If a telecommunications; ca~ provides different categories of service, and a customer
subscribes to more lhan one category of service offered by the carrier, the carrier is permitted to share
CPNI among the carrier's aflUi.ted eoIities that provide. service offering to !he customer.

(2) If. teiecommunications cattier provides different catogories of service, but a customar does
not subscribe to more ilian one offering by the carrier, ilia carriar Is not permitted to share CPN! wilh its
affiliates, except as provided in §64,2007(b).

(b) A telecommunications carrier may not use, disclose, or permil access to CPNI 10 mart<et to •
'customer service offerings thai arc within a category of servIce to whIch the subscriber does not already
subscribe from that carrier, unless that 'Carrier has customer approval to do so. except as described in
paragraph(c) of this sectIon.

(I) A wlreless provider may use, discloso, or pennil access to CPNI derived from 111l provision of
CMItS, without customer approval, for the provision ofCPE and information $O!'Vice(s). A witelIne carrIer
may use, disclose or permit access to CPNI derived from its provision of IociU ,",change service, or
interexchange service, without customer approval, fur the provision ofCPE and call answering, voIce mail
or messaging. voice storage and ret;1eval servicesl fax store and forward,. and pro'OOcoI conversion.

(2) A MecommUl1lcatiollS camer m.y not use, disclose, or pennil access to CPNI to idantlfy or
track customers that call competing servIce providers. For example, a local exchange carrIer may not use
loc.l service CPN! to track all customers that eallloeal service competitors,

(0) A telecommunications carrier may use} disclose, or pennit access to CPNI, without customer
approval, as described in !his paragraph (e).

(1) A teleoommunioations car.r.ier may use~ disclose, or permit access to CPN~ without customer
appl'oval t in its provision of inside wiring installation, maintenance, and repair services,

(2) CMltS provider. may use, discI""", or permit access to CPNI for the purpose of conducting
research on the health effects ofCMRS.



(3) LECs, CMRS providers, and intercoM.cted VolP providers may use CPNI, without customer
approval, to market services formerly known as adjunct-to-basic services, such as, but not lhnited to, speed
dialing, computer-provided directory assistance, can monitoring, can tracing, call blocking, call return,
repeat dialing, call tracking, call waiting, caller 1.0., call forwarding, and certain Centrex features.

(d) A telecommunications carrier may use, disclose, or permit access to CPNI to protect the rights
_________-:o=rf::!2r:~oftile carrier, ~r to protectu~_those services and other carriers from fraudulent, abusive, 01'

unlawful use of) or sUbscnption to, such services.

The Company has adopted speclfie CPNl policies to ensure that, In the absence of cUS/(JmeF uppruva!,
CPNI Is on{)l used by Il,e CompazlY to provide or market service offerings amollg Ihe calegorles <if
service (Le., local, illterexchange, aJld CMRS) 10 wl'lch the t:Ustomer already subscribe.. The
Compony's CPNI policies proll/blt Ihe sharing Of CPNI with a!JIliated companies, except as permitled
under Rule 64.2005(a)(1) or with customer approval pursuant to Rule 64.2007(b). The ottly exceptloll!;
to these policies are as permilled under 47 u.~:C. § J2J(d) mul Rule 64.2005.

Section 64.2007 Approval required for use ofcustomer proprietary network information.

(a) A telecommunications carrier may obtain approval through written, oral Or electronic
methods.

(1) A !elecommunications carrier relying on oml approval shall bear the burden of demonslXating
that such approval has been given in ccmpliance with the Commission's rules in this part.

(2) Approval or disapproval to use, disclose, or permit access to a customer's CPN! obtained hy a
teJecomm~ieatjons carrier must remain in effect until the customer revokes or limits such approval or
disapproval.

(3) A telecommunications carrier must maintain records of approval, whether oral, written or
electronic, for at least one year.

1" all circumst41lC<!S where customer approval is reqaired to ase, disclose orpermit UC<Jess to CPNl, Ihe
Company's CPNIpollciell require tl,at the Company obtain customer approval t/troagh written, oral or
electronic melholls In compliance with Rule 64.2007. A cllstomer's approval or disapproval remains 111
tifleet until the cllsfomer revokes or limits the approval or disapprovaL The Compatty mallltai,., recorlis
ofcllslomer Itpproval (whetller written, oralor elecl(()/Ile) for a minimum ofoneyear.

(b) Use ofOpt-OuI and Opt-In Approval Process",. A telecommunications carrier may, subject
to opt-oUl approval or opt·in approval, lise its customer's individually identifiable CPNI for tl,e purpose of
marketing communications-related services to that customer. A telecommunications carrier may, sllbject to
opt~Ollt approval or Opt-hl epproval, disclose ils customer's individually identifiable CPN!, for the purpose
of mlllketing ccmmunicatlons-related services to that customer, to its agents and its afflHates titat provide
communications-related services. A telecommunications carrier may also permit such person or entitles to
obtain access to such CPNJ for such purposes. Except for use lIlld disclosure of CPNI that is permitted
without customer approval under section §64.200S, or that is described in this paragraph, or as otherwise
provided in section 222 of the Commnnications Act of 1934, as amended, a telecommunications carrier
may only use, disclose, or permit access to its customer's individually identifiable CPNI subject to opt-in
approval.

Tile Comp(l/ly does not use CPNI for any purpose (InclUding marketing commu.nlcatlons-relflled
services) ami does not dlsclose orgrml/ltce... /(J CPNIlo anyparlY (inclUding 10 ageIlls or affiliates lltat
prOVide cammllllications·related services), except as permitted under 47 V.S.c. § 2JJ(d) alld Rule
64.2005.
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Section 64.2008 Notice required for use ofeustomer proprietary network information.

(a) Notification. Generally. (1) Prior to any solicitation for customer approval, a
telecominunications carrier mllst provide notification to the customer ofthe customer's right to restrict use
of, disclose of, and access to that customer's CPN!.

(2) A telecommunications carrier must maintain records of notificatioll, whether oral, written or
-----'e"l"'ecti"""'onic, for arleast one year.

(b) Individual notice to customers must be provided when soHciting approval to use, disclose, or
permit access to customers' CPNl

(e) Content ofNotice. Customer notification nlust provide sufficient information to enable ti,e
customer to make an informed decision as to whether to permit a carrier to use, disclose, Or permit access
to> the customer's CPNI,

(1) The notification must state that the customer has a right, and the carrier has a duty, under
federal law, to protect the confidentiality ofCPNI.

(2) The notiflcation must specify the types of information that constitute CpNI and the specific
entities that will receive the CPNI, describe the purposes for which CPNI will be used, and inform the
customer ofhis or her right to disapprove those uses, and deny or withdraw access to CPNI at any time.

(3) The notification must advise the customer of the precise steps the customer must take in order
to graut or deny access to CPNI, and must clearly state that a denial of approval will not affect the
provision of any services to which the customer subscribes. However~ carriers may provide a brief
statement, in a clear and neutral language, describing consequeuces directly resulting from the lack of
access to CPNI.

(4) The notiflcation must be comprehensible and must not be misleading.

(5) If written notification is provided, the notice must be clearly legible, use sufficiently large
,type, and b. placed in an area so as to be readily apparent to a customer.

(6) If any portion of a notification is translated into another language, theu aU portions of the
notification must be translated into that language.

(7) A carrier may state in the notification that the customer's approval to use epNI may enhance
the earrier's ability to offer products and services tailored to the custome,'s needs. A carrier also may state
in the notification that it may be compelled to disclose CPNI to any person upon affinnative written request
by the customer,

(8) A carrier may not include in the notification any statement attempting to encourage a customer
to freeze tllird-pal'ly access to CPNI.

(9) The notification must state that any approval, or denial of approval for the use of CPNI
outside of the service to which the customer already subscribes from that carrier is valid until the customer
affirmatively revokes or limits such approval or denial.

(10) A telecommunications carrier's solicitation for approval mnst be proximate to rhe
notification ofa CUlltOmer's CPNI rights.

The Company's CPNI polleies require Owi cusiomers be notified Of Iheir righls, and Ote Company's
obligations, with respecllo CPNI prwr to any solleltallon for cuslomer approval. A.1I required ""slomer
notices (wlzellzer wrlrten, oral or eleclronlc) comply with tile requirements Of Rule 64.2008. The
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Company maitltaiflS recortls of all requiretl customer noiices (whether II'rUien, oral or elecironic) for a
mlnimam ofoaeyear.

(d) Nolice Req"iremenis Specific to Opt-Out. A telecommunications carrier mUst provide
notification to obt.in opt-out approval througb electronic or written metbods, but not by oral
communication (except as provided in paragraph (f) of this section). Tbe contents of any such notification
must comply with the requirements ofparagraph (0) ofthis section.

(1) CalTiers must wait a 30-day minimum period of thne after giving customers notice and an
opportunity to opt-out bef-ore assuming customer approval to use, disclose, or permit access to COO. A
carrIer may) in its discretion, provide for a longer period. Carriers must notify customers as to the
applicable wailing period for. response before approval is assume<!.

(i) In lhe case ofan alectronic form of notification, ille waiting period shall begin to run fi'om the
date on which the notification was sent; and

(il) In tbe ca,e of notification by mail, the waiting period shall begin to run on the tbird day
following the date that the notification was mailed.

(2) carriers nsing the opt-out mechanism must provide notices to tbeir customers evelY two
years.

(3) Telecommunications carriers that use e-mail to provide opt-out notices must comply with the
following requirements in addition to the requirements generally applicable to notification'

(i) Carriers must obtain express, verifiable, prior approval from consumers to send notices via e~

mail regarding their service in general, or CPNI in particular;

(ii) Carriers must allow customers to repiy directly to e-mails containing Cl'N! notices hI order 1<>
opt..out;

(iii) Opl-out e-mail notices that are returned to the carrier as undeliverable must be sent to the
ocustomer in another form before carriers may consider the customer to have received notice;

(iv) Carriers tbat use e-mail to send CPN! notices must ensure that the suhject line ofthe message
clearly and accurately identifies tile subject matter ofthe e-mail; and

(v) Telecommunications carriers must make available to every customer a method to opt-out that
is of no additional cost to the customer and tbat is available 24 homs a day, seven days a week. Carriers
may satisfy this requirement through a combination of methe<!s, so long as all customers have the ability to
opt-out at no cost and are able to effectuate that cboice wbenever they choose.

The Compally does not cnrreutfy solklt "opt out" customer approvalfor the use or diseloslUe ofCPNJ.
Ti,e Compally does 1101 use CPNJ for allY pllrpose (lnclutlillg market/tlg commmucaJlolls-retated
sefllices) and tloes not dlscllJse or grallt access to CPNJ to allY party (lucludillg io agems or /lfflllates il,at
provltle commulllcatlollS-related sefllices), excepi as permittetl ulltler 47 U.S.c. § 222(d) alld Rule
64.2005.

<e) Notice Requiremellts Specific to Opt-ln. A telecommunications carrier lllay provide
notification to obtain opt-in approval through oral, written~ or electronic methods. The contents ofany such
notification must comply with the requirements ofparagraph (c) ofiliis section.

Tire Company does 1101 curreully solicit "opt Ill" custom~r approval for the ase or disclosure of CPNJ.
The Company does not Itse, disclose or granl .ccess 10 CRNl for '"'Y purpose, to a1lY party or III any
manner that would require a customer's r'opt ill" approval under ihe Commission~ CPNI Rules.
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(I) Notwe Requirements Specific to One-Time Use ofCPNI. (I) Carriers may use oral notice to
obtain limite<!, one-time use of CPNI for inbound and outbound customer teiephone contacts for the
duration 'of the call, regardless ofwhether carriers use opt-out or opt-in approval based on !he nature of !he
contact

(2) The content. of any such notification ronst comply with the requirements of paragraph (e) of
this section, except that teIeconunuuications carriets inay omit any ofthe following notice provisions ifnot
relevant to the Ulllltoo'uSe for wlllch iJie cetrlerSeeliSt:I'~

(i) Carriers need not advise customers that if they have opted-out previously) no action is needed
to maintain the opt..out election;

(li) Carriers need not advise customers that they may share CPNI with their affiliates or third
parties and nee<! not name those entities, if tl,e limited CPNI usage will not result in use by, or disclosure
to, an affiliate or third party;

(iii) Carriers need not disclose the means by which a customer can deny or witlldraw future aCCeSS
to CPNI, so long as carriers explain to customers that the scope of the approval the carrier seeks is limited
to one~time use; and

(iv) Carriers may omit disclosure of the precise steps a customer must tske in ol'der to grant or
deny access to CPNI~ as long as the carrier clearly communicates that the customer can deny access to his
CPNI for the calL

In Instances wllerc the Company seek. one-time casUlmer approval for tlce lise or discwsare OfCPNI,
the Company obtains sllch approval la accordance witlc tbe dlsclosnres, metllods and refJlllrentents
contained In Rille 2008(j).

Section 64.2009 Safeguards reqUired for use of customer proprietary network Information.

(a) Telecommunications carriers must implement a system by which the status of a customer's
,CPNl approval can be clearly established prior to the use ofCPN!.

Tlce Comptmy's billing system allows authorized company personnel to easily determine the swtus ofa
customer·$ CPNI approval on the customer account screen prior to the use o-r discW8ure ofCPNL

(b) Telecommunications carriers must train their personnel as to when they are and are not
anthorized to use CPNI, and carriers must have all express disciplinary process in place.

Tire Company has established CPNI compliance policies that il.elllde employee tramlng 0» restrictions
on tbe use and di..vclQswe of CPNI altd required safeguards to protect agailmt unauthorized use or
dlscwsllre ofCPNL Employees l,ave signed that tlley understand the CPNI policies and a violation of
tlrose policies will r..<uit In disciplinary aellon.

(c) All carriers shall maintain a record, electronically or in some other malUler, of their own and
their affiliates' sales and marketing campaigns that use ilieir customers' CPNl. All carriers shaU maintain a
record of all instances where ePNf was disclose<! or provided to iliird parties, or where third parties were
allowed access to CPN!. The record must include a description of each campaign, the specific CPNI that
was used in the campaign, and what products and services were offered as a part ofthe campaign. Carriers.
shall retain the record for a minimum ofone year.

Tile Company's CPNIpolicies reqllire that all sales OJ.d markellng campaigns lnclllding those utilizing
CPN[ be reoorded and kept 0/1 file for at least one year. Records are also mamtamedfor disclosure or
access to CPNI by thirdpartIes. The records Include the required Informatlonl/sted In Rule 64.2009(c).
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(d) Telecommunications caITiers must establish a supervisory review process regarding carrier
compliance with the ruies in this subpart for out-bound marketing situations alld maiJltain records of carrier
compliance for a minimum period of one year. Specifically, saies persOimel must obtain supervisory
approval of any proposad out-bound marketing request for customer approval.

The Company's CPNI polleles require employee" 10 obIt/iii approval from the Comptmy's CPNI
______._"'C"'o:!!!!!l1!J!!jIi""ance OtJjcer (or all markelitJg ca'!!ll!!igns, iJU:luding dIOse ullllzing CPNI, prior 10 inltlatillg.t!tat _

campalglt. Record of tlte marketing campalgll.!, awng with Ike appropriate supervisory approvai Is
mailllaiJ,edfor at least one year.

(e) A telecommunications carrier must have an officer, as an agent of the carrier, sign and file
with the COllllJlission a compliance certificate on an annual basis. The offIcer must state ill the certification
that he or she has personal knowledge that the compllJly has established operating procedures that arc
adequate to ensure compliance with the rules in this subpart, The carrier must provide a slalement
accompanying the certificate explaining how its operating procedures ensure that it is or is not in
compliance with the rules in this subpalt. In addition, the carrier must include a" explanatio" of any
actions take!l against duta brokers and a summary of all customer complaints received in the past year
concerning the unauthorized release of CPNI. This filing must be made annually with the Enforcement
Bureau on or before March 1 in EB DocketNo. 06-36, for data pertaining to the previous calendar year.

Tlte required officer certlficatlon, actlous /{Iken against data brokers and summary Of customer
complaint documenlJs are iJtcluded witlt litis accompanying statement. The Comptmy "'Ill file these
documents on tm ammal basis on or before March 1 for data pertaining to tlte previou,< calendar year.

(f) Cmiers must provIde written notice within five business duye to the Commission of ally
instance where the opt-out mechanisms do not work properly, to such a degree that collsumers' inability to
opt-Oll! is more than an anomaly.

(1) The notice shall be in the fonn ofa leller, and shall include the camer's name, a description of
the opt-out mechanism(s) used, the problems(s) experienced, the remedy proposed and when it will be/was
implemented, whether ti,e relevant state commission(s) has" been notified llJld whether it has taken any
action, a copy ofthe notice provided to customers, and contact infonuation.

(2) Such notice must be submitted even if the carrier offers other metllods by which consumers
may opt-out.

'fl,e Company does not currently solicit "opt oUI" customer approvalfor tlte use or disclosure ofCPNI.

Section 64.2010 Safeguards on the disclosure of customer proprietary network information.

(a) So/eguarding CPNI. Telecommunications carriets must take reasonable measures to discover
and protect against attempts to gain unauthorized access to CPNI. Telecommunications carriers must
properly authenticate a customer prior to disclosing CPNI based on customer-initiated telephone contact1

online account access, or an in..store visit.

TI.e Company's CPNI pollctt18 alUJ tmlployee training Include r<asO/table measnres to discover and
protect against activity tlua is ludlcalive ofpretexting and employees are bt8tructed to notifY the CPNJ
Compl/once OjJleer ifany Slick activity is ,<uspected.

(b) Telephone access to CPNl. TelecommunIcations cmlers lUay only disclose call detail
information ovel' the telephone, based on customer-initiated telephone contact, if the customer flrst
provides the carrier with a password, as descrlbad in paragraph (e) of this section, that is not prompted by
the carrier askJng for readUy avaUable biographical information, or account information. If the customer
does not provide a password, the telecommunications carrier may only disclose call detail information by
sending it to the customer's address of record, or, by calling the customer at tho telephoDe number of
record, If the customer is able to provide call detail information to the telecommunications carrIer during a
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customer..illitiated cali without the telecommunications carrier's assistance, then the telecommunications
carrier is permitted to discuss the call detail information provided by the customer.

The Company's CPNIpolici.s ensnre Ihal a cuslomer is on{p able 10 access call detail information over
Ihe telephone in one of the ways lisled in Rule M.2010(h). J;f the cuslomer callnot remember their
password, they are prompted to allswer a security question. Neither Ihe password "Or Ihe security

__________--:q"'a:,:e:;:.st;:w::;lIc:,-::are based 011 readl{p !!,!!!Ilable bi!!lf!!!.!'!!!.~!!formatloll or acco1l1lt informatloll. custpm"er:,.- ---'
service representatives are instructed to authentkate customers over the telephone in all imtances except
111 the case where the cuslomer provides ti,e caIl detaIl Ittformation withoul Ihe assislance of Ihe
Company.

(c) Online access 10 ePNi. A telecommunications catTier must authentic.te a customer witilout
the use of readily available biographical infonnation, or account information, prior to allowing the
customer online access to CPNI related to a teleconununications service account. Once authenticated j the
customer may only obtain online access to ePNl related to a telecommunications service account through a
password, as described in paragraph (e) ofthis section, that is not prompted by the carrier asking for readily
available bio!ITanhical infonnation. or account information.

'he company authenticates customers without the use of readily available biographical or account information prior to
/lowing on access to CPNJ related to an account. Once authenticated, the customer may only obtain access to CPNI

through a password, that is not prompted by readily available biographical or account information.

(d) in-Store access to CPNi. A telecommunications carrier may disclose CPNI to a customel'
who1 at a carrier's retaillocation1 first presents to the telecommunications carrier or its agent a valid photo
ID matching the customer's account information.

The Company does not have retail/oeations.

(e) Ertablishment ofa Password and Back-up Authentiaation Melhods for Lost or Forgollen
Passwords. To establish a password, a telecommunications carrier mnst authenticate the customer witllOut
the use ofreadily available biographical hlformation, or account information. Telecommunications carriers
may create a back·up customer authentication method in the event ofa lost or forgotten password, but such
,back-up customer autilentication metIiod may not prompt the customer for readily available biographical
'information, or account infonuation. If a customer cannot provide the con'ect password or the correct
response for the back-up cnstomer authentication method, the customer must e.tabUsll a new password as
described in this paragraph.

Tire Comp/my's CPNI policies all... for a few ..ays 10 eslabllsh a password, all of whic/, ensure
compllallce wilh Ihe above paragraph. Badl method also allows Ihe customer to establish a btwk-np or
security question In the evellt that Ihey forgeillteir password. In 110 event does the CompallY use readl{p
available bwgrophical Information or account iltformalloll as a back-up IJ1IeSlloll or as a meazlS to
establislt a password or authenticate tlte customer.

(f) Notification of account changes. Telecommunications carriers must notify customers
immediately whenever a password, customer response to a back-up means of authentication for lost or
forgotten passwords, online account, or address of record is created or changed, This notifivation is not
required when the customer initiates service, including the selection of a password at service initiation.
11lis notification nJay he through a carrier-orlghlOted voicemail or text message to the telephone number of
record, or by mail to the address of record, and must not reveal the changed information or be sent to the
new account information.

The company will notify a customer immediately when account changes occur. including a password, a response to a
back~up means ofauthentication. or address of record. The notification will be through a carrier-originated voicemail or
text message to the telephone number of record, or by mail to the address of record, and will not contain the changed
information or be sent to the new account information.
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(g) Business Customer Exemption. Telecommunic.tions carriers may bind themselves
contra<:t1Jally to authentication regimes other than those described in this section for services tiley provide
to their business customer that have both a dedicated account representative and a contr.ct th.t specifically
.ddres,es the c.rricrs· protection ofCPNI.

Tile Company does not utilize tile busilless Clllliomer exception at tills lime.

Section 64.2011 Notification of customer proprietary network information seeurity
breaches.

•

(a) A telecommunications carrier sh.lI notify law enforcement of a breach ofits cuslomers' CPNT
as provided in this section. The carrier shall not notify its customers or disclose the breach publicly,
whether voluntarily or uudcr state or locall.w or these rules, until it has completed the process ofnotifying
law enforcement pursuant to parsgraph (b).

(b) As soon as practicable, and in no event later !han seven (7) business days, aller reasonable
determination of the breach, the telecommunications carrier shall electronically notify the United States
Secret Service (USSS) and the Federal Bureau of Investigation (FBI) through. central reporting facility.
The Commission will maintain a link to the reporting facility at htlp:((www.fcc.goy(eblQpJJi.

(I) Notwithstanding auy state law to the contrary, the carrier shall not notifY customers or
disciose the breach to the'public until 7 full business days have passed afler notification to the USSS and
the FBI except as provided in paragraphs (2) and (3).

(2) If the carrier believes that there is an extraordinarily urgent need to notifY any class ofaffected
customers sooner than olIlerwise allowed UIlder paragraph (I), in order to avoid inunediat. and irreparable
harm, it shall so indicate in its notification and my proceed to inunediately notify its affected customers
oniy after consultation with the reievant investigating agency. The carrier shall cooperate with the relevant
investigating agency" request to minimize any .dverse effect, of such customer notification.

(3) If the relevant investigating agency detennines that the public disclosure or notice to
'customers would impede or compromise an ongoing or potentIal criminal investigation or national security,
such agency may direct the carrier uot to so disclose or notify for all initial period of up to 30 deys. Such
period may be extended by the ageucy as reasonabie necessary in the judgment of the agency. If such
direction is given, the agency shall notify the carrier when It appears that public disciosure or notice to
affected customers will no longer impede or compromise a criminal investigation or national securIty. The
agency shall provide in writing its initial direction to the carrier, any subsequent extension, and any
notification that notice will no longer impede or compromise a criminal investigation or national security
and such writings shall be contemporaneously logged on the same reporting facility that contains records of
notifications filed by corriers.

(c) Recordkeeplng. All carriel~ shall maintain a record, electronically or in some other manner, of
any breaches discovered, notification mede to the USSS and the FBI pllfSUllnt to paragraph (b), and
notification mede to customers. The record must inclndc, if available, dates ofdiscovery and notification, a
detailed description of the CPNI that was the subject of the breach, and the circumstances of the breach.
Carriers shall retain the record for a minimum of2 years.

Tile Company lias policies lI1.d procedures III piace 10 ensure compliance with Rule 64.2011. When it t.
reasonably determined Illat a breael. has occurred, 11,e CPNI Compliance Officer w/ll 110tiIY law
e'lforcemenl and its cuslomer In tile required Ilmeframes. A record oflhe breach will be mamlauledfor
a minhnum of two yeaTS and will Illelude all Informotlon required by R,de 64.2011.
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