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Marlene H. Dortch, Commission Secretary
Office of the Secretary

Federal Communications Commission

445 12" Street, SW

Washington, DC 20554

Re:  Annual 64.2009(e) CPNI Certification
TRIARCH MARKETING, INC.
Form 499 Filer ID: 824030
EB Docket No. 06-36

Dear Ms. Dortch:

Pursuant to 47 C.F.R. § 64.2009(¢), TRIARCH MARKETING, INC. hereby
submits its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your

attention to this matter.

Respectfully submitted,

Lance J.M. Steinhart
Attorney for
TRIARCH MARKETING, INC.

Enclosures
cc! James Dupont
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Annual 47 C.F.R. § 64.2009(c) CPN] Certification

EB Docket 06-36

I, James Dupont, President of TRIARCH MARKETING, INC,, certify that T am an
officer of the company named above, and acting as an agent of the company, that [ have
personal knowledge that the company has established operating procedures that are

adequate to ensure compliance with the Commission’s CPNI rules. See 47 C.ER §
64.2001 et seq.

Attached to this certification as Exhibit “A” is an accompanying statement explaining
how TRIARCH MARKETING, INC.’s procedures ensure that the company is in
compliance with the requirements set forth in Section 64.2001 et seq. of the
Commission’s rules.

¢: James Dupont

FOCC Annual Filing
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Annual 47 C.E.R. § 64.2009(e} CPNI Certification

EB Docket 06-36

TRIARCH MARKETING, INC. has not taken any actions (proceedings instituted
or petitions filed by a company at either staie commissions, the court system, or at the
Comunission against data brokers) against data brokers in the past year. Companies must
report on any information that they have with respect to the processes pretexters are using
to attempt to access CPNI, and what steps companies are taking to protect CPNI.

TRIARCH MARKETING, INC. has not received any customer complaints in the
past year concerning the unauthorized release of CPNI (number of customer complaints a
company has received related to unauthorized access to CPNL, or unauthorized disclosure
of CPNI, broken down by category or complaint, ¢.g., instances of improper access by
employees, instances of improper disclosure to individuals not authorized to receive the
information, or instances of improper access to online information by individuals not
authorized to view the information).

Slgned o ' 1 l I#V s
ames Dupont, President

FOC Annnal Filing



Triarch Marketing, Inc.
508 Spencer Street,
Rayville, LA 71269

Compiiance Requirements

Go Sole Technologies ("Company”) maintains the following operating procedures to ensure compliance with the

requirements set forth in Section 84,2001 et seq. of the Commission's rules.

Section 64.2008 Use of customer proprietary network juformation without eustomer
approval

{2) Any telecommunications carcier rexy nse, disclose, or permit access to CPNI for the purpose of
providing or merketing service offerings among the cxtegories of setvice (Le., local, interexchange, and
CHRS) to which the customer already subscribes from the same carrier, withont customer approval.

{1y H 2 telecommunivations carrier provides different cetegories of service, and a customer
subscribes to more then one category of service offered by the carrler, the carrier is permitted to share
CPRI among the carrier's affiliated entities that provide a service offexing io the customer.

2) 1 a telecommmnloations carrier provides different categories of servive, but » customer doss
not subsoribe o more than one offering by the carrier, the canrier fs not permitied to share CPNT with its
at¥iiates, except as provided in §64.2007(b).

(B} A wlecommunioations carrler may not use, discloss, or permit access to CPNI to marketio a
‘customer servios offerings that ave within a category of service to which the subsciiber does not already
subscribe from thet carrier, unless that camder has customer spproval to do so, except as degoribed in
paragraph{c) of this section,

(1) A wireless provider may use, disclose, or permit scoess to CPNI derived from Ite provision of
CMRS, without eustomer approval, for the provision of CPE and information servies(s). A wizeline carrier
may use, disclose or permit access to CPMNI derived from ity peovision of local exchange service .or
interexchangg service, without customer approval, for the provision of CPE and call answering, volos mail
or messaging, voice storage and retrieval services, fax store and forward, and protocol conversion,

(2) A wlecommunications catrier may not use, disclose, or permit access to CPNI to identify or
track enstomers that call competing service providers. For example, a local exchange carnler may not nse
local service CPNI 1o track sl custorzers thet call local servies compatitors,

¢y A telecommunications carrier may use, disclose, or permit access to CPNI, withowt customer
approval, ax described in this paragraph (c).

(1) A telecommunications canier may vee, disclose, or permit sccess to CPNI, without custoraer
approval, in fis provision of inside wiring instatistion, maintenance, and repair services,

{2y CMRSB providets may use, disclose, or permtit access fo CPNI for the purpose of conducting
reseerch on the health effects of CMRS,



(3) LECs, CMRS providers, and interconnected VoIP providers may use CPNI, without customer
approval, to market services formerly known as adjunct-to-basic services, such as, but not lmited o, speed
dialing, computer-provided divectory agsistance, call monitoring, call tracing, call blocking, call return,
repeat dialing, call tracking, call waiting, caller LD, call forwarding, and certain Centrex features,

{d} A telecommunications carrier may use, disciose, or permit access to CPNI to protect the rights
or property of the carrier, or to protect users of those services and other carriers from fraudulent, abusive, of

unlawful use of, or subscription to, such services,

The Company has adopted specific CPNI policles to ensure that, in the absence of custormer approval,
CFNI Is only used by the Company fo provide or market service offerings among the categories qf
service (Le, local, interexchange, and CMRS) to which fthe cusiomer already subseribes. The
Coempany'’s CPNI policies prohibit the shaving of CPNT with affilicted companies, except as permitied
under Rule 64.2005(wl) or with cusiomer approval pursuant to Rule 64.2007(0). The only exceprions
to these policies are as permitted under 47 U.S.C. § 222¢d} and Rule 64.2005.

Section 64.2007 Approval reguired for use of customer proprietary network information.

{2) A felecommunications carrier may obtain approval through written, oral or electronic
methods.

(1) A telecommunications caier relying on oral approval shall bear the burden of demonstrating
that sech approval bas been given in compliance with the Commission’s rules in this part,

€2} Approval or disapproval 1o use, disclose, or permit access 10 a customer’s CPNI obtained by a
telecommunications carrier must remain in effect until the customer revoles or Hmnits such approval or
disapproval,

(3} A teleconumunications carrier must mainiain records of approval, whether oral, writien or
electronic, for at least one year,

Tn ol circumstances where customer approvel is reguired to use, disclose or permit access to CFNY, the
Company's CPNI policies reguire that the Company obtain customer approval Wirough wrilten, oral or
elecironic meihods in complinnce with Rule 64.2007. A customer’s approval or disapproval remaings In
gffect uniil the cusfomer revokes or thnits the approval or disapprovel. The Company maintains records
of customer approval (whether written, oral or elecéronic) for a minimun: of one year.

by Use of Opt-Our emd Opt-In Approval Processes. A telecommunications carsier may, subject
to opt-out approval or opi-in approval, wse its sustomer’s ndividually identifiable CPNI for the purpose of
marketing comrumications-related services to that customer. A felecornmumications carrler may, subject to
opi-out approval or opt-in approvel, disclose its customer’s individually identifisble CPNY, for the purpose
of marketing communications-related services to that customer, to its agents and #s affiliates that provide
commaunications-related services. A telecommuenications carrier may also perrnit such person or entities to
obtain access to such CPNI for such purposes. Bxcept for use and disclosure of CPNI that is permitted
without customer approval under section §64.2005, or that is described in this paragraph, or as otherwise
provided in section 222 of the Communications Act of 1934, as amended, a telecommunications carrier

roay only use, disclose, or permit eecess to its customer’s individually identifiable CPNI subject to opt-in
approval,

The Company does vot use CPNI for any prpose (including marketing communications-reluted
services) anl does not disclose or grant access tv CPNI o argy parly (including fo agents or affiliatex thut

provide comnunrications-related services), excepl as permitted wnder 47 US.C. § 222(d} and Rule
64.2005.



Section 64.2008 Notice required for use of customer proprietary network information,

{a) Notffication, Generally. (1} Prior to apy solicitation for customer approval, a
telecominanications carrier most provide notification to the customer of the customer’s right to restrict use
of, discloge of, and access to that customer’'s CPNEL

(2} A telecommunications carrier must maistain records of notification, whether oral, written or

CIRCHONIC, Tor at [east one Vear,

(b} Individual notice to cnstomers must be provided when soliciting approval to use, disclose, or
permit access to customers’ CPNIL

{c) Content of Notiee. Customer notification must provide sufficient information to enable the
customer fo make an informed dacision as fo whether to permit a carrier to use, disclose, or permit access
to, the customer’s CPNL

{1} The notification must sfate hat the customer has o right, and the cartier has a duty, under
federal law, to protect the confidentiality of CPNI

(2) The notification must specify the types of information that constituie CPNI and the specific
entities that will raceive the CPNI, describe the purposes for which CPNI will be used, and inform the
customer of his or her tight to disapprove those uses, and deny or withdraw access to CENI at any fime.

{3} The notification must advise the customer of the precise steps the castomer must take in order
1o grant or deny access fo CPNI, and nwst clearly siate that a denfal of approval will not affect the
provision of any services to which the customer subscribes, However, carriers may provide a brief

statement, in 2 clear and neuiral languape, describing consequences directly resulting from the fack of
access 1o CPNL

(4) The noti.ﬁcatfon must be comprehensible and must not be misleading.

{5y I written notification is provided, the notice must be cleasly legible, use sufficiently large
type, and be placed in an area 5o as to be readily apparent 10 a costomer.,

(6) If any portion of a notification is franslated inio another language, then all portions of the
notification must be translated into that language.

{7) A carrier may stats in the notification that the customer's approval to use CPNI may enhance
the carrier’s ability to offer products and services tatlored to the customer”s nteds. A carrier also may state

in the notification that 3t may be compelled to disclose CPNI to any person upon affirmative written request
by the customer.

{R)} A carrier may not include in the notiffcation any statemnent aftempting to encourage a customer
10 freeze third-party access to CPNI,

{9) The notification must state that any approval, or denial of approval for the use of CPNI
outside of the service to which the customer already subseribes from that carrier is valid until the customer
affirmatively revokes or limits such approval or denial,

(1) A telecommunications carvier’s solicitation for approval must be proximate to the
notification of a customer’s CPNI rights.

The Company's CPNI policies requive hat customters be notified of their rights, and the Company’s
obligntions, with respect o CPNT prior to any solicitution for customer approval. Al required customer
nolices (whether writter, oral or electronic) comply with the requirements of Rule 64.2008, The



Company mainteins vecords of all reguired customer nofices (whether writien, oral or electronic) for &
minim of one year,

(d) Notice Requirements Specific to Opt-Owt. A telecommunications carrler must provide
notificaiion to obtain opt-out approvel through electronic or written methods, bt not by oral
communication (except as provided in paragraph (£} of this section). The contents of any such notification
must comply with the requirements of paragraph (¢) of this section.

{1} Carriers must wait a 30-day minimum period of time after giving customers notice and an
opportunity to opt-out before assuming customer approval 1o use, disclose, or permit acvess to CPNL A
carrier may, in its discretion, provide for a longer period. Carriers must notify customers as to the
applicable waiting period for a response before approval s assutned.

(I} In the case of an electronic form of notification, the waiting period shall begin to run fom the
date on which the notification was sent; and

(i) In the case of notification by mall, the waiting period shall begin to run on the third day
following the date that the notification was mailed.

(2) Carriers using the opt-out mechenism must provide notices to their customers every two
years, :

(3} Telecommunications cerriers that use e-mail fo provide opt-out notices must comply with the
following requirements in addition to the requirements generally applicable to notification:

(1) Carriers must obtain express, verifiable, prior approval fom consumers to send notices via -
mail regarding their service in general, or CPN! in particular;

(i) Carrlers must allow customers to reply directly to e-mails containing CPNE notices in order to
opt-out;

(iiiy Opt-out e-mail notices that are returned to the carrier as undsliverable must be sent to the
-cugtomer n ancther form before carrlers may consider the customer to have received notice;

{iv) Carriers that use e-taik to send CPNI notioes must ensure that the ¢ubject line of the messape
clearly and acourately identifies the subjeot matier of the e-malil; and

(v) Telecommunivations carriers must make available to every customer a method to opt-out that
is of no additional cost to the customer and that is available 24 hows a day, seven days a week, Carriers
may satisfy this requirement through a combination of methods, so long as all customers have the ability to
opt-out at no cost and sre able & sffecluate that choice whenever they choose,

The Company dees not currently solicht Vopt out” customer approval for the use or disclosure of CPNI,
The Company does not use CPNY for any pwrpose (inchuding marketing conmiications-relaved
services) and does not disclose or grant geeess to CPNI to any party (including Yo agents or affiliates thay

provide communications-related services), except as permitted under 47 US.C. § 222(d) and Rule
64.2003.,

(e} Notice Reguirements Specific to Opt-Im. A telecommunications carrier may provide
notification: {o obtain opt-in approval through oral, written, or elecironic methods. The contents of any such
notification nust comply with the requirements of paragraph (¢} of this seetion.

The Company does not currently solicit "opt in" customer approval for the use or disclosure of CPNI,
The Company does not wye, disclose or grant access o CPNI for any purpose, fo any porty or in any
ranner that wonld reguire a custonier's "opt ft” approval under the Cormnission’s CPNT Rules.



{f) Notice Reguirements Specific to One-Time Use of CPNI. (1) Cariérs may use oral notice to
obtain limited, onetime wse of CPNI for inbound and owthound customer telsphone contacis for the

duration-of the ¢all, regatdless of whether carriers use opt-out or optin approval based on the nature of the
contact.

() The contents of auy such notification must comply with the requirements of paragraph (¢} of
this section, excapt that telecommunications carriers may omit any of the following notice provisions if not

reievant 10 the Timited use for which the cariter seeks CPNL

{i) Cariers need not advise customers that if they have opted-out previously, no action is needed
o maintain the opt-out election;

(i} Carriers need not advise customers that they may share CPNI with thelr affiliates or third
parties and need not nams those entities, if the limited CPNI usage will not result in use by, or disclosure
t0, an affiHais or third party;

(i) Carriers need not disclose the means by which 2 customer can dexy or withdraw fature access

to CPNY, so Jong as carriers explain to customers that the scope of the approval the carrfer seeks iy Hmited
to one-time use; and

(iv)y Cearriers may omit disclosure of the precise steps o customer must take in order to grant or

deny access 1o CPNI, as long as the carrier clearly commnicates that the customer can deny access to his
CPNT for the call.

by Instances where the Company secks one-fime customer approval for the use or disclosure of CPNI,

the Company obiains such approval In accordance with the disclosnres, methods and requivements
contained in Rule 2008(D.

Section 64.2009 Safeguards required for use of customer proprietary network nformation.

{2} Telecommmnications carriers must implement a system by which the slatus of & customer’s
[CPNI approval can be clearly established prior to the use of CPNI,

The Compueny's billing system allows avthorized company porsonnel to eqstly defermine the sintus of
crstorner’s CENI approval on the customer accotin! screcit prior 0 the use or disclosure of CPNL

{b) Telecompnunications caryiers must frain their personnei as to when they are and are not
authorized to use CPNI, and caxriers must have an express disciplinary process in place.

The Company has established CPNI compliance policies that include employee tralning on resirictions
on the use and disclosire of CPNI and required safeguards fo profect against unauthorized use or

discloswure of CPNL  Employees have signed that they understand the CPNY policies and o violation of
those policies will result In disciplinary action,

()} Al carriers shall maintain a record, electronically or in some other manmer, of thejy own and
thelr affiliates” sales and marketing campaigns that use their customers” CENL Al carriers shall maintain a
record of all instances where CPNI was disclosed or provided to third parties, or where third parties were
allowed access to CPNL The record must include = description of each campafgn, the specific CPNI that
wag used In the campaign, and what products and services were offered as a part of the campaign. Carriers .
shall retain the record for a minimum of one year,

The Company’s CENI policies reqirire that olf sales and marketing campaigns inctuding those wtiliging
CPNY be recorded and kept on flle for at least one year. Records are also maintalned for disclosure or
aceess fo CPNI by third parties, The records include the required informution Fsted In Rule 64,2609(c).



{d) Telecommunications cartiers st establish a supervisory review process regarding carrier
compliance with the rules in this subpart for out-bound marketing sitvations and maimtain records of carrier
compliance for a minimum period of one year. Specifically, sales personnel must obtzin supervisory
approval of any proposed out-bound marketing request for customer approval,

The Company’s CPNI pollcles require employees to obiain approvel from the Compary’s CPNI
Complignce Gfficer for all marketing compaigns, ncluding those willizing CPNI, prior to initioting that

campaign, Record of the marketing campaigns, along with the appropriate supervisory approval is
maimtained for at least one year.

(e} A telecommaunications cairier must have an officer, as an agent of the carrier, sign and file
with the Commission a compliance certificale on an annue] basis, The officer must state In the certification
that he or she has personal knowledge that the company has established operating procadures that are
adequate to ensure compiance with the rules in this subpart. The camjer must provide a statement
accompanying the certificate explaining how its operafing procedwres ensure that & is or is not in
compliance with the rules in this subpart. In addition, the ocarrier must include an explanation of any
actions taken against data brokers and a summary of all customer complaints received in the past yesr
concerning the vnauthorized release of CPNL This filing must be made annvally with the BEnforcement
Burean on or before March 1 in BB Docket No. 06-38, for data pertaining to the previous calendar ysar,

The reguived officer ce}ﬁﬁcation, actlons teken against dota brokers and suwmmary of customer
complaint documents ere included with this accompunying statement.  The Company will file these
documents on an anunal basis on or before March 1 for data pertaining to the previous calendar yeor,

() Carriers must provide written notice within five business days to the Comumission of any

instance where the opt-ovt mechanisms do not work properly, fo such a degree that consumers” inability to
opt-out is more than an anomaly.

{1) The notice shall be in the form of 2 letter, and shall include the carrier’s name, a description of
the opi-out mechanism(s) used, the problems(s) expertenced, the remedy propesed and when it will befwas
implemented, whether the relevant state commission{s} has been notified and wheiber it has taken any
action, a copy of the notice provided to customers, and contact information,

{2} Such notice must be submnitted even if the carrier offers other methods by which consurmers
may opt-ous.

The Company does not currently solicit “opt owt” customer approval for the use or disclosure of CPNI,
Bevtion 64,2010 Bafeguards on the disclosure of customer proprietary network information.

() Sufeguording CPNI. Telecommunications carriers must take reasonable measures to discover
and protect against attempis to gain wnauthorized sccess to CPNI  Telecommunications carriers must

properly authenticate a customer prior to disclosing CPNI based on customer-initiated telephone contact,
onling account access, or an in<store visit.

The Company’s CPNY policles and employee fraining include reasonable measures to discover and
profect aguinst activify that I indicative of pretexting and employees are Instructed o notify the CPNI
Compliauce Officer if any swch activity Is suspected.

{b) Telephone access to CENI  Telecommunications carviers may only disclose call detail
information over the telephone, based on customer-initiated telephone contact, if the cnstomer first
provides the cartier with a password, as described in paragraph (¢) of this section, that is not prompted by
the carrier asking for readily avallable biographical information, or account information. If the customer
does not provide a password, the telecommunications carrier may only disclose call detail information by
sending it to the custorner’'s address of record, or, by calling the customer at the telephone number of
record, If the customer iz able to provide call detall information to the telecommunications carrier during a



customer-initiated call without the telecommunications carrier’s assistance, then the telecommmunications
carrier is permitted 1o discuss the call detail information provided by the customer,

The Company’s CPNI policies ensure that u customer Is only able to access call detail informativn over
the telephone in one of the ways listed In Rule 64.2010(0). If the customer cannot resember thefr
password, they are prompted 1o answer & securlly question, Neither the password por the security
gueestion are based on readily available blograpkical nformation or accowntt inforination. Crstomer

service representutives are nstracted fo authenticate customers over the telephone in all Instances except

In the case where the cusiomer provides the call dewril hnformation without tie assistance of the
Comparey. ’

(©) Online access to CPNY, A telecommunications carrier must authenticate a customer without
the use of readily available bigraphical information, or account information, prior to sllowing the
customer online access to CPNI related to a teleconununications service account. Once authenticated, the
customer may only obtain online access to CPNI related io a telecomunimications service secount through a
password, as described in paragraph (¢) of this section, that is not prompted by the carrier asking for readily
available biogravhical information. or acconnt information.
‘he company authenticates customers without the use of readily available biographical or account information prior to
Howing on access fo CPNI related to an account. Qnce authenticated, the customer may only obfain access to CPN!
through a password, that is not prompted by readily available biographical or account information.
{d) In-Store access to CPNI. A telecommunications carrier may disclose CPNI to a customer
who, at a carrier’s refail location, first presents to the telecommunications carrier or its agent a valid photo
I matching the customer’s account information.

The Company does not have retail locations.

{e) Establishment of « Password and Back-up Authentication Methods for Lost or Forgotten
Passwords. To establish a password, a telecommunications carrier must anthenticate the customer without
the use of readily available biographical information, or account information. Telecommunications carriers
may creaie & back-up customer authentication method in the event of a lost or forgotten password, but such
back-up costomer authentication method may not prompt the customer for readily available biographical
‘informetion, or account information. If a customer canmot provide the correct password or the correct

response for the back-up customer authentication methed, the customer must establish a2 new password as
described in this paragraph,

The Company's CPNI polivies allow for a few waps to esiablish a password, all of which ensure
compliance with the above paragraph. Each method alse allows the custorer to estnblish o bach-up or
security question in the event that they forget their password, In no event does the Company use readily

avallable biographical information or account information as a back-up question or a5 o neans 1o
establish ¢ password or authenticate the customer,

{6 Notification of account changes. Telecommunicetions carriers must notify castormers
immediately whenever a password, customer reiponse 10 a back-up means of authentication for lost oy
forgotten passwords, online ascount, or address of record #s created or changed. This notification is not
required when the customer initiates service, including the selection of & password at service initiation,
This notification may be through a carrier-originated voicemail or text message to the telephone number of

record, or by mail to the address of record, and must not reveal the changed information or be sent 1o the
new account information,

The company will notify a customer immediately when account changes occur, including a password, a response to a
-back-up means of authentication, or address of record, The notification will be through a carrier-originated voicemail or
.text message to the telephone number of record, or by mail to the address of record, and will not contain the changed

information or be sent fo the new account information.



(g) Business Customer Exemption. ‘Telecommunications carriers may bind themsclves
contractually to authentication regimes ofher than those deseribed in this section for services they provide
to their business customer that have both 2 dedicated account representative and a confract that specifically
addresues the carriers’ protection of CPNL

Fhe Companty does not ntifize the business custonrer exceplion af ihls thme.

Section 64.2011 Notilication of customer proprietary network information security
breaches,

{a) A telecommunications carrier shall notify law enforcement of a breach of its customers” CPNI
as provided in this section. The carrier shall not notify its customers or disclose the breach publicly,
whether veluntarily or under state or local law or these rules, wniil it has completed the process of notifying
law enforcement pursuant to paragraph (b).

{0y As soon a5 practicable, and in no event later than seven (7) business days, after reasonable
determination of the breach, the slecommmnications carrier shall electronically notify the United States
Secret Service (USSS) and the Federal Bureau of Investigation (FBI) through a central reporting facility.
The Commission will inaintain a link to the reporting facility at hitp:swww.fec. gov/eb/opnd.

(1) Notwithstanding amy stafe law to the contrary, the carrier shall not notify customers or
disclose the breach to the public until 7 full business days have passed afier notification to the USSS and
the FBI except as provided in paragraphs {2} and (3},

(2} If the carrier believes that there is an extraordinarily ursent need to notify any class of affected
cusiomers sooner than otherwise allowsd under paragraph (1), in order to avoid immediate and ireparable
harm, it shall so indicate in iy notification and my proceed to immediately notify iy affected customers
only afier consultation with the relevant investigating agoncy. The carrier shall cooperate with the relevant
investigating agency’s request to minimize any adverse effects of such custorer notiffcation,

{3) I the relevant investigating agency determines that the public disclosure or notice to
scustomners would impeds or compromise an ongoing or potential criminal investigation or national seonzity,
such agency may direct the carrier net to so disclose or notify for an initial period of up to 30 days. Such
period may be extended by the agency ag reasonsble necessary in the judpment of the agency. If such
direction s given, the agency shall notify the carrier when It appears that public disclosure or notice to
affected customers will no Ionger impede or compromise a criminal investigation or nationa! security. The
agency shall provide in walting its initial divection to the carrier, any subsequent extension, and any
notification that notice will no longer mpede or compromise a criminal investigation or national security

and such writings shall be contemporaneonsly logeed on the sams reporting facility that contains records of
notifications filed by carriers.

(¢} Recordkeeping. All carriers shall maintain a record, electronically or in some other manner, of
any breaches discovered, netification made to the USSS and the ¥BI pursuant to paragraph (b), and
notification made to customers. The record must mclude, if available, dates of discovery and notification, a
detailed description of the CPNI that was the subject of the breach, and the circumstances of the breach.
Carriers shall retain the record for a minimum of 2 years.

The Company has policies and procedures tn plice to ensure complionce with Rule 64,2011, When it is
reasonably determined that a breach has occurred, the CPNI Compliance Officer will notify law
enforcement and ity customer in the reguired thneframes, A record of the breach will be maintained for
a mintmum  of twe years and will incinde all iInformation requived by Rule 64.201L



