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Title of signatory: Vice-Presl,dent

L Anthony J. that I am an officer of the cou:rpany named above. and acting
as an agent of the company, that I have persona] kno\vledge that the company has established
operating procedures (hat are ad,:qualc to ensure with the Commission 7 s CPNI rules. See
47 C.F.R. § 64.2001 01 seq.

Attached to this cerrdlcation as Atlachn1cnt A is a11 accompal.ly-ing statement explaining limY
the COmjlallY procedures ensure that the Company is in '\vith the requiremonts (including
those mandating the adoption of CPNI and supervisory r-evicYv)
sot forth in scction 642001 at secr of the Commission's rules,

I'he Comp<my has nol taken actions proceedings institlltcd or flIed the
Company at either state c.ommissions. the court system, Of at the Commission ag.al11st data brokers)

data brokers in the past year.

The Company has nol rocoivcd customer complaints in the past year conccrning tho
unauthorized release ofCPNl

The Company represents and \y,an-ants that the above certiflcate is consistent with 47 C'.F,R,
§1,17 which requires truthful and accurate stalcnwuts to the CornmissiolL 'rhe Company 81sa
aekno\\'ledges that false St:ltClllCutS kmd the Corl1mission punislwble under
Tille 18 ofihe US Code and

AtlachmCtlis: Attachmenl A: Accol.upall:rillg St.,t"""'lltExplaining CPNl Procedures
Attachmont B: Statement of ActiollS Taken Against Data Brokers
Attachment C: Summary of Customer COlnplaints Regarding U1l3UtllOrlZcd

Release of CPNI
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CPNI

Attachment A

I,uretto Communication Serviice,!. Inc.

STATEMENT EXPlAINING HOW THE CO]\'1PANY'S OPERATING PROCEDURES
I<:NSVRE COMPLIANCE WITH THE ,FCeS CPNI RULES

I. Customer Proprietary Network I"formatiou ("GI'NI"l

CPNI is defined in Section 222(t) of the Communicatiuns as (Al information that relates
to the quantity, technical configuration, and amount of use of a
telecommunications subscribed to any customer a telecommunications carrieL,
and that is made available to the carrier the custumer by virtue of the carrier-
customer relationship; (B) infon:tlation contained in bills peltaining to telephone
eX'3hrmgic ""vic.A or toll a customer a carrier (except that

not include slll:,scriher list infi1f!Tlotion\

Generally, CPNI includes personal information a consumer's use of his or her
telecommunications services. CPNI. encompasses such as: (a) the telephone
numbers called by a consumer; (b) the numbers a eustorner; (c) the time,
location and duration of a outbound and inbound phone and (d) the
telecommunications information purchased by a consumer.

Call detail infimnation (also k.llown records") is a of CPNI that is
particularly sensitive from a "''''pUlH' and that is by pretexters, hackers and
other unauthorized for Call detail includes any inft:JJ'luation
that pertains to the call, including the number called (for
outbound the inbound calls), and the date.
time, and/or duratlou

U. Use and Disclosure of ePNI. Is Uesll'ictcd

The Company recognizes that CPNI infermation that is personal and individually
identifiable, and that concerns have kd and the FCC to impose restrictions
upon its use and upon the provision of access to it by individuals or entities
inside and outside

The Company has designated a CPNl who is responsible for: (1)
communicating with Company's and/or consultants CPNI
responsibilities, requirements restrictions; supervising the training of Company
employees use or aeccss to (3) the use, disclosure,
distribution or aceess to the Company's CPNI by incler'endent contractors and joint venture
partners; (4) records the use in campaigns; and (5)
receiving, reviewing and resolving questions Of regarding use. disclosure, distribution
or provision of aeeess to CPNL



Company employees and agents that may deal with CPNI have infol1ned that tbere are
substantial l'bucral restrictions upon CPNI use, distribution access. In order to be
authorized to use or access Company's CPNI, employees agents must receive
training with respect to requirements of Section 222 of the Communications Act and the
FCC's CPNI Rules (Subpart 1.1 of Part 64 of the FCC "u'v.",

Belorc an agent, independent contractor venture partner may receive or be allowed to
access or use Company' § tbe independent contractor's or joint venture
partner's agreement with the must contain (or the Company and the
agent, independent contractor or joint venture partncr must enter into an additional
conlidentiality agreement which provides) tbat. (a) the agent contractor or joint
venture partner may use the CPNI only the purpose the CPNI bas been
provided: (b) the independent contractor or venture partner may not disclose or
distribute the CPNI to, or access to any other party (unless tbe agent,
independent contractor or venture partner is expressly and specifically required to do so
by a com1 order): and (e) independent contractor Of venture partner must
implement appropriate and specific safeguards acceptable to the Company to ensure the
conlidemiality of the Company's CPNI.

Protection of CPNI

J. The Company may, after recelvlllg an appropriate written from a customer,
disclose or provide customer's CPNI to customer hy seneling it to the customer's
address or all customer must be made In writing; (2) must
include the customer's correct name and address number; (3) mLlst
spr,clly exactly what type or types ofCPNl must be disclosed or (4) must specify
the time period for the CPNI must be disclosed or provided; and (5) must be signed by
the customer. Tbe Company will disclose CPNI upon amrmative written request by the
customer to any person designated the customer, only after the Company e'ills the
customer's telephone number record and/or sends a to customer's address
of record to the accuraey

2. The Company will provide a customer's
enlorcement agency in accordance with apl)lij~al)le

3 The Company retains all customer passwords
combinations in secure may be accessed
wbo need such information in to authenticate
detail information over telephone.

records or other CPNI to a law
requirements.

and secret" question-answer
by Company employees

identity of customers requesting call

4. Company employees all telephone requests in same manner
whetller Of not the CPNI call detail information. That is, Company employees
must: (a) he furnished the customer's pre-established password (or correct answers to the
back-up "shared combinations); (b) send tbe information to the customer's
posta] or electronic of record" or the cuslllmer back



at the customer's "telephone number of reeord" (see definition above) with the requested
information.

5. If a customer subscribes to multiple services offered Company and an affiliate, the
Company is permitted to share the regarding sueh with its affiliate
If a customer does not subscribe to any telecommunications or nonctelecommunications
services offered by an afliliate, the is not permitted to share the customer's CP)',1
with the affiliate custemer's consent to the appropriate notice and
approval procedures set in Sections 64.2007,64.2008 64.2009 of the FCC's Rules.

6. When an existing customer calls the to inquire about or new, additional or
modifled services (in·bound marketing), Company may use customer's CPNI other
than call detail CPNI to the customer for the of the customer's call if the
Company provides the customer with the oral notice by Sections 64.2008(c) and
64.2008(t) of the FCC's the Company tbe customer

The Company or releases call detail intz)rmation to customers during customer-
Initiated telephone contacts when customer provides a pre-established password
the customer does not a password, call detail is only by sending
it to the customer's address of or by the calling the customer at the telephone
number of record If the customer is to to the Company during a customer-
initiated telephone call, all the call detail information necessary to address a customer
service issue (i.e., the number called. when it was called, if applicable, the
amount charged the call) assistance, then the Company may take
routine customer service actions to such information. (However, under this
circumstance, the Company may not disclose to the customer any detail information
about the customer accollnt than the call information that the customer provides
witllOllt the customertirst providing a password.)

7, The Company uses, discloses, and/or pennits access to in connection with
Company-initiated of services to which a customer does not already subscribe
from the Company (Out~bollnd pursuant to the notice and approval
procedures set (brth In Sections 642008, and 64.2009 of the FCC's Rules. All
proposed out-bound marketing activities are reviewed the Compliance
Officer for compliance CPN! restrictions and requircments in the Communications
Act and the

8. The Company maintains appropriate paper and/or records that allow its
employees, independent contractors and joint venture pruTners to clearly establish the status
of each customer's (if prior to use of the customer's
CPNL These records include: (i) the of any and customer's deemed Opt-out
approvals and/or Opt-in approvals, with dates any modifl.catlons or
revocations of such and (ii) the type(s) of CPNI use, access, disclosure and/or
distribution approved by customer



9. a customer's CPNI can be iu an out,bound marketing activity or campaign,
the records must checked to determine slatus the cuslomer's CPNI
approvaL employees., independent contractors and venture partners are
required to notify the CPNl Compliance Officer any access, accuracy or security problems
they encounter with respect to these ,econls

If new, additional or approvals arc necessary, CPNI Compliance Officer will
determine whether the "Opt,Out Notice" or Notice" must be
used with respect to various proposed out-bound activities.

IO. The CPNl Compliance
activity or campaign, inc:lwling:
was used the CaJl1pal
and services were o!li:)red as
minimum of one year-

maintain a of each out-bound marketing
the campaign; (Ii) the specific CPNl that

the (iv) what produCis
campaign shall bc maintained for a

I I. The Company's employees and billing may use CPNIIO render, hill and
collect for The Company ohtain information trom new or
existing customers that may constitute CPNI as of applications or requests for new,
additional or services, and its and may use such customer
information (withont customer approval) to the services.
Likewise, the Company's employees and billing may use cuslomer service and calling
records (without customer approval): (a) to bill customers f{,r services rendered to them; (b)
to investigate and disputes customers regarding tbeir bills; (c) to pursue

arbitration, or other processes to late or unpaid hills from customers.

12. The Company's employees may use CPNI without customer approval to
protect the Company's rights or nrcmorlv and to protect users and other carriers hom
fraudulent, abusive or use of (or hcc"'in,icm the telecommunications service from
which the CPNI is derived.
Because allegations and of thud, abuse and illegal use constitute very
sensitive: malte:r" any access, use, disclosure distribution ofCPNI pursuant to this Seetioll
must be approved in advance jJ1 the s CPNI Compliance
Of1icer.

13. The Company's agents. contractors venture partners
may NOT use or customers who to, or calls
Ibm, eompeting Nor may Company's agents, independent
contractors or joint venture partners lise or disclose for 0",1''''"111 reasons or profit.

14. Company mandates that eontaining CPNI
such that they cannot be access,ed, or distributed
or in an unauthorized manner.

in a secure manner
unauthorized individuals



15. Paper mes containing CPNI are kept in secure areas, and may not be used, removed, or
copied in an manller

16. Company enlPIOycC;I, independent contractors and vcnlllre partners are
required to the Compl!i!lllCe Officcr of any access or security problems they
encounter with respect to files COlltainlrlg

17. The Company may permit its customers to establish online accounts, but must require an
appropriate password to be furnished by the customer he or can access any CPNI
in his or her online account. NOT based upon readily obtainable
biographical information thc customer's name, mother's maiden name, social security
number or date of birth) or account information the customer's telephone number or
address).

]8. Customers may obtain an initial or replacement (i) if they corne in person to
the Company's business a driver's license, or other government,
issued identification verifying their identity, and correctly answer questions regarding
their service and address; or (ii) if eall a Company number from
their telephone number record, then wait at that number until a Company
representative calls them back obtains correct answers to questions regarding
their and adclres,s.

19. The CClml)arlY will customers immediately of certain chan"c, in their accounts that
may privacy or security matters.

a. The imm(rdir·lte notification (a) or request
tix change the (b) or for change of the
customer's address of record; change or "',,,np", for change of any significant element

the customer's online account: and a or request for change to the
customer's responses with respect to the means authentication lost or
forgotten passwords.

b. The notice may he provided (a) a call or voicemail to the customer's
telephone number (b) a Company text message to the customer's telephone
number record; or (c) a written mailed to the customer's address of record (to
the customer's prior address of record if a change iu the customer's
address of record)

c. Thc must identify only
changed infonnation.

general of change and mllst not revea.1 the

d. The Company or agent the notice must prepare and furnish to the
CPNI Compliance Officer a name, address of record,
and telephone number of record ofthe customer notiJJed; 11 copy or the exact wording
of the text message, written notice, telephone message or voicemail message comprising
the notice; (c) date and time the notice was sent.



20. The Company must nnnviid" an initial notice to law enforcement and a subsequent notice
to the customer if a security results in the disclosure of the customer's CPNI to a third
party without the customer's ""lnem

a. As soon as practicable no event morc than seven (7) days) after the Company
discovers that a person (without authOllzation or exceeding authOJization) has
intentionally acccss to, or disclosed CPNI, Company must provide
electronic notification of such to the United States Service and to the
Federal D!l""tu of Investigation reporting accessed through a link

FCC at

21. Thc Company will provide customers with access to CPNI at locations if the
customer presents a photo and the valid photo ID matches the name on the account.

22. The Company takes reasonable measures to discover and protect against activity that is
indicative of pretexting requiring Company agents, independent
contractors and joint venture to notify the CPNI immediately by
voice, voicemail or email of: any or unusual a customer's call
detail information or other a the caller an incorrect
password or answer to one or both of the "shared secret" question-answer
combinations); (b) any suspicious or unusual attempt by all individual to change a customer's
password or account (including providing or inappropriate
identification or incorrect or !lumber of record" or otber
significant (c) any all where access to the
Company's files or or CPNT was denied due to the
provision of incorrect logins and/or passwords; and (eI) any complaint by a customer of
unauthorized or inappropriate use or disclosure of his or her CPNI. The CPN! Compliance
Officer will further information in writing, and or supervise the
investigation any group incidents that appear to entail
pretexting.

IV. CPNI Compliance Officer

In addition to the specific matters to reviewed and approved by the Company's
CPNI Compliance Officer, and independent contractors and joint venture
partners are strongly encouraged to bring lln)' and other or uncertainties
regarding the use, disclosure, or access to CPNI to the flttention Company's CPNI
Compliance Officer appropriate investigation, and The extent to which
II particular employee or a CPNI matter to the attention of the CPNI
Compliance Officer is a material consideration in any
disciplinary action brought or for impermissible use, disclosure
or access to CPNI.

V. Disciplinary Pl'Ocedul'es



The Company has informed its employees and independent contractors and joint
venture that it compliance with Communications Act and FCC Rules
regarding use, and access to CPl\lJ to be very important.

Violation by Company or agents of such requirements will lead to
disciplinary action (including remedial training, reprimands, unfavorable perfonnance
reviews, probation, termina:tion), depending upon the of violation
(including of whether the violation was a time or repeat
violation, whether appropriate was or received from ePNI Compliance
Officer, and the extent to the was or was not or malicious).

Violation by Company independent contractors or joint venture partners of such CPNl
reqlLirements will lead to prompt disciplinary action (up to and including remedial training
and termination ofthe contract).



Attachment B

Loretto Communication Services, Inc,

01<' ACTIONS TAKEN rU'r"!'''' DATA BROKrmS

A. During Calendar Year 2009, the Company has instituted following proceeding, or filed
the following brokers l'E'I'el", Communications
Commission

NONE

B. During Calendar Year 2009, the Company has instituted the
the following against data brokers before the Tennessee KCgUlal'Jl

c

NONE

Calendar Year
petitions,

the following proceeding, or filed
HJllowing federal or state cOUl1s



Attachment C

L(,renO Communication ~~,~;i~p< 111<:.

OF
REGARDING UNAlJTIIORIZEDRKLEASF; OF CPNI

A, Calendar 2009, the Company has received the lO!!mvm·g number of eustomer
complaints related to access to, or disclosure of: to improper access
by Company employees:

NONE
B. During Calendar Year 2009, the Company has received the 1I0',vlrlg number of customer

complaints to access or dir;dDsllre CPNI due to improper
disclosure to individuals not authorized to the

NONE
C. During Calendar Year 2009. the Cl.1,mIJany

l.1Omplaints to unauthorized access to, or disclclsure
to online inlorml>!ion individuals not

following number of customer
due to improper access

infbrmation'

NONE
D Year Company has become aware ofthe li,llowing processes that

pretexters are using to atterrlp! to access its.

NONE


