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Before the
Federal Communications Commission
Washington, D.C. 20554

In the Matter of

Empowering Parents and Protecting MB Docket No. 09-194

Children in an Evolving Media Landscape

N N N

COMMENTS OF THE INTERNET KEEP SAFE COALITION (iKEEPSAFE)

L. Introduction and Executive Summary

The Internet Keep Safe Coalition (“iKeepsafe”) is pleased to submit these
comments in response to the Commission’s Notice of Inquiry (“NOI” or “Notice”) in
the above-captioned proceeding.! In these comments, we highlight our current
digital citizenship initiatives and discuss new research on children’s media use. In
addition, we identify risks and solutions associated with keeping kids safe online,
and offer media literacy materials being used in schools today.

There are several ways to empower parents to help their children take
advantages of the vast opportunities associated with broadband. Media literacy
education beginning in Kindergarten through 12t grade should be incorporated in
the curricula of all schools, along with professional development for teachers. The
education community plays a vital, pioneering role in ensuring that children are

being taught digital skills to navigate our connected world. Through awareness, we

1 In the Matter of Empowering Parents and Protecting Children in an Evolving Media
Landscape, MB Docket No. 09-194, rel. October 23, 20009.



can encourage parents to reinforce these medial literacy educational messages at
home, and utilize the array of technology tools available for each connected device.
IL. iKeepSafe Promotes Digital Citizenship Through Internet Safety

Education, Industry Partnerships, Federal Projects, Policy Outreach,

and International Efforts

The Internet Keep Safe Coalition (iKeepSafe) is a private-public partnership
of leaders from the Internet industry, the health community, child advocacy
organizations, law enforcement, the educational community and policymakers.
iKeepSafe’s vision is to have generations of children grow up safely using connected
technologies. With this mission, iKeepSafe tracks global trends and issues
surrounding Internet-enabled products, and develops positive, forward-looking
resources to teach the safe and healthy use of connected technology. iKeepsafe has
over 100 Coalition partners including, Governors and First Spouses, State Attorneys
General, corporate sponsors, associations and specialists, and business partners.2

iKeepSafe connects policy leaders and Coalition members to create
customized community initiatives. We consult with industry and organizations to
develop and distribute Internet education materials within their own markets. We
provide a digital library of education content that can be customized and co-
branded for distribution by schools, corporations, and government leaders.

A. Internet Safety Education

iKeepSafe produces the award-winning Faux Paw the Techno Cat® Internet

safety series of children’s books and animated DVDs. Through the storybook

2 See www.iKeepSafe.org for a full list of Coalition members.



adventures of Internet safety icon, Faux Paw the Techno Cat®, elementary school

children learn:

Internet safety basics

. How to handle cyber-bullying

Balancing real life with screen time

. The risks and dangers of illegal downloading

The iKeepSafe.org website reinforces the lessons taught in the books with
educational materials, including PowerPoint® presentations, activity sheets,
coloring pages, quizzes, and educational games available for free download.? The
Faux Paw® curriculum is based on research from Harvard’s Center on Media and
Child Health and created in partnership with the iKeepSafe Global Research Team,
Penn State University Department of Education, and the University of Maryland.
Faux Paw stories are also available in Arabic, Spanish, French, Mandarin,
Cambodian, Vietnamese, Hmong, Tagalog, and other languages.

iKeepSafe partnered with WoogiWorld to create the CyberHero program; it
trains and inspires students to use new media as a positive factor in their lives. The
CyberHero program is a “classroom” version of the full Woogi World learning
environment, exclusively focused on the CyberHero missions to motivate students
to become digitally literate.

B. Industry Partnerships

iKeepSafe has numerous partnerships with industry designed to promote
Internet safety and digital citizenship. iKeepSafe’s most recent partnership is with

Google involving a multi-city Digital Literacy Tour. We have hosted events in two

3 www.ikeepsafe.org



cities in December, 2009 and February, 2010—Fairfax, Virginia and Oakland,
California, respectively—and are planning future events in other cities across the
United States. The purpose of these events is to help parents, younger students and
teens learn how to log on together and develop habits and skills that promote online
safety and security. In conjunction with this tour, Google and iKeepSafe created four
digital literacy videos, as well as instructor booklets and student handouts.* The
videos and resources teach kids how to stay safe online and on YouTube, as well as
how to recognize and steer clear of cyber tricks.

iKeepSafe has a strong partnership with Symantec. An iKeepSafe
representative sits on Symantec's Corporate Responsibility Advisory Board and the
Norton Online Family Advisory Council to provide guidance on critical safety and
citizenship issues. iKeepSafe also produced Symantec’s “Connected and Protected
Tour” which provided safety and security presentations to parents and children
across the US in Boys and Girls Clubs and schools. iKeepSafe has completed similar
projects with AT&T, the American School Counselors Association, DARE America,
and Optimists.

Finally, through multiple industry and foundation sponsors, iKeepSafe is
producing the 2010 Digital Network of Support, which provides training materials
for parents, technology teachers, school counselors, administrators, librarians,
school nurses, law enforcement, and network administrators. These resources will
train all the key players how to respond appropriately to cyber issues for both staff

and students.

4Video and curricula available at: http://www.ikeepsafe.org/youtube.html.



C. Federal Projects

iKeepSafe has completed numerous projects with federal support. In 2008,
we completed a major research project with a grant from the Department of
Justice’s Office of Juvenile Justice and Delinquency Prevention (“OJJDP”) in
collaboration with Harvard’s Center on Media and Child Health on the effectiveness
of online teaching tools for parents. Also, for OJJDP’s Project Safe Childhood,
iKeepSafe produced the “Know Where They Go” media campaign, which included
public service announcements and web resources targeted at parents with digital
citizenship messages, including safety, security, and ethics. >

In 2009, we produced the Internet Safety Education Program for the
Department of Education’s Office of Innovation and Improvement. Currently, OJ]JDP
is sponsoring iKeepSafe’s Cell Safe Kids™, an education project that uses a virtual
world to teach children the safe and healthy use of mobile devices.

D. Policy Outreach

iKeepSafe assists policy leaders with the development and distribution of
customized initiatives for Internet safety education in their states. For example,
iKeepSafe has teamed with Comcast to provide customized, regional education
initiatives with state Attorneys General (“AG”). AG parent presentations currently
run in eight states, online and on Comcast Video on Demand, with more states
joining this year.

Consulting with first spouses and governors, iKeepSafe brings safety

initiatives to elementary schools in states. iKeepSafe also participates in task forces

5 http://knowwheretheygo.org/



and working groups to produce reports for policy leaders, both regional and federal,
such as the Berkman Center’s Internet Safety Technical Task Force and National
Telecommunications and Information Administration (NTIA) Online Safety Working
Group.

E. International Efforts

Internationally, iKeepSafe is a member of the Cyber Peace Initiative in Egypt
with First Lady Suzanne Mubarak to produce digital citizenship content in Arabic for
distribution through Arab-speaking communities in the Middle East. In Australia,
iKeepSafe participates on the advisory board of Cybersafe World. Working with the
Chinese government, iKeepSafe published the last two installments of the Faux Paw
the Techno Cat® Internet Safety series in China, producing bilingual editions
(Mandarin-English) for distribution in Beijing schools. iKeepSafe education
materials have been translated into 11 languages and are used by coalition
members or schools in many nations.

III. The Commission Should Consider New Research on Children’s Media
Use

The NOI seeks additional data and studies on children’s media use beyond
those identified in the Notice.® The Commission should review Sonia Livingstone’s
comments filed in this docket in December, 2009 because her work at the London

School of Economics and as the Director of EU Kids Online is instructive to many in

6 NOI at 14.



the online education community.” Aside from the research presented by EU Kids
Online, the Commission should review the Kaiser Family Foundation’s latest study
and RIT’s Study on Internet Behavior.

A. Kaiser Family Foundation Study Reveals That Media Use Is Up But
Parents Can Set Effective Limits

In January 2010, the Kaiser Family Foundation released a new study entitled,
“Generation M2 --Media in the Lives of 8- to 18-Year-0Olds.”® The study is one of the
largest and most comprehensive sources of information on media use among kids
and finds that kids’ media consumption has significantly increased in the last five
years to nearly eight (8) hours per day. iKeepSafe encourages the Commission to
thoroughly review and consider the Kaiser Family Foundation’s latest research,
which is filled with useful information on how kids’ are using media. From
iKeepSafe’s perspective, we are pleased that the study confirms that parents play a
key role. Children whose parents make an effort to limit media use consume less
media. This means that when parents get involved in setting limits and controls
over the child’s use of media, kids spend less time on their computers, playing video
games and watching television.

B. Rochester Institute of Technology Study Confirms that the Majority
of Cyber-Offenses Involving Kids are Perpetrated by Their Peers.

In 2009, the Rochester Institute of Technology released a study on Internet

behavior, which was the result of an eight-month evaluation of kids in fourteen

7 Formal (Public) Response from Sonia Livingstone, London School of Economics
and Political Science, and Director of EU Kids Online (see www.eukidsonline.net) in
MB Docket No. 09-194, dated 5 December 2009 (“EU Kids Online”).

8 Full Report is available at: http://www.kff.org/entmedia/mh012010pkg.cfm




school districts in Monroe County, New York.? The regional study revealed, among
other things, that:
* Most kids begin using the Internet at Kindergarten age or younger.

* The more time youth spend online, the more likely they are to engage
in or experience cyber issues, such as cyber-abuse.

¢ The majority of cyber offenses involving children or teens are
perpetrated by peers of approximately the same age and/or grade

level.

* Cyber bullying and victimization begins as early as second grade and
peaks in middle school.

e In high school, cyber offenses include piracy, bullying and data
snooping.

The RIT study provides a good assessment for the types of issues and threats
kids are facing. While the study is regional in nature and is not a national study like
the Kaiser Family Foundation report, it is significant for a few reasons. First, it
reveals that children are encountering cyber-issues in elementary school, which
demonstrates the need for digital literacy and digital citizenship education at the
primary school level. Educators and parents should not wait until middle school to
address Internet safety issues with kids. Second, the study confirms that the “old
paradigm of adults preying on children has been replaced with the new reality that

kids now regularly prey on each other online.”10

9 Report of the Rochester Institute of Technology, “Survey of Internet and At-risk
Behaviors,” by Samuel C. McQuade III, Ph.D. and Neel Sampat, RIT Center for
Multidisciplinary Studies, June 18, 2008 (“RIT Study”), attached hereto as Exhibit A.
10 RIT Study at p. 6.



IV. iKeepSafe Strives to Protect Kids from the Risks of the Internet

The Notice seeks comment on the chief harms that befall children from using
electronic media.ll Before we review the harms associated with kids’ using the
Internet, iKeepSafe would like to acknowledge that the Internet is a wonderful tool
for kids to learn, socialize and expand their horizons. As the Notice points out, the
increased use of the Internet by children creates new risks.!? EU Kids Online
presents a comprehensive list of the major risks facing kids today and explains that
they relate to content, contact and conduct.13 Similarly, iKeepSafe breaks down the
three concepts as follows:

* Inappropriate Contact -Teach kids how to recognize and protect
themselves against contact with cyber-bullies, hackers, phishers, and
predators. People aren’t always who they say they are. The Internetis a
place to enhance existing relationships, not a place to meet new people.

* Inappropriate Content - This includes both content that is viewed and
content that is uploaded by kids. Help kids understand that the Internet is
forever: everything they post online is tracked and stored and will follow
them to future job interviews and college entrance interviews.

¢ Inappropriate Conduct - Because the web environment can feel
anonymous, some youth become dis-inhibited. Teach kids that the Internet
is a public forum, and never truly private: anonymity is a myth. Help them
be the good person online that they are when they’re offline.

EU Online Kids identifies five major types of risks facing kids online:14

1. Sharing of personal information;

11 NOIat | 32.

12]d. at T 31.

13 EU Kids Online Comments at p. 3.

14 Sonia Livingstone and Leslie Haddon, EU Kids Online: Final Report, June 2009,
available at:
http://www.lse.ac.uk/collections/EUKidsOnline/Reports/EUKidsOnlineFinalRepor
t.pdf



2. Encountering pornography;

3. Encountering violence or hateful content;

4. Being bullied, along with receiving unwanted sexual comments; and

5. Meeting an online contact offline.

In their comments, EU Kids Online discusses these risks and explains the
severity of each.l> We encourage the Commission to look at the research presented
by EU Kids Online because it is comprehensive and representative of what is
happening in the United States.

The Internet Keep Safe Coalition agrees that there is an important balance to
be struck between opportunities and risks. All stakeholders in the Internet safety
community—parents, educators, law enforcement, health care providers
(pediatricians, psychologist, etc.) and policy makers—should focus on these risks
and address them in ways that balances the need to protect kids from harmful
material while, at the same time, provide them with the benefits of new technologies
and modes of communication and free expression.

V. Media Literacy Education and Technology Are Essential Solutions to
Curbing Internet Risks

There are two important ways to mitigate kids’ exposure to and involvement
in online risks: through education and with technology solutions.
A. Education—Media Literacy

i. Resources for Students

15 EU Online Kids Comments at p. 3.
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iKeepsafe has developed educational materials for use in schools. One thing
that distinguishes iKeepSafe from other nonprofits in the space is that we have
educational materials specifically designed for elementary school children (K-3).
Our message is simple: Keep safe, Keep Aware and Keep Telling. As mentioned
above, the iKeepSafe resources use a literacy-based approach through the award-
winning Faux Paw® Series of children’s books and animated films. iKeepSafe
encourages teaching safe and healthy online habits from a very young age when
students are first learning to use technology, rather than waiting until they are older
and are at a greater risk.

In addition, iKeepSafe has produced educational materials for middle and
high schools. That message is: Protect your NAME, IDENTITY and REPUTATION.
The resources for this age group use a peer-to-peer educational module using
videos where teens discuss their personal experiences of being cyber-bullied,
identify safety tips, and discuss how and when to report bad behavior and
inappropriate contents. Research shows that people, including teens, are more
likely to accept a message when peers present it.

ii. Resources for the Education Community

The NOI requested recommendations for “a minimum necessary level of
media literacy.”1¢ In response to this request, iKeepSafe submits the attached
iKeepSafe Digital Citizenship Standards and Glossary, used last year by California’s

Department of Education to be integrated into its new media literacy standards.”

16 NOI at § 51.
17 iKeepSafe Digital Citizenship Standards and Glossary, attached hereto at Exhibit C.
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The iKeepsafe Digital Citizenship Standards recommends media literacy be taught in
Kindergarten through 12t grade.

We also submit iKeepSafe Digital Citizenship C3 Matrix.1® iKeepSafe
partnered with noted security and education expert Davina Pruitt-Mentle along with
other thought leaders to produce this guide to help educators and curriculum
writers identify essential areas of study and levels of proficiency, based on age. The
C3 Matrix outlines three levels of competency for students (basic, intermediate, and
proficient) within the comprehensive C3 topics: cyber-safety, cyber-security, and
cyber-ethics.

Current models of technology and media-literacy standards address many of
the C3 topics. The American Association of School Librarians (AASL) Standards for
the 21st Century Learner relate to safe and ethical behavior, and instruct students
to: “use information technology responsibly; seek appropriate help when it is
needed; practice safe and ethical behaviors in personal electronic communication
and interaction.”

The International Society for Technology in Education (ISTE) also has
National Educational Technology Standards (NETS). The 2007 NETS for Students
(NETSeS) include a standard for digital citizenship: “Students understand human,
cultural, and societal issues related to technology and practice legal and ethical
behavior.”

In spite of the standards, new research shows that most teachers

18 jKeepSafe Digital Citizenship C3 Matrix, attached hereto as Exhibit B, and
available for download at http://knowwheretheygo.org/c3matrix.
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do not feel equipped to address questions from students on C3 issues. A new C3
study, released February 25, 2010, by Dr. Pruitt-Mentle and the National Cyber
Security Alliance (NCSA), looks at C3 educational policies, initiatives, curriculum,
and practices currently taking place in U.S., K-12 schools.l® Among key findings in
the study, only five percent of teachers indicated that they had had a discussion with
students about “how to make decisions about sharing personal information on the
Internet”—the most likely Internet threat youth face online. Only 50 percent of
teachers felt prepared to discuss cyberbullying; and only 15 percent of educators
have actually had classroom discussion about it.

Other important C3 concepts rarely came up in classroom discussions
include: plagiarism, sexting, the authenticity of information online,
Facebook/MySpace use, downloading music and video files or identity theft. A few
C3 topics that returned a statistical zero for classroom conversations included:
“managing your online reputation, cyber stalking/creeping, and using strong
passwords”—all essential elements of digital citizenship.

While 69 percent of teachers feel that C3 professional development is a
priority, 44 percent of teachers have not taught any topics related to cyberethics,
safety, or security in their classroom for the last year. More than half of
administrators and technology coordinators agree that their school or school
district requires that C3 curriculum be taught in the classroom, but over 75 percent

of teachers have spent less than six hours on any type of C3 professional

19 A copy of NCSA’s 2010 Study can be found at:
http://www.staysafeonline.org/content/ncsa’s-national-k-12-studies
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development education within the last 12 months. We should note that while there
is much room for improvement in C3 education, these findings reflect marked
improvements over the 2008 baseline study.

The Digital Citizenship C3 Matrix addresses these important topics and
expands upon the outstanding contribution of previous guidelines and standards to
include all aspects of safety, security, and ethics.2? The Augmented Technology
Literacy Standards for Students worksheet (shown as last page of the C3 Matrix)
illustrates how C3 concepts can be integrated into existing standards and lesson
plans. Educators currently using the ISTE/NETS Standards, AASL Standards for the
21st Century Learners, and AASL/AECT Information Literacy Standards for Student
Learning will benefit by referring to the augmented standards sheet to determine
how they may incorporate cyber safety, security, and ethics into their lesson plans.

Educators are in a unique position to encourage a culture of active bystander
awareness. As a digital culture, we have not yet begun to mine the emotional and
psychological data that kids offer up to peers online. As Web content becomes
increasingly user-generated, kids are revealing more online about their state of
mind, leaving telltale indicators or “bread crumbs” of their well being. In this
setting, other users (bystanders, professionals and peers) are in a position to reach
out to at-risk youth—those showing an interest in self-destructive behaviors such as
suicide, self-mutilation, or drug use.

On another level, bystanders are in a position to improve the general Web

environment and behavior of all users by self-enforcing acceptable behavior for

20 See Exhibit B.
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citizenship. All Web users, particularly teens, benefit when bad behavior is reported.
Experiencing real consequences for online behavior helps teens understand that
online communications are public, and though they may feel anonymous, all digital
interactions can be traced by service providers and law enforcement back to the
user.

Professional development and media literacy training should help educators
identify at-risk youth, train them how to respond, and provide a network of support
after an incident. Digital literacy, with an emphasis on professional development, is
an essential subject that should be incorporated into the curricula of all schools.
With curriculum already packed, digital citizenship requirements may create a new
burden for educators, but the education community plays a vital, pioneering role in
digital citizenship. Schools need to offer more flexible, in-depth professional
development in cyber-safety, security, and ethics for all teachers, not just the
technology coordinator or media-literacy specialist.

To make this training most effective, we encourage the Commission to
engage the public-health community for information and ideas on how to identify
and reach at-risk youth in their online as well as real-world activities. A bold, new
partnership, forged between public health, education, and government will help all
parties recognize the indicators of risk and offer intervention, prevention, and
bystander awareness to at-risk youth. For professionals trying to reach this segment
of students, online social media is a data mine. Intervention through electronic
means, by online peers and professionals, has proven extremely effective in some

instances.
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The states and schools that invest in professional development for teachers
across all disciplines will see the greatest return in their students’ ability to protect
themselves and the infrastructure, while benefitting the positive resources available
online. Educators are compulsive teachers: if they have the information, they will
share it—even if it doesn’t fall under their specialization. This is the future of
education for digital citizenship. The best way to train ethical, responsible, and
resilient cybercitizens is to have ethical, responsible, and resilient teachers who are
comfortable navigating the digital world.

B. Technology Solutions

As new online risks emerge, so do new technologies. There is no one-size-
fits-all solution to address the myriad of online risks, which highlights the
importance of a multi-layered approach to combating risks.

The YouTube Safety Center is an example of a multi-layered approach
involving technology and rules. YouTube’s new Safety Mode is a technology solution
developed in response to an Internet risk involving kids’ exposure to adult material
on YouTube. Safety Mode gives YouTube users the option to choose not to see
mature content that they may find offensive. When you opt in to Safety Mode,
videos with mature content or that have been age restricted will not show up in
video search, related videos, playlists, shows and movies. Comments default to
collapse, and when opened manually, inappropriate words are hidden. Because
Google knows that not all filters are 100% accurate, it provides its users with other
layers of safety, which provide extra protection. For example, Google relies on the

use of community flagging whereby a user can flag videos that may not be
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appropriate for YouTube. Moreover, objectionable comments posted by users on
videos can be hidden. Safety Mode on YouTube does not remove content from the
site but rather keeps it off the page for users who opt in.

iKeepSafe would like to see similar features deployed in the virtual world
community. Today, virtual world sites, like WoogiWorld, are designed specifically
for younger children and offer a range of safety settings that can be set by the
parent. In addition, these sites offer training in digital citizenship. But, there are
also many virtual worlds sites and games that involve a mix of children and adults,
which, at times, can operate seamlessly, but at other times, present risks when
children come into contact with violent or adult content. Ideally, kids could
participate in the communities and games on these sites and be sheltered from the
violence and adult content. For example, if these virtual worlds sites enabled users
to rate each other so that if a particular user is aggressive or engages in more violent
activity, another user would know that and choose not to play with that user. Also,
players showing high levels of good citizenship could be rewarded within the virtual
world with extra points or virtual money. eBay developed a good model whereby
the community rates sellers and buyers so that a new user is able to determine
whether he/she would like to interact with that user. Something similar should be
developed in the virtual worlds community.

Likewise, there is a critical need for virtual world sites and user-generated
content sites to provide clearly marked information on how people can report abuse
on the site. YouTube has developed a system whereby videos can be flagged and

reviewed. Many Internet Service Providers provide one click access to report abuse.
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However, not all websites offer clearly marked procedures for reporting abuse,
which is something that sites should be encouraged to provide.

The Commission recently conducted a thorough review of the tools available
to parents.2! The Internet industry is making improvements to keep pace with new
and emerging threats by developing innovative technologies. While we’ve seen
many improvements in products over the last five years, most parents remain
overwhelmed with the task of managing their family’s Internet experience. The
parental controls marketplace functions well under some very specific and limited
circumstances, but is inadequate in other areas. The primary, glaring hole in these
products is the lack of a pre-filtered Internet service where filtering occurs outside
and independent of the home computer.

Several products exist that adequately—not perfectly—filter content
unsuitable for children. In order for these controls to function properly, at least one
parent needs to have basic understanding of (1) general computer security,
including knowledge of “User Accounts” and how to set up an account with “limited
access” for children and guests; and (2) the installation and management of the
parental control program. Under these favorable circumstances, parents can place
helpful time restrictions and content filtering for general Web content. However, as
discussed above, existing parental controls do not adequately manage Web 2.0
content—social networking, gaming sites, and virtual worlds where user-generated

content is uploaded. A parent’s only option for inappropriate content in these

21 See Implementation of the Child Safe Viewing Act: Examination of Parental Control
Technologies for Video or Audio Programming, MB Docket No. 09-26, Report, FCC 09-
69 (Re. Aug. 31, 2009).

18



venues is to block the sites entirely. This is not a reasonable solution, and these sites
are still unmanageable and a source of conflict and frustration for parents.

VI. A Coordinated National Consumer Awareness Campaign Would
Highlight the Importance of Digital Citizenship

The Notice inquires about the need for a consumer awareness campaign on
the tools available to parents.22 iKeepSafe supports a national consumer awareness
campaign on the importance of digital citizenship. In order for the campaign to be
effective, it should include input from all the different government agencies involved
with this issue—Federal Communications Commission, Federal Trade Commission,
NTIA, and Department of Education. Each government agency has its own unique
interest in this issue and could add significant value to the campaign. Similarly,
there are many different elements to consider with such a campaign, such as the
availability of tools; the importance of parent-child communication, including the
importance of raising strong digital citizens; and information on the availability of
educational information and initiatives underway to protect kids online.

Respectfully submitted,

/s/

Kimberly A. Scardino
Senior Advisor

Internet Keep Safe Coalition
1401 K Street, NW

Suite 600

Washington, DC 20005
(202) 487-7552
kim@ikeepsafe.org

22 1d, at Y 45.
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