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A Professional Limited Liability Company

Attorneys at Law
1420 Veterans Memorial Blvd.

Metairie, Louisiana 70005
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Facsimile: (504) 831-0892

February 25, 2010

Philip R. Adams, Jr.

Marlene H. Dortch, Secretary
Federal Communications Commission
445 12th Street S.W.
Washington, D.C. 20554

RE: Annual Customer Proprietary Network Information Compliance
Certification; EB Docket No. 06-36.

Dear Ms. Dortch:

Please find attached the Annual Customer Proprietary Network Information ("CPN!")
Compliance Certification for Vanco US, LLC. Please feel free to call me if you have any
questions regarding this filing.
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ANNUAL 47 C.F.R. S: 64.2009 (e) CPNICERTIFICATlON FOR 201.0
Ii:B Docket 06·36

Date Filed:

Nameo[Company: Vanco US, LLC

FomJ499 Filer rD: 822998

Name ofSignatory: Ted Raffetto

Title ofSignatory: Manager

I, Ted Raffetto, certify that I am an officer of the company named above, and acting.as an
agentofthe company, that 1have personal knowledge that the company has.established
opetatulgprocedures that are adequate to ensure compliance with the Comulission'S.CPNI rtlles.
See 47 C.F.R. &64.2001 er seq,

Attached to this eeJiiJ1cation is an accompanying statement explaining how the
C01l1P~W'S proccd1.lrcscnsure that thc cOmpany is in complianeewith the requircnlents setfol'th
in sectioJ'l64.2001 el.seq. ofthe Comntission's rules.

The company has not taken any actiolls (proceedings instituted orpetitiollS filed pya
company at either state commissions, 1hecour! system, or at the Commission against data
brokers}against data brokcrs in 1hepast year. The steps thecompanyhastakentoprotectCPNI
ulcJUJe updating itsCPNI practices and procedurcs and cOllducting !lew training designed to
eusureco1l1pliancc with the FCC's modified CPNI rules.

The company has not receivcd any cllstomer complaints in the past year cOnceming tb:()
unauthorized release of CPNL

Si/;,'lled: ~~.?J;!k
TEDRAFFETTO



STATEMENT OF POLICY IN TREATMENT OF
CUSTOMERPROPRlETARY NETWORK lNFOlUVlATlON

1. It is Vaneo US, LLCs eVUS") policy not to use CPNI for any activity ofuer than
pennitted by law. Any disclosure of CI'N1 to other panies (such as affiliates, ve!ldot$,
and agents) occurs only if it IS necessary tocondtlcta legitimatebpsine$Sa\'tlYj'ty T<jlated
to the services already provided by the eompanY to theC{lstomer. If the CompanY is:Ilot
required bylaw to disclose the CPNI or Ifthe intended use does not fall within one ofthe
carve oms, the Companywill first obtain thecustoll1er's consentprlorto usingC1':NL

L VUS follows industry-standard practices to prevent unautho.rizedaecess to 81'1"11 hya
person other that the subscriber or VVS. However, VUS cannot guarantee that these.
pi'a¢tices will prevent every unauthorized attempt to access, use; or disclose pCrSbl1.ally
identi:flableinfbrmation. Therefore: .

A If an unauthorized disclosure were to OCCllr,. VVS shall provide notifillatiQn o!'tl1e
breach within sevet1 (7) days to the United States Secret Service ("USSS") and the
Federal Bureau ofInvestigation ("FBI").

B. VUS shall wait .m additional seven (7) days from its gQVelUll1entJlotice priOJ;lq
notifying the alTectcd customers ofthebreach.

e. Notwithstanding the provisions in snbparagraph B above, VUS shall not wait the
additional seven (7) days to notify its customers ifVVS determines there.is an
immediate risk of in-eparable hann to the customers.,

D. VUS shall maintain records of discovered breachcs for a period ofat leasttwo (2)
years.

3. All employees will be trained as to when theyare,art{1 ate not, ill1tl1orizedtoll$elG1"l"ll
nponemplbyment With the Company and amlllallythereafter.

A. Specifically, VUS shall prohibit its personncl from releasing.CI'NJbllSedllPo)1a
customer-Initiated telephone call except under the followlllg threl> (S)
circumstances:

1. \\'hen the customer has pre-established a password.

2. When the infol111ation requested by the \'\lstOI11er IS to be se,lt to the
customer's address oftecord, Or

3. When VllS calls the. customer's telephonenmnberofrcco.rd and dis¢.l1sseS
the il1folUlation with the party initially identified by customer When.
service was initiated.



13, VUS llwy use CPNl for the following ptlrposes:

• To initiate, render, maintain, repair, bill and collect for servipcs;
• '1'0 protect its property rights; or to protect its subscribers or otlfercattiers

from fraudulent, abusive, or the unlawful use of, or stlbscriptioutp,SJ;l¢h
services;

• To provide inbound telemarketing, referral or administrative services to
the customer during a customer initiated call and with the customer's
infonned consent.

• To markct add itional services to customers that are within the same
categories. orservice to whieh the ctlstolneralreadysubsctibes;;

• To market services fonnerly known asadjuncHo"basic scrvices; and
• To market additional services to CIlstomers with the receipt of infopn~

consent via the use of opt-in or opt-out, as. applicable,

4, Prior to aUowing access to Customers' individuaUy identifiabk CPNI .to \IUS's ji;J:iJ:(t
venturers or independent contractors, \IUS will require, in order to safegWlrd thai
infoffiWion, their entry into both confidentiality agreements thatensrlJ'ecolll~1talic;eWith
this Statement altd shall obtain opt-in consent from a customer prior to ,dlsc!Qshtlt the.
information. In addition, VUS req(lires all otitside Peale,s and Agents toacl<timvl¢dge
and certify that they may only use CPNI for the purpose for which thaLinfopnationh3ll
been provided,

5. VUS requires express written authorization from the customer prior to dispensing emI
to new carriers, except as otherwise required by law.

6., V1JSdoes not market, share or otherwiSe sell CPNI information to any third party,

7. VUS maintains a record of its owu and its affiliates' sales and nlarketihgcampaiJttlsthilt
use Vll8's customers' CPNI. The record will include a descrjptionofeacjt QarnpailtU,ti\'e,
specific CPNI that was used in the campaign, and what products and services wefe
offered as part ofrbe campaign,

A, Prior commencement ora sales or marketing campaign that utilizes CPNI,V1.JS
establishes the statrls of a p\lstOmer's ePNI approval. The fQllo\'\ling sets fotlhthe.
procedure followed by \IDS.

• Prior to any solicitation for customer approval, VUS willnotify customers
of their right to restrict the use of, disclosure of, andaecess totheit.CPJNT

• \/13S will use opt-in approval for any instance in which VUS must;ohf~in

customer approval prior to usillg, disclosing, or pel111itting access toCPNI.
• A customer's approval or disapproval remains in effect xlIltiI lltecllStollWr

revokes or limits such approval or disapprovaL
• Records ofapprovals are maintained for at least one year,
• \IUS provides individual notice to customers when soliciting approval to

use, disclose, or permit access to CPNI.



• The content ofVeS's CPNl notices comply with FCGfqle 64.2008 (c.).

s. VUS has implemented a system to obtain approval and infomwdcO\lsent :from its.
custolners prior to the use of GPNI for marketing purpoi>eS, Th;ii> i>ystCIl1 allgw$
[of the status ofa customer's CPNlapproval to be clearly established prior to tlW
use ofCPNl.

9. VLJS has a supervisory review process regarding compliance with the CPNI rtHes for
outbound marketing situations and will maintain compliance records. for at lellsnme yellI,
Specifically, VUS's sales pcrsonnel will obtain express approval of any proposed
outbound markcting request for customer approval of the use of CPNI by The General
Counsel of VUS.

HI. VUS notifies customers immediately of any account changes, inclu4ing addres), of
reGord, authentication; online account and password related changes.

1L ves may negotiate altcrnative anthcntication procedures fOl' services that VUSprovides
to bUsin"ss customcrs that have a dedicated account representative andaeontrltCr that
specifically addrcsses VUS's protection of CPNI.

1') VUS is prepared to provide written notice within five business days to the FCCofall¥
instance where the opt-in mechanisms do not work properly to such a degree that
&n$11111er'8 inability to opt-in is nl0re thatl all allomaly.


