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I, Ashar Syed. CEO Of Tele Circuit Network Corporation. certiJ:v that I am an officer of
the company named above, and acting as an agent of thc company. that I have personat
knowledgc that the company has establishcd operating procedures that are adequate to
cnsure compliance with the COlmllission's CPNI rules. See 47 C.F.R. § 64.2001 el seq.

Attachcd to this certification as Exhibit "A" is an accompanying statement explaining
how Telc Circuit Network Corporation's proccdures cnsure that the company is in
compliancc with the requircments set forth in Section 64.2001 ef seq. ofthc

Cooullission's rules.
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Telc Circuit Network Corporation has not taken any actions (proceedings

instiluled or petitions filed by a company at either stale commissions, the court system, or

al the Commission against dala brokers) against data brokers in the past year Companies
must report on any information that they have respect to the process pretexters are
using to allempts to access CPNI, and what steps companies are taking to protect CPNL

Tele Circuit Network Corporation has not received any customer complaints in
the past year concerning the unauthori7£d release of CPNI (number of customer
complaints a company has received related to unauthori7£d access 10 CPN!, or

unauthorized disclosure of CPNI, broken down by category or complaint. e.g. . instances

of improper access by employees. instances of improper disclosure to individuals not
authori7£d to receive the information, or instances of improper access to online

information by individnals not authorized to view the information).
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Tele Circuit Network Corporation
3050 Royal Blvd., South, Suite 145

Alpharetta, Georgia 30022

Compliance Requirements

Tele Circuit Network Corporation ("Company") maintainS the follOWing operatll"lg procedures 10 ensure compliance

with the reqUIrements set forth In Section 64 2001 et seq. or the COmmission's rules

Section 64.2005 Use of customer proprietary network infonnation wlthou' customel'
approval.

(a) Any telecommunications carrier may use, disclose, or permit access to CPNI tor Ihe purpose of

providing or marketing servicc offerings .among the categories ofservice (i.e., local, intcrexchange, and
CMRS) to which the cuslomer already sub~ribes from the same carTier, without customer approval.

(I) If a le1ecommunicati()Rij c.1rTier provides differenl categories of service. and a customer

subscribCl; to more than one ClItegory ofservice offered by the carrier, the carrier is permitted to share

CPNI among the carrier's affiliated entities lhal provide a service offerinB to the customer.

(2) If a leleoommunicalions carrier provides different calcgorie~ ofservice, but a customer does
not subsrine to more than onc oftering by thc carrier, the carrier is nol perrnitlcd to share CPNI wilh its
affiliates. ei(cepl as provided in §64.2007(b).

(n) A tclccommWliealions carrier may not use, disclose, or permit access to CPN! to market to a

customer ser"ice offerings thaI are within ll. category of service to which the suhseriber does not already
subscribe from Ihat carrier, unless that carrier hat customer approval to do so, except a~ deseribed in

paragraph© of this section.

(1) A wireless provider may use disclose, or permil aceess to CPNI derived from its provision of
CMRS, wilhout customer approval, tor the provision of CPE and inlormation servicc(II). A 'A"ireline carrier

may U'Je, discJo!e or permit access to CPNI derived from its provision of local ei(change service or

interexchange service, without customer approval. lor the provision ofCPE and call alls'A"erillg. "oice mail
or messaging, voice storage and retrieval serviees.lax store and lorward, and protocol conversion.

(2) A tc:lecommWlications can-ier may not use, disclosc, or permit access to CPNJ 10 identify or
trad, customas Ihat call competing service providers. For example. a local cxchange carrier may not use

local service: CPNJ to track all customers Ihat call local serviee competitors,

(c) A telecommunications carTier may use, diselo~e. or permit aecC!lS to CPNI, 'A"ithout customer

approval. as dC'icribc:d in Ulis paragraph (c ).

(I) A tdecommWlications earrier may use, disclose. 01' permit accC!lS to ePNJ, without customer

approval. in il~ provision of inside wiring installation, maintenance, and repair services.

(2) ('lU-.tS providers may use, diseJose, or permil access to CPN! for the purpose of conducting

researeh on the health effects ofCr..mS.



(3) LE("~, ('MRS providcl"!I, and interconnected VolP providers may use ePNI. without cudomer
approval. 10 market seIVi~es tonnerly kno'Mt as adjunct-to-basi~ services, such as, but not limited to, speed
dialing, computer·provided directOly assistance, call moniloring, call tracing, call hlocking, call return.
repcal dialing, call tracking, call waiting, caller 1.0., call forwarding, and certain Centrex features.

(d) A telecommunications carrier may Ulle, diselose. or permit access to ePNI to prot~t the rights
or property of thc carrier, or to protect u~ert> oflhose servi.:es and other carriers from fradulent. abusive, or
unlawful use or, or subscription to. such services.

The C~p"II.vhtU' adoptetl specifU: CPNJ pol~U!s 10 etulln thai, Ur Ihe abs~lIaofcustomer apprOl'al,
CPl,,'j is Olily lUed by Ihe COmpoIlJ' 10 provide or market servia offeru,f/s anJOlig the t:.ategories of
service (i.e., local, uuerexchallge. alld CMRS) to which Ihe aut~er alreadJ'sulncribes. The
Compa"y's CPNJpolicU!sprohibl lite sharing ofCPNJ with affdiated companies, exup/ as permined

under RMle 64.200S{D)(1) or with CllSiomerapprovalJHlrsutuU 10 Rule M.2007(b). 17Ie 0II1J' ext:.eptions
10 Ihese policies are a~' permiJted undn 47 U.s. C § 22(d) alU! Rule 64.200J.

Section 64.2007 Appro\'al required for use ofcuslomer proprielary nl1\\'ork information.

(a) A telecommunications carTier may obtain approval through written, oral or electronic
methods.

(I) A telecommunications carrier n:lying on oral approval shall bear the hurden of demonstrating
that such approval has heen given Lo compliance with the Commillllion'H rules in this part.

(2) Approval or disapprovallo usc, disclose, or pennit acCesll to a customer's ePNl ohtained by a
tc:lCl.:ommunication~ carrier must n:main in effect until the cu~tomer revokes or limil~ Huch approval or
disapproval

(3) A tclcoommunicatiom carrier mud maintain records of approval, whether oral, wriUen 01

eleclronic, for at least one year.

JII all drt:.umsiallCes where cuslomn apprtlllal is requiretl to use, disdose or permiJ accen 10 L'PNJ,lhe
Company's CPNJpolicies reqllire thrd tlu. Cbmpany ohmUr C'.Ml1omer IlJlproVllllhrollglr written, oral or

elecl70llic methods ill complwllf% wilh Rule M.2007. A t:.uslomer's approval or disllJlproVllI remains Ur
effecl IIIl/illhe t:.ustomer revokes or limiJs lire approval or disllJlproVllL The Company mailllaw recortb·
ofcuslomo approVllI (whether Jvrittl!ll, oral or electrollic) for a millimum ofone year.

(h) Use o.fOpt-Oul and OpUn Approval Pnxesses. A telecommunic.ations carrier may, subject
to opt-oul .approv.al or opl-in approval, ulle its customer's individuall)" indcntifiahle ePNI for the purposc of
markeling communic.ations-related se....·ices to thaI cuslomer. A telecommunications .:arrier may, subjCl.:lto
opt-out approval or opt-in approval, disclose it" customer's individually idaltifiable(,PNI, for the purpose
ormarketing communicarions·related services to that customer, to ils agents and its affili3tes thai providc
eommunications-relallXl sen.·ices. A telecommunications c.arrier may also permit such person or entities 10
ohtain aecQls 10 such CPNI for such purposes. Except for use and disclosure ofCPNI that is pcnnitled
without cUSlomer approval under 8ection §64.200S, or that is described in this paragraph, or as otherwi~c

provided in seetin 222 of the Communications Act of 1934,.:IS amended, a telecommunications carrier
may only use. disclose, or permit access to its euslomer's individually indentifiahle CPNI suhject to opt-in
approval.

The ComponJ' does noluse CPNJfor allYpllrpo~'e (utelMdUtf/ marketUrg communicaliotlS-relrdeti
servias) and does lIot dii-dose or gralll access 10 CPNJ 10 lUfypart}' (illclMdiJIg 10 age"n or affUiates Ihal
provide commlUJiclllions-relaled services), excepl aspomiJted ullder 47 U.S.C § 111(d) IUfd Rule
M.200J.
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Section 64.2008 NoHce required ror use orcuslomer proprietary network information.

(a) NotificatIOn. Generally. (I) Prior to lIny solicitation for customer approval a
telecommunications carrier musl provide notification to the customer of thc cu~tomer's right to restrict U5e
of: disclosl: ot: and access to that customer'!) CPNL

(2) A tell:communications carrier musl maintain rllCOrds of notification, whether oral, written or
dcclronic, for at least one year.

(b) Individual notice to customel1l must be provided when soliciting approval to use, di~close, or
permit access to cuslomel1l' CPNl

(C) Content q{Nolrce. Customer notification mu~t provide sufficient inJormatin to enable tile

customer to make an infonned decision as to whether to permit a carrier to usc, disclose, or permit access
to. tile customer's ePNI.

(I) The notification musl state tilat the customer has a right, and the carrier has a duty, under
tederallaw. to protecl tile confidcntiality ofCPNI.

(2) Then(Jtification must specify the types ofinfonnalion that constitute CPNI and the specific
entities that will receive the CPNl, descrihe thl: purpose for which CPNI will be used. and inform the
cu~tomerof his or her rlghtlo disapprove those uses, and deny or withdraw aCCel;N to CPNI at any time.

(3) The notification must advise thc customa of the precise steps the customer must take in order
to grant or deny access to CPNl, and mu.~t clearly stale that a denial of approval will nol affect the
provisions of any YeNice to which the customer subscribes. Howe\'c:r. carriers may providc a hrief
statemenl, in a clear and ncuturallanguagc, descrihing consequences directly resulting from the lack of
access to CPNI.

(4) lbe notification must be comprehensible and must not be misleading.

(5) If .....Titten notifieation is provided, the notice must be clearly legible, use sulIiciently large

type. and he pillced in an area so as to be readily apparent to a customer.

(6) Ifany portion of a notification is tran~laled into another languaBc, then all protions of the
notifiealion must he transilIled inlo that language.

(7) A carrier may slate in the notification thallhe cu~tomer's approval to useCPNl may enhance
Ihc carrier's abilit~.. to offer products and scrvices tailored to the cuslomer'ij needs. A carrier also may state
in the nolification tilal il may be compelled to disclose CT'NI to any person u(lon affinnativc ""riUen request
by thc cust(Jmer.

(8) A carrier may not includc in the notification any stalemcnt attempling to encourage a customer
to freel.C:: third-party ao::ess to CPNI.

(9) 'l"e notification musistate tilal any approval, or denial of ap(lrovalfor thc use ofCPNI
outside of the service to which the cU8tomer already subscribes from that cllJ11er is valid untilthc cUNlomc:r

affmnativcly revokes or limits sueh approval or denial.

(10) A telecommunications carrier's solicitation for approval must he proximate to the
notifiC<llion ofa cus(omer's CPNI rights.

The Compon)"!J CPNI policie!J require that CIInomer!J be notified oftheir rights, and the Compan)"s
obligalion!J. wiJJr resped to CPNI prior to an)' s:olicilatitHI for cuuomer apprOl'al All required cMs:/omer
notias (Imetw Mitten, oral or demonic) comply willi tile requirements ofRuk 64.2008. The
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Compo"}' mailltll;"s recorth ofaU reqllired Cllstomer nolka' (wlrether wriJtl!ft, otalor electronic) fi»r II

minimllltl ofolte year.

(d) Norlce Reqwrements Specific 100pt-Out. A telecommuni~lItion~ ~an-ier must provide
notification lo ob",in opt-out approval through eleclroni~ or written method'!. hut no by oral
communi~ation (e.xcept as provided in paragraph (f) of this section). The eonlent~ ofany su~h notification
must compmy with the requiremenLA. of paragraph (c) of this section.

(I) Carrier mU8t wait a 30-day minimum period of time aUer giving CU'ltomers notice and an
opportunity 10 opt-oul before assuming cuslomer approval to use, disclose, or permit access lo erN!. A
camer may, in its discretion, provide for a longer period. Can-im must noli~' customel'S as to the
applicable waiting period for a response before apprm:al is assumed.

(i) In lhe case ofan electronic fonn for notification. Lhe wailing period shall begin 10 run from the
date on which the nOLilication was sent; and

(ii) In the case of nolifieation b~' mail, lhewailing pe!iod shall begin to run on thc third day
following Ihe date of the notification was mailed.

(2) C'arriers using the opt-oul mechanism must provide notices that their customm every two
ye.1rs.

(3) Telecommunications camm th,lI! use c-mail to provide opl-oul notices must compl~' with the
tollo,-,"ing requirements in addition lo the requirements generally applicable to notification:

(i) Carriers must obtain, expte8s, verifiable, prior approval from consumers 10 ~end notices via e-
mail regarding their sCfVice in general, or CPNl in particular;

(ii) Carrim must allow customers to reply directly to e-mail~ containing CPNI notices in order to
opl-oul;

(iii) Opt·OUl e-mail notices that are rdumed to the carrier as undeliverable must be senl to thc
C\1'ltomer in another fonn before carriers may consider thc customer to have received notice;

(iv) Camm thai use e-mail to send CPNl noliccs must cnsure thal the suhject line of the message
clearly and acew-ately identifies lhe subject matler of Ihc e-mail; and

(v) Telecommunications carrim must makc availahle 10 ever cu~tomer a mcthod to opt-out that
is of 110 additional cost to lhe customer and that is available 24 houn; a d3Y. seven days a week. Camers
may satisfy this requiremcnt through a comhination ofmelhod~, so long as all cudomers have the ability to
opl-out at no cost and are able to effectuale that choice whenever they choose.

Tile Compolty do-es tlot c""etlJly solicit "opt-oMJ" customer apprQ'llalfor the lise ofdisdosllre ofCPNI.
The Compatly doeli not lise CPNlfor lIt1y pllrpose (incllldiJrg mtukdily: commlltlicutioru-uJated
sen'ices) "tid does tlol disclose or grlltlt area's to CPNI to liliyJNlIt)' (including to agetl~or IIJJW"tes that
pmvide commwUcaliotls-relllteJ serl'ices). acept as permUted lIt1der 47 i/."" C § 111(d) lIt1d Rille
64.1005.

(e) NO/Ice ReqUIrements Specific to Opl-In. A lelecommunicalions carrier may provide
1I0tification 10 ohtain opt-in approval through oral, written, or electronic methods. The conlents of any such
notification must comply with the requirements of paragraph (c ) of this section.

Tile Compaltydoes tI(»tcIITT_tly solicit "opt ill" customer "pprovalfor the lise ofdisclosllre ({ePNJ.
The Cm,fpany does tlot lise, disclose or I:rlUll acct'# to CPNJfor atly pllrJHJse. to 11II1 ptuty or in 11II.1'

m"tltler tha/wollid reqllire a CIIs/omer's "opt;"" approval lIt1der tile Commissum's CPNJ Rllus.
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(f) Nutict! Requirements Specific to One-Time Use o(CPNI. (I) Carriers may ll-~e oral notice to

oblain limited. one-lime use ofCPNl for inbound and outbound cmtomer telephone contacl~ for the
duralion orlht: call, regardlcs~ ofwht:lher carrias use opt-oul or opl-in approval basoo. on tilC namn; of the
eontact.

(2) The conlenls of any such notiJication must eomply with the requiranenls of paragraph (c ) of
the seclion,c-'\cepl!hat telecommunicalions carTiers msy omit any oflhc following nolice provisions if nol
n:levanl to Ihe limiled use for which Ihe carrier seeks CPNI:

(i) Carriers need not advise customers !hat if they have opted-out previously, no aclion i.~ needed
10 maintain the opt-oul e1eclion;

(ii) Carnm; need nol advisc cuslomel1llhallhey may share CPNI With Iheir afti1iate~ ofthird
parties and need nol name lhosc entities, if Ihe limited CPNI usage will not result in usc b~'. or disclosure
to. an affiliate or Ihird party,

(iii) CarTiers need nol disclose the meal\'l by whieh a eustomer can deny or withdraw future acCC'ls
to CPNl, so long as carricl1l explain to cuslomers that lhe scope orlhe approvallhe carrier seeks is limiled
to one-time use; and

(iv) Carnien; may omit thc disclosure of the precise steps a eustomer musllake in order to grant or
deny acCC'ls to CPNl, as long as lhe carrier e1early comomunicares that Ihe customel' can deny access 10 his
CPNI for the call.

III ilrntJllcl'S no/ro-e the Compally sem otre-time customer approVtllfortlle use or JisdoA'lU'e ofCPNI,
tile COlllpallY obttUN.. u.clr oPJ"oval iIr ua;orJollce with tile disclllSJfres, methods aM u'lJfiremeJfts
cONailretl iIr Rille 2008(jJ.

Section 64.2009 SiiJrcg1l8rds required ror uscor customer proprietllry Del work inrormlltion.

(a) Telecommunieations carriers mU5t implement a system by which the status ofa cuslomer's
CPNl approval can be clearly eslablished prior to Ihe use ofCPNI.

Thr COntpDlIJ"S billing~em llUmvs alllllorized comptllly persollllel to eIlsiJJ' de/erlllilre tire stutw o/a
CUJJ!olller's CPNI approVtlI 011 thr as/oilier aCCOJfllt scrrm prior to the Jfsr"r dirdOSJfre ofCPNl.

(b) Telecommunications carrier must train their personnel as to when they are and an: Dot
authorized to use CPNI, and carTiers must havc lin CX(lress disciplinary process in place.

The C'HIIPQlly lias estQblisiled CPNI complisutcepolicies tlIat ilrclJfde emplf'yee trailrilrg 011 ,,!slTictWlIs
011 tile lIJIe alld disclosure ofCPNI UM reqJfued A'QfegJftlrds to protect Qgailrst JflluJfthor;zed Jfse or
t/UdosJfre ofCPNJ. ElllploJ'ee~ IIQI't! ~il:Ilet1 thQt tlrey UlldernJIlld the CPNI p9licies alld Qvio/tlIion 01
tllose policies will re:i:JflJ iIr disciplUwf)' Qr:tWII.

(c) All carners shall maintain a record, electronically or in somc other manner. of their 0'M1 and
thcir alTiliatd'l' ~ales and marketing campaigns that use their customas' CPNI. All carricl1l shall maintllin.a
record of all instances where CPNl was disclosed or providoo 10 lhird parries, or when: Ihird parties were
allowed access to CPNl The record must include a descriplion of each campaign. Ihe specific CPNl that
was used in the campaigrL and what products and services were offered as a part ofthc campaign. Carrico;
shall retain thc record for a minimum of one year.

TIle O,mpuIlY's CPNI policies reqJfue that all SQles tJIId lIIarketUrg CllntpDWIlS inc,"dilrg those 1IIiJi:.i"t:
CPNI be rt!JCorJed tIIId kepi OIIfue/M at least OIIe yelU. Records ore QUO lllaintaittuJfor disdo~lU'eor
tlCcen' to CPNJ by thirdptu1U!~. Tile records ;"l'hltk the retluind ilrlNlllatiotr lisJetI ill Rille 64.2009(c).



(d) Telceommunicalioll8 carriers must establish a SUperviSOly review prOCCS!i regarding carrier
compliance ..... ith thc rules in this subpart tor oul·bound marketing ~iluations and maintain records of carrier
compl;,ncc for a minimum period ofonc yc:.ar, Specifically, ~aletl perscmncl musl oblain !upt:rvisory
approval of any proposed oul·bouond marketing requetlt for customer approval.

Tile Company'!i Cn.,'} pt'JIU:ie1i require employe~'loobtain appN1'I'uifrom die Company'!i CPN}
Compliance Officerfor tdJ marketillg ctZmpuign!i, inc1Mding tllMe uJili:ing CPNJ. prior to initUlting tllat
campllY:tf. Record oftile mlll'kding Cdmpaigll!i, 1I/01lg willi tire appropriate !iuperviwry IIpprova/ is
maintainedfor at lellSf OIIe J't!llI'.

(e) A telecommunications carriermulll have an otIicer, all an agent ofthe carrier, !ign and lite
with the: Commission II CQP1pliance certificate on lin annual basis, The officcr must lIlale in the certificalion
that he or she has personal knowledge that the company has established operating procedures thai are
adequate to ensure compliancc with Ihe roles in this subpal1. lhe carrier must provide a statement
accompanying the certificate explaining how iill operating procedures ensure that it is or i~ not in
compliance with !hc rules in this subpart. In addilioll, the carrier must include an explanation of any
actions taken again&l data hookers and a summary of all clL'ltomer complainill received in the pMl year
concerning the unauthori7.ed release ofCPNl Thill filing mwt be made annually with the Enforcement
Bureau on or befOre March 1 in EB Docket No. ()6·36, for datil pertaining to the previous calendar year.

Tile required offreer certifrelllion, adioru tdell again!it drltu broken QIId summary ofcustomer
cOlflplaint dOC'-IIments IJre incllldetlll'idl th" accompanying $1aUment. The CompallY wiJlfde these
documellD' 011 all allnual basis 011 or befon MllI'cIr } for datil pertaining to die previous calerttlar J'ear.

(f) Carrim must provide "'Titten noticc wilhin five bu!iness days 10 Ihe ('Almmission of any
instance where the opl-<lut mechanisms do nol work propqly, to such a degree thai consumers' inahility to
opt-out is more thllR an anomaly.

(I) The nolice shall be in the fonn of a letter, and shall includc!he carrier's name, a description of
the opt-out mechanism(s) lL'Ied, lhe problcm(s) experienced, lhe remedy proposed and when il .....ill be/was
implemented, whether the relevant slate commission(s) has been notified and whcr.her it has taken any
action, a copy of the nolicc provided to customers, and contact infonnalion.

(lj Su(;h noticc must be submitted C\'CI1 if the carrier otTers other methods by which consumli:r3
may opt-out.

The ComJHUfJ' doe,; 1101 ctlrrmtly !iolidJ "opl-ouJ" clutomer IIpprovalfor die u",'e or Jisc/o",'ure ofCPNI

St>rtion 64.2010 Safeguards on the disclosure of C'ustomer propril'1l1r)o' nelwork information.

(a) Safegunrdmg CPNI. Telecommunicalions carriers must takc reasonable measures to discover
and protect ;,gains.t attempts to gain unauthorized access to CPN!. Telccommunicaticms carriers mlL'lt
properly authenticate a cwtomer prior to disclosing ePNI based on cu~lomer·iniliated telephone contact,
onlinc account access, or an in·~loreyisil.

Tile COlftPlJtfY'!i CPNI policies IIl1d empIOJ'~ fraining inaude reasollllble mellSurf!!'l1o disctJYer lind
pro/eel agllill$111ctivily tlrll/ is indictltitJe ofpretexting anti empIoJ!~eslire Utstrtlcted to tfotify tile CPNI
Complilmce OfflCff ifan)' suclr lldivi/j' is suspected.

(b) Telephone access /0 CPNI. Telecommunications carriers m;,)' onl)' disclose call detail
infonnation over thc telephone, based 011 customer-initialed Iclephone contact, iflhc ClL'ltomerfirst
provides the: calTier with a pnsword. as dcscrihed in paragraph (e) of this ~celion.that ill not prompted by
the eallier asking for relldily available biographical infonnation, or account information. U'lhe customer
does not provide a password, the lelecommunieations carnc:r mil)' only disclose call detail infonnalion by
sending it to thc customer's address of record, or, by caning!hc customer al the telephone number of
rocord.lfthe customer is able to provide call dcr.ail infonnalion to Ihc Iclecommunications caJTier during a
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cU!llomer·initiated ca\l without the telecommunications carrier's assislance. then the tdecommunications
carrier is permitted to discuss the call detail information provided hy the CU!ltomer.

Tht! CfJmpDtlj"'; CPNl poli.cieA- ensure thut u ClutOlfter U' otllJ' able to aeuu call detail itrjnn'UJliotl m'er
thetelephotle itr otle ojthe 'my,; listed itr RMle 61.2010(b).lflhe CII,;Iomer clllfnol rememberlheir
pDuword, dreJ' are prompted 10 atl$-.wr a ,;eCMrily quesRott. Neither tile pauword tlor the security
qJlestiotl are based Otl retulil,'avlliJDble biographkal injormation or aecol/II/ infi"mution. CW10mer
serviee representuliws are mstrJlcled to all/henJkute cw1amdS over the telephone itr aU ilIstances except
itr 'Ire case where Ihe cl/&1omer povUJes Ihe ellli detail itrjorrnotiotl wilhOltt dre flS$italll:e ojthe
Compon}'.

(c) Onlme access to CPNl. A telecommWlic.ations carrier must authenticate a cUlitomer without

the us~ of readily available biographical information, or account informalion, prior 10 allowing thc
cU!ltomer online access to L"PNI related to a telecommunications flef'Vice account Onee au!henticated, the
cU!ltomer may only obtain online aecess to ePNl related to a teleoommWlications service aceount through a
p,usword, as descrihed in paragraph (e) ofthis seetion, thtat is not pmmpted by the carrier asking for rcadily
available biographical information or account information.
The contpMJ)" iluthenricares custo",..,. without the uu at ruadily avallllble biOf/Taphlcal or ilceounf Inf'ormatiGII prior to
illlawing on a"us to CPNI relared to an accounL Once authenrkilted, the customer milY GIlly obtaIn aeceSS to CPNI
throllflh a password, that is not IXOmpted by readily availllble blOf/Taphical or account information.

(d) In-Store (K'cess to CPNJ. A lelecommunictations earrier may disclose CPNI to a cU.'llomer
who, at a carrier's retail location, lirst presents to the telcommWlicalions carrier or its agent a valid pholo
ill matching the eustomer's account information.

The Company does not nave remll locariDflS.

(e) Fsti.lbli.~hmefllofa Password and Back IIp AuthentIcatIOn Alelhods{or 1.0.l·f or Forgotten
Passwords. To establish a password. a Ielecommunicatiom carrier mIL'it authenticate Ihe customer without

the use of readily available biograrhical information, or aocount informalion. TelecommWlications carriers
may cre<lte a back-up customer aulhenlic.alion method in the event of a los! or forgotten password, but such
back-up eu.'ltomer authenlieation method may not prompl the CIL'ltomer for readily availahle biographical
information. or account information. If a cu~lomer cannot provide the correct password or the correct
respome for the back-up cuslomer authentieation method, !he customer musl estahlish a new password a~

descrihed in lhis paragraph.

The CompanJ"s CPNi poli.cic· allowjot'ajew 'mys 10 establish a ptl,;nwrtl, 1111 ojwhim ensl/re
compliance wilh dre above paragraph. Each methot/also llliows Ihe cuslomer to establish a back-up or
,;ecwil)' qu~1io1l itr dre event thutlJle}'jorget their password. ill 110 event tlot'.S the ComplUl}' use reQtIJ)'
available bwgt'apJriaJl ilIjormalioll or aCCOJlnt itrjorrnlllimf flS a bacl-Mp qllestiotl or as a meatls to
estDb/isIr Q pflSsword or al/drenlicute the CIIs/omer.

(f) NotificatIon ofaCCOI.I.nI charges. Telecommunications carriers must notify customers

immedialely whenever a password, cuslomcrresponse lo a back-up means of authentication for lost or
forgoUen p~swords, online aceoWll or address ofro:;::ord is created or changed. This notilication is nol
required when the cudomer iniliates service, including the selection ofa password at sen'jcc initiaiton.
This notitkation may be Ihrough a carrier-originated voicemail or text message 10 (he telephone nwnber of
record, or hy mail 10 the address of record, and must nol reveal the changed information or be sent to the
new account information.

The company will notify a customler immemilte}y when auounl changes «eur. ;nc;Iudinga password, a response to a
blld-up means ofauthentication, or address at record. The nortrication wHI be through a carrier~,;ginared voiumail or
text message to the telephone numbw of fef:ord. or by tnlJlt to the "ddress of record,. ilnd will nor CGlltaJn the changed
informarioo or be sent ro the new ilccount ;mtwmarion.
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(g) BUSlne.H Cw;/omer Exemptwn. Telecommunications calTiers may bind themselves

~onlractuallyto authentication regimes other than those described in lhis seclion for services they provide
to their business ell.'1tomer that have both a dedi~aled account representalrve and a contract that specifically
address the Colnias' protection of ePNI.

The ComponJ' df~ not MJil;ze the bll$iness ellS/omer excepridn at this time.

Section 6 ..'-2011 Notifi~ationof customl'r proprietary net,,'ork information security
brt'ames.

(a) A telecommunications carrier shall notify law Clforcement of a breach of its customers' CPNl
as provided in this section. The carrier shall not notify its customem or disclosc the bread! publicly,

whether voluntarily or under statc or local law or thesc roles, unlil it has compleled the proCQ;s of notifying

law enforcement pursuant to paragraph(h),

(b) 1\01 soon as practicable, and in no event later than seven (7) business da)'!I, after reasonable
dctermination of the breach, the telccommunications carrier shall elcctronically notify thc United Slates
Secret Service (USSS) and the Fedcral Bureau oflnvestigation (}BI) l'nruugh a cenlral reporting facility.
The Commission will nJ"linlain a link to rqJorting facility at http://www.fcc gov/eb/cpni.

(1) Notwithstanding any slatc law to thc conlrary, the carrier shall not notity customers 01

disclose thc breach ofthc publie unlil 7 full business days havc passed after notification to thc USSS and

the FRI except as provided in paragraphs (2) and (3).

(2) if the carrier believes that there is an extraordinarily urgent naed to notify any class of affected

cU5tomers sooner than otherwise allowed under paragraph (I), in order to avoid immediate and irreparablc
hamt. it shallllo indicatc in its notification and my proceed to immediately notity its affected customem
only after consultation ",'ith thc relevant investigation agency. 'Ibe carrier shall cooperate 'oloith the relevant
investigation agency's request to minimize any ad-,'eflle effects ofsu~h customer notification.

(3) lfthe relevant investigationg agency dctermmes that the public disclosure or noliee to
ClL'ilomCfS would impede or compromise an ongoing or potential criminal in,-·estigation or national security.
such agency may diroct thc carrier not to disclose or notify for an initial reriod of up 10 30 days. Such
pcriod may be cxtendcd b.y the agency as reasonable necessary in Ihe judganent of the agency. Ifsuch

direction is given. the agency shall notify the carrier when it appcafll that public disclosure or notice to

affecled cwlomerll will no longer impedc or compromisc a criminal investigation or nationaillecurily
and such 'oloTiling.o; shall be cont.CfTIpor3l\eou~lylogged on th~ llame reporting facility that contains records of
notifications filcd hy carriers.

(c) Recordkf]epmg. All carriers shall mainLain a record, e1cd.ronically or in somc other manner. of

any breacbes discovered, notification madc to USSS and thc FBI pursuant to paragraph (b), and

notification made 10 customers. The record must includc. if"available, dates of discovery and notiflcarion. a
detailed description ofthc CPNlthat was the subject of the breach. and the circlUn!ll.ances ofthc hreach.

Carriers shall relain the re;:ord for a minimum of 2 years.

The Coftlpilny htu, polu:U5 11M procedures ill pI~t!W ensllre complUutce with RJlle 64.1011. When it is
retuonablJ' determined that II breach has ocaured, the CPNI Compwltfce OffICer will notify law
enforcement and in anomer in the reqllired timefivmes. A recordoftire breach wi/I be maintainedfor
a mWmIUlt oftwo J~a1'J"atul will inclllde all information required bJ' Rille 64.1011.
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