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ABSTRACT

Cyber threats come beyond the border of countries. How-
ever, most organizations are currently coping with them in-
dividually without global collaboration mainly due to the
lack of global standard for cybersecurity information ex-
change format and framework. Albeit some countries pos-
sess their local standards to solve this problem, these stan-
dards are not orchestrated in order for each organization to
fully collaborate each other. In order to build the basis of
cybersecurity information exchange framework, this paper
proposes an ontology of cybersecurity operational informa-
tion. Based on the proposed ontology, it discusses on the
coverage of existing cybersecurity information standards.

Categories and Subject Descriptors

C.2.0 [Computer-Communication Networks]: General—Se-
curity and Protection; H.1 [Information System|: Models
and Principles; K.6.5 [Management of Computing and In-
formation Systems|: Security and Protection

General Terms
Security, Design, Theory

Keywords

cybersecurity, information sharing, ontology

1. INTRODUCTION

The widespread Internet is bolstering the immense de-
velopment of cyber society, where various communications
including private information sharing and business transac-
tions are taken place. In the cyber society, a malware such
as virus may attack any computers beyond the border of
countries, and vulnerability of a system may be exposed to
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any attackers all over the world. However, countermeasures
against those cyber threats are taken mostly by individual
organization. Consequently, one organization in one coun-
try may be attacked by a malware whose countermeasure is
already found and is implemented in another organization
in another country. One of the biggest factors that pre-
vent organizations to share information among one another
is the absence of globally common format and framework for
cybersecurity information exchange. Albeit some countries
such as USA possess domestic standards for this purpose,
most of the other countries do not possess that kind of stan-
dards.

Globally common format and framework for cybersecu-
rity information exchange offer mainly two advantages. One
advantage is that the cybersecurity level is expected to be
improved significantly on a global scale. Since cybersecurity
information can be shared on a global scale, the disparity of
cybersecurity information availability among countries and
organizations can be suppressed. Hence, no country and or-
ganization will be left behind in terms of cybersecurity infor-
mation level. Another advantage is that security operation
can be automated. Currently, most of security operations
in most organizations are not automated and are largely
dependent on human intervention. For instance, when one
organization sends alert of some security flaws to another
organization, a person in one organization needs to prepare
email, which is then sent and received by another person in
the corresponding organization. By advancing cybersecurity
operation automation, cybersecurity operation cost in each
organization will be suppressed drastically.

In order to build the basis of cybersecurity information
exchange on a global scale, this paper proposes an ontology,
a specification of abstracted world[1], of cybersecurity oper-
ational information. The proposed ontology is an outcome
from our intensive discussions with cybersecurity operators
and stakeholders in the USA, Japan and Korea. Albeit each
cybersecurity operator runs slightly different operations, we
succeeded in building a generalized ontology of cybersecurity
operational information.

We took the following approach to build the ontology:
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and then introduced the proposed ontology as mentioned in
Section 4. Based on the ontology, Section 5 discusses on the



coverage of existing cybersecurity information standards.

2. OPERATION DOMAINS

This section defines cybersecurity operation domains that
are required to secure the cyber society. Cybersecurity oper-
ations consist of 3 domains: Incident Handling Domain, IT
Asset Management Domain and Knowledge Accumulation
Domain.

Incident Handling Domain detects and responds incidents
occurred in cyber society by monitoring incidents, computer
events that composes the incidents, and attack behaviors
caused by the incidents. For instance, it detects abnormality
through the alert from detectors, then builds evidences by
collecting various logs. Sometimes it provides alerts and
advisories, e.g. early warnings against candidate threats, to
user organizations.

IT Asset Management Domain runs cybersecurity opera-
tions inside each user organization such as installing, config-
uring, and managing IT assets in the organization. It covers
both incident preventive operations and damage controlling
operations in each organization.

Knowledge Accumulation Domain researches cybersecurity-
related information. Then it generates reusable knowledge
for the other organizations and accumulates them.

3. ENTITIES

Based on the operation domains defined in Section 2, this
section identifies entities that are necessary to run cyberse-
curity operations in each domain. Note that the entities are
defined from the viewpoint of functions. Hence an instance
of an entity may be an instance of another entity.

In Incident Handling Domain, there exist two entities, i.e.,
Response Team and Coordinator, for its operation. Re-
sponse Team is an entity that monitors and analyzes var-
ious kinds of incidents in cyber societies, e.g. unauthorized
access, DDoS attack and phishing, and accumulates inci-
dent information. Based on the information, Response Team
may implement countermeasures, e.g. registering phishing
site addresses on black lists. Incident response team in-
side Managed Security Service Provider(MSSP) is its typi-
cal instance. Coordinator is an entity that coordinates with
the other entities and addresses potential threats based on
known incident and crime information. CERT Coordination
Center(CERT/CQ) is its typical instance.

In IT Asset Management Domain, there exist two enti-
ties, i.e., Administrator and IT Infrastructure Provider, for
its operation. Administrator is an entity that administers
the system of its organization. It possesses information on
its own IT assets. IT administrator inside each organiza-
tion is its typical instance. IT infrastructure Provider is an
entity that provides IT infrastructure to each organization.
IT infrastructure includes network connectivity, data server,
and software as a service (SaaS). It possesses information on
inter-organization networks, e.g. network topology informa-
tion, specification of data servers and SaaS. Internet Service
Provider (ISP) and Application Service Provider (ASP) are
its typical instance.

In Knowledge Accumulation Domain, there exist 3 enti-
ties, i.e., Researcher, Product & Service Provider and Reg-
istrar, for its operation. Researcher is an entity that re-
searches on cybersecurity and extract knowledge from the
research, and accumulate it. Cybersecurity research teams

in MSSP, e.g. X-force inside International Business Ma-
chines Corp. as well as Risk Research Institute of Cyber
Space inside Little eArth Corporation Co., Ltd., are its typ-
ical instances. Product & Service Provider is an entity that
possesses information on software, e.g. naming, versions,
their vulnerabilities, their patches and configuration infor-
mation. Software house and individual private software pro-
grammer are its typical instances. Registrar is an entity
that classifies and organizes cybersecurity knowledge pro-
vided by Researcher and Product & Service Provider so that
the knowledge can be used for another organization. NIST
in the USA and IPA in Japan are its typical instances.

4. CYBERSECURITY OPERATIONAL IN-
FORMATION

Based on the aforementioned operation domains and en-
tities, this section proposes an ontology of cybersecurity op-
erational information. Figure 1 describes an overview of
the proposed ontology. Bar line describes the relationship
of mutual reference while arrows describe information input
from entity to knowledge base/database.

Incident Handling Domain Knowledge Accumulation Domain
Warning Cyber Risk .
. Database Knowledge Base
Coordinator
Researcher
. Incident
B Database .
Response Team Countermeasure
Knowledge Base ~
. Registrar
Administrator T
Asset Product & Service |/ .
ge Base
IT Infrastructure Product &
Provider Service Provider
IT Asset M t Domain

Figure 1: Overview of the Proposed Ontology

Each of the operation domains in the proposed ontology
is elaborated respectively in the following subsections.

4.1 Incident Handling Domain

In Incident Handling Domain, there exist Incident Database
and Warning Database.

Incident Database is a database that contains informa-
tion on incidents provided by Response Team. It includes 3
records: Event Record, Incident Record and Attack Record.
Event Record is a record of computer events. It includes
information on packets, files and their transactions. Usu-
ally, most of the records are provided by computers auto-
matically as computer logs. For instance, when a root user
log in to a system, the log such as log-in time and date as
well as terminal information will be provided by computers
automatically. This log is one of Event Records. Incident
Record is a record of incident that includes incident candi-
dates. This record is derived from the record of several Event
Records and their conjectures, which are created automati-
cally and/or manually. Attack Record is a record of attacks
that are based on the analyses of incidents. It describes the



sequence of the attacks. For instance, information such as
how the attack was started, which part of IT assets were
targeted, and how the damage of the attack was propagated
are clarified.

Warning Database is a database that contains informa-
tion on cybersecurity warnings provided by Response Team
and Coordinator. The warnings are based on the Incident
Database as well as Cyber Risk Knowledge Base

4.2 IT Asset Management Domain

In IT Asset Management Domain, there exists Asset Database.

It is a database that accumulates information on the asset of
each organization such as IT systems, subscribing cloud ser-
vice list, and surrounding external network topologies. The
information is provided by Administrator and IT Infrastruc-
ture Provider. It consists of two databases: Internal Asset
Database and External Asset Database.

Internal Asset Database is a database that accumulates in-
formation on assets inside individual organization and con-
tains information such as the list of softwares/hardwares,
their configurations, status of resource usage, security poli-
cies including access control policies, security level assess-
ment result, and intranet topology. I also contains the list
of resources, e.g., data center and SaaS, each organization is
utilizing outside their organization, the usage status/history
of the resources as well as the contract information of the
external resource usages. The information is provided by
Administrator.

External Asset Database is a database that accumulates
information on assets outside individual organization. It
mainly contains external resource information and external
network information. External resource information con-
tains information on resources each organization is utilizing
outside their organization such as the list and status of ex-
ternal cloud services (e.g. data center and SaaS). External
network information contains information on networks with
which each organization is connected with the other organi-
zations such as their topology, routing information, access
control policy, traffic status and the security level. The in-
formation is provided mainly by IT Infrastructure Provider
and partly by Administrator.

4.3 Knowledge Accumulation Domain

In Knowledge Accumulation Domain, there exist 3 knowl-
edge bases: Cyber Risk Knowledge Base, Countermeasure
Knowledge Base and Product Knowledge Base. They accu-
mulate knowledge on cybersecurity provided by Researcher
and Product & Service Provider, then organized and clas-
sified by Registrar. Each of the knowledge bases are elabo-
rated in the following sub sections.

4.3.1 Cyber Risk Knowledge Base

Cyber Risk Knowledge Base is a knowledge base that ac-
cumulates cybersecurity risk information and includes two
knowledge bases, i.e., Vulnerability Knowledge Base and
Threat Knowledge Base.

Vulnerability Knowledge Base is a knowledge base that ac-
cumulates known vulnerability information, which includes
naming, taxonomy and enumeration of known vulnerability
information. It also includes human vulnerabilities, which
is vulnerabilities human IT users expose.

Threat Knowledge Base is a knowledge base that accu-
mulates known threat information. It includes two knowl-

edge bases: Attack Knowledge Base and Mis-use Knowledge
Base. Attack Knowledge Base accumulates information on
attacks which includes the information on attack patterns,
attack tools (e.g. malware) and their trends. Trend informa-
tion includes the information on past attack trend in terms
of geography and attack target, for instance. It also includes
statistical information of past attacks. Mis-use Knowledge
Base accumulates information on mis-uses which is caused
by users’ inappropriate usage. The inappropriate usage in-
cludes both benign usage and malicious usage. Benign usage
includes mis-typing, mis-recognition caused by inattentional
blindness|3]|, mis-understanding, being caught by phishing
traps. Malicious usage includes compliance violation such
as unauthorized service usage and access to inappropriate
materials.

4.3.2 Countermeasure Knowledge Base

Countermeasure Knowledge Base accumulates informa-
tion on countermeasures to cybersecurity risks and contains
2 rule bases: Assessment Rule Base and Detection/Protection
Rule Base. Assessment Rule Base is a rule base that accu-
mulates known rules and criteria for assessing security level
of IT assets as well as the checklist of configurations. Detec-
tion/Protection Rule Base is a rule base that accumulates
known rules and criteria for detecting/protecting security
threat. IDS/IPS signatures and detection/protection rules
that follow the signatures are stored in this base, for in-
stance.

4.3.3 Product Knowledge Base

Product Knowledge Base is a knowledge base that accu-
mulates product information. It includes Version Knowledge
Base and Configuration Knowledge Base. Version Knowl-
edge Base is a knowledge base that accumulates version in-
formation of products and services, which includes naming
and enumeration of product versions. Regarding the prod-
uct, security patches are also included here. Configuration
Knowledge Base is a knowledge base that accumulates prod-
uct configuration information, which includes naming, tax-
onomy and enumeration of known configurations.

Based on the cybersecurity operational information men-
tioned in this section, the proposed ontology is described in
Fig. 2.

5. DISCUSSION

Based on the proposed ontology, this section discusses
on the coverage of existing cybersecurity information stan-
dards. The proposed ontology is capable of mapping major
cybersecurity information standards as shown in Table 1.

Some cybersecurity information does not have any major
standards that can describe it. For instance, no major stan-
dards can be found to describe External Asset Database.
From the viewpoint of cloud security, the database takes
important role. The necessity of having standards for this
database should be discussed. Also, no major standards can
be found to describe Mis-use Knowledge Base. Albeit many
of cyber attacks exploit human vulnerability in reality, the
knowledge on mis-use that is incurred by human vulnera-
bility is not accumulated and not exchanged between orga-
nizations. The necessity of having standards for knowledge
on human factors, e.g. enumeration of mis-use, should be
discussed.



Incident Handling Domain

. Warning Database
Coordinator
. Incident Database
Event | | Incident | |  Attack
= Record Record Record
Response

Team

IT Asset Management Domain

Knowledge Accumulation Domain

Cyber Risk Knowledge Base

Vulnerability Threat
Knowledge —— Knowledge Researcher
Base Base

Countermeasure Knowledge Base

Detection /
— Protection Rule R
Base

Assessment
Rule Base

@
Q
2
3

!

Product & Service Knowledge Base

Version Configuration

.\ Asset Database
Administrator
. Internal Asset Asset
D: Database
IT Infrastructure

Provider

el ——— Knowledge
Base Base Product &

Service Provider

Figure 2: Proposed Ontology

Table 1: Major Cybersecurity Information Standards

Operation Information categories Major standards
Domain
Event Record CEE[6]
Incident Incident Database Incident Record IODEF[4]
Handling Attack Record -
Warning Database -
IT Asset Asset Database Internal Asset Database ARF[6], CVSS[6]/CWSS][5] scores
Management External Asset Database -
Cyber Risk Vulnerability Knowledge Base CVE|6], CWEI6]
Knowledeo B Threat Attack Knowledge Base | CAPEC[6], MAECI6]
nowledge Base -
Knowledge Knowledge Base = Mis-use Knowledge Base | -
A lati Assessment Rule Base CVSS/CWSS formula, OVAL[6], XC-
ccumulation | Countermeasure
Knowledge Base CDF[6], OCIL[2]
Detection/Protection Rule Base -
Product Version Knowledge Base CPE|6
Knowledge Base Configuration Knowledge Base CCE|6

On the other hand, these standards themselves are inde-
pendent to one another and are not well-orchestrated. With-
out deliberate orchestration of these existing standards, au-
tomation of cybersecurity operations cannot be expedited.
SCAP][6] orchestrates 7 of the existing standards in order to
automate cybersecurity operations, and some security com-
panies have already adopted SCAP for their internal cyber-
security operations. However, the coverage of the 7 exist-
ing standards are very limited at this moment, and future
expansion is expected to fully advance the automation of
cybersecurity operations.

6. CONCLUSION

This paper proposed an ontology of cybersecurity oper-
ational information based on intensive discussions with cy-
bersecurity operators. The ontology can be used as a ba-
sis of discussion on building the framework of cybersecurity
information exchange. Based on the ontology, this paper
discussed on the coverage of existing cybersecurity informa-
tion standards and pointed out that existing standards do
not cover some information areas that might be very impor-
tant in cyber society, and that automation of cybersecurity

operations are provided in a very limited scope at this stage.
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