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To the members of the FCC waiver consideration group,

Please accept our waiver request. The Harris County BIGNET group would like to thank you [or this
opportunity to serve public safety. We would also like to applaud you an your effort to encourage
interaction and collaboralion between agencies and government 1hat to Lhis day have functioned
independent. This effort will result in a better world lor the pukblic saleby sector and correspondingly a
better world for the public and private seclor.
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RE: Reguest permission to submit g 700 MHz Broadband waiver 1o the Federal Comununications
Comnission {FCO).

Members of Commissioners Court:

The Information Technology Center respectfully requests permission to sitbmit our 700 MHz
broadband waiver and supporiing documentation 1o the Federal Communications Commission
(FCC). Tlis is in conjunction with the epproval thal was given 10 Information Technology
Center 1o subinit for the Broadband Technology Cpportunities Program (BTOP) in April 2010,

Respectfally submitied,
EX &4%4 -
Bruce High
Chiel Information Officer
BHACHIE
Attachmenls
o

Tan Gorman, Grant Coordinator — Management Services

Scott Bresk, County Attoiney’s Office Prasented lo Commissioner's Courl
Craig Bemard, Managing Divector — Commumcations

Devid Dodson. Division Chief — Communicaticus/Radio "
John Chaney — Commuications/Radio AUG 1D 2010
Tammie Davidson, Managing Director — Business Operations APPROVE G | L
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Presented lo Commissioners Cour

THE STATE OF TEXAS  § AUG ) D 2010
APPROVE

Recorded Yol Page___

§
COUNTY OF HARRIS §

The Commissioners Courl of Harris County, Texas, convened al a meeting of said Court
at the Harris Counpy Administration Building in the City of Houston, Texas, on the day of
2010, with the following members present, to-wit:

Ed Emmen County Judge
El Franco Lee Commissioner, Precinct No. 1
Sylvia R. Gareia Commissioner, Precinct No. 2
Steve Radack Commissioner, Precincl No. 3
Jerry Eversole Commissioner, Precmet No. 4
and the following manbers absewt, to-wit: Peaed , couslinzing a quorum,

wlen among other business, the following was Lransacted:

ORDER AUTHORIZING THE COUNTY JUDGE TO EXECUTE A REQUEST FOR
WAIVER OF THE FCC'S RULES TO ALLOW THE DEPLOYMENT OF A 700 MHZ
INTEROPERABLE MORBILE PUBLIC SAFETY BROADBAND NETWORK

Commissioner [_‘—.n-“; L inooduced an order and made &
motion that the same be adopted. Commissioner b seconded the
motion for adoption of the ormder. The melion, varying with il the adpplion of the order,
prevailed by the lollowing vote:

Yes No  Abstain
Judge Ed Emment S O
Comm. El Franco Lee J O
Comm. Sylvia R. Garcia i 0
Comm. Steve Radack il 0
Comm. Jerry Eversale C 0

The Counry Jndge thereupon announced that the motion had duly and lawfully carried
and thal the order had been duly and lawfully adopled. The order thus adopied follows:

WHEREAS, Harris Counly desires Lo request a waiver of the Federal Coimununications
Commission's rules 10 allow the deploymenl of a 700 MHz interoperable mobile public safety
broadband network,

NOW, THEREFORE, BE 1T ORDERED BY THE COMMISSIONERS COURT OF
HARRIS COUNTY, TEXAS, THAT:

Seclion 1: The recital sel. forth in this Order is true and correct.

Section 2:  The Harriz County Judge is authorized lo executa, for and on behall of
Harris County, a Request for Waiver, which is incorporated herein by reterence and inade a pert
hereof for all intents and purposes as thongh fully set torth herein word for word.

Section 3: All Harris County oflicials and employees are authorized 1o do any and al|
things necessary or convenient o accomplish the purpose of (his Order.



Before the
Federal Communications Commission
Washingtan, DC 20554

In the Matter of

Request by Harris County, Texas for
Waiver of the Commission’s Rules to
Allow the Deployment of a 700 MHz
Intercperable Mobile Public Safety
Broadband Netwark

PS Dockel No. (6-229

N W R OEn o

WAIVER - EXPEDITED ACTION REQUESTED

REQUEST FOR WAIVER

Pursuani to Secuon 47 CF.R. § 1.9253(b)(3), Harms County, Texas respectfully
submits this Request far Waiver w he Federal Communications Commission
{*Commission™) 1o waive any Commission rules that would prohibit Hams County o use
Ihe public safety broadband spectrum in the 700 MHz band to deploy a regicnal, mobile
public safety grade broadband data network, Harris County seeks this waiver of the
Commission rules 1o granl design and construction of s fully inleroperable, state of the art
regional wireless broadband network (hal is consistenl with the Commission and public
safety agency requirements, including those noled in the Commission’s Waiver granl
issued May 12, 2010." Harris County is acling as the principal governmental institution
in the East Texas aree for coordinating design and build aut of this broadband network

with the pariners as noted and proposed in this document

Since 1592, Harris Counly, the third larpest coanty in the nation based an
population, has beeu A leader and driving force behind providing wireless
comununications for public safety. The Hamis County Regional Public Safety
Cornmunicaiions System provides interoperable service 1o 319 agencies from local

police, sherilf, EMS, {ire agencies, Siate agencies, and Federal agencies that include FBL,

' FCC Order, PS Docket No. 06-229, released May 12, 2014, 10 21 Petitionérs requesting simiilar Waivers
to the one submined herein by Hamis County.



DEA. ATF and railroad authoritics. Harris Counry has its own stafl of installers and
project managers, as well as a well irained technical staff for sysiem maintenance and
vpgrades. The mitial sysiem covered Hamis County and quickly expanded io provide
coverage of lhe Houston-Galveston Area Council (H-GAC) Region, which encompasses
13 Counties, 12,314 square miles, has approximaiely 170 miles of Texas Gulf Coaslline
and serves over 5,866 million m population (approximatiug 24% of entire State of Texas
population). The H-GAC 13-county region is deemed by the Federal UASI program to
be one of the most yulnerable areas io domeslic and foreign teporism. The Port of
Houston, second busies! in the Uniled States and wenth busiest in Lthe world, is one of four
in this region (along with Porls of Galveston, Texas City, and Freeport). The ared also
has an extensive peirochemical industry with a mullitude of petrochemical and fuel
refineries, biomedical research. nuclear power plant, aerospace (NASA) and major air
iraffic cenlers. It furher includes the Texas Medical Cenier, the world’s largest

coucentration of medical research and healtheare justitulions.

Harris County has also participated with other public safely agencjes and the Stete
iu an orgamzalion called the Texas Radia Coalition. This Coalition was formed (o wrile
the new Stale Cormnunications Interoperabiliry Plan, which allowed the Statewide public
safety agencies 10 receive monies fromn the NTIA Public Safery [nweroperability
Communicnltions Grant. Recently, Hamis Counly parinered wilh other enlities in Lhe
easlcrn portion of the Stale of Texas to collaborate and expand existing public salely
communication infrasiructure to cover all or part af 17 additional Counties ouiside of the
H-GAC Region reaching as [ar north es the City of Longview in Gregg County with
continuaus coverage soulh to the Texas Gulll Coast. Hamis Counly along wilh its

partners s positioned to systematically deploy broadband throughout this region as well.

As part of ihis broadband project there will be a Public Safety Inieroperability
Gateway (PSIG). 1t will allow an interface to lhe large existing Land Mobile Radio
{LMR) syslem, which has over 44,000 public safety users [or enhanced interoperatilily
and will creale a replicable model for other arcas in the Stale of Texas to {ollow. The plan

is 10 leverage existing LMR siles along with other counly Ffacilities, towers and building



locations for this inital deployment of broadband coverage. The middle mile coverage
oulside the 13-county H-GACT region will continue north on these LMR siles imio
Northeast Texas lonching sl or part of 13 Couniies in which the East Texas Medical
Center currently provides hospital and medical emergency response.  This also
encompasses Lhe major evacualion routes leaving the Texas Gulf Coast. The other large
pariner parlicipating in this coliaborative effort is just northwest of Harris County in
Brazos and Washingion Counties which serves public safely communications for a

population of 207,866 and covers 1,194 square miles.

All of lhese regions cover the entire demogrephic portfolio of ethnicity, wealth,
poverty, urban and rural areas of served and underserved areas. In order to facililae
broadband deploymenl, the delivery of ¢ritical public services in healthcare, education,
and public safety and privale investment in Infrastructure and lechnology applications for
broadband, i1 is cnnice! thar Harris County and the region have a sound and solid middle
mile infrastructure. [L will enable an expedient, systemalic and robust opeu nerwork to
provide hroadband o nol only communily anchor tenanis bul subseguently to be able o
supporl privale, public, and individual connectivity that can thea ecconr through sharing,
swilching, rouling, and governance leadership. This middie mile is essential Lo lasi-nile
completion of broadband deployment, and will provide a full range of inlercounect
possibilities > meet provider, carrier. and end-user requirements. Harris County’s
stralegy is designed 1o foster coinpelition generated by built-in imultiple accesses, with

the {oreseeable reduction in service casts for actual end-users.

Public safety entilics in the 28 Connlies in ihe Broadband Interoperability
Galeway Network East Texas (BIGNET) ares have collaboraled to identify comrnunity
anchor inslitutions, privale enlities, and non-govenumental igencies o develop &
comprehensive, regionul public safety nelwork that would provide emergency responders
with broadband access and increased inleroperability capabililies. Previous regional
catasirophic event plauning identified key gaps in emergency preparedness and response
and underscored the necd for a hardened state-of-the-art broadband uetwork thai would



be available to emergency responders. uot only during routing service but also during a

crilical incident or u culastrophic event.

The need for such a public safely grade broadband network is particularly acute in
the H-GAC area of BIGNET. To address these crilical safety needs, the public safety
subsystem of the middle mile network that Harris County proposes to deploy wail provide
public safely and government users wilh wireless broadband service utihzing 70 MHz
public safely broadband spectrumn (763 MHz — 768 MHz and 793 MHz - 798 MHz). A
subsequent speclrum agreement with the Public Safety Spectrum Trust (PSST) will be
based on Long Temmn Ewvoleilon (LTE) siandards. The project will enable emergency
responders to share informaltion efficiently and quickly and in a cost-effeclive mauner. It
will ensure interoperability belween system users as well as roaming interoperability with
other 700 MHz public safety broadband neiworks, provide syslem resiliency and expand
access (o dynamic mulumedia applications. As a result of the BIGNET projeci. public
safety eutities will be beller equipped to prevenl, protecl against, respoud to, and recover

from emergencies.

Public safety and first responders will continne to rely on the mission-critical
voicesyslem far their essential doy-to-day communications and donng life-trestening
emergencies such as natural and man-made disasters. This voice network will be
suppleriented by and Lelp suppon the BIGNET projecr. Real-time mobile video to and
fram field officers and “office mobilily”, (meaning the ahilily for a public safery
official’s office to now he “mabile in lhe field”) are two of these applicalions.
Broadhand capability is crilical during disasters, providing real-lime geo-lacalion
informmation aboul damage, dangers, road conditions, and personne! and vehicle localions.
It aiso allaws public safely Held personnel ro quickly receive dala files and video, such as
photogrzphs associaled with Amber Alerts. [n the event of evacuatians, like Lhose
oecuring during Humicanes Rita and Ike, virlual command cenlers allow critical systers
to be accessed from anvwhere, reducing the probability of on-site sysiem failure becanse

of the disaster.



The proposed solution makes it affordable to all entites currently on the existing
regional 700/800 MHz system that encompasses much of the eastem one third of the
State of Tewas. Through partnership with a national public carrier and the use of the
PSIG solution, this proposal will allow all sysiem users o coam seamlessly belween these
areas without concern of losing connectivity. Thal connectivity’s coverage area and
potential benefit lo public safety is increased dranatically by nwo other parters in our
broadband effort, which are the City of San Antonio and the Texas Department of Public
Safety. [n our efforts (o build this LTE broadband solution the City of San Antonio and
State are working closely with Harris Counly ensure we are able lo inleprate these
projects. The City ol San Antonjo’s FCC waiver has already been approved. Our plan
would be [or us 1o leverage our two core swilches for redundancy of the core eguipment.
San Anolomio’s dislance from the Gulf Coast makes il & greal loculion for redundaocy.
This will create a very robusl broadband network with the ability (o service all of Texas
Public Safety needs. Since the Iwo vetworks will be connected via major evacualion
cormidors and across some very rural termilory, this parinership will provide robusinass Lo
an overall broadband uetwork that will provide the needed rednndancy to suppart the
public safety users. This would be difficult to support and underiake alonz. Our
partmership with the State, the City of San Aniomo and others is one reason the stale has

given us one of the highest public safety mlings on our BTOP applicalion review.

The proposed broadband system will include a roaming apreement(s) with a
national public carrier{s) to provide u conliguous connection outside of the BIGNET
designaled coverage areas. This agreement will provide the offloading of public safely
tralfic from their network and creale a partnership for future broadband initiatives in
these regions ultimately benefiting all involved. To address demand and sustainability
1ssues, Hamis County, through the selection of the anchor tenants for the build oul,
designed the broadband deployment sirategy Ilo emhanee critical services to cihizens,
which is paramount in building demand for sirong brosdband service. Identilying these
key institutions, which include governmenial facilities such as communily centers,
libraries, public secondary schiools, and institutions of higher leaming will be important

in reaching areas of lower income and underserved seclors of the county.



Euabling Broadband Service In Qur Communities

In addition to providing a resilient broadband nerwork for public safety, the
BIGNET prject can also enable affordable broadband services to the public lhrough
Wireless Interner Service Providers {WISP) who can provide broadband Internet access
to cormnunity anchor (nstilnlions as well as busipess and residential end users, As voted
by the Commission in the Nationel Broadhand Plan, “broadband is & foundation for
economic growth, job crearion, global competitiveness and a betier way of life.” The
Commission recognized that ensuring broadband access to cormminity anchar instilulions
is critical to the operation of this engine. Il further noted that improving access o
broadband by community anchor institutions “will nol only expand broadband options for
the institulions themselves bul also will improve avalability in the community as &

whole,™

This end of mile solution could ulilize unlicensed 5.2, 5.4, and 5.8 GHz spectirum
and a broadband Point-1o-Multipoini and/or Point-to-Poinl solution thar will enable
public broadband Inlemnert access. This public broadband network will be inade available
lo inlerested W15Ps that wish lo take part in this Public Aceess subaystem Lo [urther
expand the tootprinl of affordable wireless broadband service throughout Harris, Auscin,
and Smitl: Countigs by serving community ancher institutions, business and residential

end users.

The BIGNET praject also will bolster growth in ceonomnically distressed areas. As
part of (he polenliul end ol mile solution, Hamis County can deploy facilities W which
providers can inlerconnect in order lo offer affordable broadband service to unserved
areas in Houston. One such area is zip code 77004 which has a !3.3 % unemployment
rate and 35.5% of its populaliau living below poverty line (both significantly above Lhe
national average). There are & 1otal of 57 zip codes in Harris Connly, one zip code in
Anstin Counly, and tour zip codes in Smith County that fall within this eriterion. [n
addilion there are a total of 33 zip codes in the three counties with an (average) age of 35

or over that will address the necds of older citizens.



The goal as buildonl conlinues will be to provide this same level of service for
critical infrastructure entilies, including utilities, pipelines and refineries, along wilh

public access in instinutions such as:

l. Healthcare: Housion is the sear of the internationally renowned
Texas Medieal Cenier. All 47 member institution= of the Texas Medical Center are non-
profit organizations. They provide palieni and prevenlive care, researcl, educalion, and
local, national, and intemational community well-being. Employing more than 73,600
people, institutions al the medical cenler include 13 hospitals and twe specialty
institulions, two medical schools, four uursing schools, and sehools of dentisiry. public
health, pharmacy, and virtually all health-relaled careers. The deploymenl of this
initiative will help bridge exisiiug gaps in wireless communicalions among Lhese
facililies and poleniially provide public eccess for patients and other healthcare providers.
These zame individual entilies such as Methodist Hospital are branched oul 1o

surrounding counties in the H-GAC region previously discussed.

Z, Edwcation; The Harris County Departinent of Education meludes
26 Independent School Districls thet have over 1,000 campuses, In additiou, Austin and
Smitly Counties have 54 campuses that will combine for ihese three counties to serve as
anchor institutions. Higher educalion of Community Colleges and Universilies number
20 campuses, adding o the system's ability 1o provide broadband capabilities in these

arcas.

3. Libraries: There wil! be approximately 37 public libraries that can
serve as anchor institutions. These libraries will huve additional access o broadband
capabilily 1o serve the needs of a community public computing facility. This middle mle

will serve to reach the general comununity during normal business hours and afier hours.



Conclusion

Harris County has a proven track record of opernling LMR sysiems, providing
mission-critical communications for public safety agencies, as well asz ather agencies in
all levels of government, in the 28 counties of Easl Texas. We are ready (¢ expand this
capability (o include a robust, interoperable broadband data netwotk, using the 740 MHz
public safety broadband spectrum. The BIGNET project wall provide LTE next-
generation broadbend ihat will use existing LMR network sites end infrastructure, along
with partner public and private facilities. We plan (o integrale this broadbard network
with exisling radio neiwork systema Lo pretect approximately one-thied of the population
of Texas. Such integrated broadband and LMR networks commuracaiions will enable
public safeiy o react to any emergency silualion in real time by allowing simultaneous

radio, video end instani racssaging services.

The design of this broadband network will also allow Hammis County to work with
anchor instrtutions in the 28-counly network to expand services through the cellaboratiot
of parinerships wilh naljona! public camer(s) and local WISPs o ultimately provide
broadband services to the general community in public places and in privale homes, using

roaming agreemenls und unlicersed broadband spechrum such as the 5 GHz bands.

In order to move ahead with the iinplemeniation of this fuily integreted and
mteroperable broadband network built o meet both public satety requirements as well as
evenlually the broadband needs of our cilizetis, Harns County respecthdly urges the
Commission Lo expeditiausly approve this Waiver Request. This will ensble Harms
County 10 proceed with the BIGNET project using the 700 MHz public safety broudband
speetrum without further delavs. We recognize thut the reallocation of the adjacent D
Block broadband spectrum (o public =afely still requires resolution, and we Inily support
such reallocation by Congress and the Commission. Upon successful Congressional
passage af such reallocalion legislation oy Congress, Harmris Counry plans 10 expand ilis
waiver request, or file an addinional waiver if this request has already been granted, (o

include the D Block specirum in this public safely grade broadbend network.



Respectfully submitted,

Al

ED EMMETT
County Judge
Hamis County, Texas

Date: Augusl 10, 2010



The Counties that will be participating
in the initial build out

Harris County and the following Counties in the H-GAC region:
Austin County
Brazoria County
Chambers Counly
Colorado County
Fort Bend County
(zalvesion County
Liberty County
Malagorda County
Monigomery County
Waller County
Walker Counly
Wharton County

Throogh Texas A&M the Brazos Council of Government Region Conntics thul will
be participating:

Brazas County

Washingion County

Through East Texas Medical Service (he following Counties will be participating:
Kautman County
Henderson County
Lpshur Coumty
Panala County
Smith Counly
Cherokee County
Hauston County
Trinity County
Ellis County
Gregg County
Madisou County
Lean County
Frezslone County

All The counties but Harris County will get & very limlied fool print from the initial bwld
out. With the goal of partnering with (he carriers for roaming o fill the gaps.
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Introduction

This Interoperabilily Showing Technical and Operational Response is intended to demonstrate
the tectinical and operalional proficiency of Harris County (BIGNET) necessary lo achieve
operability and interoperability of public safety broadband networks in accordance with FCC
Waiver Order 10-79.

A. System Architecture

The Broadband Public Safety solution is based on the 3GPP LTE network solution, and consists
of lne Radio Access Network (RAN), the Evolved Packet Core (EPC), Devices, and lhe key
interfaces exposed by (hese components. The solution includes the abilily to roam between
systems, provide priority access and QoS to ensure lhe most critical public safety users receive
the highest priority, and ensure the Broadband Public Safety solution is secure.

Figure 1 - Logical Architecture

The LTE standard is the right standard for Public Safety broadband use. As with any
commercial technology, there are elements in lhe LTE standard that are not defined based on
public safety operations. Issues around inler-PLMN HO support and improvements 10 access
class barring are best dealt with in standards, Issues around priority and pre-emption, especially
at lha agency, incident or role level are handied by the implementalion of this system.
Consislent policy enforcement across commercial and regional Public Safety networks requires
the correct amount of Public Safety specific slandardization that still allows for some regional
and agency conlrol.

The LTE RAN and EPC architecture and interfaces are shown in Figure 1 and described in the
following sections. A more detailed description of the LTE/EPC infrastruclure elements and
interfaces is contained in H. Appendix 8.

A.1 Radio Access Network (RAN) Architecture

The eNodeB (eNB) is the only 3GPP defined nelwork element within the EUTRAN for 3GPP Ré.
The eNB provides lhe user plane and control plane protocol lerminations toward the UE. The
&NB congsists of lhe inter-working function between the backhaul interface and the base band
interface, the base band processing elements lor the air interface, and the radios. The eNB in
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this system is compliant wilh the 3GPP R8 standards. The eNB is designed for compatibility
wilh 3GPP compliant UE’s ang Ltilizes 3GPP compliant network interfaces.

Functions supported by an eNB are defined mainly in 3GPP TS 36.300. The RAN solution for
this system is compliant with the R8 version of 36.211, 36.212, 36.213, 36.214, 36.300, 36.321,
36.322. 36.323, 36.331, 36.413, 36.423 and other referenced specifications. Compliance of
devices and the RAN continues to evolve from Dec 2008 to Dec 2009 specification versions and
beyond. The eNB is designed 10 support upgrade to support modifications of the air-interface
and network interfaces in accordance with evolution of the LTE standards.

o

. |
e |

Transport

B

/ﬂesiliem Flber

MME |

v Q
. -
=X
® e
1]
% (4
w

m

-]

e 4

, alle i;f'.l — Radio
| ' eNB
|
Radi
%\ et 875/ i
\, Radio eNB I
e’

Figure 2 — RAN Physical Archilecture

The RAN solution is based on IP Iransport. The solution supports collocation with existing
narrowband or commercial sites and supporls shared backhaul of various lypes. The eNB
hardware supports 5+5 MHz PSST band or 10+10 Mz O/PSST band or both D and PSST
5MHz bands simullaneously. The solution will support optical angd electrical Elhernet interfaces
and can support external L2 or L3 equipment to fit wilhin a number of transport scenarios.
Backhaul redundancy is supported when required. The equipment supports the logical User
Plane, Control Plane and OAM&P interfaces on the same physical interfaces and supports
VLAN separation when required. The eNB is built with Self Organizing Network {SON) functions
to automate deploymenl and optimization functions. The solution will support both GPS and
IEEE 1588v2 liming solutions as needed (e.q. for ICIC (Inter-Cell Interference Coordination) or
MBMS).

A.2 Core Network Architecture
The core network is based on the 3GPP R8 defined EPC (Evolved Packet Core) as mainly
defined in 3GPP TS 23.401. The solution will support the MME, SGW, PGW, HSS and
PCRF/SPR {unctions using standards defined network interfaces. A VPN element is also
shown. This element supports a secure public safety VPN and can be used with allernale
access lechnologies (WiFi, 3G).
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The EPC solution is based on the GTP-based S5 and S8 interfaces. Support for PMIP-based
interfaces is a future roadmap item based on industry demand and will include support for Gxc
between lhe PCRF and SGW, The EPC solulion is compliant with the R8 version of 23,203,
23.401, 23.402, 24.301, 29.212. 28.214, 29.272, 29.274, 32.240, 32.251, 32.295 and other
referenced specifications. Compliance of devices and infrastructure continues to evolve from
Dec 2008 to Dec 2008 specification versions and beyond.,

Addilional interfaces supporling charging are provided but not shown for simplicity. The PGW
and SGW supporl offiine charging interfaces (Gz/RI/Ga). These interfaces may be valuable in a
system supporting multiple agencies and user affiliations.

Visited LTE System
{Private or Commercial)

Home LTE Private
System

'l,f_ei o
| equivalent

Visited System
{Commercial Only}

Commercial
3G /

Figure 3 — EPC Roaming Architecture

The system is capable of supporting roaming with other regiocnal PS LTE syslems or with a
commercial LTE syslem (if supported by the device capabilities). Nots that local breakout is nol
currently shown (although can be supported). Furlher study is needed around the impacl of
supporting a secure VPN and multiple APN's simultaneously. Support for roaming on a
commercial 3G network is shown using a VPN solution and a unique subscription on the 3G
network. Use of standard EPC interfaces for 3G inter-conneclivity between a regionat PS
network and an existing commercial 3G network run by a difierent entity are for further study
and subject to potential operational complications.

The EPC physical architecture is shown in Figure 4. The EPC solulion is based on IP transport
and pooling of network elements. The solution supports (Pv4 and IPv6 UE's and additional IPv6
network interfaces as a {ulure software upgrade. The solution will support a platform that hosts
the SGW and PGW on one platform instance and the PCRF/SPR/HSS functions on another
platform instance. Redundancy is supported at several levels including geographical distributed
elements to mitigate disaster scenarios.
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SGW/PGW

=

Transporl
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Figure 4 — EPC Physical Architecture

Interfaces

Ad

The RAN/EPC solution will support the following interfaces based on 3GPP R8 compliance:
LTE-Uu, Gx, Gz, Ri/Ga, Rx, 51-MME, $1-U, S5, S6a, $8, 59, 510, $11, SGi, SP, X2.

These inlerfaces support inter-operability of the LTE network with 3GPP R8 compliant UE
devices, as well as inter-operability with other PS regional LTE networks. Details on handoff and
mobilily inter-operability are addressed in Section A .4 including mobilily across regional PS LTE
networks. Details on supporting a VPN service are also covered in Section A 4.

Mobility and Handoff (Handover)

A4

Regicnal wireless mobile broadband systems, in conjunction with the Shared Wireless
Broadband Network {SWBN), present uniguie mability requirements, including mobility while
mainlaining a secure VPN session connection. These requirements are met by leveraging
robust and efficient handover algorithms and inter-eNB handover coordination via 3GPP
slandardized interfaces. The mobility solution accommodates both aclive and idle mode
handovers within LTE networks.

3GPP Compliant Handover

The mobility solution is fully comgliant with 3GPP standards. It supports high-speed mobility and
seamless handoffs between eNBs within the Broadband Nelwork, Radio frequency phase shift
acquisition up to 300 Hz Doppler is supported, which accommodates handofis above 75 mph in
a properly-engineered and functioning network.

The mobility solution will supporl UE physical layer measurements, as specified in TS 36.214, {0
determine cell signal sirengths and actions specified by the RRC L3 protocol in TS 36.331. The
UE receives measurement contro) information from the eNodeB (eNB) via (he loilowing System
Information Blocks (SIB):

« SIB3 information block contains common information for both inlra-frequency and
inter-frequency cell reselection

« SIB4 information biock contains neighboring cell relaled information for intra-
frequency cell re-seleclion including specific re-selection parameters

= SIBS information block contains neighboring cell relaled information for inter-
Irequency cell re-selection including specific re-selection parameters
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The MME and eNB utilize UE receiver measuremeanl reporls for conlrolling UE handover
behaviors, Whan making a decision la handover a UE 1o enolher cell and/or carrier [raquency
the following laclors or peramaters are considered:

« UE measuremanl reports of its serving end neighbor cell signal sirenglhs

« UE's current signal ta interlerence ralic

s UE's serving cell and naighbor cell loading conditions

+« UE's QaSfapplication profile and Iha UEs mobility level

Adlacent Network Handover

b
&~
w

The mability solution will suppar inter-network handaver balween regicnal public selaty
retwarks. The approach taken lo supper inter-network hendover between regicnal networks is
dependent an sevearal faclors. These laclors include:

« Frequancy bands assignad to and shered between lha regional netwarks
s PLMN ID's assigned 1o and shared betwaen the regional networks
+ Administralive relationships between the regionel natworks

If ihe ragional networks are allocated a common frequancy band, then issues associalad wilh
inler-band managemenl are not required. However, if separale [raquency bands are allocsled lo
the reqional networks, then inler-band handover managemenl! functions, such as neighbar band
adverisement and raquency selection priarily musl be supporied.

Assuming that regionel networks are allocaled unigque PLMN |D's {ses seclion A.5) then inter-
PLMN nandowar capabiiities will be required as regianal natworks expand and becoma
adjacent. In commarcial camer netwarks, intar-PLMN handover across oparalors is not typicel,
This is because cammercisal carriars deplay near-ubiquilgus coverage in their service areas,
Cammercial camier networks may elsc be compnsed of mullipla PLMN 10's. Howewer, in Llhase
cases, lha administrative funclions of network planning and operations are managed by the
carrier. Thus the carriar is able 1o coordinate cell identfiers, neighbor lisis. and handaver
canfiguralions acress their PLMN 1D domains. Since natwork planning and aperalions are
lypically not coardinalad across commercial carriars, inler-PLMN handover is lypically not
supporied across commercial camer networks.

Further, 3GPP RB standards do nol idenlify the inler-MME S10 interface as a roaming interface.
Il MME 's are deployad in lhe regional netwarks (i.8., nol shared), than inlar-PLMN handaver
would cross MME damains and the 310 inlerdace would be needed 0 suppor] inter-PLMN
handover across MME domains. Since 3GPP R8 slendards do not idenlily 510 as a roaming
interace, inler-FLMN handover across operalicnal domsins is nol yet supported in Lhe
stancard. Therefore, in ordar o suppon inlar-FLMN handover, coordinaled netwoerk planning
and operatians across the PLMN ID domains is requirad. In order Lo support inter-PLMN
handover across gperational domains without aperalions| coaordination, 3GPP slandards
enhancements are required.

Similarly, 3GPP R8 apacilicalions do nol suppor LTE<->3G inler-PLMN handaver ecruss
operational domeins. Therefere, handofl across home and visiled networks when a visiled
network is using 3G netlworks will ba galed by availabilily of 3GPP standards.

Moblla VPN

In addilion lo hangaver, the solulion also supporls Mabila VFN's. MYPN solutions, which are
already in wide use by public safety agencies, provide application-level session continuity
acrpss disparate radio access netwolks, as well as security all lhe way back to the mobile user's
home domain. Session conlinuity is supported at the application IP layer, which is above the
radic access layer. Thus, tha MVPN solulions can provide session continuily across various
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radio access lechnologies, such as LTE, 3G packel dala, and Enterprise WiFi. Each radio
access technology comprises an independenl link between the MVPN server and the MVPH
tlient in the UE. As such, each radio link is independently maonilored and the MVPN salecis the
optimurm radio link to supporl Ihe applicalion sessions. I a radio link becomes disconnected or
impaired. the MVPN can switch to an ellemate available radio link. Thus, lhe MVYPN ¢an provide
IP layer mobility and intelligent rouls selection which is independent of handover in the radio
access layer. The MVPN can previde an alternelive solulion to inter-PLMN handover acrosa
regional networks, as well as across 3G nebtworks.

In addilion 1& providing (P layer mobility, [he MVYPN can provide secured connections beween
lhe server and client. The secured connection provides aulheniication, confidenlialily, and
integrily prelection. Cryptographic modules which suppert ihe MVPN are compliant with FIPS
140-2 standards. The use of MVPN's wilh these securily capabilities is critizal, sinca current
Criminal Justice Information Services (CJ15) security palicy requires Ilhe usa of highly secure
VPNs [or mahbile device access.

Roaming

A5

Regicnal wireless mobile broadbend systerns, in conjunclon with the Shered Wireless
Broadbend Network {SWEBHN), presenl unique rocaming requirements, ingluding support in inilial
operalions, es well as rcaming amang regional networks. These requiremsnis are supparted by
leveraging 3GPP slandardized inlerlaces, as well as adoplion of a roaming service lailored lo
lhe SWEN.

Terminclogy and Scopae

A.5.2

Usirg lterminglogy from the NPSTC BBTF repcr. inira-syslem roaming refers lo roaming across
regional nerwarks: "9.4 Infra-systemn Roaming - The regional networks will be stand alone
systerns, part of a singfa nafional system, 5o public safely users roaming from their home
regional systems lo anclher regional systern are considered lo be roaming within (intra) tha
systern.” Also rom lhe NPSTC BBTF report, inter-syslem roaming refers ko rgeming between
lhe national system ol regicnal netwarks and commertlal carrier networks: “8.5 Infer-systern
Roaming - Pubfie safety users that are part of a regional systern may roam off of the nafional
sysiern and commercial users may roam onto the netional syslem. This roaming is defined as
inter-syslem roaming”

According (o 3GPP standards, home and visited network domains are delineated by PLMN ID.
Roeming i the abilily for a user to abtain service in a visited network. Note Lhat roaming
pertains to gblaining service, whereaz handover pertains to the lrensler ol a user's conneclion
frarn one eNB cr cell to anathar.

PLMN ID Assignment

The NPETC BBTF repart alsa recomimends (hat the number of PLMN 10’s allocated for the
SWEN should be less Llkan 100 1Ds, and may be as lew as 1 1D. The solulion aligns wilh lhis
recommendalion, A unique PLMN |D should be assigned to each region in the US, such as
each Slate or UAS! region, and one common virtual PLMN (D should be reserved for the enlire
SWBN. This scheme allows flexibility and autonomy for regional natwork operalions, yel also
provides a single identilier which represenis all reguanal networks in the SWBN.

With a unique PLMN 1D assigned to each Siate ar region, roaming as defined in the 3GPP
slanderds will not accur wilhin the regional network. Rather, roaming will occur if a Public Sefety
user abiaing senvice from a commercial carmiar, or obtains servica rom anolher regignal
network. Similarly, mobility wilhin regional networks anly requires intra-PLMN (as oppased o
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inter-PLMN) handover to supporl session continuily ag users move belween aNB’s or cells
within (he ragional network. Therelore, mobility within 8 regional network does nol constitute
roaming. The solution will suppor mobilily vie intra-PLMN handover wilkin regionel networks as
described in section A.4,

Intra-system Roaming

A5.4

Intra-syslern roaming occurs when usars obtain service from e visited regional network within
the SWBHN which ia not lhe user's home network. Inlra-syslem roeming will be supporied as
needed by operationel scenarios which require service across regional network boundenes.
Intra-system hendover capebility can be added as an incremental softwere upgrede es
standards mature. In eddition 10 inlra-sysiem roeming, edjacenl regionel networks will also raise
the need for inler-PFLMM handover, See seclicn A.4.2 for lhe solulion approach to inler-PLMMN
handover.

Inter-systerm Roaming

A55

Inler-systemn roeming cccurs when users obiain service from a commercial camer nebwark,
which is not part of Lhe SWBN. Inler-system roaming will be supporied as needed by cperatianal
scenarios which cross regional nelwork boundaries, end as allowed by roaming agreements
with commaercial cerriers. As wilh inlra-system handever, inler-syslem hendcver can be added
as en incremenial saftware upgrsde. Inler-sysliem roaming may als¢ requira addilion of Border
Gateway routers 1o nlerconnect wilh a Roaming Service provider. The same 3GPP siandards
constraints apply lo intes-PLMN handover across operalional domains for inter-system reaming
as for milra-system roaming. However, inler-sysiem and inter-PLMN handover is more
chellenging due to the addilivnal interfaces and operational dependencies between commarcial
camer networks and the SWBN.

A5G

Commercial Network Ruaming_

Commarcgial carriers ypically leverege reaming servica providers to provida inter-network
connechvily, secunty, and charging remedialion lunclions. Reaming slandards, such as IPX, are
avolving to supporl QoS-enabled IP franspor services, and Lherefore should support Lhe
sarvicas reguirad for roaming wilh commercial carriers. Howevar, inter-systam roaming may
hawe unique requiremenls as compared (o commercial camer roaming senvices, such as the
suppcr for the larga number ol regional netwaork enlilies compnsing lhe SWBN. Therefore, il will
be benelicial to eslablish an SWEN roaming service 1o minimally supporl inlra-sysiem roaming.
In order lo supporl inler-system roaming, the SWBN maming service could then inlerfage to
commarcial roaming service prowders, representing a single point-cl-presengs for the SWBN,

Raaming Interoperability

UE's conforming 1o 3GPP slandards will be able to roam across regionally deployad netwarks.
Heowever, il is essenlial for the UEs lo be configured with appropriate frequency bands. PLLMN
lisls, and accoss paramelers corespanding lo essecialed roaming agreements, 3GPP
compliant UE's will minimally suppor the lcllowing roaming-relaled behaviors:

» Scan supported/conligured bands,
» Perform network and cell selection,
= Aulhenlicate on a visiled Nebtwork.

Afer authenlicelion ¢n a visided nehwork, an IP address is assigned, ard lhe UE lhen has the
ability to access IP services. If home routed session is initialad, then lhe home natwork assigns
an associaled (P address lo lhe UE. If a local breakoul sessian is initiated, then the visiled
network assigns an assecialed |P address o lhe UE.
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Roaming Configurations

A.G

The solution will supporl home rouled reaming conliguratlion. Home routed configurabon is when
a user's traffic i3 routed back to the home netwerk to enable the use of home epplications and
Internet access. The home mouted case can suppod Lhe majorily of Public Safety applicslions
and use cases. Home routed bearer flows benefit rom QoS policies controlled in the home
network. In addilion, homa routed provides many operational and secunily benelils, such as:

» Single poinl ol suthentication for applicalions
» Single point for firewall, intrusion deteclionfprevention, and anti-virus protection
» Aclivity logging and Intermet access policy control

The salution will also suppord local breakout roaming conliguralion as needed [or Public Salaty
applicalions. Local breakout configuration is when a user's traffic is rouled wilhin the visited
network, and therefore is not routed back o lhe user's home network, Local breakout provides
tor oplimizalion of bearer rouling and access to visited netwark services. It should be neted hat
roamers may be subject to QoS policies of lhe local [i.e., visited) network. This is because
3GPP R8 slandards allow the visited network to overrida QoS parameters from the home
network. For Lhis reason, the local services provided in the visiled network are likely to be
limited lo IP services with etatic QoS and priority (e.g., basi efferl) for maming users. It should
be noted lhat lhe S9 interface is only applicable to local breakout scenarios. The 59 interface is
used to provide dynamic charging and QoS policies [rom the home netwark to the visiled
network. Since use of local breakout scenarias are expected (o be limited ta static QoS policy,
use of lhe S9 inlerlece may not be required to suppor Public Safety applicatians. See seclion B
for additional informalion regarding ceoligurations used lo supporl Public Safaty applications.

Priarity Access and QoS

LTE offers the mosl edvanced QoS capabililies of eny commercial cellular technology: however
Ihe lechnelogy must be properly conligured for oplimal public salety implementation and lo
suppor roaming (with carriers and olher public salely regional systems). This seclion provides
an overview of 1ha salulion while highlighting tha intercperabilily confligurations for public salety.
These LTE canhguralions should be slandardized across all public salely regional systems in
order Io [acilitate nationwide intaroperability. The syslem deflinad in this section is complian! wilh
AGPP TS 23.203.

A Nexibla prigrity access and QoS ramework is provided by lhe solution:

« Reglonal Flexibility
Each public safely region has the flexibilily 10 choose an LTE prigritization madel o suil
ils need. For example, region 1 may priarilize responders based on role and region 2
may priorilize responders basad on applicalion. The region should have some latitude
o choose how to pricritize devices and applications an the regional system.

» Roaming Support
Whether roaming between ragional systems of reaming lo a commercial LTE systern,
lhe priorilization framewark can supporl & consislent and fair palicy ol mapping pricrity
betwaen syslems.

The realization of this Iramework is slandardization of LTE cenfiguratian parameters for public
safety use, such as ARP. QCi, GBR, and MBR. H.Appendix C lists Lhe specilic LTE system
configuration necassary to achieve interoperable priority and QoS between wo syslems (hat are
involvad when roaming is ulilzed. The reader will appreciale lhal these recommendations musl
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be consislenlly epplied lo all 700MHz cormmercial and public safety LTE syslems in order lo
achieve meaningful inleroperability.

Sacurity

Security is a crilical aspecl of the public salely broedbend network solulion, This seclion
describes lhe comprehensive and interoperable securily solulion included in the affering.

Overalf securify architecture

3GPP standards have defined a suite of security relaled specifications for LTE syslems. The 33
series of 3GPP specifications contains several documents defining vanous aspecls of LTE end
broedband application securily erchiteclures. From an interoperabilily perspectiva, aof perlicular
interest are the specifications 33.401 (“3GPF Syslem Archilecture Evolution (SAE); Securily
architecture™), 33.210 ("3G security, Network Domain Secunly (NDS); IP network layer
securily”), and 33.310 ("Network Domain SecurityfAuthentication Framework {NDS/AFY). The
solution will fully support the requirements stated in these spacifications o ensure secure inter-
system interoperability.

The solulion will supporl bolh lhe mandatory and certein cplional especls of lhe 3GPP SAE
security architeclure specificetion, es defined in 33.401. The oplional especls lhe scolution
considers mandelory align wilh recommendetions given by the NPSTC Broadbend Task Force.
Specificelly:
+ Both control plane end beerer plane lraffic will be encrypied over-the-air. This
includes RRC signaling, NAS signaling, and user plane traffic.
« 33.401 requires the support of both the SNOW 3G and AES encryplicn algorilhms.
AES will be deleull chaice in the solution, since it is e NIST/FIPS recommended
glgarithm for securing public safety communicelions.
The sglulion will ulilize secure Q&M protocals and methods to distribule soltware and
configuration informetion to the network elements.

Network Domain Security

The seluticn will mplement lhe 3GPP deflined mechanisms for Network Domain Security, as
defired in the 3GPP spec 33 210, “Netwark Domain Securily, IP Network Layer Security”. Per
33.210, the inleraces betwaen lhe network entities in the network ere to be secured using
IPsec securily associations. The securily associalions will be established and meintained using
eilher IKE (Inlernet Key Exchangeivi ar IKEvZ, Per 33.210, the Ze inlerface is used lo inlerface
between wi security domeins end the Zb inlerface is used Lo intertace betweean the various
network entilies wilhin a single security domein. Specifically:

» NDS/AP inler-domain inlarface {Za} cryptogrephic protection via Securily Gateways
(SEGs) will be provided. The 2a interlace securily associalions will be established
using IKEw1 or IKEw2. X.509 digital certificate based euthentication will be ulilized
between SEGE in difflerent security domeins.

= NDS/IP intra-domain interfaces (2b) as specified in 33.210 will be cryplographically
protected unless wilhin physically secure and/or fully trusled environmenls.

inter-Domain Trust Establishment

In order Lo facililale inleroperability lfor esteblishment of 1rust across potenlially large numbers of
public safety security domains, a scalable mechanism is needed or establishing security
associalions, whelher al the network domain level or applicalions/services level. Digitel
certificates and Fublic Key Inlraslruciure {PKI) based lrust menegemenl are the malhods
defined in 3GPP specification 33.310 lor achieving lhese goals.
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The solution suppers lhe methods defined in 33.310 for creating, exchanging, and validaling
digital certilicalas across security domains. These mechanisms ensure thal regional broadband
networks heve policies and protocals in place la establish a basic, inleroperable authenticalion
framework. As discussed in 33.310, the selection and design of the appropriale PKI based trust
models will need to be made (2.g. lhe use ol cross-signed cerlificales batween the security
domeins vs. the use of a lrusl bndge model via Bridge CAs). In eddilion, work will be needad to
define public sataly speclic certificate policies thal furlher enable interoperabilily.

Coordinatad cerificate policies can help inleroperabllity by defining common rules [or Lha usage
ol digilal cerlificates in a system. Some examples of policy paramaters lhal are imporlant to
inlercperebility include:

consistent rules an certilicele issuance vetting and authanlicalion
agreed upon melhods of safeguarding Cedificele Aulhorities
personnel security controls

seleclion of public key cryple key sizes and algorithms

By having such policy elemants consistent across syslems, Lhe difficult task af policy mepping
behseen securily domains can ba minimized.

MVPN Access o Home

The Weiver requiremenls spacify Lhal pelihoners’ systems allow the use ol network layer MVFPN
access to any eulhonzed site and to home networks on Lhe daployed netwark. This requirement
is designed o ensure Ihe ability of first responders to securely connect back Lo Iheir home
systems whan atieching (o [oreign wireless netwarks. Without this requirement, thers is Lhe risk
soma deployments may have their wireless networks configured lo discard eny treffic Ihat is
encrypted ard deslined o an exlernal doamain. This would be very problematic, as thera are
seculity compliance palicies by CJIS, end NCIC {Natipnal Crime Informetion Cenler} that
require INe use of VPNSs for remale user access.

CJIS (Criminal Juslice Inlarmation Systern) requiraments mendate the use of FIPS 140-2
velideled encryption, Thus any user of a deployment uiilizing a broadband waiver must use
FIPS 140 velidaled solutions lo be compliant wilh CJIS secunily palicy and to acgess CJIS
releted servicas. The solulion will use FIPS 140-2 compliant MVYPN solutions for remole user
2CCRES.

Application Security

Applicalion secunly is first provided &y limiting accass 0 aulhenticated users Lhrough lhe use of
MVPN eccass to the home syslem. Once access has been aulhorized and secured, user
aulhenlicalion lo specific applicalions such as lhe local status page will be regquired per locet
policy.

The specific authenlicalion lramewark hes nol been specilied by 3GFP or PSCR. The fallowing
represenl the desired capabililies of the epplicalion euthenticalion malhed ullimalely selected,

» The securily [ramework should provide authenlication and authorization infarmation
between security domains (e.g. belween Weiver Recipients)

» The securily [ramework should provide single sign-an sclulions Lhat ere compatible with
axisling commercial web browser usar aganls.

The use ol a federeted idenlity managemenl solulicn enables portabilily of idenlity informalion
acrass different agencies. This is essenliel to ehabling many applicalion securily interoperabilily
use cases. The crealion of such a federaled idenlity manegement salulion is a work in
progress. As such, the final solulion should be specified wilh inpul from Lhe public safety and
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