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From the desk 0 t

John Chaney

Sr Technologi st

Harris County Information T@chnology

Bruce High (10

To the members of the FCC wai'ler cons.ideration group,

Recefved &rnspeeted

AUG 11Z01O

FCC Mail ROom

Pleas.e accept our waiver reque!tt. The Harris County BIGN IT group would like to th,mk you ror this

opportunfty to serve public .safery. We would alro like to applaud you on your effort to encourage

interaction and collaboralion between i'lgencies and government that to lhis day halJe functioned

independent. This effort will result in a better world for the public 5o~fety 5oector and corresponding~ya
be tte r worl d for rh e publ it: and priva te seclOr.

Thank You,

8/10/2010

ProvlcUng Excellence By Enco ur.tging Quality

NQ. 01 Capias r£!C'd J
~ABCDE -~~----
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August 4, 2010

Commissioners Court
Harris Counl)' Administration Buildiug
1001 Preston, 9th Floor
Houston, Texas 77002

Bruce High
Chlet InfonnBtion OffIcer

RE: Request pennission to submit a 700:MHz Broadband waiver to the Federal Communication!'>
COlmnission (FCC),

Membeno of Commi5sioneno Coun:

The Infonnation Technology Center respectfully requests permission to submit our 700 Wfz
broadband waiver and supporting documentation 10 the Federal CommunicatioM Commission
(FCC). This is iu conjunction with the approval that was given 10 Infonnation Tec1mology
Center to submit for the Broadband Tec1moiogy Opportunities Program (BTOP) in April 2010.

Respectfully submitted,

~4~/49-
Bruce High
Chief Inform.ation Officer

BillIC/rIf

Attachmenls

cc: Ian Gorman, Grant CoordinalOr- Management Services
Scott Bresk. COUllI)' Attomey's Office
Cr.Iig Bernard, Mana.ging Director - Comrnunicatjons
David Dodson, Division Chief- Communica.ti.oustRadio
101m Chaney - CommlllllcationstR3dio
Tammie Davidson, Managing Director - Bu....iness Operations
Chron

Presented lo CommiSSfoners Cou rt

AUG 10 2010
APPROVE G~j_L _
Recorded Vol PagEl, _

. .... -- - ~.~. ;

,~ .... ~-:-:)--~.~ .... .-_~.' . - .~ ..-..:.)~.. -
'.-

For Inclusion on Court. Agenda dated August 10, 2010.

40~ Carortne. 4'~ Froor / Ho~s.cm. Tf'4<U 77002-2017
l'Mrl8 713-7H-6621 I Fax 7H -'!55-8930 I 't4'WK', hc[Z, 1"lf'..lItlc



THE STATE OF TEXAS

COUNTY OF HARRIS

§

!

Presented 10 Comm~oner's Coun

AUG 10 10m
APPROVE
Aecon::lad Vol Pag&

The OJmmissioners Court of Harris OJuuty, Texas, convene.J at a meeting of Mid Court
at the Ham~ CoUID Administration Building in the City of Houston, Texas, on the __ day of

NIG 1 Q Z01U 2010, with the following members present, to-wir:

Ed Emmert County Judge
£1 Franeo Lee Commissiouer, Preciucl No. I
Syl~ia R. Garcia Comrnis~ioner, Precinct No.2
Stt:ve RlIdack Commiss.ioner, Precincl No.3
Jerry Ever~ole Comrni~sioner, Precinct No.4

and the followiug members absem, lo-wit: ~cCNQ""·".~"~'c-----_.' cousliNfing :1 quorum,
when among other blJ.'iinns, the following was lran~acted:

ORDER AUTHORJZING THE COUNTY JUDGE TO EXECUTE A REQUEST FOR
WAIVER OF THE FCes RULES TO ALLOW mE DEPLOYMENT OF A 700 MHZ

INTEROPERABLE MOBlLE PUBLIC SAFETY BROADBAND NETWORK

Commis~ioner 0,"'<'(, , .., introdueed an order and made II
motiou Lhal the same be Ildoplf:d. Commis~ionGl" k -e"_ ~econded the
motion for adoption of the order. The molion. carrying with il the adoplion of the order,
prevailed by the following vote:

y" No Abslain

Judge Ed Emmen ~ 0
Comm. EI Fl1iIlco Lee J 0
Comm. Sylvia R. Garcia .. 0-'
Comm. SW<e Ra:lllCk 0 0
Comm. Jerry Ewr~ole 0 0

The Counl)' Judge thereupon MIlounced that the motion had duly and lawfully carried
and thai the order bd been duly and la....fuJiy adopled. The order thus adopled follows:

VlHEREAS, Harris Counly desires to request a wai~er of the Fe.Jeml Communications
Commi&5io'l's rules 10 allow the deployment of a 700 MHz interopemble mobile public safety
broadt>!!nd r1etwork.

NOW, THEREFORE, BE IT ORDERED BY THE COMMISSIONERS COURT OF
HARRIS COUNTY, TEXAS, lHAT:

Section J: The recitllI sel forth in this Order is true and correct.

Section 2: The Harris OJuuty judge is authorized to executll, for and on behalf of
Harris County, a Request for Waiver, whicb is incorporated herein by reference and JMde II part
hereof for all intents and purposes as though fully set tbrth herein word for WIlro.

Section 3: All Harris Couul)' officials and employees lire lIuthorized 10 do any and all
things necessary or convenienrro accomplish the purpose of lhis Order.



Bero", the
Fedel"lll CommuniclltioDfi CommissioD

W.shinglon, DC 10554

In the Maller of
Reque~ by HIlJTi~ County, Texas for
Wai,.er of the Commission's Rules to
Allow the Deployment ofa 700 MHz
lnteropel'll.ble Mobile Public Safely
Bn.ladband Network

§
§
§
§
§

PS Docket No. 06-229

WAIVER - EXPEDITED ACTION REQUESTED

REQlIESTFOR WAIVER

Pursuant to Se~tion 47 C.F.R. § 1.925(b)(3), Harris County, Texas re'Pectfull}'

submits this Request for Waiver to the Federal Communications Commission

(''Commission'') to waive any Comn1is~ion mle~ that would prohibit Hani~ County to use

Ihe public ~lIrety broadband spectrum in i..h.e 700 MHz band to deploy II regicnal, mobile

public safety grade broadband daLa network. Harris County seeks thi~ waiVl'r or the

Commission rules to granl desiglllllld construction of a fully inleroperable, state of the lilt

regional wireless brOlldband network that i~ coru;islenl with i..h.e Commission and public

safety lli!ency requirements, including thDse nDu:d in the CommissiDn's Waiver granl

issued May 12, 2010. 1 Harris County is acling as tht: principal govemmenLaI institution

in the East Texll." area for coordinating design lIlId build out of this broadband network

with the partners as noled and proposed i.ll Ihis documenL

Since 1992, Han:i~ County, the third largesl cDanty in the nEllion MSed on

population, has beeu II leader and driving force behind providing wireless

communicm.ions for public safety. The Harris County RegioMI Public Safety

Communications System provides interoperable ~ervice to 319 a.gencies from local

police, sheriff, EMS, fire agencies, SlIIte agencies, and Federal agencie~ i..h.~.l include FBI,

I FCC Order, PS DockelNo. 06-229, rele""" May I., =Olij, 10 21 Politionm re<fl1<:'ting sin,n... Wai""r1'
ttl !he one subruirted herein by Honi. County.



DEA. ATF and ru.ilroad authorities. Hams Counry has ils own staff of installers and

project managers, as well as a well trained technical st!!ff for system maintenance and

upgrBde5. The initial system coverOO Hams County and quickly expanded to provide

coverag.:: of the Houston-Galveston Area Council (H-GAC) Region, which encompasses

13 Counties. 12,314 square miles. has approximately 170 miles of Texas Gulf Coastline

and serves o\e( ~.gf>6 mj(Jjon in population (approximatiug 24% of enlire State of Texas

population). The H-GAC 13-county region is deemed by th.:: Federal VASI program to

be one of th,>; most vulnerable areas to domestic arid foreign telTOrlSm. The Port of

H(luston, second husksl in the United States and tenth busiest in the world, is one of f(lur

in this region (along with Poris of Galveston, Texas City, and Freeport). The area also

has an exlensive petrochemical industry with a muHitude of petrochemical and fuel

retlneries, biomedical research. nuclear power plaut, aerosp~ [NASA) and major lLir

traffic centers. It limher includes the Texas Medical Ccuter, the world's large;;t

COUcel"l!falion of medical rcsearch and hcalthcare iustitulions.

H.mis County has also participated ",ith other public safety agencies and the Stilt.::

iu an organization called the Texas RMio Coal ilion. This Coaiition was lormed 10 write

the new State CommunicaliCIflS Interope.mbiliry Plan, which allowed the Stat<:wide public

safety agencies ID receive monies from the NTiA Public Saft:t;.· Interoperabillty

CommunicntiollS Grant. Recently, Hams County partnered with other entities in the

e.lslcrn portion of the Stale of Texas to collaborate and CKpand existing public safely

communication infrastructure to cover- all or pan of 17 additional Counties outside of the

H-GAC Region reaching as far north liS the City of Longview in Gregg County wilh

continuous coverage south to the TeKilS Gulf Coasl. Hams Coun1y ~Iong with its

partners is positioned to systematically deploy broadband throughout Ihi, region liS well.

As pan of tills broadband project lhen- ",ill 00 a Public Safety Inleroperability

Gateway (psIGJ. II will allow an interface to the large existing Land Mobile Radio

(L.~lR) system, which has over 44,000 public ~aft:ry users lor enhanced InterojJt'rabilily

and will create a replicable ruodel for other ar~as in the Stale ofTexa5 to loUow. The plan

is to leverage existing LMR siles along with other- county fucilities, towers and building
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locations for this inllial deployment of broadband co~erage. The middle mile coverage

outside the 13-count)' H-GAC region will .:ominue north on these LMR sites into

Northeast Texas tonching all (It pal1 of 13 Counties in which tne East Texas Medical

Center currently provides hospi1.:l1 lllld medical emergency res~llse. TIus also

encompasses tne major e~8.cualion route~ leaving the Texas Gulf Coast. The olner large

paI1Jler par1iciparing in this colbborati"Ve effort is just northwest of H3lTis Cmmt)' in

Bf!lZOS and Washington Counties which serves public safety l:omrnllt\icaliom for a

poplliation of207,866 and CO"Vers 1,194 square miles.

All of tnese regions cover the elltire demographic portfolio of ethnicity, wealth,

poverty, urbllll and rural areas of served IllId undetserved areas. In order to fllCilil(lte

broadband deployment, the deli"Very of crilical public services in healthcare, edul:2ltion,

and pnblic '>8.fi!!)' and pri"ate investment in lnli:astnlcture and technology appJication.~ for

broadband, il is critical OUt Harris County lllld the regiou have a sound and solid middk

mile infrastf\JI.-1ure. It will enable an expedient, systematic and robust open network to

provide bro3Jband to not only community anchor tenang bllt sub;;equently to be able to

sup~rt private, public, and individual counectivity that l:an then occnr through sharing,

switchIng, routing, alld go"Vemance leadership. TIli~ middle mile is e~semial to last-mile

completion of broadband depJo}'ment. and will provide a full range of intercounect

~ssibilities to meet providff, carriff, and end-user requirements. Harris Coumy's

strategy is de~igned to foster cOlnpelition generated by built-in multiple accesses, with

Ihe foreseeable reduction in sl."I'vlce costs for actual end-users.

Public safety entities m the 28 Counties in tne Broadband lnteroperllbility

Gateway Netvoork East Texas (BIGNET) IW~ hllve collaborated to idetllify community

anchor institutions, pri"Vate entities, and non-go~'emrnental lIgencies to d~velop II

comprehensive, regiorruJ public safety network that would provide emergency res~nders

with broadband access and iucreased inleroperability cllpllbilities. Previous regional

cawtrophic e"Vellt planning idemilied key saps in emergency preparedness and res~nse

and underscored the Ilecd for a hardened stllte-ot:the-art broadband network thllt would
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be av[jjlable to emergency re,pondero, uol ouly during routine service but also during a

crilical incident or u cUlaslrophic e"ef1l.

The need for ,ucb a public safely grade broadband network is particularly acnte in

lhe H-GAC area of BIGNET. To address lhes<: crilical satety needs, Iht: public safety

snbsystem ofthe middle mile network that Harris COW1ty proposes to deplny 'will provide

public safel), and government lL'lefS wilh v.ireless broadband service utilizing 700 MHz

public safely broadbaud spectrum (76) MHz -768 MHz and 7Q} ~fHz - 798 MHz), A

subsequent spectrum agreement with the Public Safety Spectrum Trust (PSST) will be

ba'led on Long Term Evolution (LTE) sLandards. The project will enable emergency

respondero to share informalion efficieutly and quid;l~' lIud in a cost-effeclive mauner, It

will ensure interopenlbility between system ~ers a5 well as roaming inleropl"lllbiJity with

orher 700 MHz public safeI)' broadband nelworks, provide sysle.m re,iliency and expand

access to dynamic muhimedia applications. As a result of lhe BIGNET proje<:t. public

safety eutities will be belter equipped to prevent. proteci agw!15t. respoud to, and reco"er

from emergencies,

Public sMety and firsl responders will continue to rely on rhe missioJh:ritical

voices)'slem for lheir essential du)'-to-dlIy communications and during life-tllrellteniug

emergencies such as llIIlural and man-rrulde disasters. This voice nctwork mil be

snpplemef1ted by and help SUppOI1 the BIGNET projen. Real-time mobile '-ideo to :md

from field officero and "office mobiliIY", (meaning lhe ahilily for a publk safety

ofilcial"s offlce to now be -"mobile ill lhe field") are two of lhese applil:3lions

Broadband cap3bility is crilical during disasters, providing real-lime geo-locmion

information alxllil damElge, dangers, road conditiolls, and personnel and vehicle localion~,

It also allows pLiblic safety field personnel to quickl)' receive data Jiles and video, such liS

photographs associa.led wilh Amber Alert~. In the event of nacualiotls, like lhose

oe<:umng during Hurricanes Rita and Ike, virtUllI commlUld cenlers allow crilica! s)'stems

to be acces.sed from anywhere, reducing the probability of on-she syslem f[jjlure bel'3use

ofrhe disaster.
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The proposed solution mllis il affordabl<: 10 all entilies currently on the existing

regional 700(800 MHz system thai en.::ompasses much of the eastern one third of the

State of Texas. TIIrough partnership with a rwtional public carrier and the use of the

PSIG solution, this proposal will allow all syslem users to warn seamlessly belween these

;ue.:l:l without concern of losing connectivity. Thai conno:;:tivity's cover...ge area and

potenlial benel1t 10 public safety is increased dramElticaily by TwO other partners in our

broadband effort., which are the City of San Antonio and the Te:Q$ Departmenl of Public

Safety. In our efforts 10 build this LTE broadband solution the City of San Anlonio and

Slate are working closely with Harris County ensure we are able 10 intrgrate these

proje<;;I~. The City of San Antonio's FCC waiver has already been appTlwed. OW" plan

would be for us to leverage our two core swilches for redundanc} of the core equipment.

SWI Antonio's dislance from the Gulf Coast mllis il a greal loculiou for redundWlcy.

This will create a very robusl broadband network wilh the abilil)' [0 service all of Telias

Public Safety nerds. Since the Iwo ueTworks will be connected via major e\·llCualion

corridon; and across some very rural territory, this partuership will provide. robus(n<ls~ 10

an overall broadbWld ueTwork that will provide. the needed rednndanc~· to support the

public safety ~... This would be dlffieult to support and undertake alone. Our

partnership with the Slate, tile City of San Antonio and othe.. is one reason the stale hlI.'5

given us one of the highesl public safel)' rnlings on oW" BTOP applicalion review.

The proposed broadband system will include a roaming agreemem(s) with a

national public carrier(s) to provide u conliguous connection outside of the BIGNET

designaled coverage. Meas. This agreement will provide the otlloading of public safel.}

traffic from their network and creale a partne.rship for future broadband initiatives in

these regions ultimately beneliting all involved. To address demand Wid sustainability

issues, Harris County, Ihrough the selection of the anchor tenants for the build out,

de~igned the broadband deployment strategy to enhance critical services to cilizens,

which is parwnount in building demand for slrong bro~dballd service. Identifying the$~

key institutions, which include governmental facilities such as comm\lllily centers,

libraries, public secondary 9chools, Elrtd institution.~ of high~r learning will be important

in reaching areas of lower income and underserved seelon; of lhe county.



EuabJing Broadband Senite In Our Communitie~

In addition to providing 3 resilient broadband nt'rwork for pllblic SlIfety, the

BIGNET project can also enable alIordable broadband services to Ihe public through

Wireles~ Interne, Service Providers (WISP) who can providt' broadband Internet IICceSS

to conununity anchor inslitntions all well El!. bu-~in"'~s and residemial end users. As lJOted

by Ihe Commi~sion in the National Broadband Plan, "broadband is II foundation for

economic growth, job crearion, global competitiveness and a bel1er way of life.~ The

Commi~slOn recognized that ensUJ"ing broadband access to conummity anchor institutions

is crirical to Ihe operation of lb.i, engine. II further noted Utat improving access to

broadband by community anchor institutions "willnol only cllpand broadband oprioll~ for

the illstitutiollS themselve~ but also "'ill improve availability in the communi!)' lIS a

whole."

This end of mile solution CQuld utilize unlicensed 5.2, 5.4, 8nd 5.8 GHz spectrum

and a broadband PoinHo-Multipoini and/or Point-to-Poilll solution thar will enable

public broadband Internet 8CC<:'~. This public broEldband network will be mElde IIvailable

to interested WISPs thIIt wish to !Me part in thi~ Public Acees~ subsystem to further

ellpand rhe tcotprint of affordable will.'lt'ss broEldband service throughout Harris, AlI,tin,

and Smith Counties by serving comffiur!ity anchor institutions, bu-~jnes~ Hud resideutial

~lId lISers.

The BlGNET proj<:ct also will bolster growth in ceonomiclllly distressed ;lll'as. As

part Df Ihe potentiul end of mile ,olution, Hams CDunty can deploy fa~ili[ie~ to which

provider~ can interconnect in ordeT to offer affordable broEldband sen'ice to ull5el"ed

are:lS in HDu,lon. One such area j~ zip code 77004 which hEl..~ a lJ.3 % unemployment

rate and 35.5% of its population living below poverty line (bDIh significantly above the

national average). Tllm: are a IOtal of 57 zip codes in Harris Connty, one zip code in

Amtin County, and four zip codes in Smith Counry that full within rhis criterion. rn
Elddition rhere are a total of 33 zip codes in the three counties with an (average) age of 35

or over Utal will Elddress the necds ofolder cirizens.
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The goal as buildnul continues wlll be to provide this SIIIIIe level of service for

critical infrastructure entiJi<:~, iru::luding utilities. pipelines and refmerie~, along wilh.

public access in irntitUlions ~uch lIS:

L HeaJthcare: Houston is the seat of the internationally renowned

TexlI5 MedieaJ Center. All 47 member irmitUliollS of the TexElS Medical Center are nOil­

prafu organizations. They provide patient and preventive Can'. research, education, and

local, national, and intemational community well-being. EmpJo)'ing more than 73,600

poople, institutions at the medical center include 13 ho~pitllis and t"", special!'."

ill~litulions, two medical schools, four nursing schools, and sehools of MIIlislry. public

healHI, pharmacy, and virtually all health-related careers. The deployment of (his

initiative wjJ] help bridge exisling gaps in wireless corrununicalions among these

facilities and poteniially provide public access for patients and other healthOlre providers.

These sl\lTle individual entities such II.S Methodist Hospital are branChed OUl to

surrounding counlics in the H-GAC region previously discussed.

2. Edoc<ltion: The Harris County Department of Education illdude~

26 Independent School Di5tricls that have over 1,000 cl\ITlpuses. In additiou, Au~tin Md

Smith Counlies have 54 campuses thaI will combine for illese three counties to serve as

anchor institulions. Higher education of Community Colleges and Universities number

20 campuses, :Idding to the system's ability to provide broadband capabilities in these

areas.

3. Libraries: There will be approximately 37 public libraries illat can

serve as anchor institutlons. These Iibmries win huve additional access to broadband

capability to serve tile needs ofa collUlllluity public computing facility. This middle mile

will serve to reach the general communit)' during normal bu.~iness hours and after hours.
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Harris County hils II proven tmck record of opeflliing LMR systems, providing

mission_critical commlllliclllions for public safety agendes, as weJl 0, other agencie~ in

all levd~ of lI;ovemmenl, in the 211 COWl lies of Ea:sl Texas. We are ready 1.£'. expand this

capability to inc Iud<: II robust, inb<lllpef'llble broadband data netv.ork, using the 700 MHz

public safety broadband spedrum. The BIGNET projed will provide LTE nexl­

generation broadband thai will use existing LMR network sites and infra:slrUCture, along

with pat\Jlr1" public and private facilities. We plan [['I integrale thi~ bmadband network

wilh existing radio network systems to proteclllpproxinwtely one-third of the population

of Texas. Such integrated broadband and LMR networks communications will enable

public safety to react to IIny emr1"gency situation in real lime by allowing simultaneous

radio, video lind instant messaging 3enice~.

The de~ign of this broadband network will also allow Harri~ COWlty to work with

anchor institulion~ in the 28-counl)' network to expand services lhrough the coliabOIatioli

of partnerships wilh nalional public carrier(s) and local VllSPs 10 ultimately provide

broadbwld senices to the general community in public pJace~ and in privale homes, using

roaming agreements WId unlicensed broadband spectrum such ill; the 5 GHz bands.

In order 10 move ahead with the implementation of lhis fully inlegrated and

inLerop~mble broadband network bnilt 10 m~t both public salety requirements ill; well as

eventuall~' !he broadband needs of our ciliU:lis, Hw-ris County respeclfully urges the

Commission 10 expeditiously approve this Waiver Reque~t This will eJlllble Harris

County 10 proceed with Ihe BIGNET project using the 700 MHz p~blk safety broudband

speetrurn without further delays. We recognize thul lhe realloo,;.ation of the adjacent D

Block broadband spectrum 1.0 public ~afcly still requires re~oJution, and we fully support

IDCh reallocation by COllgres~ and the Commission. Upon snccessful Congressional

passage of such reallocaiion legislalion oy Congres~, Harris Counry pillns 10 expand Ihis

waiver request. or file an additional waiver if this request has already been gr!U1ted, 1.0

include the D Block speclrum in this public safety grade broadbllnd network.
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Date: AugusllO. 2010

Re..'lpecrfulJy submi tted~

ED EMMETT
County Judge
Harris Counly. Texas
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The Counties that will be participating
in the initial build out

Harris County and the foUo,.-.iDg COllntie!i in the H-GAC r'Cgion:
Austin County
Brazoria County
Chambers COWlly'
Colorado County
Fort Bend Count)'
Galveston Coun~'

Liberty County
Matagorda Count)'
Montgomery County
Waller Count)'
Walker Counly'
Wharton Coun!)'

Tbruugh Teus A&M the Brazos Council of Government Region Conntic:! thlll ....ilI
"'" participating:
Brazos County
V,'asltingion County

Through E8.'lt Te'l88 Medieal Service lhe following Counties will be participating:
KaUfrnaJ.l County
Henderson County
Upsi'lUrCouU1Y
Panola County
Smith Counly
Cb.:mkee Counly
Houston County
Trinity County
Ellis County
Gregg County
Madi50U County
!...eou County
F~slon~ County

All The counties but Harris County will get a very limited foot print from the initial build
out. With the goal ofplIctnering with lhe carriers for rowning 10 fill the gaps_



Interoperability Showing
Technical and Operational Response

Harris Counly

InrormatlQn Techr'lclcgy Center

SIGNET (Broi:!ldband lnleropsrability Gateway Network of East Texas)

Original Dale: June. 25, 2010

Last Ravis ion Dale; August 09. 201 a



Intsroperability Showing Technical and Operational Response - Versio"c,,1.~1__

Table Of Contents
Inlrodutlion ,.... . , , .
A. System Arcl1iletlUre " " ", ..

A.l Radio ACCESS Network (RAN) Art;;hitedure ,.... ,.....
A.2 Core Network Aruhitetture"
A.3 In!l:!rfaces .. ".... .. .. ", " .
A.4 t.lobility and Handolf (Handover) .
A.~ Roaming, ..... ,.... . ", , .
A(i Priority Acress and 005 ' , .
A7 Securily.. . , " "
A8 DeViC&L , ,

8. A~~litaliOl1s ,...
C. Reliability and Availability
D. RadiCl Frequency (RF) ErJll'neering.

0.1 Radio Attess Ne!Work Planning, ...
0.2 Interference Cnordina!ion " .... ".

E Testing,... . " " " ..
F. De~loyment.. .. .
G, Operalions, Adminlslratlon and t.lainlenance .. ,,...
Ap~l>ndice~ .. ", ... ,.... . " "

Af>pendix A Definilions aor<:l Acronyms ,, .
Ap~endiX S, LTEIEPC Functions and Inlerfaces .. ,....
Appendix C, LTE Teel Tools ., ...
AppendiX 0 LTE SIGNET Der.nilion & Coverage Maps.

Paga lor 43

Harris County (SIGNET)

,
... 3
... 3
,..4

. , ,.. 6

. , ,.. 6
. , ,.6
.. 10

... 11
........ 13

,.14
.H

. ,19
. , ,H~

, 21
... 23

., ... 25

." .. 28

'". , , 30
" " " 32
" ".... ,.37

.... " ... ,40



InteroperabiJily Showing Technical and Operational Response - Version 1.1

Introduction

This Interoperabil;ly Showing Technical and Operational Response IS intended to demonstrate
the technical and operalional proficiency of Harris County (BIGNET) necessary lo achieve
operability and interoperability of public safety broadband networks in accordance with FCC
Waiver Order 10·79.

A. System Architecture

The Broadband Public Safety solution is based on the 3GPP LTE network solution. and consists
of lhe Radio Access Network (RAN). the Evolved Packet Core (EPC), Devices, and the key
~nterfacesexposed by {l1ese componenls. The solution includes the abilily to roam between
systems. provide priority access and aos to ensure lhe most critlcal public safety users receive
the highest priority, and ensure the 8roadband Public Safety solution is secure.

Figure 1 • Logical ArchItecture

The LTE standard is the right standard for Public Safety broadband use. As with any
commerc~al technology, there are elements in the LTE standard that are not defined based on
pUblic safety operations, Issues around in(er·PLMN HO support and improvements to access
class barring are best dealt with in standards. Issues around priority and pre·emption, especially
at the agency. incident or role level are handled by the implementation of this systen1.
Consislent policy enforcement across commercial and regional Public Safety networks requires
the correct amount of Public Safety specific standardization that stm allows for some regional
and agency control.

The LTE RAN and EPC architecture and interfaces are shown in Figure 1 and described in the
following sections. A more detailed description of the LTE/EPC infrastructure elements and
interfaces is contained in H.Appendix B.

A.1 Radio Access Network (RAN) Architecture

The eNodeS (eNS) is the only 3GPP defined nelwork element within the EUTRAN for 3GPP R8.
The eNS provides the user plane and control plane protocol lerminations toward the UE. The
eNS consists of lhe inter-working function between the backhaul interface and the base band
Interface. the base band processing elements for the air interface, and the radios. The eNB in
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this system is compliant wilh the 3GPP RB standards. The eNS is designed for compatlbilily
wilh 3GPP compliant UE's and utilizes 3GPP compliant network interfaces.

Functions supported by an eNS are defined mainly in 3GPP TS 36.300. The RAN solution for
this system is compliant with the R8 version of 36.211, 36.2"12, 36.213, 36.214, 36.300, 36.321,
36.322.36.323,36.331,36.413,36.423 and other referenced specifications. Compliance of
devices and the RAN continues to evolve rrom Dec 2008 to Dec 2009 specification versions and
beyond. The eNS is designed to support upgrade to support modifications of the air-interface
and network interfaces in accordance with evolution of the l TE standards.
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Figure 2 - RAN Physical Archilecture

The RAN sojution is based on IP lransport. The solution supports collocation with existing
narrowband or commercial sites and supporls shared backhaul of various types. The eNS
hardware supports 5+5 MHz PSST band or 10+10 MHz D/PSST band or both 0 and PSST
SMHz bands simultaneously. The solution will support optical and electrical Ethernet interfaces
and can support external L2 or L3 equipment to fit within a number of transport scenarios.
8ackhaul redundancy is supported when required. The equipment supports the logical User
Plane, Control Plane and OAM&P interfaces on the same physical interfaces and supports
VLAN separation when required. The eNB is buitt with Self Organizing Net\.vork {SON) functions
to automate deployment and optimization functions. The solution will suppon both GPS and
IEEE 1588v2 liming solutions as needed (e,g. for lelC (Inter-Cell Interference Coordination) or
MBMS).

A.2 Core Network Architecture

The core network is based on the 3GPP R8 de(lned EPC (Evolved Packet Core) as mainly
defined in 3GPP TS 23.401. The solution will support the MME, SGW, PGW, HSS and
PCRF/SPR functions using standards defined network interfaces. A VPN element is also
shown. This element supports a secure public safety VPN and carl be used with allernale
access lechnologies (WiFi, 3G).
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The EPe solution is based on the GTP-based S5 and S8 interlaces. Support for PMIP-based
interfaces is a future roadmap item based on industry demand and will include support for Gxc
between lhe peRF and SGW. The EPC solulion is compliant with the R.8 version of 23,203,
23.401, 23.402, 24.301, 29.212. 29.214, 29.272, 29,274, 32.240, 32.251, 32,295 and other
referenced specifications. Compliance of devices and infrastructure continues to evolve fmln
Dec 2008 to Dec 2009 specification versions and beyond,

Addihonal interlaces supporling charging are provided but not shown (or simplicity, The POW
and SGW supporl offline charging interfaces (GzlRr/Ga). These interfaces may be valuable in a
system supporting multiple agencies and user affiliations.
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Figure 3 - EPC Roam~ng Architecture

The system is capable of supporting roaming With other regional PS LTE syslems or with a
commercial LTE system (if supported by the device capabilities). Note that local breakout is nol
currently shown (although can be supported). Further study is needed around the impacl of
supporting a secure VPN and multiple APN's simUltaneously. Support ror roaming on a
ccmmercia~ 3G network is shown using a VPN so~ution and a unique subscriplion on the 3G
network. Use of standard EPe interlaces for 3G inter-connec(iIJity between a regiona~ PS
network and an existing commercial 3G network run by a different entity are for further study
and subject to potential operational complications.

The EPC physical architecture is shown in Figure 4, The EPC sOlulion is based on IP transport
and pooiing of network elements, The solutio., supports IPv4 and IPv6 UE's and addilionallPv6
network interfaces as a future software upgrade, The solution will support a platform that hosts
the SGW and PGW on one platform instance and the PCRF/SPRJHSS functions on a.,other
plaHorm instanc€_ Redundancy is supported at several levels including geographtcal d~stributed
elements to mitigale disaster scenarios.
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Figure 4 - EPC Physical Architecture

A.3 Interfaces

The RAN/EPC solution will support the following interfaces based on 3GPP R8 compliance:

LTE-Uu. Gx, Gz, RfJGa, Rx, S1·MME, S1-U, 55, 56a, 58,59,510, $11, SGi, $P, X2.

These inLerraces support inter-operability of the LTE network with 3GPP R8 compliant UE
devices, as well as inter-operability with other PS regional l TE networks. Details on handoff and
mobility inter-operability are addressed in Section A.4 including mobility across regional PS LTE
networks. Detai~s on supporting a VPN service are also covered in Section A.4.

A.4 Mobility and Handoff (Handover)

Regional wireless mobile broadband systems, in conjunction with the Shared Wireless
Broadband Network (SWBN). present unique mobility requirements, including mobility while
maintaining a secure VPN session connection. These requirements are met by leveraging
robust and efficient handover algorithms and inter-eNB handover coordination via 3GPP
standardized interfaces. The mobility solutlon accommodates bo1h ac(ive and idle mode
handovers within LTE networks.

A.4.1 3GPP Compliant Handover

The mobility solution is fully compliant with 3GPP standards. It supports high-speed mobility and
seamless handoffs betv'ieen eNBs within the Broadband Nelwork, Radio frequency phase shift
acquisition up to 300 Hz Doppler is supported, which accommodates handoffs above 75 mph in
a properly-engineered and functioning network.

The mobility solution will support UE physical layer measurements, as specified in TS 36.214, to
determine cell signal strengths and actions specified by the RRC L3 protocol in TS 36.331. The
UE receives measurement control information from the eNodeS (eNB) via (he rollowing System
Information Blocks (SIB):

• 5183 information block contains common informaUon for both intra-frequency and
inter-frequency cell reselection

• SI84 information block contains neighboring cell relaled infolll1ation for intra·
frequency cell re-selection including specif~c re·select~on parameters

• SIBS information block contains neighboring cell relaled information for inter­
lrequency cell re-selection including specific re-selection parameters
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The I.1ME end eNB utilize UE receiver measuremenl reports for conlrolling UE handover
behaviors. When making a decision 10 handover a UE 10 enolher cell andlor carrier frequency
the following faclors or perameters are conSidered:

• UE measuremenl reports of its serving and neighbor cell signal slrenglhs
• UE's cucrenl signal to interterence raho
• UE's serving cell and neighbor ceilioadirlg conditions
• UE's OoS/applicatiorl profile arld the UEs mobility level

A.4,2 Adjacent Network HandoYer

The mobility solution will support inter-network hando~er batlwen regional public sefety
networks. The approach taken Iv support inter-netwof1( hendoYllr between regional netwof1(s is
dependent on severel faelors, These riletors include:

• Frequancy bands assignlld to and shered between iha regional networks
• PLMN ID's assigned !o and shared betwaen the regional networks
• Administrative relil:lionships between the regionel natworks

If the regional networks are allocated e common frequency band, then issues associelad with
inler-band managemenl are not required. However, if separale Iraquency bands are alloceled 10
the regional nelwor'ls, then inler-bend handover manegemenl functions, such as neighbor band
edvertisement a"d frequency selection priorily musl be supported.

Assuming tMt regionel networks are allocaled urlique PLI.1N ID's (see seclion A.5) then inler­
PLMN hendo~ar capabilities will be required as regional networ'ls expand and become
adjacent. In commercial camer networks, inter-PLI.1N handover ilcross oparalors is nol typicel.
Ttlis is because commerciel carriars deploy near-ubiquilous coverage in their service areas.
Commerciill cemer networl\s may elso ba comprised of mulliple PLMN 10's, However, in lhase
Cilses, Ihe adminislrali~e !unetions of network planning and operations are managed by the
carrier. Thus the carriar is able to coon:linate cell idenlifiers, oeighbor lisls. and handover
configurillions ecross their PLMN 10 domains. Since network planning ilnd operations are
Iypically not coordinelad across commercial carriers, inler-PLMN handoYllr is Iypically not
supported ecross commercial carner networ'ls.

Further, 3GPP R6 standards do nol idenlify the inler-I.1ME S10 interlace as a roaming interrace.
If MME's are deployed in Ihe regional networks (i.e., nol shared), than inler_PLMN handover
would cross MME domains and tha S10 inlertace would be needed 10 support inter-PLMN
hendover across MME domains. Since 3GPP R8 slef1dards do not idenlify S10 as a roaming
interlace, inler-PLMN handovar across operalional domeins is nol yet supported in the
standard. Therefore, in ordar 10 support inler-PlMN handover, coordinaled network planning
and operations ecross the PLI.1N ID domains is requir('ld. In order 10 support inter-PLMN
handover across operaijonal domains witMut opera lionel coordination, 3GPP slandards
enhancements are required.

Similarly, 3GPP R6 spat:mcelions do not support LTE<:->3G inler-PLMN haoo'o~ef acruss
operational domeins, Therefore, handoff across home and visilad networks when a visiled
network is using 3G networks will ba galed by availabilily 01 3GPP standards.

A.4.3 Mobile VPN

In addillonlo haJ){]o~er, the 60lullon elso supports Mobila VPN's. MVPN solutions, which are
already in wide use by public safety agencies, provide application-level session continuity
across disparate radio access networks, as well as security alilhe way back to the mobile user's
home domain. Session continuity is supported at Ihe application IP layer, which Is above the
radio acce$S layer. Thus, iha MVPN solulions can provide session continuily across vario~
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rilldio access lechnologies, such as LTE, 3G packel data, and Enterprise WiFi. Each radio
'1ccal's tectmology comprises an independenllink between Ihe MVPN server and tha MVPN
Client irI the UE. As such, each radio link is independently monilored and the MVPN selads the
optimum radio link. to support Ihe application sessions. If a rilldio link. becomes disconnected or
impaired. the MVPN can switch to an ellemate available radio link. Thus, Ihe MVPN can provide
IP layer mobility and intelligent roLltB selection which is independent of handover in the radio
access lillyer. The MVPN can provide an alternetive solulion to inter-PLMN handover across
regional networks, as well as across 3G networks.

In addition 10 prov!dll'lg IP layer mobility, Ihe MVPN can provide secured oonnections beMieen
Ihe server and ~Iie/l( The secured oonnectlon provides aulhentication, oonfidenliality, and
integrity prolection. Cryptographic modules which support Ihe MVPN are compliant with FIPS
140-2 slBndards, The use of MVPN's with Ihese security capabilities is critical, since current
Criminal Justice Informa~on Services (CJIS) security policy requires Ihe usa of highly secure
VPNs for mobile device access.

A.5 Roaming

Regional wireless mobile broadoond systems, in oonjum:tion with the Shared Wireless
Broadbend Network (SWBN}, presenl unique roaming requirements, including support in initial
opera lions, es well as roaming among regional networks. These requirements are supported by
leveraging 3GPP slandardized inlertaces, as well as adoplion o( a roaming service tailored 10
Ihe SWBN.

A.5.1 Tenninology and Scope

Using lerminology from the NPSTC BBTF report intra-system roaming refers to roaming across
regional netwClrks: "!JAlntra-system Roaming - The regional networks will be stand alone
systems, part of a singla national system, so public safely users roaming from (heir home
regional systems 10 anolher regional system are considered to be roeming wit/lin (intra) tha
syslem." Also from the NPSTC BBTF report, inter-system roaming refers 10 roeming between
Ihe national system Clllllgkmal networks and oommen;lal carrier network6' "95Inler-system
Roaming - Publie safely users that are part of a regional sySlem may roam off of the national
system and commercial usanl may roam onto the nl<tlonall>yslem. This roaming is defined as
inter-syslem roamin{f

Acoording (0 3GPP standards. home and visited nelWOrk domains are deiineated by PLMN ID.
Roemirlg is the abilily for a user to obtain service in a visited network. Note that rooming
pertains to oblaining service, whereag handevsr pertains to the llllnsfer of a user's cO[)fleclion
from one eNB or cell to anothar.

A.5.2 PLMN 10 Assignment

The NPSTC BBTF report also recommends that the number 01 PLMN ID's ailocated for the
SWBN should ba less lhan 100 IDs, and may be as few as 1 10. The solulion aligns with lhis
recommendalion. A unique PLMN 10 shOUld be assigned to each region in the US, such as
each Slate or UASI region, and one common virtual PLMN 10 should be I13served for the enlire
SWBN. This scheme allows nexibility and autonomy lor regional natwork operations, yet also
provides a single identifier which represenls all regJonal networks in the SWBN.

With a unique PLMN 10 assigned to each State or I13gion, roaming as defined in ihe JGPP
slanderds will not occur within the regional network. Rather, roaming will occur ~ a Public Sefety
user obtains service from a oommercial carrier, or obtains service from anolher regional
network. Similarly, mobility wilhin regional networks only requires intra-PLMN (as opposed to
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inter-PLMN) handover to support session continuity as users move between eNB's or cells
within Ihe regional network. ThereTore, mobility within e regional network does nor constitute
roaming. The solution will support mobilily vie intra-PLMN handover wilhin regionel networks as
described in section A.4.

A,5,3 Inlra-system Roaming

Intra-syslem roaming occurs when users obtain service from e visited regional network wilhin
ltle SWBN Whicl1 is notlhe user's home network. Inlra-syslem roeming will tie supported as
needed by opera~onel sc~mariosWhich 'equire service across regional network boundenes.
Inlra-system hendo~r capebility can be added as an incremental softwere upgrede as
standardS mature. In add"rtion 10 inlra-system rooming, edjacenl reglonel networks Will also raise
the need for inler-PLMN handover. See seclion A.4,2 for Ihe solution approach to inler-PLMN
handover.

A.~.4 Inter-system Roaming

Inler-system roeming occurs When users oblain service from a commercial carrier network,
Which is not part of Ihe SWBN. Inler-system roaming will be supported a>i needed by operatiOrlal
scenarios Which cross regiorlal network boundaries, end as allowed by roaming agreemerlts
with commercial cerriers. As wilh inlr3-system harldover, irller-syslem hendCNer carl be added
as en incremerllal software upgrsde. Inler-syslem roamirlg may alsO requira addilion of Border
Gateway routers to ,nlerconnect Wilh a Roaming Service provider. The same 3GPP standards
constraints apply 10 intBl"-PLMN handover across operalional domains for inter-system roaming
as for inlra-system roaming However, inter-syslem and inter-PLMN handover is more
chellengill9 due to the addiliorlal interfaces and operational dependencies between commercial
carrier netwolks and tfle SWBN.

A.5.5 Commel1;ial Network Roaming

Commercial carriers typ"rcally leverege roaming servica providers to provide inter-network
conrlBC"vity, security, and charging remediation hmclions. RoamirlQ slandards, such as IPX, an3
e\lOlving to support OoS--enabled If' transport servir.es, and Iherefore Should support Ihe
servicas requ"rred for roaming Wilh commercial carriers. Howfl~ar, inter-systam ,oaming may
have unique requiremenls as compared to commercial carrier roaming services, &Uch as the
support for tfle larga l'Iumber of regional network enlilies comprising the SWBN, Therefore, it will
be tlene~cial to eslablish an SWBN roaming service to minimally support intra-system roaming.
In order Ie support inter-system roaming, lhe SWBN roaming service could then inleJface to
commercial roaming service providers, representing a single point-of-presence for Ihe SWBN.

A.5,6 Roaming Interoperability

UE's conformirlQ 10 3GPP slandards will be able to roam across regionally deployed networks.
However, il is essenliallor \t1e UEs 10 be configured with appropriate frequency bands. PI..MN
lisIs, an~ accoss parameters corresponding to essociated roaming agreements. 3GPP
compliant UE's will minimally support ltle following roaming-relaled behaviors:

• Scan supportedlconflgure~b<3nds,
• PeJform network and cell selection,
• Aulhentlcate an a visited network

Aller authen[ic@uon on a vlslled network, an IP alldress is assigned, and Ihe UE then has the
ability to access IP services II home routed session is ini\iatad, Ihen the home network assigns
an associated If' address to the UE. If a local breakoul session is inibaled. then the visiled
network assigns an aSSOQaled IP address 10 Ihe UE.
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A.5.T Roaming Configurations

The solution will support home rouled roaming configuration. Home routed configura~on is when
a user's IrBffic is routed back to the home network 10 enable the use of home epplications and
Internet access. The home routed case can supporl the majorily of Public Safety applicetions
and use cases. Home fouted bearer flows benefit from OoS polici.es controlled in the home
network. In addition, home routed pruvides many operational and securily benems, such as:

• Single poinl of eulllentication for applications
• Single point for firewa~, intrusion detection/prevention, and anti-~irus protection
• Activity logging and Internet access policy control

The solution will also support local breakout roaming configuration as needed for Public Safety
applicalions. Local breakout conflguretion is. when a user's traffic is ruuled wilhin the visited
nelworl<, and Iherefore is not rouled back 10 Ihe user's home network, Local breakoul provides
jor optimi~ationof bearer rouling and access to visited network services. It should be noled Ih<ll
roamers may be subject to OoS policies of Ihe local (i.e.. visited) networl<. This is because
3GPP R8 slandards ellow the visited nelworl< to overrida OoS parameters from the home
network. For Ihis leason, the local services provided in the visiled networl< are likely to be
limited 10 IP services. with static QoS and priority (e.g., best eHort) for roaming users. It should
be noted Ihat Ihe S9 interface is only applicable to local breakout scenarios, The S9 interface is
used to pruvide dynamic charging and OoS policies from Ihe home nelworl< to the visiled
network. Since use of local breakout scenarios are expected lD be limited to stalic QoS policy,
use of Ihe 59 intertece may not be reqUired to support Public Safety applica[,ans See section B
for additional informalion regarding ccnrigurations used to support Public Safaly applications.

A.6 Priority Access and QoS

LTE offers the mosl edvanced OoS capabilities 0{ eny commercial cellular technology: however
Ihe lechne-Iogy must be properly c.onfigured for optimal public safety implementation and 10
supporl roami,ng (with carriers and olher public safely regional systems). This section provides
an overview 01 t~,a solution while highlighting tha interuperabilily c.onfiguralions for public salety.
These LTE configurations shOUld be slandardized across all public safely regional systems in
order 10 facilitate natioJlwide intaroperability. The syslem defined in this section is complianl wilh
3GPP TS 23.203

A lIexibla priority access and OoS frameworl< is provided by Ihe solution:

• Regional Flexibility
Each public safely region has lhe flexibilrly 10 choose an LTE prioritization mOdellD suil
ils need. For example, region 1 may priorili~e responders based on role and region 2
may priorilize responders basad on applicalion. The region should hflve s.ome lalitude
to choose how to prioritize devices and appiications on the regional system.

• Roaming Support
Whether roaming between ragional systems or ruaming 10 a <:ommercial LTE system,
Ihe priori liLalion framework can support a consislent and !air policy of mapping priority
belwaen syslems.

The realiLation of this framework is slandardization of LTE configurel,on parameters for public
safety use, such as ARP. OC1, GBR, and MBR. H.Appendix C lists Ihe specific LTE system
configuration necassary to acl1ieVB interoperable priority and OoS between \wo ,.yslems Ihel are
involvad when roaming is utilized. The reader will appreciate Ihallhese recommendations musl
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be consistenUy epplied to all 700MHz commercial and public safety LTE systems in order to
acl1ieve meaningful inleroperability.

A.7 Security

Security is a critical aspect of U1e public safety broadbend netwmk solution. This section
describes the comprehensive and interoperable securily sol'JUon induded in the offering

Overall security archit&cture

3GPP standards have defined a su~e 01 security related specifications for LTE systems The 33
series of 3GPP specifications contains several documents defining various aspects 01 LTE end
broedband application security erchitectures, From an interoperabllily perspective, of perticular
interest are the specifications 33.401 ("3GPP System Archilecture Evolution (SAE); Security
architecture"), 33.210 ("3G security; Network Domain Security (NOS); lP network layer
security"), and 33.310 ("Network Domain Security/Authentication Framework (NDSJAF)"). The
solution will fUlly support the requirements stated in theslt specifications 10 ensure secure inter­
system interoperability.

The solution will support both the mandatOl)' and certein optional espects ollhe 3GPP SAE
security architecture specificetion, es defined in 33.4il1. The oplional espects the solution
considers mandetory align wilh recommendetions given by the NPSTC Broadbend Task Force.
Specilicelly:

• Both control plane end beerer plane lraffic will be encrypted over-the-air. This
includes RRC signaling, NAS signaling, and user plane traffic.

• 33401 requires the support of both the SNOW 3G and AES encryption algorithms.
AES will be defeull. cI1oiCl3 in the solution, since it is e NIST/FIPS recommended
elgorithm for securing public safety communicetions.

The solution will utilize secure OaM protocols and methods to dislribute software and
configuration inlormetion to the network elemenls.

Network Domain Security

The solution will Implement lhe 3GPP defined mechanisms for Network Domain Security, as
defined in the JePP spec 33210, "Network Domain Securily, lP Network Layer Security". Per
33.210, the ,nlerlaces betwaen the network entities in the network ere to be secured using
IPsec securily associations. The security associations will be established and meintained using
eilher IKE (Inlernet Key Exchange)v1 or IKEyZ. Per 33.210, the Ze inlerface is used 10 inlerface
between two security domeins end U1e Zb interface is used to intertace between the various
network entilies wilhin a single security domein, Specifically.

• NDS/IP inter-domain inlarlace (Za) cryptogrephic protection via Securily Gateways
(SEGs) will be provided. The Za interlaCl3 securily associations will be established
USing IKEv1 or IKEv2. X.SOll digitel certificate based euthentication will be ulilized
between SEGs;n dilferent securily domeins.

6 NOS/IP intra-domain interfaces (Zb) as specified in 33.210 will be cryptographically
protected unless within physically secure and/or fully trusled environments.

Inter-Domain Trust Estdblishment

In order to facilitale inleroperability for esteblishment of trust across potentially large numbers of
public safety security domains, a scalable mechanism is needed Tor esteblishing seOJrity
associalions, wheU1er at the network domain level or applicalions/serviCl3s level Digitel
certificates and Public Key lnfraslructure (PKl) based trust menegement are the mathods
defined in 3GPP specification 33.310 for achieving lhese goals
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The solution ~upports Ihe methods defined in 33.310 for creating, e)(changing, and validaling
digital certiflcalas across securrty domains. These mechanisms ensure thai regional broadband
nelwol1<s heve policies and protocols in place to establi~h a basic, inleroperable authenticalion
framewol1< As discussed in 33.310, tl1e selection and design of the appropriale PKI based Irust
models will need 10 be made (eg, the use of cross-signed certificates batween the security
domeins vs tI1e use 01 a lrusl bridge model via Bridge CAs) In eddilion, wol1< will be needed to
define public salely sp<3clflc certificate policies that further er.able interoperabilily.

Coordinated certificate policies can help inleroperabllity by defining common rules for lha usage
of digilal cerlilicales in a syatem. Some e)(amples of policy paramaters lhal are important to
inleroparebility include

• consistent rules on OIIrtificele issuance vetting and authenlication
• agreed upon melhod,. of safeguarding Certificele Auloorities
• personnel security controls
• selection of public key cryplo key sizes and algorithms

By having such policy elemanls consiSlenl across syslems, lhe difficult task of policy mepping
between securily domains can be minimized.

MVPN Access to Home

The Weiver requiremenls Sp8cify that petitioners' syatems allow the use of netwol1t layer MVPN
access to any eulhorized site and to home netwol1<s on lhe daployed network. This rllquirO'ment
is dO'signO'd to ensure lhe ability of first responders to securely connect back 10 Iheir home
systems when alWching 10 foreign wireless networks, Without Ihis requirement, there is lhe risk
some deploymO'.~(s may have their wireless networks configured to discard eny treffic that is
encrypted lind de8tined 10 an e)(lemal domain. This would be very problematic, as there are
security COmpliance policies by CJIS, end NCIC {National Crime Informllhon Cenillr} that
require the use of VPNs for rllmote user access,

CJIS (Criminal Justice Information Syatem) raquiremen~ mO'ndate thll use of FIPS 140-2
villidllilld encryption, Thus any user of a dllployment utilizing a broadband waiver must use
FIPS 140 velidated solutions 10 bll compliant wilh CJIS security policy and to access CJIS
rllilltild services, Tha solulion will USIl FIPS 140-2 complianl MVPN solulions for rllmote user
access.

ApplicaUon Security

Applicalion silcurily is f,rst provided by limiting accass 10 authenticated users lhrough Ihll USIl of
MVPN Ilccess to the home syslem. Oncll accllss has been authorizild and sllcured, user
aulhllnlicalion 10 specific applic<!tion~ such as Ihe local status page will be requirO'd per 10cO'I
policy.

Thll spllciflC authll(ltication framework hilS nol blliln specified by 3GPP or PSCR Thll following
reprO'Sllnl thll desired capabilities of the Ilpplicalion Iluthllnticalion method ultimalely selllCted,

• The securily framllWOrk should provide authenlication and aLJIhOF,liltion inform<!lion
blltwllen sllcurity domains (e.g, batwelln Wllivllr Rilcipiants)

• The securily fremework should prOVide single sign-on sO,'utions lhat ere compatible with
e~isling commercial wllb browser user agenls.

The use of a fedllrllted identity managemenl solution enables portability of idenlity informalion
across different agencies, This is essllnliel to er.abli,og m<!ny applicalion sllcurity intllroperabilily
use cases. The crllalion of such a federated idll(llity manll\lllmllnt solution is a wol1< in
progrllss. As such, the final solulion should be specified wilh inpul from the public safety aM
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