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REPLY COMMENTS OF NENA

The National Emergency Number Association (“NENA”) hereby replies to the
comments of others in the captioned Notice of Inquiry.! The public safety authorities and
telephone carriers whose employees make up the membership of NENA continue to
experience the network vulnerabilities discussed in the NASUCA Comments?, among
others.

Among the more notorious of these is 9-1-1 call “spoofing,” in which hackers
originate false calls for help that appear to come from homes or businesses in
communities often remote from the source of the call.> NENA has no reason to doubt
that these incidents, whether arising from prank or genuine malice, will also plague the

emergency networks of the future.

L FCC 10-63 (“NOI”), released April 21, 2010.
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Associated Press, February 2, 2009. http://www.foxnews.com/story/0,2933,486444,00.htm. Hackers often
refer to the practice as “swatting” for the sometimes fearful and dangerous law enforcement responses
induced by the spoofed 9-1-1 calls.

http://www.philly.com/inquirer/local/pa/20100604 Delco 911 hoax_a_national _problem_called_swatting.
html




This and other issues have caused NENA to produce an initial NG 9-1-1 security
document aimed at standardizing protective practices, such as the following from the
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NENA looks forward to taking part in future discussions and meetings associated
with this NOI.
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* NENA Security for Next-Generation 9-1-1 Standard (NG-SEC), NENA 75-001, Version 1, February 6,
2010. http://www.nena.org/sites/default/files/75-001 NG-Security.pdf




