
3.6.2 District Level Networking

N/A MOS is an independent school that has only one location.

3.6.3 Internet Telecommunication

The Internet is used primarily for research purposes and to send electronic mail.
For students to obtain Internet access they must complete an Internet Student
Use Agreement that must be signed by their parents. Content filtering software
has been installed and is managed at the network level to prevent and monitor
inappropriate site browsing.

3.6.4 Telephone Service Distribution

The classrooms are not equipped with telephones. There are telephones
located in the office and the office personnel are provided with rudimentary voice
mail service.

Communication Options, Inc. is the local broker ofphone service provider at
MOS. MOS has no cellular phones at present.

3.6.5 Video Distribution

MOS does not have televisions in any ofthe classrooms and cable television
connection is unavailable.

3.6.6 Distance Learning Capabilities
MOS does not have broadband access to support video conferencing but is
considering video production via Camtasia or some other web based platform.

Infrastructure Partnerships
There are limited partnerships in this area. Most equipment is second hand
and has been donated. The school contract for part-time technology
consultation.

Investigation of Potential Infrastructure Service Providers

MOS is not exploring any potential infrastructure partners at this time.

3.6 TECHNOLOGY SUPPORT SERVICES

3.7.1 Learning And Technology Resources and Service Functions

MOS has standardized software that is used for learning. This software
includes: Windows XP SP3 as an operating system, Microsoft Office 2003
Pro as office suite, Internet Explorer 7 for web browsing, Microsoft Security
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Essentials for the antivirus, and Windows NTBACKUP for backing up the
server. The server backups go to a USB 1.0 attached external hard drive.

One main area ofwho will be responsible for the maintenance and support of
software on individual computers and workstations is an area that needs
addressed. At present, MOS uses part-time IT consultation services.

The Operations Manager in conjunction with the IT Consultant, and MOS
Executive Director is responsible for the overall operations oftechnology
throughout MOS. Responsibilities include the planning, development and
maintenance of technology services at MOS.

MOS will continue to catch up on preventative maintenance activities work to
upgrade the network and to include the Computer Lab. More formal
summertime preventative maintenance measures will be put in place in order
to reduce the number ofrepair and trouble shooting incidents during the
school year.

3.7.2 Communications and Network Infrastructure Service Functions

MOS has an Operations Coordinator whose duty is to oversee the consultation
services that:

• Create and maintain e-mail accounts for staff.
• Administer Internet access for staff and students.
• Set up and maintain software.
• Troubleshoot problems as they occur.
• Develop and implement plans involving expansion and upgrading of

equipment and network.

3.7.3 Operations, Maintenance and Support Service Functions

The proper maintenance and repair ofhardware and software at MOS has
been a challenge. Providing support for the maintenance and troubleshooting
ofcomputer hardware and software is the primary responsibility ofthe
Operations Coordinator.

MOS will need to continue to formalize and expand its current summertime
preventative maintenance program in the future in order to reduce the number
of PC repair incidents during the school year.

MOS will provide for training ofan on-site teacher to assist with basic
computer maintenance.

Much maintenance will be improved by simply adding current equipment and
the dismissal ofout ofdate badly worn computers. In other words, some ofthe
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maintenance issues will be resolved as older machines are upgraded with
newer ones.

The Operations Coordinator will track machine maintenance more efficiently
to identiIY re-occurring issues and potential strategies to eliminate these
Issues.

3.8 STAFF DEVELOPMENT

3.8.1 Status of Staff Development Programs

MaS has designated the Operations Coordinator to survey and arrange for
technology training to the staffbased on a needs assessment.

Future training will assist staff in implementing and utilizing updated
technology tools and curriculum integration. It is anticipated that most of the
training will take place in the furm of hands-on training supervised by
knowledgeable staffmembers.

Several other strategies will be explored in the planning of this program.
These include

• Online Demonstration/Discussion using Technology
• Development ofTechnology-Infused Curriculum, Materials, or

Lessons w/work processing
• Web-based Professional Research
• Using CD-ROM based or online Tutorials

Training will need to be provided in the Windows operating system, Microsoft
Office application software, and integrated learning systems and assessment
software.

Yearly surveys completed by the staffwill be helpful in identiIYing training
needs for the following year.

The Operations Coordinator will collect training forms and other forms of
training documentation such as evaluations; training needs survey, and
participant sign in sheets.

This documentation will then be filed with the Vice President of Programs.
An annual training needs survey will be distributed at the first in-service of
the year. The technology committee will use these surveys to develop an
annual technology training schedule for staff.

3.9 CURRENT TECHNOLOGY BUDGET ANALYSIS

3.9.1 Current Sources of Technology Funds
MaS will receive funds for telecommunications and Internet access.
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Mas will need to explore other grants and revenues to assist in IT
development.

The portion ofcost of items and services purchased through E-Rate but not
covered by E-Rate will be paid from the school's general fund. Funds for
purchasing desktop software and hardware and the school portion of salaries
of the technology staff are part of the general fund budget.

3.9.2 Level of Technology Funding

Very little funding over the past ten years has been allocated to technology.
Most ofthe funding in this area has gone to pay for tech consultation and
satellite internet connection service. Mas is now making technology a
commitment and has allocated specific funding in the upcoming budget to
begin the process ofupgrading the tech infrastructure.

Section 4 - Identify Strategic Goals

4.1 CURRICULUM AND LEARNING

4.1.1 Curriculum and Learning Goals and Objectives
MaS believes that it is important for all teachers and students to be well

trained and educated in a wide range oftechnology areas. Teachers must have
a firm grasp ofcomputer hardware and software in order to properly deliver
curriculum to students. Students must learn a wide range ofactivities
including keyboarding, word process, database management, electronic
spreadsheets and presentation software. Essentially, the trust of technology
education at MaS will be to thoroughly prepare students to enter the
workforce or post graduate education.

Goals and Objectives for Curriculum and Learning

Students will develop the informational skills required for them to become
effective learners as well as productive workers in a technical society.
Students will develop familiarity with an integrated software package
consisting ofword processing, spreadsheets, databases, etc.

• Students will be able to acquire information using the Internet
(browsing and search engines)

• Students will be able to present information to groups (presentation
management)

• Students will be able to prepare and analyze numerical information
(spreadsheets)

• Students will be able to prepare text and graphical information (word
processing and desktop publishing)
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4.2 ADMINISTRATION AND MANAGEMENT

4.2.1 Administration and Management Goals and Objectives

Encouraging administrators to make greater use ofthe Internet and e-mail will
enable them to access more information, more efficiently and will improve in
their decision making processes.

Having teachers use presentation applications as part oftheir courses will
increase their teaching effectiveness and improve student learning.

Encouraging teachers to use technical skills like word processing and to
manage assignments and grades using a student management program will
increase their own productivity and give them more time for course planning
and student interaction.

Goals and Objectives for Administration and Management

Technology will allow administrators to gather and share current and timely
information for decision-making at the administration, school and classroom
levels.

• Administration will make greater use ofthe Internet to gather
information and help with decision-making responsibilities

• Administration and Secretary will make greater use ofe-mail to
communicate information currently sent n paper format whenever
appropriate

• Teachers will use technology to enhance their own personal and
professional productivity, decision making, and effectiveness.

• Teachers will demonstrate the use of presentation applications to
present information visually as well as verbally to increase teaching
effectiveness

• Teachers will demonstrate the use of word processing skills for
personal and professional productivity

4.3 COMMUNICATIONS AND INFORMATION ACCESS

4.3.1 Communication and Information Access Goals and Objectives

The greater use of technology to improve communications among teachers,
administrators and support staffwill enable the staff to operate more
efficiently and give them more time for their decision-making and
instructional duties. It will also encourage parental involvement by increasing
the use ofelectronic mail for communication.

It will reduce the need for group meeting time by allowing more
communications and collaboration to take place electronically. This will give
teacher more time to focus on improving student learning.
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Goals and Objectives for Communication and Information Access

The MOS staff will use technology to improve communication among all
teachers, administrators, support personnel, parents, and the sending districts.

• Communication from staff to administration and between staffwill be
done electronically to reduce the need for group meeting time

• Communication by administration to staff, such as memos, daily
bulletins, absentee lists, will be done electronically using the e-mail
system.

Section 5 - Build Major Initiatives and Create Action Steps

5.1 Technology Initiatives in Support of Broad-based Goals and Objectives:

A. To enable teachers to make use ofmodern technology resources and to
increase their ability to communicate with other teachers, administrators,
and parents: MOS will provide teachers with desktop workstations in
dedicated areas that can be used primarily for teacher use.

Goals and Objective Supported

MOS staffwill use technology to improve communication among all
teachers, administrators, support personnel and parents.

• Communication from staff to administration and between staff
will be done electronically to reduce the need fur group meeting
time.

Teachers will use technology to enhance their own personal and
professional productivity, decision-making, and effectiveness.

• Teachers will demonstrate the use ofword processing skills for
personal and professional productivity

• Teachers will demonstrate the use ofpresentation applications to
present information visually as well as verbally to increase
teaching effectiveness.

B. To enable teaches to make use ofmodern technology resources and to
increase their ability to communicate with other teachers, administrators,
and parents, MOS will provide teachers with access to printers and digital
projection that can be used with their classes.

Goals and Objective Supported:

Students will develop the informational skills required for them to
become effective learners as well as productive workers in a technical
society. Students will develop familiarity with an integrated software
package consisting ofword processing, spreadsheets, databases, etc.
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• Students will be able to prepare text and graphical information
(word processing and desktop publishing)

• Students will be able to prepare and analyze numerical
information (spreadsheets)

• Students will be able to present information to groups
(presentation management)

• Students will be able to acquire information using the Internet
(browsing and search engines)

Staffwill develop a process ofreview and assessment of instructional
strategies to improve learning for the range ofstudent diversity at MOS.

• Teachers will investigate and demonstrate the use of technology
resources to support instructional strategies that engage students
in cooperative learning activities.

• Teachers will investigate and demonstrate the use oftechnology
resources to support instructional strategies that address the
multiple learning style of its diverse student population.

C. Provide students with updated computers by replacing computers in the
computer laboratory on a five year rotating basis.

Goals and Objective Supported

Students will develop the informational skills required for them to
become effective learners as well as productive workers in a technical
society. Students will develop familiarity with an integrated software
package consisting ofword processing, spreadsheets, databases, etc.

• Students will be able to prepare text and graphical information
(word processing and desktop publishing)

• Students will be able to prepare and analyze numerical
information (spreadsheets)

• Students will be able to present information to groups
(presentation management)

• Students will be able to acquire information using the Internet
(browsing and search engines)
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5.2 CURRICULAM AND LEARNING TECHNOLOGY INITIATIVES

5.2.1 Technology Initiatives in Support of Curriculum and Learning Goals
and Objectives:

A. Use technology to meet the needs of the wide range ofdiversity
among MOS students.

Goals and Objectives Supported

Staffwill develop a process ofreview and assessment of specific
instructional strategies to improve learning for the range ofstudent
diversity.

• Teachers will investigate and demonstrate the use of
technology resources to support instructional strategies that
address the multiple learning style ofMOS diverse student
population

5.3 ADMINISTRATION AND MANAGEMENT TECHNOLOGY
INITIATIVES

5.3.1 Technology Initiatives in Support of Administration and Management
Goals and

Objectives:
A. MOS will update a series ofpolicies and procedures to address
problems ofmaintenance, troubleshooting, and replacement of technology
related equipment.

Goals and Objectives Supported

Maintenance and troubleshooting problems will not interfere with the
delivery of technology to its staff and students.

• MOS needs to develop a policy to address how to handle
maintenance and troubleshooting problems related to
hardware and software and computers

• MOS needs to develop a policy to address how to handle
maintenance and troubleshooting problems related to
audio/visual equipment.

5.4 COMMUNICATIONS AND INFORMATION ACCESS TECHNOLOGY
INITIATIVES

5.4.1 Technology Initiatives in Support of Communications and
Information Access Goals and Objectives

A. MOS will increase its use of email for internal and external
communications
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Mas has limited telephone capacity and teachers do not have access
to phones.

• Communication by administration to staff, such as
memos, daily bulletins, and absentee lists will be done
electronically using the schools e-mail system or
MaS intranet.

• Communication from staff to administration and
between staffwill be done electronically to reduce the
need for group meeting time.

6.5 ADDRESS SECURITY ISSUES

6.5.1 Understanding Security Measures

A number ofsecurity measures are currently in use at MaS

Physical Security

• Network components are installed in a locked and occupied office.
• Printers used for the output ofprotected information ( i.e. in general

office, administrative office) are installed where access to printed
matter can be controlled.

• Students and parents are informed oftheir responsibility and liability
for physical damage to or theft of equipment through a student usage
policy.

Software Security

Anti-virus programs are installed on all workstations in MaS
• Anti-virus programs are installed on all workstations.
• Access rights to information and applications are used for

administrative use or contain student or personnel records are carefully
controlled.

• Students and parents are informed oftheir responsibility and liability
for physical damage to or theft ofequipment through a student usage
policy.

Security Guidelines

• Network backup procedures have been established to save all key
information but a tape back up system is needed.
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Education about Security Issues

• General awareness training will have to be proved to the staff to
introduce basic security concepts when logging onto the network and
student use of the Internet.

• Further awareness training needs to be provided to the staffregarding
the use of anti-virus software, desktop protection software, etc.

6.5.2 Equipment Security

Serial numbers of all equipment are recorded and kept in a database.
Procedures need to be established so that all new equipment has serial
numbers added to this database. A database has been created for this
purpose.

An inventory has been conducted identifYing the current location ofall
equipment. A procedure needs to be established to identifY when new
equipment is purchased or equipment is moved from one location to another.
Composing a form to be used with new equipment purchases or equipment
move can do this.

6.5.3 Information Security

• Acceptable use policy for staff members
• Desktop protection measures have been implemented to prevent

changes in software and operating systems by students
• Network Active Directory and Group Policy Procedures are in place

to manage student and staffaccess to network resources.

6.6 TECHNOLOGY POLICIES AND ACQUISITION STRATEGIES

6.6.1 Technology Policies

Most technology policies will be developed by the Operations Coordinator
and then formally reviewed by the Director, Associate Director, Principals,
and other staffas indicated.

These policies will be communicated either by e-mai~ memo, or
announcements at staffmeetings.

Policies that currently need to be created or updated include:

• a procedure for incoming students to complete a Student Internet
Usage Agreement form upon intake

• a policy for report problems with computers and a procedure for
dealing with these problems
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• a policy for the planned replacement of computers that become
obsolete

• a policy for disposing ofobsolete or equipment that cannot be
repaired

6.6.2 Procurement Procedures
Whenever possible, purchases of computer hardware are made using the Ohio

State Bid Contract.
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SECTION 7 - HUMAN RESOURCES ANS SUPPORT MANAGEMENT AND DEVELOPMENT ACTON PLANS

7.1 Staff Development

7.1.1 Staff Action Plan

$1500

3-Year Est
_ Total

$500 $500

Cost Cost
Year2 YearC!

---'-"'------

$500

Cost
Year 1STAFF ACTION STEPS

Action Step: Provide the staff training to use Microsoft Office, and
Microsoft
Internet Explorer during inservice days
Action: provide
Level: all teachers
Item: on-site workshops
Start Date: Year 1 - Quarter 1
End Date: Year 1 - Quarter1
Leadership: Operations Coordinator
Primary: Other
Secondary: None
Budget Code:
Est. Unit Cost: 00
Budget Note: Salary of Operations Coordinator

STAFF ACTION STEPS
Action Step: Provide the staff training to use instructional software
Action: provide
Level: all teachers
Item: application training programs
Start Date: Year 1 - Quarter 1
End Date: Year 3 - Quarter 4
Leadership: Outside Consultant
Primary: State Grants
Budget Code:

Cost
Year 1

$750

Cost
Year 2
$750

Cost 3-Year Est
Year 3 Total

$750 $2,250
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Cost Cost 3-Year Est
Year 2 Year 3 Total

Est. Unit Cost: $3500
Budget Note: Consulting fee and program purchase

Cost
STAFF ACTION STEPS Year 1
Action Step: Provide support for the integration of technology into the
curriculum $3500
Action: support
LeveI: all teachers
Item: mentorship
Start Date: Year 1 - Quarter 1
End Date: Year 3 - Quarter 4
Leadership: Operations Coordinator
Primary: Other
Budget Code:
Est. Unit Cost: $0
Budget Note:

$500 $500 $4500

STAFF ACTION STEPS
Action Step: Provide teachers and administrative staff with on site
training in basic
computer troubleshooting techniques
Action: provide
Level: all teachers
Item: on-site workshops
Start Date: Year 1 - Quarter 1
End Date: Year 3 - Quarter 4
Leadership: Operations Coordinator
Primary: Other
Budget Code:
Est. Unit Cost: 00
Budget Note: Salary of Operations Coordinator

Cost Year 1
Cost Year 2

$500 $500

Cost Year 3 3 Year
Est Total

$500 $1500

STAFF ACTION STEPS
Action Step: Provide teachers and administrative staff with training

Cost Year 1
Cost Year 2

$0

Cost Year 3 3 Year
Est Total

$0 $0 $0
37



that encourages the use of E-mail to better communicate internally
and externally

Action: provide
Level: all teachers and administrative staff
Item: on-site workshops
Start Date: Year 1 - Quarter 1
End Date: Year 3 - Quarter 4
Leadership: Operations Coordinator
Primary: Other
Budget Code:
Est. Unit Cost: 00
Budget Note: Salary of Operations Coordinator

STAFF ACTION STEPS
Action Step: Train Teachers on using digital projectors
Action: provide
Level: all teachers
Item: on-site workshops
Start Date: Year 1 - Quarter 2
End Date: Year 1 - Quarter 2
Leadership: Operations Coordinator
Primary: Other
Secondary: None
Budget Code:
Est. Unit Cost: 00
Budget Note: Salary of Operations Coordinator

Cost
Year 1

$0

Cost
Year 2

$0

Cost
Year 3

$0

3-Year Est
Total

$0
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Cost Cost Cost 3-Year Est
Year 1 Year 2 Year 3 Total

$6,000 $6,000 $6,000

7.2 TECHNOLOGY STAFF

7.2.1 Technology Action Plan

Technology Action Steps
Action Step: Develop support procedures and policies for
maintenance, repair and
replacement of equipment
Action: expand
Level: all staff
Item: on-site workshops
Start Date: Year 1 - Quarter 1
End Date: Year 3 - Quarter 4
Leadership: Operations Coordinator
Primary: Other
Secondary: None
Budget Code:
Est. Unit Cost: $6000
Budget Note: Salary of Operations Coordinator plus cost to hire support to
perform
maintenance duties under supplemental contract

$18,000

Cost Cost Cost 3-Year Est
Year 1 Year2 Year3 TotalTechnology Action Steps

Action Step: Develop and implement a formal preventative
maintenance
program for reduce technology referrals and optimize computer
hardware
Action: implement
Level: school wide
Item: outside consultants
Start Date: Year 1 - Quarter 1
End Date: Year 3 - Quarter 4
Leadership: Operations Coordinator

$3,000 $3,000 $3,000 $9,000
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Primary: Other
Secondary: None
Budget Code:
Est. Unit Cost: $9000
Budget Note: Salary of Operations Coordinator plus cost to hire support to
perform
maintenance duties under supplemental contract
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Cost Cost Cost 3-Year Est
Year 1 Year 2 Year 3 Total

Cost Cost 3-Year Est
Year 2 Year 3 Total

7.3 END USER SUPPORT

7.3.1 End User Support Action Plan

END USER SUPPORT ACTION STEPS
Action Step: Develop procedure for backing up and restoring
software on computers
Action: develop
Level: all staff
Item: technical support services
Start Date: Year 1 - Quarter 1
End Date: Year 1 - Quarter 4
Leadership: Operations Coordinator
Primary: Other
Secondary: None
Budget Code:
Est. Unit Cost: $500
Budget Note: Purchase software

END USER SUPPORT ACTION STEPS
Action Step: Develop clearly defined guidelines for users to report
technology
related problems
Action: develop
Level: all staff
Item: technical support services
Start Date: Year 1 - Quarter 1
End Date: Year 1 - Quarter 4
Primary: Other
Secondary: None
Budget Code:
Est. Unit Cost: $0
Budget Note:

$5,000

Cost
Year 1

$0

$50

$0

$50

$0

$5100

$0
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Cost Cost Cost 3-Year Est
Year 1 Year2 Year3 TotalEND USER SUPPORT ACTION STEPS

Action Step: develop for school staff, a program to evaluate all new
technologies to
determine their benefit to our delivery of curriculum
Action: develop
Level: school based
Item: technical support services
Start Date: Year 1 - Quarter 1
End Date: Year 1 - Quarter 4
Primary: Other
Secondary: None
Budget Code:
Est. Unit Cost: $0
Budget Note: Integration of technology into the curriculum

$0 $0 $0 $0
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SECTION 8 - FISCAL ANALYSIS AND BUDGET

8.1 Three - Year Line -Item Budget

Funding
Line Item Budget Year 1 Year 2 Year 3 3 YrTotal Source

Instructional Software $1,000.00 $1,000.00 $1,000.00 $3000.00 Site Based Line
Item Budget

Office Automation
Software $1,000.00 $500 $500 $2,000.00 Site Based Line

Item Budget
Peripherals $2,000.00 0 0 $2,000.00 Site Based Line

Item Budget
Projection Systems $2,000.00 $2,000.00 $2,000.00 $6,000.00 Site Based Line

Item Budget
Student Workstations $10,000.00 $5,000.00 $5,000.00 $20,000.00 Site Based Line

Item Budget
Teacher Workstations $1,500.00 $1,500.00 $1,500 $4,500.00 Site Based Line

Item Budget
Network Equipment $3,500.00 0 0 $3,500.00 Site Based Line

Item Budget
Technical Support
Support Staff Services $2,000.00 $4,000.00 $6,000.00 $12,000.00 Site Based Line

Item Budget
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9.1

9.1.1

SECTION 9 - PLAN REVIEW AND EVALVATION

PLAN MONITORING STRATEGIES

Plan Monitoring Process

The Operation Coordinator will be responsible for monitoring MOS's
Technology Plan on an ongoing basis. In addition, the following formal
evaluation methods will be implemented:

• The Technology Committee will meet every 4 months to review
and monitor action plans and progress.

• At the midpoint of each school year, teachers, will fill out a survey
describing how technology has been integrated into their courses.

• The Operations Coordinator will monitor the use of the computer
laboratory and teacher workstations during the school year. This
information will be used in planning for future upgrades and to
analyze redistribution of computers to receive the maximum
benefits.

• The Operations Coordinator will monitor the use ofprinters,
digital projection units, and other peripherals. This information
will be used in planning future purchases and deciding whether
units need to be assigned to individual teachers.

At the end of each school year, teachers will complete a survey
describing how technology has been integrated in their class instruction.
This information will be used to plan future hardware/software purchases
and staffdevelopment.

9.2 EVALVATION STRATEGIES

9.2.1 Impact assessment

The performance measures for the various objectives described in this will
be identified by the Operations Coordinator with the approval of the
Executive Director.

Assessment data will be gathered by

• Collecting statistics on usage ofcomputers by students, teachers
and administrators

• Reviewing the curriculum ofall subjects (during the final year of
this plan) to observe the degree that technology has been
integrated into courses

• Conducting yearly surveys that assess the access, attitudes, skill
level and usage oftechnology by both staff and students: the
statistics will be compared with those obtained during the
preparation ofthis technology plan: the results will be reported to
the Executive Director and integrated into the next technology
plan.
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White Paper:

OVERCOMING MOBILE ENTERPRISE SECURITY CHALLENGES

EXECUTIVE SUMMARY

$JlTnet
We Manage Mobility

Increasingly powerful feature sets and rich functionality are driving the wide-spread use of mobile devices by

banks, security and law enforcement agencies, government authorities and other security conscious organizations.

Mobile workforces are taking advantage of mobile devices to remotely access confidential emails, spreadsheets,

databases, customer data, order information, credit card data, medical history and patient information among

other sensitive corporate data. Mobile devices are now the most vulnerable entry points for malware and other

threats to the corporate network to which they are connected. Additionally, mobile devices are increasingly more

dispersed geographically and at the forefront of operations'In the field. So is sensitive corporate data!

The potential security loopholes are increasing - as are the associated costs and liability! Will the next leak of

sensitive information in your organization result from a stolen SD card? Or data transferred out of the device

through USB or Bluetooth? Can you ensure that corporate email is being accessed only on authorized mobile

devices protected by security policies and not just any device the end user can buy? How quickly can you disable
email access for a missing mobile device?

Do you have a strategy to deal with lost or stolen devices? Can you reliably "wipe" the information from a lost

device if it does not connect to your server? Will your data be protected in the interim, if device theft is not

detected for 24 hours? Can you proactively detect an attempt to install unauthorized software on a device? Can

you respond in real-time and take control of the device if it is in the wrong hands? Can you track the location of a

stolen device to retrieve it?

Most importantly, can you manage security for all these - and unforeseen - scenarios using
only ONE solution, without incurring the cost and hassle of purchasing, deploying and
supporting four or five security applications, and making them work well together?

This document helps you answer these questions and examines how to manage end-to-end security by:

• Protecting corporate data in transit over public Wi-Fi and cellular networks

• Encrypting data stored on device, making it available only to authenticated users an your domain

• Disabling device communication modules and hardware features (e.g. camera, Bluetooth)

• Authenticating device users using Active Directory (Domain Security) credentials

• Authenticating mobile device hardware using certificates

• Enabling malware protection and intrusion detection

• Umiting end user's access, preventing harmful Internet downloads and unauthorized software installation

• Proactively mitigating risk of data loss with efficient strategies for dealing with lost and stolen devices

"Gartner estimates the cost 01 each unrecovered mobile phone or PDA to be at least $2,500
because ofcompromised data. ",

j Ga11nPl"S analyst jdck Heine, cited iii "'What's the Cost of lost PhollPS and PDAs?" hUP.//www,techweb.co:n/wil"e/story/TWB2001042SS0006

Copyright ©2002-2008 SOTl, Inc. All rights reserved.
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White Paper:

OVERCOMING MOBILE ENTERPRISE SECURITY CHALLENGES

PROTECTING THE CORPORATE NETWORK AND FIREWALL

$JIfnet
We Manage Mobility

With mobile users on the go, it is necessary to remotely manage mobile devices as they connect to various public
networks (Wi-Fi 'hot-spots', cellular networks like GPRS, IDEN, EVDO, etc.) to access email, business information
and data. Legacy solutions, designed for managing devices within the four walls, are not equipped to manage
these remote devices while protecting the corporate network in an efficient, cost-effective and secure way.

The security goals are:

• Minimizing modification of corporate firewali configuration and Integrating with existing security technologies.
• Preventing devices from having unlimited access to the corporate network.

• Ensuring secure, encrypted communication without incurring the overhead of resource-intensive VPN clients.

SOTI MobiControl meets these goals by integrating with existing firewall and security technologies seamlessly,
including the Internet Security and Acceleration (ISA) server. The firewali configuration is minimal, requiring only
one administrator-selectable TCP port to be forwarded to the server. The server can reside in the demilitarized
zone (DMZ) thus limiting access to the corporate network from mobile devices.

To further safeguard the network, the communication between mobile devices and the SOTI MobiControl server
utilizes SSL certificates for encrypted and secure end-to-end communication. SOTI MobiControl utilizes the TLS

vl.O Cipher Suites of the Secure Channel (SChannel) Microsoft Security Support Provider (SSP) and SSL Certificates
installed on the mobile devices are used for physical device identification and encryption.

SOTI MobiControl meets all these security goals, without the additional expense of purchasing private APNs or
static IP addresses from cellular companies and ISPs, due to its superior architecture that does not require the use

of static, public IP addresses on mobile devices to manage them. Unlike VPN-based SOlutions, SOTI MobiControl's
SSL communication does not draw heavily on the mobile device's limited processing power, battery and memory
resources. By eliminating the network traffic overhead associated with VPN, MobiControl maximizes savings due
to lower data usage costs over cellular networks.

MANAGING AND LIMITING ACCESS TO SENSITIVE CORPORATE DATA

Wireless ActiveSync - information nightmare? Your IT department has enabled cellular access to corporate email,
contacts and calendar through Microsoft Exchange ActiveSync and assured you that IT policies are protecting your
mobile device and all emails on the device will be wiped if it is stolen. Your end user walked into the neighborhood
electronics store to shop for a new device, and entered their Exchange settings into 3 new devices to compare the

attachment viewing capabilities...Stop! Those 3 devices are not covered by IT policies - and cannot be wiped!

Possible solution? Forego the benefits of wireless email? Not acceptable! Hope that those 3 devices will not be
bought by malicious users? Not realistic!

Enabling and Disabling Access to Exchange ActiveSync

SOTI MobiControl can remotely and automatically configure the Exchange ActiveSync settings on a mobile device
for each user. It has the capability to deliver and install Exchange SSL certificates over-the-air on devices (without
the need to physically touch each deVice) as well as removing certificates from stolen devices to instantly disable
celluiar email access. The labor and time resources saved due to the automatic configuration (instead of helping
each user configure settings individually) are an added bonus!

By making MobiControl-delivered SSL certificates a "pre-requisite" before a device can be configured to receive email,
you can ensure that corporate data and em ails can be accessed only on devices secured by SOTI MobiContrors policies.
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User Authentication with Active Directory credentials

Most security solutions implement mobile device security using a PIN,
which is not linked to your existing Domain Security (i.e. LDAP
directory). This makes "one-window" centralized security

management difficult as different passwords and multiple user profiles
have to be managed, resulting in delays compromising security.

Tracking User Activity. With SOTI MobiControl you can identify
mobile users and track user activity by verifying network credentials
on a mobile device to ensure that only legitimate users (active and

valid on your domain) can gain access to the device. SOTI MobiControl
uses a read-only Active Directory lookup to verify the identity of the
end user before allowing access to the device. The need for security is

baianced against usability by providing an optional user-friendly
'simplified' PIN (after successful AD authentication). User credentials
are cached in encrypted form on the device to allow working in

'offline' mode, when disconnected from the data network.

Using SOTI MobiControl, disabling the end user's account in Active
Directory automatically disables the user's access to the mobile device

as well, allowing unified and centralized management.
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SECURING STORED DATA ON DEVICE AND STORAGE MEDIA

The prevalence of removable SO memory cards for storing information means that setting a basic "wipe" policy is

no longer adequate protection for corporate data - especially when the wipe delivery is not assured! Data needs to be
protected at all times, including the interval that elapses before the loss / theft of a device is detected and reported to IT.

File Encryption for Device Memory and Removable Storage

son MobiControl utilizes FIPS 140-2 validated AES 2S6-bit algorithms for File Encryption for both on-board storage
as well as removable storage cards. On-the-fiy encryption is implemented in a transparent manner without
impacting the end user's experience. Encrypted data on a lost or stolen SO card cannot be read by an unauthorized
device, thus securing corporate data stored on a card. Real-time key escrow at the time of key generation provides
an emergency recovery mechanism (to retrieve data from SO cards in the event of hardware failure).

Automatic Time-based Data Fading

Programming "self-destroy" polities on the device serves as a safeguard against the unforeseen. In the event that a device
theft is not detected promptly or the device does not report to the server for an extended interval (e.g. 24 hours), son
MobiContrors device-side polities can automatically encrypt or remove data from specified directories as a precaution.

Multiple Delivery Options for Remote Device Wipe

A false sense of security has been created by numerous solutions claiming to have the ability to 'wipe' a stolen

device. It is important to evaluate the wipe delivery mechanisms, especially in cases where the missing device may
be in a disconnected or 'offline' state. Administrators should be wary of solutions that can execute a remote wipe
only "when the device is online ond connected to the VPN". Such a convenient stolen device scenario is not typicall

Real-world wipe.
MobiControl's multi-pronged strategy combines multiple wipe delivery modes to ensure success.
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Wipe Delivery Options Checklist (for device & storage card)
SOTI

MoblControl

Other

Solution

On-demand. Deliver instantaneous wipe command for an online device ./

Scheduled. Request a 'wipe-on-sight' action the next time the device appears online "

Event-based. Multiple incorrect password entry attempts result in wipe of offline device "

Time-based. WIPE! dean 'out-<Jf-<:ontact' offline device if it does not appear online for Xhours "

Conditional. Trigger a wipe of an online / offline device if a particular condition is satisfied "

SMS / Text Message. Send encrypted SMS message to offline device to 'wake-up' & wipe it "

SECURING OVER-THE-AIR COMMUNICATION TO PROTECT DATA IN TRANSIT

With Wi-Fi and 3G / HSDPA data capabilities becoming standard fare, a mobile user can connect to a non-secure

Internet connection at home, a public Wi-Fi hot-spot at a trade-show, airport or a cafe during business travel, or a

ceilular data network while on the road. How can you protect the corporate data which is susceptible to

interception and hacking when being transferred over these networks?

Secure and Encrypted File Transfers

SOTI MobiControl uses server-distributed SSL Certificates for secure, encrypted data transfer using SSL / TLS

communication. The SOTI MobiControl server limits communication and data transfer only to devices that have a valid

certificate instailed. This protects sensitive documents and corporate data over-the-air, on any network. Remote

delivery and instailation of 3'" party security certificates can also be achieved through SOTI MobiControl (e.g. Exchange

SSL certificates, WLAN encryption certificates, etc.) to secure communication with other applications.

VIRUS AND MALWARE PROTECTION

Mobile devices without malware safeguards are a vulnerable entry point into the corporate network for viruses

and malicious applications. Conventional anti-virus solutions designed for PCs are not suited for mobile devices

due to the reliance on a sizable database of virus definitions stored on the device that needs to be constantly

updated, causing excessive network traffic. The frequent scanning of the memory, necessary to detect viruses,

adversely affects the performance of the device's low power processor and battery life.

Smarter Malware Protection. Using "Black-lists" (restricted applications) or "White-Lists" (approved applications),
SOTI MobiControl's Process Run Control provides effective protection with a negligible memory footprint. Unlike

other solutions that scan the memory to 'shoot-down' a black-listed process after it has started running in the

memory, MobiControl's low-level memory management prevents black-listed processes from running before they
even get a chance to load into the memory. The difference is critical!

A virus launched - even momentarily - has a chance to cause damage!
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In addition to preventing restricted or black-listed processes from launching on the device, SOTI MobiControl alerts
the administrators through warnings and event logs, if an attempt to launch a restricted application is detected or
an unauthorized process is disabled on a device. This allows administrators to take proactive measures against
malicious attempts to hack into the device andlor the network the mobile device is connected to.

Disabling Internet Downloads and Unauthorized Software Installation

With a process "White-list" in effect, SOTI MobiControl prevents the installation or execution of any software application
that is not on the approved list, whether it is being downloaded from the Internet or installed using the SO card auto-run
functionality. The installation attempt is logged and reported to administrators, with the option to also send an SMS alert.

LIMITING END USER ACCESS TO THE MOBILE DEVICE

Disabling Communication Modules and Hardware Features

To prevent the transfer of sensitive information out of the device and to limit access to features for curious end
users, SOTI MobiControl provides remote one-click disabling of device communication modules to prevent data
transfer through Bluetooth, Infra-Red beam or through the USB port. Device features like the Camera and Phone

can be disabled completely or restricted (e.g. limiting calls to and from specific phone numbers only).

Device lockdown and Controlled Web Browsing

To provide a higher level of security for the device, SOTI MobiControl provides a locked
down 'kiosk' mode of operation, which limits the user's aacess on the device to

administrator-approved applications and Intranet I Internet sites only. Access to all
other applications and device settings in the control panel is disabled to limit user
activity and regulate usage of the device.

The lockdown appearance can be customized and modified over-the-air. For
example, on a stolen device the kiosk screen may display a "Stolen Device" message
prompting the device-user to contact a Device Recovery Hotline.

By restricting the user's browsing experience to corporate intranets and portals
only, the device can be protected from the security hazards of unrestricted Internet
surfing, without sacrificing the benefits of mobile web-browsing.

SECURING LOST OR STOLEN DEVICES

-

MobiConlrol Lockdown Scr(,f'n

Devices roaming nation-wide over different cellular networks pose unique security challenges. Unfettered from
corporate LANs, the geographical spread of cellular-enabled mobile hardware is truly global and security-conscious
administrators need to plan - and equip - for the unforeseen.

SOTI MobiControl offers an arsenal of unique features for developing an effective multi-pronged strategy for
securing and attempting retrieval of lost or stolen devices. SOTI MobiControl provides multiple options of

connecting to remote devices and controlling them in different conditions and situations.

Remote Control functionality for Instant Device Take-over

Administrators now have the power to remotely take-over a mobile device, over any network type, including
ActiveSync I Windows Mobile Device Center (WMDC) and all cellular networks (including GPRS, COMA, 3G, HSDPA,
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IDEN, etc.). SOTI MobiControVs Remote Control functionality facilitates remotely viewing and controlling the

device, using the mouse as a stylus and using the device 'skin' to access the device's keypad - without requiring
static public IP addresses for the device or any VPN connectivity! The capability to take over control of a lost
device remotely can allow a real-time response to unforeseen situations and allows rea i-time monitoring of the
usage of the device by any unauthorized users.

Real-time Device Location Tracking

For GPS-enabled devices, real-time GPS data can be retrieved from the device and the geographical location of the
device can be automatically tracked on a map within the SOTI MobiControl management console. In addition to

tracking the last known location of the device, SOTI MobiContral also records 'bread-crumbs' information to display
the location history of a device. Real-time location-tracking allows better asset management and tracking and in the

event of a device being lost or stoien, the capability to track the exact location is a valuable first step towards
retrieving and securing the device and data.

Managing Security for Remote Out-of-Contact devices

When devices fail to connect to the data network to report back to the server for an extended time interval, SOTI
MobiControl's time-based security mechanisms are triggered as a fail-safe last line of defense for a lost or stolen

device. The actions that can be triggered include forced attempts to connect to the data network, auto-dial a
phone number, warning the end-user, encrypting and / or wiping the information on the device.

Cellular Device Management via SMS / Text Messages

Even if a cellular device is not connected to any data network, son MobiControl has the ability to send an encrypted
SMS message (i.e. a simple text message) to the device to execute any command, including device-wipe, wake-up
and-connect to data network and other commands. SMS messages can 'wake-up' most devices even from a sleep or

power standby mode, providing last-resort connectivity to take control of a remote device that is lost or stolen.

AUDITING AND MONITORING ADMINISTRATOR(Sj ACTIVITY

Network-wide security cannot be achieved if there is no way to regulate who can access the device - and what
level of control they have on the device.

Common security pitfalls. Unfortunately, some security solutions do not limit access to the devices and open security
loopholes to compensate for architectural weaknesses. One example is the use of static public IP addresses on the
device in order to provide remote control functionality (unlike SOTI MobiControl's Remote Control which is capable of
NAT / firewall traversal and can connect to devices that have a dynamic or a private IP address). However, mobile
devices typically do not have the networking safeguards that are common for computers on a LAN (e.g. defense
mechanisms like firewall protection, private addresses, proxy servers, etc.). Exposing the devices to the world with
public IPs, places the devices, and the data residing on them, at a risk of hacking and intrusion.

Some soiutions go to the extent of installing a web-server on the device to remotely control it. This opens up unlimited
access to the device for the intended helpdesk administrators - and for anyone else with a web browser!

Roles Based Access Control for Securing the Helpdesk Console

SOTi MobiControl ensures that administrator and helpdesk personnel's access to the devices can be restricted by
integrating with the existing enterprise security infrastructure. son MobiContral's domain-based security
integrates with the Active Directory to implement roles-based security permissions which can be assigned to
groups and users in the Active Directory. Granular group-level and device level permissions ensure that different
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levels of access can be configured to implement a tiered support model. For example, a helpdesk user with fewer
privileges can be limited to basic diagnostics only and access to the data stored on the device can be restricted.

Detailed audit logs allow administrators to monitor the system and identify problems or critical events using
different criteria including time-stamp, helpdesk user ID, device name, event type and priority.

CONCLUSION

Effective mobile security for the enterprise must provide safeguards not only for the device but aiso for the data
stored on the device and removable media, the communication channels through which the data flows when in
transit, the end-users who have physical access to the device and the helpdesk or administrators who have remote
access to the device. The security solution should be designed specifically for mobile devices instead of porting
over inefficient solutions from a desktop environment. The solution should have the capability to communicate
through multiple network topologies, cellular technologies and deliver security-related commands in different

ways to provide fail-over in predictable or unforeseen circumstances. These goals should be met with technologies
that are suited for the limited processing power, memory and battery resources on the mobile devices instead of
relying on resource-intensive technologies like VPN, locally installed web-server on each mobile device, etc.

SOTI MobiControl is the only solution that achieves all of these objectives efficiently, by combining an architecture
designed specifically for mobile devices, with unique features like:

• Verification of Active Directory domain credentials for remote user login on device
• Real-time location tracking of GPS-enabled devices
• Instant device-take over with the Remote Control functionality
• Device Rescue via SMS text messages with remote device 'wake-up'

• Encryption of data in transit as well as information stored on device and removable media

• Automatic data-fading and multiple delivery options for device 'wipe'
• Virus and malware protection through smart memory management
• Device lockdown with intrusion detection to protect from unauthorized usage and applications

AOOUTSOTI

SOTllnc. develops industry leading technology that solves the unique challenges involved in deploying, managing, securing and
supporting remote mobile and desktop computing devices. Today over 75,000 customers around the world ranging from retail,
manufacturing, health care, government, logistics and other industries rely on SOTI products to reduce costs by allowing them to
centrally manage and secure their remote mobile field forces.

To learn more about how MobiControl can help you manage the security for your mobile enterprise and fulfill the device
management requirements for your organization visit our website at www:soIl.net. Email us at "!"@Iet!,n,' to schedule a
live onlne demo and technical discussion for your team.
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