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February 15, 2011

Mar1ene H. Dortch, secretary

Federal Communications Commission

0fIice of the Secretary

44512th Street, S.W.
Washington, DC 20554

Re: Grasshopper Group, LLC
CPNI Certification Purwant to 47 C.F.R. §64.2009(e)
EB Docket No. 06-36

Telephone (703)714-1302
F8CSllTl1e (703)714-1330

E· mill rnatllfflCommp!i'!!nC('Group com
WobsltU _ Corm!p!ianglGn;m com

On behalf of Grasshopp« GrouP. lie rGl'l!lsshopper"). enclosed herewith please find the company's Annual Customef

Proprietary Network Information CertJfication rCPNI Officer certification") covering 2010.

Should you have any questions regarding Ihis filing, please do nol hesitate to contad the undersigned.

Respectfully submitted,

101

Christopher A. canter
On behalf of GrasshoppM Group, LLC



STATEMENT OF POLICY REGARDING
CUSTOMER PROPRIETARY NETWORK INFORMATION

In accordance with section 222 of the Communications Act and the Federal Communications Corrvnission's rFCC") CPNI Rules

(47 C.F.R Section 64.2001, et seq.), Grasshopper Group, llC ("Grasshopper") files this Statement of Policy outlining the

Company's procedures for accessing, using and storing Customer Proprietary Network Infonnation (~CPNt·).

Grasshopper provides telecommunications services to retail customers. Therefont, because Grasshopper may eccess, use, or

store CPNI when providing these types of services, the Company undertakes the steps outlined in this Statement of Policy 10

protect CPNI from unauthorized access or misuse.

Definition of CPNI

Under fedenlllaw. CPNI is certain customer information obtained by 8 te!e<DrlvnunicaUons provider during the course of proYiding

telecommunications servK:eS (including interc:onnecl:ed VoIP) 10 8 customer. This includes information relating to the quantity,

technical configuration, type, destination, location, and amount of use of 8 lelec:ommunications service subscnbed to by any

customer of a telecommunications camer.

Examples of CPNI include information typically available from telepl'lone-related details on a monthly bill such as the types of
services purchased by a customer, numbers called, durtltion of calts, directory 8ssistance ch8rges, and calling patterns. CPNI

does not include names, addresses, and telephone numbers, because that information is considered subscriber list information

under applicable law.

Use of CPNI

II is the policy of Gnlsshopper not to use CPNI for any activity other than as permitted by applicable 18'H, Any disclosure of CPNllo

other parties (such 8S affiliates, vendors enc:l agents) oc:cutS only if it is necessary 10 conduct i1 legitimate business activity related

to the services already provided by Grasshopper to the customer. If Grasshopper is not required by law to disclose CPNI or if the
intended use is not otherwise permitted under FCC Rules, the Company will first obtar. the aJstomer's consent prior to using Of

sharing CPNI.

Grtlsshopper follows industry-st8fldard practices to prevent unauthorized access to CPNI by a peBon other than the subscriber or

Company. However, Grasshopper cannot guarantee that these practices win prev&rIt every unauthorized attempt to 8ccess, use,

or disclose personally identifiable information.

CPNI Notification

Grasshopper notifies customers immediately of any account changes, indudjng eddress of record, authentication, online account

and password related changes.

Employee Training Policies

All employees of Grasshopper are trained as to when they are, and are not, authorized to use CPNI.

Specffially, Grasshopper prohibits its personnel from releasing CPNI based upon a aJsIon'ler-initiated telephone cal except undel'"

the following three (3) circumstances.

• When the customer has pre-established a password;

• When the information requested by the customer is to be sent to the customer's address of record; or

• When Grasshopper calls the customer's telephone number of record and discusses the information with the party initially

identified by customer when service was initiated.

Disclosure to Business Customers



Grasshopper may negotiate eltemative euthenticetion procedures for services thet the Company provides to business customers

that have e dedicated eccount representative and a contract that specifically addresses the protection of CPNI.

Disciplinary Procedures

Grasshopper has informed its employees end agents that it considers compliance with the Communications Ad end FCC Rules
regerding the use, disdosure, and access to CPNlto be very importanl

Violation by company employees or egents of such CPNI requirements win lead to disciplinary action (including remedial training,

reprimands, unfevorable performance reviews, probation, and termination), depending upon the circumstances of the violetion

(induding the severity of the violation, whether the violation wes a first time or repeat violation, whether appropriate guidance was

sought or received from e supervisor, and the extent to which the violation was or was not deliberate or malicious).

Use of CPNI in Sales and Marketing Campaigns

Grasshopper does not use CPNI in any marbting campaigns.

Hcwever, if Grasshopper does use CPNI n mat1l:eting campaigns, the rompany wi. maintain a record of all sales and marteting

cempaigns that use the CPNI. The record wiI include a description of ead! campaign, the specific CPNllhat was used in the

campaign, and 'Nhat products and services were offered as pert of the campaign.

Grasshopper will also implement a system to obtain prior approval and informed consent from its customers in accordance with

the CPNI Rules. This system willeJlow for the status of e customer's CPNI approval to be clearly established prior to the use of CPNI.

Prior to commencement of a sales or marketing campaign that utilizes CPNI, Grasshopper will establish the status of a customer's

CPNI approval. The following sets forth the procedure that will be folk7Ned by the Company:

• Prior to any solicitation for customer approval. Grasshopper win notify antomers of their right to restrict the use of,

disclosure of, and access to theW" CPNI.

• Grasshopper wi! use opt-in approval for any nstance in....nich Comp8l1y mu5t obtain customer approval prior to using.

disclosing or permitting access to CPNI.

• A customer's llpproval or disapproval remains in effect until the customer revokes or limits such approval or disapprove!.

• Records of approvals are maintained for at least one year.

• Grasshopper provides individual notice to customers when soliciting approvel to use, disclose or permit access to CPNI.

• The CPNI notices sent by Grasshopper comply with FCC Rule 64.2OO8(c).

Grasshopper will also establish a supervisory review process regarding compliance with the CPNlrules for outbound marketing

situations and will maintain compliance records for at least one (1) year.

FCC Notification

Company is pr8pered to provide written notice withn five (5) busness days to the FCC of any instance where the opt.in

mechanisms do not work property or to sud! a degree that consumers' inability to opt-4n is more than lin anomaly.

Third Party Use of CPNI

To safeguard CPNI, prior to ellowing joint venturers or independent contractors access to customers' individually identifiable CPNI,

Grasshopper will require all such third parties to enter into a confidentiality agreement that ensures compliance with this

Statement of Policy end Grasshopper shall el50 obtain opt-in consent from a customer prior to disclosing the information to such

third parties. In addition, Grasshopper requires all outside agents to acknowledge and certify that they may only use CPNI for the

purpose for whid! that information has been provided.

Grasshopper requires express written authorization from the customer prior to dispensing CPNlto new carriers. except as

other\orise required by law.



Grasshopper does not market or sell CPNI information to any third party.

Law Enforcement Notification of Unauthorized Disclosure

If an unauthorized disclosure of CPNI occurs, Grasshopper shall provide notification of the breach within seven (7) days to the

United States Seaet Sel"llice rUSSS·) and the Federal Bureau of Investigation rFB'").

Grasshopper shall wait an additional seven (7) days from its government rIOtice prior to notifying the affected customers of the

breach.

Notwithstending the above, Grasshopper shall not wait the additional seven (7) days to notify its customers if the Company

determines there is an immediate risk of irreparable harm to the customers.

Grasshopper shall maintain records of discovered breaches for a period of at least two (2) years.

Customer Complaints

Grasshopper has not received any customer complaints in the past year COl1carrUng the lnauthorizad release of or access to
CPNI.

Actions taken against Pretexters

Grasshopper has not l!!Iken any actions egainst date brokers before slate commissions, state or federal courts, or the FCC in the

past year. Grasshopper has no information, other than inf0ffi18tion that has been publidy reported, regarding the processes that

pretexters are using 10 attempl to access CPNI.

Annual CPNI Certification

Pursuant to FCC ~Ialions, 47 C.F.R. § 64.2OO89(e), Grasshopper WIll annually submit to the FCC, prior to March 1s1, a CPNI

Certification of Compliance anda~ Statement regarding the companys CPNI policies and op9fl1ting pnxedures.

These documents certify that Grasshopper complied with federal laws and FCC regulations regarding the protection of CPNI

throughout the prior calendar year.



Grasshopper Group. LLC

Annual CPNI Certification
47 C.F.R. §64.2009(e)
EB Docket No. 06-36

COMPANY NAME: Grasshopper Group, LtC
FILER 10: 827977
OFFICER: Dominic Schiavone

TITlE: Chief Opel1lting Officer

I, Dominic Schiavone, hereby certify that I am an officer of Grasshopper Group, LLC (-Grasshopper") and that I am authorized 10

make this certification Oft behalf of Grasshopper. I have personal knowledge that Gl1Isshopp8f has established opel1lling

procedures thai are adequate to ensure oompIiance with the Commission's rules governing Customer Proprietary Networ1c;

Information rCPNn, to the extent that such rules apply to Grasshopper Of to any of the information obtained by Gl1Isshopper. See
47 C.P.R. §64.2001 et seq.

Attached to this certification is an accompanying statement explaining the procedures Grasshopper employs to ensure that it
complies with the requirements set forth in §64.2001 et seq. of the Commission's rules, to the extent that such requirements I!Ipply

tOG"~bYG""hoppe,.

Si9ned~~_:-:1";"lC'-_"-:_=:-:-::- _
On behalf of Grasshopper Group, LtC

Date, _~J_lu/'--'>:..L/,-,f1 _


