
Annua147 C.F.R.· § 64.2D09(e)CPNI Certification
EB· Docket. 06..36

Allnual S·ection 64.2009(e)CPNI Certiticat.ionfor 2011 coveringthe prior calendar year
2010

1. 'Date filed: 2/24/2011

2. 'Natne of con1pany covered by this certifIcation: Gateway ~relecom, 'LLC,d/b/a
Strat.usWaveC~Omn1U.llica.tion.s~ I~LC

3. Forln 499 Filer .ID: 821764

4. Na111e of signato:ry: John 'Reasbeck

5. Title ofsigl1atory: C~hiefl:;inal1cial Offi.cer

6. (~ertifi.catioll:

I.~ Jo:hnReasbeck, certify that 'I an1. an 'ofllce:r of tIle conlpan.yn.amed above,and
actittg as an. agent of the conlpany, that I have..personal knowledge tllat tIle coulpal1Y :has .
establi.sh.ed.operating .procedures that are adequa.te to ensure conlpliance witll·th.e
CO'mnlission's (~'P'NI rules. ~~ee 47 C.F.R. § 64.2001 et seq.

Attached to tIllS certification is an accom.pwlying statemellt explainillghowthe
co.nlpany's•procedures ensure that the·COll1pany is in compli.ancewith· therequirenlents
(includi.ng those lTI.al1d.atiIlg tIle adoption ofCPNlprocedures, training, record.k:eeping,
and su.pervisory rev.iew) Set forth ill section 64.2001 et seq.oftheConl1nission'srules.

~rh.eCOlnpanyhas not taken. actions (i. e.,proceedillgs instituted or petitions filed
bya comJ)any at eitller state cO.ln.missiol1s, tile court system, or at the Conl1uission.
ag:aillst d.ata brokers) against data brok:ers in. tIle past year.

Thecomp<'lnyh.asnot received Cllstomer conlplaints in the'past yearconcerlling
tlleUJlauthorized release of CP·NI.

TIle cOll1pan:y reprcsentsalld.warrants that tIle above certification is COllsistent
with. 47C..F.R. § 1.1 7wh.ich requires truthful and accurate statenlents to tIle
Col111niss.ion:. The company·also aCktlowledges tllat false statenlents and
nlisrepresentation.s to the COlnnlissiol1 are p'Ullisl1able under Title 1.8 ofth.e u.s. Code
andnlay su~ject it to el1forcemel1t action.

Siglled __~_.•.+-..••~ --.;.;...• .~.~~/~k:_*.__~__._',. ,Chief Financial ()fficer

Attachments:

{OO(l'17954.1){)C.l }

Accompan'ying Statement explaining ePNI .procedllres



CPNI Policy Statement

1. OUf conlpany utilizes an. enlployee training program with. a disciplinary process and
sllpervisory review to en.sure compliance with CP·NI rules alld regulations.

2. All of tIle conlpal1Y"s proprietary data bases, in.cludin.g th.at containillg custO.111er
infornlation, are password protected, and access to same is linlited. to authorized
personn.el only. Distribution of the password is litnited to tllose a'uthorized .persollnel.
The.password will bech.allged rOlltillely, and whenever an el11ployee with. access to SllCh
databases leaves the COll11Jany.

3~ No custolner inJor.1nation. in any fornl is to be remo'ved fronl th.e conlpallY's offices by
elTI.ployees or ot1lcrs. This includes com.puterprintouts, halldwritten infoll11a.tioll or notes,
copies of Jil.esordoClllnents in allY electrollic tornl, and verbal trans111ission of Cllstolner
il1f.ornlatiol1 to l)ersons who are 110t directeillployees of the company.

4.. Employees are to closely guard custonler lists, contact inform.ation, telepho:ne
llU111.bers, and· all other custolTIer informati.on, both..proprietary and ptlblic, to'prevellt ally

information fro.lTI. 'being removed frolu our offices by non..employees eith.er accidentally
ot intelltiollally.

5. Discon.n.ectedor illactive cllstonler files are to be retained for no 1110re th.an. 3 years,
a:nd then shredded. 'Disco:nnected or inactive custo:tner Jiles are never to be .placed in th.e
trash u.nsl1redded. CU.stoll1er data.base printo'uts are to be s.hredded when replaced by
.newer printouts.

6. ()11r COlTI"pany has a supervisory ap.proval :process in place :tor an.yproposed outbound
111arketillg request for (~P·NI.

7. O'ur cOl11pany has a notification. process in place to alert law enforcenlent, tIle FCC
and affected custO:tllCrS in the event of a C~:P'NI breach.

8.. Our COlTI.pany req'uires apll0tographic idel1tiflcatiol1 froin any custol1lers reqllesting
account itlfornlatioll ill our retail. stores. OUf compwly d:oes not have a l11echallisnl
whereby cllstonlers can access their aCCoul1ts ollIine, so no password protection for online
accounts is required. ()ur C0111pany reqllires that all requests forCPNI that conle in by
telephone be reduced to \tvrititlg and sent to the Com:pany via e-nlail or paper, so no CPNI
is released to Cllstol11erSOll the telepllo11e. Responses to custolner illquiries are sellt to the
custo.mer's address of record or previously.supplied e-mail account Our company
intelld.s to ilnplenlent a system for .password protection of customer accounts that \tvould
enableol11ine access, but has not yet done so.

9. Anlongother things, any online access systelTI will il1clude·a 110tification .process to
pro'vide im.mediate 110tice to cust0111erS \v}len a customer-initiated .password or backu.p for
forgotten passwords, an online account, or the address of record, is created or chan:ged.
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10. Ollf cOlllpany has a fornlal process i.n place to certify the ePNI protection policies
itlstituted by our applicable vel1dors, service 'bureaus and wholesale carriers. Our
company does not cond.uet joint Inarketing witll these entities and therefore is not
required toobtaill opt-ill consent frOlncustomers for joint marketing .purposes.

11. Appro.priate disciplinary action will be taken for any violations of this policy.
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