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February 28, 2011

BY ELECTRONIC COMMENT FILING SYSTEM

Marlene H. D0l1ch, Secretary
Office of the Secretary
Federal COffill1unications COllU11ission
445 1ih Street, SW
Suite TW-A325
Washington, DC 20554

Dear Ms. DOlich:

Re: EB Docket No. 06-36
FOll11 499 Filer ill: 805746
AImual 47 C.F.R. § 64.2009(e) CPNI Con1pliance Filing

Due March 1,2011

Pursuant to 47 C.F.R. § 64.2009(e) and Public Notice DA 11-159
(Enforcement Advisory No. 2011-02), dated January 28, 2011, on behalf of Whidbey
Telephone COlnpany ("COlnpany") accompanying this letter for filing with the Federal
COlTIll1unications COffill1ission ("Conunission") is an electronic original ofthe Company's
annual 47 C.F.R. § 64.2009(e) CPNI compliance filing due March 1,2011. The filing
consists of a cover sheet and a copy of the Company's most recent con1pliance certificate
and accompanying staten1ent pursuant to Section 64.2009(e) of the COllU11ission's rules
and regulations.

Respectfully sublnitted,

7~~
Bluce Russell
Chief Operating Officer

Accompanying DOCUlnents

14888SR525 Langley,WA 98260 - Phone: 360 321 1111 - Fax:3603218118 - www.whidbey.com



Marlene H. Dortch, Secretary
Office of the Secretary
Federal Con1111unications COlrumssion
February 28, 2011
Page 2

cc: (with accompanying doculnents)

Best Copy and Printing, Inc.
(By E-n1ail Only: FCC@BCPIWEB.COM

Whidbey Telecom - 14888 SR 525 Langley, WA 98260 - Phone: 360 321 1111 - Fax: 360 321 8118 - www.whidbey.com



FEDERAL COMMUNICATIONS COMMISSION

EB DOCKET NO. 06-36

ANNUAL 47 C.F.R. § 64.2009(e) CPNI COMPLIANCE FILING
DUE MARCH 1, 2011

WHIDBEY TELEPHONE COMPANY
(FORM 499 FILER ID: 805476)

DATE: FEBRUARY 28, 2011



COMPLIANCE CERTIFICATE
PURSUANT TO SECTION 64.2009(e) OF THE

RULES AND REGULATIONS OF THE FEDERAL
COMMUNICATIONS COMMISSION, 47 C.F.R. § 64.2009(e)

I, Bruce Russell, being of lawful age, state that I an1 Chief Operating Officer of
Whidbey Telephone Company, that I am authorized to execute this certificate as agent for
Whidbey Telephone COl11pany and that the facts set forth in this celiificate are true to the
best of my knowledge, information and belief.

On that basis and in that capacity, I state that I have personal knowledge that
Whidbey Telephone COl11pany has established operating procedures that are adequate to
ensure con1pliance by Whidbey Telephone Company with the rules and regulations of the
Federal COl11l11lll1ications Commission set forth in 47 C.F.R. §§ 64.2001 tlu'ough 64.2011.

Date: February 28 2011.

WHIDBEY TELEPHONE COMPANY

By~c&:0--
Its: Chief Operating Officer



STATEMENT, PURSUANT TO 47 C.F.R. § 64.2009(e), OF

WIllDBEY TELEPHONE COMPANY ("COMPANY"),

ACCOMPANYING THE COMPANY'S COMPLIANCE CERTIFICATE,
DATED FEBRUARY 28, 2011, PURSUANT TO 47 C.F.R. § 64.2009(e)

The Conlpany has established policy that the Company, its enlployees and agents shall comply
fully with all applicable Federal and state statutes, rules, regulations and orders pertaining to the
use of, access to, and disclosure of Custonler Proprietary Network InfOlmation ("CPNI"), as
defined in Section 222 of the Communications Act of 1934, as mnended, 47 U.S.C. § 222, and
by Section 64.2003 of the rules and regulations of the Federal Conununications COlnmission
("COlnmission"), 47 C.F.R. § 64.2003, as such definitions have been clarified by the
Conunission, and as defined in applicable state law and/or lules and regulations. The
Company's policy (and/or operating procedures) may ilnpose restrictions on the use of, access
to, and/or disclosure of CPNI that are lllore stringent than those required by Federal or state law,
rule, regulation or order. Violation of such policy (and/or operating procedures) by any
elnployee of the Company is grounds for discipline, up to and including tenllination of
employment.

The COlnpany's operating procedures in furtherance of its above-mentioned policy include, but
are not linlited to, the following:

1. The Conlpany nlay engage in outbound telemarketing and/or outbound print marketing of
cOlnmunications-related services to those customers that have supplied to the COlnpany
oral or written approval for the COlllpany's use of, disclosure of, or pernlitting of access
to their individually identifiable CPNI and such approval has been obtained and recorded
in conlpliance with 47 C.F.R. §§ 64.2007 and 64.2008. During the calendar year 2010,
these approval procedures included, but were not necessarily lilnited to, the following:

(a) Except as pelmitted by 47 C.F.R. § 64.2005, prior to the Conlpany's initial
outbound telemarketing and/or print nlm'keting that made any use of, or
entailed any disclosure of or pennitting of access to, customers' individually
identifiable CPNI. and pri l' to the Com an's disclosure f l' permitting
access to any such CPNI to or by any of its agents or affiliates for the purpose
of nlarketing conullunications-related services to those custonlers, in
compliance with 47 C.F.R. § 64.2008, the COlnpany provided written
notification to its custonlers of the custOlner's right to restrict use of,
disclosure of, and access to the custonler's individually identifiable CPNI as
described in that rule. The notification was supplied individually to the
Conlpany's customers either as an insert with the custOlller's nlailed April 1,
2010, invoice or as a separately nlailed piece for those customers that did not
have an April 1, 2010, invoice Inailed to thenl. On an on-going basis, the
Conlpany does not engage in outbound telemarketing and/or print lnarketing
to any new customer that nlakes any use of, or entails any disclosure of or
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permitting of access to, individually identifiable CPNI of that customer, or
disclose such CPNI to or pelmit access to such CPNI by, any of the
Con1pany's agents and/or affiliates for the purpose of lnarketing
communications-related services to such customer unless and until the
Company has supplied such custOlner with the notification conten1plated by,
and in cOlnpliance with, 47 C.F.R. § 64.2008.

(b) The Company has established, made and makes available to its custon1ers and
notified and notifies its custon1ers of the n1ethods by which custOlners lnay
notify the Company of their choice to opt-out fron1 the Company's use of,
disclosure of, or pelTI1itting access to their individually identifiable CPNI for
outbound lnarketing purposes. One or lnore of the n1ethods established by the
Con1pany for custon1ers to opt-out are available 24 hours a day, seven days a
week, and are available at no cost to the custOlner.

(c) The Company records any notice received from a customer of the custOlner's
approval or disapproval of the Con1pany's use of, disclosure of, or pennitting
access to the custOlner's individually identifiable CPNI for outbound
lnarketing purposes and maintains those records until the custOlner
affirmatively revokes or litnits such approval or disapproval. The Con1pany
n1aintains for at least one year records of notification to custon1ers of the
custon1er's right to restrict use of, disclosure of, or pennitting access to the
custOlner's individually identifiable CPNI.

(d) After supplying any custon1er with notice, as described above, of the
customer's right to opt-out fron1 the Company's use of, disclosure of, or
pelTI1itting access to, the customer's individually identifiable CPNI for
n1arketing purposes, the Con1pany does not assun1e the custon1er's approval of
the COlnpany's use of, disclosure of, or access to the custon1er's individually
identifiable CPNI for lnarketing purposes until at least thirty (30) days have
passed after the date of giving the customer such notice or, in instances in
which such notice is mailed to the custOlner, until at least thilty-three (33)
days have passed after the date of such mailing.

2. TI e C n1 an does not engage in an outbound telen1arketing. l' an tbo nd print
marketing, utilizing CPNI to custon1ers that have notified the Con1pany of their choice to
opt-out from the Company's use of, disclosure of, or pelTI1itting access to their
individually identifiable CPNI for such purposes or fron1 whon1 neither opt-in nor opt-out
approval of such use, disclosure or access has been obtained.

3. The Company has an established supervisory review process regarding the Company's
cOlnpliance with the rules in 47 C.F.R. Part 64, Subpart U for outbound n1arketing
situations that specifically requires its sales persOlmel to obtain prior supervisory
approval for any proposed outbound n1arketing request for custon1er approval.
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4. The Company's agents and/or affiliates that provide cOlnmunications-related services are
pelmitted access to, and/or to use, the COlnpany's custon1ers' individually identifiable
CPNI for outbound telemarketing or outbound print 111arketing only in cOlnpliance with
47 C.F.R. §§ 64.2005 and/or 64.2007.

5. In accordance with 47 C.F.R. § 64.2009(c), the Company maintains a record, either
electronically or in SOlne other manner, of its and its affiliates' sales and n1arketing
campaigns that use its customers' individually identifiable CPNI.

6. Outbound print n1arketing, if any, that n1ay be distributed by the COlnpany by mail may
be addressed to all subscribers or custon1ers within the applicable geographic area, zip
code(s) and/or telephone nun1ber prefix(es), without regard to the specific services that
the subscriber or customer receives, or does not receive, fron1 the C01l1pany and/or the
COlnpany's affiliates. Such mailings, if they occur, do not use any CPNI and are
addressed to the subscriber's or custon1er's billing narne and billing address. l

7. The Company does not use, disclose or pen11it access to any individually identifiable
CPNI for any inbound n1arketing of services that are not within a category of service (i. e.,
local, interexchange, and CMRS) to which the customer already subscribes fron1 the
Company and/or one or more of the Company's affiliates, unless the caller has first been
properly authenticated as a person authorized to have access to CPNI of the subject
account and either (i) the Con1pany's records do not reflect a cUlTently dated opt-out
election and do reflect a cUlTently dated consent election for the subject account or (ii) the
caller consents to the use of such CPNI for such purpose for the duration of such call in
accordance with the procedures specified in Section 64.2008(f) of the COllu11ission's
lules.

8. The COlnpany does not sell to any third party, or provide access to any third party to, any
of the Company's CPNI for purposes of lnarketing the services of the Company or of any
of its affiliates, other than as permitted with respect to the Company's affiliates pursuant
to iten1 4. above.

9. Except for CPNI lnade available to other teleconununications calTiers pursuant to tariffed
or detariffed billing and collection alTangements and billing and collection services
provided p rsuant theret . the C mpan d es ot sell PN to ar third-part fI l' an
purpose.

10. The COlnpany, its employees and agents n1ay n1ake such other uses and disclosures of,
and permit access to, CPNI as are pelTI1itted by applicable statute, rule, regulation or
order. Such uses, disclosures or access may include those authorized by Section 222 of
the Comn1unications Act of 1934, as an1ended, by Section 64.2005 of the Comn1ission's
rules and by orders of the Commission, such as those peliaining to the authorized

A customer's billing name, billing address and telephone number are not included within the Commission's
definition of CPNI. See Implementation ofthe Telecommunications Act of1996: Telecommunications Carriers' Use
of CustomG/Y ProprietG/Y Network Information and Other Customer Information, CC Docket No. 96-115, Order
(DA 98-971), released May 21, 1998 (Chief, Common Can'ier Bureau) at ~~ 8-9.
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exchange of data aInong teleconunumcations carriers and preferred carrier freezes. The
Company may disclose celiain CPNI to third paIiies that provide services to the
COlnpany for uses authorized by Section 222 of the ConID1uIucations Act of 1934, as
amended, but the Con1pany does not n1ake such disclosure to independent contractors for
marketing purposes.

11. Except as set forth above, the Company does not provide any individually identifiable
CPNI to any governmental entity, or to any other tlurd party (except the subscriber's
agent), other than pursuant to subpoena or other lawful process or with the subscriber's
prior written consent.

12. The COlnpany does not disclose CPNI based on an in-store VISIt, customer-imtiated
telephone contact, or online access except in accordance with the following: 2

(a) As a result of a person visiting a COlnpany custon1er service center, in
accordance with the following:

(i) by presenting to the Con1pany a facially valid, goveinment­
issued photo ill n1atching the subscriber's account
infOlmation for the relevant account; or

(ii) if the person visiting a COlnpany customer service center is
unable to be authenticated by ll1eans of a facially valid,
govelTIl11ent-issued photo ID, but can be authenticated by
either:

(a) such person funushing a pre-established password
for the relevant account without being pronlpted by
the Company's custonler service representative
asking for "readily available biographical
infOlTIlation", as defined in 47 C.F.R. § 64.2003(m),
or "account information", as defined in 47 C.F.R. §
64.2003(a), then if such person also produces an
invoice or other correspondence fronl the Con1pany
peliaining to the account. the inD rmafon c ntained
in the invoice or such other correspondence n1ay be
discussed and Inay be used only to facilitate
paynlent of the account; however, no account­
specific information pertaimng to the relevant
account, other than such account-specific
infOlTIlation as contained in the invoice or other
correspondence produced by the custOlner, shall be
disclosed or discussed; or

2 As used in items 12. (a) & (b), the terms "customer service center" and "customer service representative" also
include celtain Company representatives involved in the billing anclJor collection of customer accounts.
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(b) by such person supplying other personally­
identifiable infOlmation that the COlnpany can
verify as noted on the account records for the
relevant account, then if such person also produces
an invoice or other conespondence from the
Company peliaining to the account, the inf0l111ation
contained in the invoice or such other
conespondence may be discussed and n1ay be used
only to facilitate payn1ent of the account; however,
no account-specific infol1nation peliaining to the
relevant account, other than such account-specific
infol1nation as contained in the invoice or other
conespondence produced by the customer, shall be
disclosed or discussed.

(b) As a result of a person initiating contact by telephone with a COlnpany
custOlner service center, in accordance with the following:

(i) for CPNI consisting of "call detail info1111ation," as defmed
in 47 C.F.R. § 64.2003(d), in accordance with anyone or
more of the following:

(a) upon (i) the person who is requesting "call detail
infOlTI1ation" identifying hin1self or herself to be the
subscriber (or the subscriber's duly authorized
agent), (ii) the COlnpany's custon1er service
representative confi1111ing by the Con1pany's
records that the nalne fUlnished by such person is
the san1e as the nan1e of a person authorized to have
access to the subject account and (iii) such person
fUlnlshing a pre-established password without being
prompted by the Con1pany's customer service
representative asking for "readily available
biographic infonnation," as defined in 47 C.F.R. §
64.2003(n1, r "account il D nnati n," as defined in
47 C.F.R. § 64.2003(a); or

(b) upon (i) the person who is requesting "call detail
infOlmation" representing hilnself or herself to be
the subscriber (or the subscriber's duly authorized
agent) and providing the Con1pany's custon1er
service representative with appropriate identifying
info1111ation (such as social security nun1ber or
requested pOliion thereof, driver's license nun1ber,
or mother's n1aiden naIne) and (ii) the Company's
custon1er service representative continning by the
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Company's records that the nalne furnished by such
person is the Salne as the nalne of a person
authorized to have access to the subject account, by
then either (1) calling such person back at the
telephone number to which the relevant "call detail
information" pertains or at the lead telephone
number (for billing purposes) of the telephone
number to which the relevant "call detail
information" pertains, or (2) by sending the
requested "call detail infonnation" to the
subscriber's address of record; or

(c) if the person who is requesting "call detail
information" does not furnish a pre-established
password without being prOlnpted by the
COlnpany's customer service representative asking
for "readily available biographic information," as
defined in 47 C.F.R. § 64.2003(ln), or "account
infoffi1ation," as defmed in 47 C.F.R. § 64.2003(a),
but (i) does identify himself or herself in accordance
with subparagraph (b) i1mnediately preceding,
including the Con1pany's customer service
representative confi1TI1ing by the COlnpany's
records that the nalne furnished by such person is
the same as the nan1e of a person authorized to have
access to the subject account, and (ii) supplies all of
the "call detail infon11ation" necessary for the
Con1pany's custon1er service representative to
respond to such person's inquiry, without divulging
any additional "call detail information" or other
CPNI, by responding to such person's inquiry
without divulging any additional "call detail
infOlTI1ation;" or

(d) if the person who is requesting "call detail
inforn1ation" represents hi111self or herself to be the
authorized agent of a business customer and the
COlllpany's custOlller service representative is able
to confirm by the Con1pany's records that a person
so nallled is an authorized agent of the business
custonler, but such person is unable to provide a
pre-established password without being prompted
by the Company's customer service representative
asking for "readily available biographic
infonnation," as defined in 47 C.F.R. § 64.2003(n1),
or "account inforn1ation," as defined in 47 C.F.R. §
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64.2003(a), then either (1) by calling such person
back at the telephone number to which the relevant
"call detail infOlmation" pertains or at the lead
telephone number (for billing purposes) of the
telephone number to which the relevant "call detail
information" peliains and confirming such person's
identity by the use of appropriate identifying
infonnation (such as social security nUlnber or
requested portion thereof, driver's license nunlber,
or nl0ther's maiden name), or (2) by sending the
requested "call detail infOlmation" to the
subscriber's address of record; or

(ii) for CPNI consisting of other than "call detail information,"
as defmed in 47 C.F.R. § 64.2003(d), in accordance with
one or more of the following:

(a) upon the person representing hilnself or herself to
be the subscriber (or the subscriber's duly
authorized agent) and providing the Company's
customer service representative with either (i) a pre­
established password without being prompted by
the COlnpany's customer service representative
asking for "readily available biographic
information," as defined in 47 C.F.R. § 64.2003(m),
or "account infonnation," as defmed in 47 C.F.R. §
64.2003(a), or (ii) correct answers to back-up
security questions if they have been established for
the subject account, or (iii) appropriate identifying
infOlmation (such as social security nUlnber or
requested pOliion thereof, driver's license number,
or n10ther's nlaiden nanle) and the COlnpany's
custonler service representative confilming by the
COll1pany's records that the nanle funlished by such
pel'S 1 is the same as the name f a pel'S n
authorized to have access to the subject account; or

(b) upon (i) the person representing hilnself or herself
to be the subscriber (or the subscriber's duly
authorized agent) and (ii) the Company's custOll1er
service representative confu1lling by the Company's
records that the nanle furnished by such person is
the sanle as the nanle of a person authorized to have
access to the subject account, but either (i) no
password has been established for the subject
account and the Company's custonler service

STATEMENT ACCOMPANYING CERTIFICATE-7



representative is unable to confirnl such person's
identity by appropriate identifying infOlmation
(such as social security nunlber or requested portion
thereof, driver's license nU111ber, or mother's
maiden nanle), or (ii) if such a password has been
established, such person is unable to provide such
password without being prompted by the
COl11pany's customer service representative asking
for "readily available biographic information," as
defined in 47 C.F.R. § 64.2003(n1), or "account
info1111ation," as defmed in 47 C.F.R. § 64.2003(a),
and either no back-up security questions have been
established for the account, or, if such back-up
security questions have been established, such
person is unable to answer them correctly, by then
either (1) calling such person back at the telephone
number to which the requested CPNI pertains or at
the lead telephone nunlber (for billing purposes) of
the telephone number to which the requested CPNI
pe11ains, or (2) by sending the requested CPNI to
the subscriber's address of record; or

(c) if the person represents hinlself or herself to be the
authorized agent of a business custonler but the
Conlpany's custonler service representative is
unable to confirnl by the COl11pany's records that a
person so nanled is an authorized agent of the
business customer, then by either (1) calling such
person back at the prin1ary telephone nunlber for the
relevant business subscriber or (2) sending the
requested CPNI to the subscriber's address of
record.

(c) As a result of the person establishing an online, e-billing account with
the Co llpan or with an affiliate f the Conlpm tl at per~ 1111S bil!'l g
on the Conlpany's behalf, in accordance with procedures prescribed by
the Conlpany or such billing affiliate, and the said e-billing account
being accessed by n1eans of the user nanle and password associated
with that e-billing account being correctly input into the online e­
billing system.

13. Conlpany persOlmel receive ongoing training as to when they are and are not authorized
to use CPNI.

14. In the event of a breach of any custOl11er's CPNI, the procedures set forth in 47 C.F.R. §
64.2011 are to be observed. As used in this itenl 14, a "breach" has occurred when a
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person, without authorization or exceeding authorization, has intentionally gained access
to, used, or disclosed CPNI.

15. Custon1ers are to be notified whenever a password, custOlner response to a back-up
means of authentication for lost or forgotten passwords, online account, or address of
record is created or changed. This notification n1ay be through a Company-originated
voicen1ail or text Inessage to the telephone number of record, or by mail to the address of
record, but is not to reveal the changed inforn1ation or be sent to the new account
infonnation.

During the calendar year ended December 31, 2010, the Con1pany did not take any action against
any data broker in cOlmection with access to CPNI.

During the calendar year ended Decen1ber 31, 2010, the Company did not receive any custon1er
complaints concerning the unauthorized release of CPNI.

During the calendar year ended Deceluber 31, 2010, the COlnpany did not acquire first-hand any
infonnation that it has identified as being infonnation with respect to the processes pretexters are
using to attempt to access CPNI.

WHIDBEY TELEPHONE COMPANY
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