
FILED ELECfRONICALLY VIA ECFS

March 1,2011

Marlene H. Dortch, Secretary
Office of the Secretary
Federal Communications Commission
445 12'" Street, SW
Suite TW-A325
Washington, DC 20554

Re: EB Docket 06·36, CPNI Certification for 2010

Dear Ms. Dortch:

Enclosed for filing is Frontier Communications Corporation's Annual 64.2009(e) CPNI
Certification, dated March 1,2011, as ordered in EB Docket 06-36.

If you have questions, please do not hesitate to contact me.

Sincerely,

Allison Ellis
Associate General Counsel
Compliance & Regulatory
3 High Ridge Park
Stamford, CT 06905
Telephone: 203-614-5178
Facsimile: 203-614-4651
Allison.Ellis@ftr.com

Enclosure

ce: Best Copy and Printing, Inc., 445 12'" Street, SW, Room CY-B402,
Washington, DC 20554, via e-mail to:fcc@bcpiweb.com



CITIZENS COMMUNICATIONS COMPANY
ANNUAL SECTION 64.2009(c) CERTIFICATION

EO Docket No. 06-36

Compan)' Name:

Form 499 Filer' IDs:

Name of SignuIOT)':

Tille of SignalOl"y:

031(.' Filed:

Frontier Communications Corporation and Subsidiaries

Sec Attachment A

Kathleen Q. Abernathy

Executive Vice President Chief Legal Officer & Regulatory

March 1.2011

I. Kalhl..:cn Q. Abcmalhy. hereby certify Ih::Jl I am a duly authorized officer of

Frontier COllllllunications Corporation and its subsidiaries. which arc telecommunications

~~arricrs (collectively the "Company") and. acting as an agent orthe Company. that I have

pcrsol1:J1 knowledge lhat the Company has established operating procedures Ihat aTC

adequate to ensure ('ornpliancc with the erNI nIles oftbe Federal Communications

Commissioll. codified at 47 C'.F.R. *9 64.2001-64.201 l. implemenling Section 222(c) of

the lommunlcations Act of 1934. as amended.

Attached 10 this certification is an ;Iccolllpanying slatement explaining how the

Company's procedures ensure that Fronlh:r COIlll11unications Corporation is in

compliance with the requiremcnts set forth in sections 64.2001 ef seq. oftbo..::

Commission's rules. The Company received one etll;to111er complaint in 2010 alleging the

unauthorized release of CPNI. which is summarized in the accompanying Attachment B.

The Comp,ny did nol ",k, '''y "Iio", ,g,inst '7' bcokcrs i" 20 IO.

, Af!
I

KathleCl . Abernathy \
Executive Vice Presidellt. Chief Leg.:!1 Offit.\:.(.& RcgulMory
Frontier Communications Corporation
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ANNUAL SECTION 64.2009(E)
CPNI CERTIFICATION STATEMENT
COVERING CALENDAR YEAR 2009

EB DOCKET NO. 06-36

In accordance with 47 C.F.R. *64.2009(c), the following statement accompanies

the officer compliance ceni ficatl.: and cxpbins how thl.: opcratlllg procedures of Frontier

Communications CorporJ.tion and its subsidiaries, which are telecommunications can·iers

ensun: that the Company is ill compliance with the Commission's CPNI mlcs. as codi fied

at 47 CF.R. ** M.2001-M.2011. Thc Fronticr Communications Corporation

subsidiaries that arc telecolllmunications C;lrricrs gcncr:lIly do business under the name

"Frontkr Communications·' and arc identified. by name and by Foml 4Vl) Filer [D. in

Attachment 1\ hereto.

• Only authorized Frontier Communications employees can access CPNL
Company personnel so authorizcd, such as customer service representatives and
billing and collection personnel. arc trained regarding the appropriate access to.
usc (If. and disclosure ofCPNI. Failure 10 abidl.' by the <lpplicab1c policies and
procedures IS eaUSl' fiJr discipline, up to and including tcrmination.

• Frontier ('ommunic;llions' mmwgcrial personnel monitor access to. usc of. and
disclosure ofCPNI on an on-going basis to ensure compliance with the applicable
policies and procedures and to evaluate their em.::ctivencss.

• Frontier Communications has implemcnted reasonable processes and proccdures
to discover and protcct against attcmpts to gaillllnauthorizcd access to CPNI and
provides training on thcse processes and procedures. Frontier Communications
verifies a customcr's identity :ll1d Illlthe11licates the customer as authorized on the
"ccount prior 10 disclosing erNI based on;] customcr~jnitintcd telephone COIHaCI.
on-line :Iccount access. or a retail cenler visit.

• Frontier Communications has implemented supervisory revicw procl.:sses 10

ascertain whether customcr ePNI will be used in marketing cnorts and wh(.·ther
l:ustoll1cr approval for the lise ofCPNI is required undl.'r the Commission's CPNI
rules,

• Frontier Communicutiolls employees involved in marketing :Ire tmined ,IS \0 what
infonn:lIion is CPNI and when it may be used to lllarkct services to customers.
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All marketing campaigns thai utilize erNI arc :iubjcct to supervisory approval
:lnd. where required, 10 verification of customer approval belore erN I is utili;o;ed.
RCL'ords related to marketing campaigns tlull utilize erNI arc maintained for:ll
least one year.

• Frontier Communications bas implemented processes and procedures to prohibit
the tlisclosurc of CPN I to joint "emurc partners or imlcpendcnt contractors for the
purpose of markcting communicat iOlls-relatcd sen'ices.

• Frontier Communication... has implcmcnted procedures 10 notify cllstomers of
their right to restrict access to, usc of, and disclosure of their CPNI.

• Fronticr Communications providcs local :lIld/or interexehange scrvices to its
eut;tOTllcrs. Frontier Comll1unications uses CPNI witholll customer approval for:
(I) the purpOses of providing or marketing services to which lhat customer
already subscribes. including thc sen'iccs and products enumerated in the FeCs
rules as within its customers' total serviccs: anti (2) those purposes enumenllcd in
Scttioll 222(<1) of lhe Communications Act. Except where lise of CPN I is
othcrv.·isc penni!ted without prior customer approval. Frontier Communications
only uses CPNI to lllarket additional communications-related services upon eithcr
obtaining cu!>tomcr opt-QUI approval. consistcnt with Seel ion 64.2007 of the
Commission's rules or obtaining "olle-timc" customer consent lor inbound or
outbound telephone calls for the duration ofthc call. consistent with Section
CJ4.200~(nof the Commission's ruks. Frontier Communications docs nOI
presently access, usc or disclose erNI in a manner that requires "opt-in"
approval.

• Frontier Communications docs n01 allow access to or disclose CPNI onlinc unless
the tuSlomcr provides Fronticr Communications with a pre-established password.

• Frontier Cornnlllllications lias implemented processes and procedures to prevclll
the unatllhorized release of customer call delai I infonnat ion. Frontier
Communications will not release call delaiJ inforll1ation during a customer­
initiated lclephone call unless the customcr provides Frontier Communicaliolls
with a pre-established pa.ssword. Frontier COlTlll1unications. at the customer's
request. will send call detail intoml:ltion 10 the cuSlomcr's established audress of
record or contact the customer at the telephone number of record to disci OSlo: the
("all detail inl0n11iltioll. Ir a customer, during a customer-initiated telephone
contact. is able 10 provide. withollt assi:,tance from Frontier Communicatiolls
personnel. all of the call detail infon":1tion necessary to address:1 customcr
service issue, then Frontier Curnrnunicillions personnel arc pcmlitlcd to proceed
with Frontier's routine customer care procedures in relation to that information
only. Frontier Communications only n:leascs call detnil int'onnation to:l
customer during a re1ail ccnter visi t ir the customer provides the prc-cstabl ished
passworu on the accounl or provides valid photo identi licalion.

,
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• rrolllicr Communications has implemented processes and procedures to notify
customer,) immediately when: a pa<;sword or back-up means of authentication lor
lost or lorgollen passwords is created or changed: the account address of record is
changed: nn online account is established or changed: or the email address
:t5soci:l.Ied with the :lccount is changes or a ne'" address is added.

• Frontia Communications has implemented processes and procedures to first
infonn fcdemllaw l"nforecmcilt agencies, followed up b)' notifiC<ltion 10 affected
customers. nller reasonable dctcnl,inatioT1 01" a breach of its customers' CPNI in
accordance with ~CC rules.
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A"n.\CIII\'IENT A - FH.ONTIElt CO;\11\IUNICATlO,\,S CORPORATION
TEI,ECOMI\IUNICt\TlONS CARRIER SUUSIIlIARIES

F1LERIU#

S05302

X05710:

XfJ57lJ7

1I05X51

X0521)1)

1I05X57

1'03939

1'21046

X()5J5lJ

X05.\71

X05374

1\05365

X05791

X0577(,

XOS779

S05XOh

XOSlN5

X05X30

S05X1<)

X05794

X05X(U

X057l'l5

X05X..J2

X05X09

R05X1X

f\05RJ6

('OMI'ANY

Frontier C01ll1l1uniC:llions of Mimle~llta, Inc.

Frontier COlTllTlunications or t\'liehigan. Inc.

l'ronticr ('omlllllniemiolls of Illinois. Inc.

Frontier Communications nfWisconsin J I.e
Frontier Communicmions of Iowa. Inc

Fromier Telephone Ill" Rochester. Inc.

FrOlltier Communications of America. Inc,

Frontier ('oml1lunications of Rllchester, Inc.

FrOlltil..'r ('Olllll1l1llic<ltions (If Abhama, LL('

Frontier Communications Ill' Fairmont !J.e

Frol1\l~'r ('ollllllunic:l\ions of Mississ.ippi I.LC

I:rontier Conllllunic:llion~ of Georgia I.Le'

Frolllia ('ommunications of Lamar County. 1.I.e

r: TOntier ('nmmuniealions of 1\:l1nsylvunia. LLC

Fronli ...'!" Communications of Brce7cwooJ. LLC

Frontier ('nmrnuniealinllS of Canton. 1.lr

Fronl ier ('Ollllllllllications of LI"C\\ood. I I.e

Fronlier Communications of Sylvan I"lke, Inc.

Frontier CornmlllllcatiollS of Oswayo River. LLC

Frontier COllllllunicillions of AuSabll: V;llk:y. Inc.

Fronl ier COllllllunications of Seneca-Gorham. Inc.

Fron!ier CormnulllcatiOlls of New York, Inc.

Frun! il:r Curmnullicatiol1s of Llkesidc. Inc.

Fronlicr Communications of Indiana I U'

Frontier ('ommunications (If !Jel'lIe, Inc.

Frontier Communications· St Crni:l; 1.1.("

Frontier COlllll1l1nicntions - MidlnnJ. Inc.

Frontier Communications of Mondo\'! l.l.e

Frontier Conll1l11nicalions Schuyler. Inc.

I:ronticr Communications Prairie. Inc.
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ATTACHMENT A - FRONTIER COMMUNICATIONS CORPORATION
'n~LECO~1i\IUNI("ATrONS CI\ IHHER SUHSlIllARl ES

FlI.ER m #

XOYJ{JO

~OS~n7

XO."X}l

X05H54

K05)(4)<

Rlf(~47

X053r.1

XO:,070

Xo:lK70

/lO.NI.'

X06310

R0.1993

X03996

1\0.1931

X20~OO

K05113

K05119

X10716

X011NJ

xn2920

xO.WxR

X0501K

XlHl)\}4

S051.'7

K051 H

('OMI'ANY

Fronlicr ("nl11l11unii,:ations NorthweSl Inc

Fronticr Communications ofOri(Jn, Inc.

Fronlier COllllllunications Ml I'UI;ISki. Inc.

Frontier Communications or Viroqua 1 LC

Frontkr COlllmunic;llions tJfThomtown U.C

Frontit'r Communications orlhc Carolinas Jnc.

Fronticr ('ommUlllcati(lllS of the S.IUlh. 1.J.C

Frontier C'o1ll1llunit',llinn" oftht' StlUlhWCSI Inc

Fronticr COlllllHlrlications Online ami I (lng Dislam;e Inc.

Frontier Midstalcs Inc.

Frontier North Inc.

Frontier West CO:1S1 Inc.

Fromier Wesl Virginia Inc,

CItii'"ens Telecommunications Company of New York. Inc.

Citizens Tdccommunic;llions Company (lfthl:' White MOlll11ains, Inc

Citi;.:cns Teb,;ommuni~';1110ns Company of Montana

Citi/cns Tdcconullunieations (·ompilily llf"!"c-nncsscc 1 .1 .C.

Cillzens Tc!ccol11lTlunic;l1ions Company f'o,'linncsota, LLl'

Cillzens TciccUlllmunications Company NC"ada

Cili/l'lIs Ulilities Rural Company. Inc.

Cili/clls Telecommunications Comp:lny oftJ1l' (~()lden Slatc

Citi!.cns Tclccommullic;l1 ions ('omp:tny of Illinois

Cit ii'"ens Tdc-communications Company Ca liJomia Inc.

Oglkn Telephone Company

Citi:r.cns ·r..::kCOl11lTlunic<ltiol1S ('ompany of Utah

Citi!.l'lls '["elccommunications ('ompany of Wes1 Virginia

Citii'"ens TdecOl1lIll1111ications Company 01" Idaho

Citi7cns Tciccomrlllmical ions (·ompany ()rcgOl1

N:lVajl} Cmlllmrnic,lliuns ('ompallY. Inc.
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ATTACHMENT A * FRONTIER COMMUNICATIONS CORPORATION
TELECOMi\lll -ICATIQ'iS CARRIER SlBSIDlARIES

FIU:R 11>#

X051U7

~()5146

x~U71x

!\Ul954

X05650

loil:"55X

XOI.NO

K~6150

CilllC'lIs TdceommunicatioJls Company ofTuolumne

('iti/ens Telecommunications Company orlhe Volunteer State Ll C

Cili7....ns Tdccormnunicalions Company of Nebr.lsb

Rhind;mJer Tdephone LU'

(IF rclccom. I I C

Commonwealth Tdcphonc Company U.C

("lSI. I I.e

(ilob.:ll Villle} N....lwork!'<. III..:.

(iVN S..:niccs
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A'ITACIll\IENT B

Frontier {'ommunications r,,:cl'ived one complaint concerning the disclosure of C'PNI
10 an individual nol 'lUthorizcd to n.:eeive the infonnntion. Frontier Communications'
Security and Legal Departments lllvcstigatcd the complJim and concluded that
Frontier inadvertently sent a summary analysis or program eligible services and
credits requcstl.'d by OIlC business customer 10 a different business customer with a
similar Mme. The summary analysis did not include the name of the customer. any
SCf\lCI.' Of calling details. or any other account details other than the account number.
A rull explanation orille instance can be found in Frontier's response to the FCC's
request for infommlion (I O·COO I9:-:214). No other complaints were rccein.'tl.

7


