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BAKER & MCKENZIE | Baker & McKenzie LLP
815 Connecticut Avenue, NW
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www.bakernet.com

William K. Coulter
' Tel: +1 202 835 6136
March 1, 2011 Fax: +1 202 416 7138
william.coulter @bakermckenzie.com

Via ECFS

Marlene H. Dortch

Office of the Secretary

Federal Communications Commission
445 12th Street, SW, Suite TW-A325
Washington, DC 20554

Re: EB Dkt. No. 06-36; iTalk Global Communications, Inc.
Annual 64.2009(e) CPNI Certification for 2010, Form 499 Filer ID: 827024

Dear Ms. Dortch:

Enclosed for filing please find iTalk Global Communications, Inc.’s (“iTalk”)
Annual 64.2009(e) CPNI Certification for 2010 in the above referenced docket. As
required by the Commission’s Rules, attached to the Certification is iTalk’s
Compliance Statement demonstrating compliance with the requirements set forth in
Section 64.2001 et seq. of the Commission’s Rules, 47 C.F.R. § 64.2001 et seq.

Please note that the Company has not taken any actions against data brokers in the
past year. Further, iTalk has not received any customer complaints in the past year
concerning the unauthorized release of CPNI.

As requested, iTalk is providing one (1) copy to Best Copy and Printing Inc.

Kindly direct any questions concerning this matter to the undersigned.

Sincerely,

William K. Coulter
Counsel to iTalk Global Communications, Inc.

Enclosures
cc: Best Copy & Printing (via email: fcc@bcpiweb.com)

Baker & McKenzie LLP is a member of Baker & McKenzie International, a Swiss Verein.



iTalk Global Communications, Inc.
Annual CPNI Certification
EB Docket 06-36

1, William A. Burge, certify that | am an officer of iTalk Global Commnunications, Inc.
and acting as an agent of the company, that | have personal knowledge that the company
_ bas established operating procedures that are adequate to ensure compliance with the
Commission’s CPNI rules pursuant t6 47 C.F.R. Section 64.2001 et seq.

Attached to the certification is an accompanying statement explaining how the
company’s procedures ensure that the company is in compliance with the requirements
set forth in Section 64,2001 et seq. of the Commission’s rules.

The company has not taken any actions against data brokers in the past year. The

company has not received any customer complaints in the past year concerning the
unauthorized release of CPNL

Y/ S

Wcll‘:ﬁ A Burge, Vice President
iTalk G lobal Comemunications, inc.

FeBrugey 28 2014

499 Filer No, 827024



STATEMENT REGARDING OPERATING PROCEDURES

1. Section 64.2005; Use of customer proprietary network information without customer
approval.

iTalk uses individually identifiable CPNI for the provision of interconnected VoIP
service from which the CPNI is derived, to provide customer support related to such
service , and to bill and collect for such service. iTalk also uses individually identifiable
CPNI to protect its rights or property, or to protect users of its interconnected VoIP
service and other carriers from fraudulent, abusive, or unlawful use of or subscription to
such services.

iTalk does not use individually identifiable CPNI for marketing. As a result iTalk does

not use individually identifiable CPNI to market service offerings among the categories

of service to which its customers already subscribe. iTalk does not provide Commercial
Mobile Radio Services (“CMRS”) or local exchange services.

iTalk does not use individually identifiable CPNI to track customers that call competing
service providers.

iTalk does not provide inside wiring installation, maintenance or repair services. iTalk
does not conduct research on the health effects of CMRS. iTalk may use CPNI, without
customer approval, to market services formerly known as adjunct-to-basic services, such
as, but not limited to, speed dialing, computer-provided directory assistance, call
monitoring, call tracing, call blocking, call return, repeat dialing, call tracking, call
waiting, caller 1.D., call forwarding, and certain Centrex features.

iTalk may use CPNI to protect its rights or property, or to protect users of those services
and other carriers from fraudulent, abusive, or unlawful use of, or subscription to, such
services.

2. Sections 64.2007-8; Approval required and notification for use of customer
proprietary network information.

iTalk does not use or permit the use of individually identifiable CPNI for marketing
purposes, or in any manner which would require customer approval under the FCC’s
rules. Thus, it does not seek customer approval for use of CPNI, and does not maintain
records of approval for use of CPNI for marketing purposes.

iTalk does not solicit customer approval for use of CPNI. As such, it is not required to
provide notice to the customer of the customer’s right to restrict use of, disclosure of, and
access to that customer’s CPNI.



3. Section 64.2009; Safeguards required for use of CPNI.

iTalk does not solicit customer approval for use of CPNI because iTalk does not use
CPNI for any purpose which would require customer approval under the FCC’s rules. As
such, iTalk does not maintain a system which indicates the status of a customer’s CPNI
approval.

iTalk does train personnel as to when they are and are not authorized to access CPNI, and
iTalk has an express disciplinary process in place.

iTalk does not use CPNI for marketing purposes and does not share CPNI with any third
parties. '

4. Section 64.2010; Safeguards on the disclosure of CPNI

Safeguarding CPNI. iTalk has undertaken technical, operational and policy measures to
discover and protect against attempts to gain unauthorized access to CPNIL Specifically,
iTalk has taken steps to ensure that all access to CPNI is guarded by a password and
those accesses granted by passwords are constrained so as to protect against breach and
abuse. These protections are discussed in more detail below.

iTalk has undertaken development to provide tracking and auditing systems that record
any access to CPNI attempted by an agent or customer and will store the data for a
minimum of one year.

Telephone access to CPNI. iTalk has undertaken policy and training measures for
customer care representatives regarding the proper handling of CPNI information over
the telephone. Customer care representative are trained to identify a customer without
the use of readily available biographical information.

In most situations the customer care representative is able to call the customer back using
a telephone number from the iTalk database that has been issued to the customer by
iTalk, or previously registered with iTalk, by the customer, using their password.

In service cases where a registered telephone is not functional, the customer care
representative may accept the customer’s password as authentication. The customer care
representative is permitted to initiate a password reset as described below, and is not
permitted to divulge the password directly.

In sitnations where a registered telephone is not functional, and the customer can not
provide their password, but is able to provide, without assistance from iTalk personnel,
all of the call detail information necessary to address the customer care issue (i.e. the
telephone number called, when it is called, and if applicable the amount charged for the
call), then iTalk personnel are permitted to address that customer care issue.



Online access to CPNI. iTalk customers must provide a password to access CPNI online.
For customers that purchase service online, establishment of a password for online access
is part of the subscription process. For customers that subscribe over the telephone, a
random password is generated and emailed to the customer.

In-Store access to CPNI. iTalk does not allow any in-store access to CPNL

Password selection and reset. During the initial subscription phase the customer is
prompted to register a password. The same password is used for all future iTalk phone
and online access. When a customer requests a password reset online, or on the phone
with a customer care representative the password reset is handled using the email address
registered by the customer at time of subscription. The email message may contain the
password or an html link that walks the customer through the reset process.

Notification of account Changes. iTalk sends email notification of account changes to
customers at their email address of record. Customers receive notice for changes to their
password, PIN, security questions and address of record.

Training/Discipline. iTalk trains its employees and personnel as to when they are and are
not authorized to use or access CPNI, and the company has an express disciplinary
process in place in the event CPNI policies and procedures are not followed. Employees
are subject up to and including termination of employment for access to CPNI if they
conduct the access in a way that is not in compliance with FCC rules.

5. Section 64.2011; Security Breaches.

iTalk fraud detection personnel are responsible to monitor the tracking and auditing data
for possible breaches in CPNI data. iTalk trains its employees and personnel to report all
suspected breaches of CPNI data to iTalk general counsel, chief engineer and CEO in
order to ensure that security breaches may be handled in accordance with the FCC’s
regulations. '

iTalk shall notify law enforcement of a breach of its customers’ CPNI. iTalk shall notify
its customers or disclose the breach publicly, whether voluntary or under state or local
law or these rules, until it has completed the process of notifying law enforcement.

As soon as practicable, an in no event later than seven (7) business days, after reasonable
determination of the breach, iTalk shall electronically notify the United States Secret
Service (“USSS”) and the Federal Bureau of Investigation (“FBI”) through a central
reporting facility. Notwithstanding any state law to the contrary, iTalk shall not notify
customers or disclose the breach to the public until seven (7) full business days have
passed after notification to the law enforcement agencies except in the following cases:
(1) if iTalk believes that there is an extraordinarily urgent need to notify any class of
affected customers sooner than otherwise allowed in order to avoid immediate and
irreparable harm; or (ii) in the event that the relevant investigating agency determines that
public disclosure or notice to customers would impede or compromise an ongoing or



potential criminal investigation or national security, such agency may direct iTalk not to
so disclose or notify for an initial period of up to 30 days, plus any extensions reasonably
necessary in the judgment of the agency.

After iTalk has completed the process of notifying law enforcement as described above, it
shall notify its customers of a breach of those customers’ CPNL

iTalk maintains a record of any breaches discovered, notifications made to the USSS or
FBI and notifications made to customers. The record shall include, if available, dates of
discovery and notification, a detailed description of CPNI that was the subject of the
breach, and the circumstances of the breach. iTalk shall retain the record for a minimum
of two (2) years.



